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1. Ha3HauyeHue

YnnyHbein ynpaensembin (L2+) PoE kommyTtaTtop Ha 10 noptoB SW-
80802-WL(port 90W) npegHasHayeH Ansg obbeanHeHUs CeTeBbIX YCTPOWCTB,
nogayv NUTaHMsa K HUM No TexHonormm POE v nepegayv gaHHbIX MeXQy HUMU
B YCMNOBMSAX 3JKCMNnyaTauuum BHE MNOMELLEHUN. YCTPOWUCTBO paspaboTtaHo C
NPMMEHEHNEM  BbICOKOHAOEXHbIX  KOMMIIEKTYIOWNX C  pacLUMPEHHbIM
AvanasoHoMm Temneparyp.

YRW4HbIA  KOMMyTaTtop oOcHaweH 8 noptamm Gigabit Ethernet
(10/100/1000Base-T) ¢ PoE (cooTBeTcTBYIOT cTaHgapTam |IEEE 802.3af/at/bt u
aBTOMaTUYECKM onpeaenstoT nogknovaemole POE-ycTporicTBa), a Takke 2-mMs
Gigabit Ethernet SFP noptamu (1000Base-X) Ansg nogkmnoyYeHus ¢ NoMOLLbLO
ONTOBOSIOKOHHOrO Kabens 1 SFP moaynen (npuobpeTatoTcs OTAENbHO).

K kaxgomy n3 8 OCHOBHbIX MOPTOB YMMYHOIO KOMMYyTaTopa MOXHO
nogkntoyate POE-ycTpornctBa mowHocteto go 90 Br. Obwasa BbixogHas
MoLHocTb (PoE GrompkeT) coctaBngaeT 240BT.

B ynuyHom KomMmyTaTope npegycMoTpeHa yHKLUSA NPOBEPKM cTaTyca
noakntoveHHoro PoE yctponctea (PD Alive). daHHas yHKUUSA akTMBUPYeTCA
yepe3 WEB wuHTepdenc 1 no3BonsieT gMarHocTupoBaTb B aBTOMATUYECKOM
pexvMe «3aBuCaHME» MOAKMYEHHbIX POE ycTpoMCTB M nepesarpyxatb UX
nytem nepenogaydn PoE nutaHus.

Ynu4HbIi kOMMyTaToOp rMbko HacTpamnsaeTtcs vYepe3d WEB-nHTepdenc
N MMeeT MHOXeCTBO (pyHKuui L2+ ypoBHs, Takux kak VLAN, IGMP snooping,
QoS n gp.

Kpome TOro ynuyHbIi KOMMYyTaToOp NoAgepXvBaeT aBToMaTuyeckoe
onpegenenne MDI/MDIX (Auto Negotiation) Ha Bcex nopTax - pacnosHaeT Tun
MOAKITIOYEHHOrO CEeTeBOr0  YCTPOMCTBA W MNpUM  HEOOXOAMMOCTM MEHSIeT
KOHTaKTbl Mepefayn AaHHbIX, YTO MO3BOMSET uUcrnonb3oBaTb kabenu, obxaTble
nobbIM cnocodoM (KpoccoBble 1 MPAMBIE).

Beog kabemnem BHYTpb YNUYHOTO KOMMYTaToOpa OCYLLECTBNAETCA
Yepe3 repmMoBBOAblI UCKMOYasi nmonagaHve Brarm B OOKC (knacc 3aluTbl —
IP66). Kopnyc ymnuyHOro KommyTatopa W3roToBfneH M3 nonvkapboHaTa ¢
BbICOKOW YCTONYMBOCTBIO K COSTHEYHbIM flydam.

YnuuHeii  kommyTaTop  SW-80802-WL(port  90W)  ocHauieH
ONTMYECKMM KPOCCOM Ansi yA0OHOro nogkmoYeHns ONTOBOJIOKOHHOIO kabens.

YoobHas  kpblllka Ha NeTneBoM  KpenneHun  obecneymBaet
OONOSNHUTENBHBLIA KOMAOPT MPU MOAKMHOYEHUN U OOCHY>KMBAHUUN YITUYHOTO
kommyTatopa. Kpome TOro k 3akasdy [OOCTYMHbl KpEenneHust Ans MOHTaxa
YNWYHOTO KOMMYTaTopa Ha CTeHY, BEPTUKarbHYO Onopy 1 T4.



2. Komnnekrtauus

1. YnnyHein kommytatop SW-80802-WL(port 90W) — 1wwT;
2. Habop repmoBBogoB — 1WT;

3. OnTn4yeckasn posetka — 1wWT;

4. Murtenn ogHomopoBbin SM SC/UPC — 2uwiT;

5. [vnb3a gns 3awmTbl cBapHoro cTbika (KO3C) — 2 wr
6. KpaTkoe pykoBOACTBO Mo akcnnyataumm — 1wT;

7. Macnopt — 1wr.

8. YnakoBka — 1WT;

3. OcobeHHOCTU O6OpYyAOBaHUA

¢ YnM4yHOE NCMOSTHEHNE — KOMMYTaTop NpeaHasHa4vyeH ansg opraHm3aumm
CETW B YCMNOBUSIX IKCMIyaTaumm BHE NOMELLEHWI (KNacc 3auThbl
IP66);

e PacwupeHnHbin gnanasoH pabounx Temnepatyp: -40... +50 °C;

e 8 GE noptoB ¢ PoE, 2 GE SFP Uplink nopta obecneuuBatoT rubkoctb
NOAKITHOYEHUS;

e MowHocTb PoE go 90 BT Ha nopT;

e BcTpoeHHas rpososawmta MegHbIX NOpTOB;

e [nbkoe ynpasneHue Yepe3 WEB uHTepderic un CLI;

o T[lopnepxka dyHkuun L2 (VLAN,QOS,LACP,LLDP,IGMP snooping);

o [loggepxka konbueBor Tononornn nogkroderHms (RSTP, ERPS);

e PD Alive — chbyHKLMA ONst aBTOMATUYECKON ONArHOCTUKM U
nepesarpy3ku 3aBucunx POE ycTpoONCTB;

e CCTV - pexum nepegayun gaHHblx Ha 250 meTpos npu 10 Mout/c;

e OnTuyeckun kpocc — AN yaobcTBa NogKNoYeHNst ONTOBOMOKOHHOTO

kabens.



4. BHewHUWX BMA U ONUCaAHME 3NIeMEHTOB

4.1 BHelwHun BUA

Puc.1 YnuuHbin kommyTtatop SW-80802-WL(port 90W), BHeLWHMI BUS,
CHapyXu

Puc. 2 YnuuHbin kommyTtatop SW-80802-WL(port 90W), BHELIHWIA BUA, BHYTpU
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4.2 OnucaHue pa3bemMoB N MHOANKaTOpPOB

e comoe |2 L] [T [ ]

1
2—d |l ) e ol
3 [e]
SYS
4 5 6 7
Puc.3 YnuuHeii kommyTtatop SW-80802-WL(port 90W), pasbembl, KHONKK 1
WHAWKaTOPbI

Tab. 1 YnnyHbii kommyTaTop SW-80802-WL(port 90W), HazHadeHne
BHYTPEHHMWX 311EMEHTOB

Ne

HasHaueHne
n/n

LED-mHAuKkaTop NogkmnoyYeHs ocHoBHoro bl
1 | FopuT 3eneHbiM — NUTaHWe nogaeTcs.

He ropuT — NUTaHMe Ha BXoae OTCYTCTBYET.

2 | LED-uHgukaTop nogknodeHus pesepsHoro Bl (He ucnonbayetcs)

LED uHankaTop paboTbl kommyTaTopa.

MwuraeT — paGoTa B LUTATHOM PEXUNME;

3
CopuT — aBapuiiHasa cuTyauus (3aBrcaHne kKomMmyTaTopa);
BbICTpO MUraeT — uaeT 3arpyska NpoLUMBKU.
Pasbem RJ-45 ona nogknioveHns ynuyHoro kommytatopa k. COM
nopTy.

4

Mo3BonsieT 3arpyaTtb B YNIMYHbIA KOMMYTaTOpP NPOLUMBKY B Criyyae
aBapuHOM cuUTyauum

KHonka ans cbpoca HacTpoek YNMYHOro KOMMyTaTopa K 3aBOACKUM.
5 | Ina c6poca HeoBX0aMMO yaepXunBaTh KHOMKY B TeUeHue ~3 cek npu
BKIMIOYEHHOM MUTaHUK.




HasnaueHne

Pasbembl RJ-45 (1-8)

MpenHasHa4veHbl 4ns NOAKIOYEHNST CEeTEBbIX YCTPOWUCTB Ha CKOPOCTU
10/100/1000 M6uT/C 1 3anuTbiBaHMA NX No TexHonornm PoE.

LED-uHgukaTtopsl Ethernet u PoE

CopuT xenTbiM — noakntoveHo PoE yctporicteo. Muraer —
notpebnexHne POE CNULLIKOM BbICOKO.

Coput/Muraet 3eneHbiM — MAET Nepefaya gaHHbIX.

SFP-nopTeI (9, 10)

MpenHa3ayeHbl AN NOAKMIOYEHUS YIIMYHOIO KOMMYTaTopa K
ONTUYECKON NMHUK CBA3M Ha ckopocTn 1000 MouT/c ncnonbsys SFP-
Moaynu (npuodpeTaroTca OTAENbHO).

5. YctaHoBKa n nogknioyeHune

- eme  (CICD| (T
| 5 ]

Pwuc. 4 MNogkntodeHne ynnyHoro kommytatopa SW-80802-WL(port 90W)

lModknoyeHue  ynu4yHo20  Kommymamopa  SW-80802-WL(port ~ 90W)
ocyujecmsrstomes 8 crnedytoweli nocnedogamernsHocmu:



MpooeHbTe kabenu BUTOM Mapbl Yepe3 COOTBETCTBYIOLUME OTBEPCTUSA
repMoBBOAOB (3) cHapyxu BHYTpb 6okca (puc.4).

O6oxmute KoHUbl kabenen c BHYTPEHHEN CTOPOHbI Bokca pasbemamu
RJ45 (puc. 5)

RJ45 Pin#
Seao—opauwetain | 1
opaHHeRsnl| 2
Seao—zeaeHu| 3
cuHul( 4
Bea0—CcuHul| &
[]

7

8

SEASHEIL
SEA0—KOpuUYHERBIT
HODUYHEREIT

NSNS
NSNS

Puc. 5 O6xunmka kabensa BuTon napbl pasbemamu RJ-45

Mopkntounte obxatble pasbemamu RJI-45 kabenm k kommytatopy (1) u
3aTaHuTE repMoBBoabl (3). [Ana obecneyeHns 3amTbl OT MPOHUKHOBEHUS
Bnarn BHYTPb Kopnyca, kabenu AOMmKHbl OblTb NMOTHO YKPENfeHbl B
repMoBBOAAX.

AHanornyHo nyHkty 1 npotaHuTe kabenb nuTaHus ot cetn AC 195-265V /
50 'y BHYTpb KOpnyca 4epe3 COOTBETCTByWLIMA repmoBeof (4) (D 4-
8mm), nogkntounTe kabenb nNUTaHuMst K KoHTakTam (5) aBTomata (6): L
(dpaza) n N (Honb) n PE (3emns). 3aTaHnTe repMoBBOA 4.

3auncTuTe ONTOBOJIOKOHHbIE Kabenu Ha anvHy 25-30 cMm, nponycTute mx
B OTBEpPCTMS repmoBBOAOB (3), 3aTsHUTE pe3bly repMOBBOLOB Tak,
4YTOObI Kabenb XecTKo hUKCMpPOoBarCs B 3aXVMe repMoBBOAaX.
Cobniogass Bce TpeboBaHMSA TEXHOMOrMM CBapKM OMNTOBOJIOKOHHOIO
kabens, npuBapute nurTennsl  (MMeeTcA B KOMMNIEKTe) K
ONTOBOSIOKOHHBLIM XuNam kabens. YNoxute ONTOBOMOKOHHbIA Kabenb B
nasbl ONTMYECKOro Kpocca (2), cneas 3a Tem, 4Tobbl AnameTp Korbla He
6bin MmeHee 60 mm. MNogknounTe pasbeMbl NUITENNoOB kK SFP mogynam
(He BXOAAT B KOMMSEKT MOCTaBKW) YCTAHOBSIEHHBIM MpeaBapuUTENbHO B
SFP noptbl koMMmyTaTopa (1). 3akpounTe KpbILKY ONTUYECKOro kpocca (2).
lMomMecTuTe repmMeTU3NpYIOLLYIO PE3NHKY U3 KOMMIIEKTa NOCTaBKM B Na3 no
nepumMeTpy KpbILKX NIAcTUKOBOro Gokca, N3bbITOUYHYI ANMHY OTpeXbTe.
AKKypaTHO 3aKpOWTe KpbILWKY, 3aTAHMTE ee 4-MA BUHTaMu 13 KOMMMeKTa
nocTaBKu.

3anyck yrnm4yHOro KoMMyTaTopa OCYyLLEeCTBMASETCH C MOMOLLbIO BKITHOYEHNS
aBTomara (6). YCTPOMCTBO roTOBO K 3KCyaTauuu.

3asemneHue siBnsieTcs 06si3aTeNbHbIM ycnoBuem Ans GesonacHou u
HageXHoW akcnnyaTtauuu o6opygoBaHus!
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SW-80802-WL(PORT 90W) SW-80802-WL(PORT 90W) SW-80802-WL(PORT 90W)

o

AC 195-265V AC 195-265V AC 195-265V
—t—p —— ——p

——>

K yCTpoicTeam ¢
ONTUYECKAMM NOPTaMM

ONTOBONOKOHHbIR ONTOBONOKOHHBIA
K Kabens

H | ==l =
‘v + ¥
PoE P1Z PoE PTZ
Kamepa kamepa ¢ PoE Kamepa kamepa ¢ PoE kamepa xamepa ¢ PoE

Pwuc.6 Tunosas cxema nogknioveHnst kommyTtatopa SW-80802-WL(port 90W)

e ——

KopHeBoi KommyTaTop
B CepsepHoi

N—

YaaneHHbI MOHUTOPUHI

6 Cat 5e

Cat 5e

WiFi poytep ¢ PoE

<
.

SW-80802-WL
(PORT 90W)

SW-80802-WL SW-80802-WL
(PORT 90W)  (PORT 90W)

Fiber
"
|
PoE === PoE PoE == == PoE
Kamepa Mo 8 kamepa Kamepa o8 kamepa
PoE kamep PoE kamep

Puc. 7 Cxema noaknoyeHns ynnyHoro kommytatopa SW-80802-WL(port 90W)
Ans paboTbl NO TOMOMOMK KKOMNbLOY»
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6. MNMpoBepka paboTOoCNOCOOHOCTU CUCTEMBI

Mocne nogkntoyeHust kabenewn K pasbéMam 1 NoAa4Yn NUTaHUS MOXHO ybeamTbes
B paboTOCNOCOBHOCTH YIMYHOIO KOMMYTaTOopa.

MogkntounTe ynnyHbI kKommyTaTop Mexay Asyms K ¢ nssectHbimu IP-
agpecamu, pacnonaralolLMncs B OAHOW noaceTu, Hanpumep, 192.168.1.1 un
192.168.1.2.(cm. Takke N.8.4 HACTOSLLEro AOKYMEHTA).

Ha nepeom komnbioTepe (192.168.1.2) 3anycTuTe KOMaHOHYH CTPOKY
(BbInONHMTE KOMaHAZy cmd) 1 B MOSIBMBLUEMCS OKHE BBEAMTE KOMaHAy:

ping 192.168.1.1
Ecnu Bce nogkntoyeHo NpaBuiibHO, Ha AKpaHe MOHMTOPa O0TOOPa3nTCA OTBET OT
BTOpOro komnetotepa (Puc. 8). 3to ceugeTenscteyeT 06 MCNPABHOCTA YNIUYHOMO
KOMMyTaTopa.

INNT'\System32',command.com

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bytes=32 time<1@ns ITL=255
2 time<1@ms TTL=255
2 time<1@ms TTL=255
2 time<1@Bns TTL=255

@ <@z loss).,

. Average = Ons

Puc. 8 [JaHHble, oTOGpaxarLmecsa Ha aKkpaHe MOHUTOpa, nocre
ncnonb3oBaHns kKoMaHgsl Ping.

Ecnun oteBetr ping He nonyyeH («Bpems 3anpoca uCTekno»), TO
cnegyeT NpOBEPUTb COeAMHUTENbHBIN kKabenb u IP-agpeca KOMNbIOTEPOB.
Ecnu He BCce nakeTbl ObINK NPUHATLI, 3TO MOXET CBUOETENbCTBOBATL!
- 0 HM3KOM Ka4yecTBe Kabens;
- 0 HeucnpaBHOCTM KOMMYyTaTopa;
- 0 Momexax B fIMHUN.

lpumeyaHue:
MpuynHBI NOTEPU B ONTUHECKON NIMHUM MOTYT ObITb Bbl3BaHbI:

- HencnpasHoCTbO SFP-Moaynen;
- n3rmbamm kabens;
- 6ONbLUMM KONMYECTBOM Y3I10B CBApPKY;
- HEeUCnpPaBHOCTbLIO NN HEOAHOPOAHOCTLIO OMTOBOSIOKHA.
12



7. NMoparoToBka nepen ynpaBrneHMeM KOMMYTaTOpPOM
yepe3 WEB.

3pecb OypeT nokasaHa pJetanbHasi HacTpowka cetu ansg MK nog
ynpasneHvem Windows 8 (noxoxwun nitepderic y Windows?7 n Windows Vista).

1. Ortkpovite «LeHTp ynpaBneHna cetamm u obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «/3MeHeHVWe napameTpoB
apantepa» (Change adapter setting) kak Ha pUCyHKe HUXe.

A &% <« Network and Internet » Network and Sharing Center v & »p

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
No network access

Change advanced sharing Unidentified network Access type:
settings Public network Connections: @ Ethernet

Change your networking settings

Seealso

{iGi Set up a new connection or network

= ) :
Bonjour Set up a broadband, dial-up, or VPN connection; or set up @ router or access poirt.
HomeGroup

[ Troubleshoot problems

Intemet Options
Diagnose and repair network problems, or get troubleshooting information.

‘Windows Firewall

2. B nosBuBwemca okHe «CeTeBble nogkmodeHusay  (Network
Connections) oTobpaeHbl BCE CETEBbIE MOAKIMIOYEHUS, OOCTYMHbIE
Bawemy K. Coenaiite OBOMHOW KIMK Ha MOLKIIOYEHUU, KOTOPOE Bbl
ucnonb3yete ansa cetn Ethernet

13



o
LW
?

5 items

1 & « Metwork and Intemet » Metwark Cannections
Bluetooth Network Connection

Mot connected
Bluetooth Device (Personal Area ...

Ethernet

K

=~ WiFi
Mot connected

VPN Connection
Disconnected
WAN Miniport (IKEv2)

Unidentified network
Qualcomm Atheros ARS171/8175 ...

x
v ¢ | Sesrch Network Connections 0
- @ ®

L". VirtualBox Host-Only Network
S picabled

b 4 d‘.\ﬂ Qualcomm Atheros ARG485WE-E...

@ VirtualBox Host-Only Ethernet Ad...

==

3. B nosiBuBLLemMcs okHe «CocTosiHMe - [MoakntoYeHne no fokanbHOW ceTny

(Ethernet Status) HaxmuTe kHoMky «CownctBa» (Properties) kak
NOKa3aHO HMXe.
" x
General
Connection
IPv4 Connectivity: Mo network access
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:03:17
Speed: 1.0 Gbps
Activity
sent — ;_!‘I ——  Received
=
Bytes: 81,247 | 234,299
Close

4. B nosiBuBLLEMCS OKHe «[loakntoyeHne rno nokanbHon ceTn — CBolcTBa»
chenante [OBOWHOW KIMWK Ha «MpOTOKON WHTepHeTa Bepcun 1P V4
(TCP/IPv4)» Kak nokasaHo Huxe

14



Networking | Sharing

Connect using

@ Qualcomm Atheros ARB171/8175 PCI-E Gigabit Ethemet

This connection uses the following items:

4810105 Packet Scheduler ~
[0 -2 Microsoft Network Adapter Muttiplexar Protocol

-2 Microsoft LLDP Protocol Driver

& Link-Layer Topaology Discovery Mapper 14O Driver

& Link-Layer Topology Discovery Responder

= |

¥ |ntemet Protocol Version 4 (TCP/IPw4)

W
>
Install... Uninstal

Description

Transmission Conttrol Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

B nosiBuBLemcs okHe «[MpoTokon nHtepHeta Bepcum IP V4 (TCP/IPv4)»
ckoHpurypupynte IP agpec Bawero MK n macky noaceTn kak nokasaHo
Hwke. [pegnodntaembin DNS cepBep MOXHO OCTaBWTb
aBTOMaTM4ECKOro BbIbopa.

ans

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate TP settings.

() Obtain an IP address automatically
() Use the following IP address:

IP address: 192 .168 . 2 .33
Subnet mask: 255 .255.255. 0

Obtain DNS server address automatically

(@) Use the following DINS server addresses:

preferred DNS server: 5 .8 .8 .8
[]validate settings upon exit

Bel moxeTe 3agatb ntobon IP agpec B none «IP agpec», B TOM e

noaceTu YTo u IP agpec kommyTaTopa. Haxmute kHonky OK, 4ToBbl COXpaHWTb U
NPYMEHMUTb HAaCTPOMKN.

Tenepb Bbl MOXETe MCMOMb30BaTb NM0GON Bpaysep ONA Bxoda B MEHI0
HacTpoek KoMMyTaTopa.
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Mo ymonyaHuio IP agpec kommyTtaTopa 192.168.2.1
Login: admin  Password: system

8. YnpaBneHue 4yepe3 WEB uHTepcemnc.
8.1 OcHOBHbIe cBeaeHud

WEB uHTepdeinc kommyTaTopa npeactaBneH Ha PUCYHKE HUXeE:

&2
OSNOVO s = SW-80802/IL(port90W)-P
cabl 2 L =

System Information

—_
D

N“\\mlmlw/y
"%@

MEMOR

BuayansHo WEB nHTepdeinc coctout ua 3 4acrtemn:
YacTtb 1* | MiIHOgnkaTopbl MOPTOB, BKIOYasi POE cTtaTyc u ctaTyc CoOeanHEHMS.
(Part 1) Bbi6op s3bika. [JOKyMEHT CripaBKu.
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Yactb 2 | OcHOBHOW MHTEpdENC, rae OOCTYMHbI HACTPOWKN U oTobpaxaeTcst
(Part2) | cTaTucTmka No TEM MU UHBIM NapamMeTpam.

MmaBHoe meHio WEB uHTepderica. CogepXxuT nepeyeHb
OOCTYMNHbIX HACTPOEK, PEXUMOB, UHCTPYMEHTOB ANA MOHUTOPUHra
CeTu, a Takke MHCTPYMEHTOB Anst 00CNy>XMBaHUS KOMMyTaTopa.

Yactb 3
(Part 3)

* WEB wuHTepgenc oTobpaxaeT cxeMy BCeEX MOpPTOB KOMMyTaTopa.
PasnuyHble uBeTa Ha cxeme 03Ha4aloT, YTO NOPT/NOPThl HAXOAATCS B TOM UNn
WHOM COCTOSIHUW.

CkopocTb nopta 100M6uTt/c CkopocTb nopta 1000 MéwuTt/c = HeT coeguHeHns

8.2 NmaBHoOe mMeH0 WEB mnHTepchenca

C nomouwbo BCTpOeHHOro B kommyTtatop WEB uHTepderica Bebl
MoXeTe rMbko HacTpavMBaTb CWUCTEMHblE MNapaMeTpbl, CKOPOCTb MOPTOB,
oTcrexunBaTb COCTOSHME CETU U MHOrOe pyroe.

Bce MHCTpyMeHTbl M HacTpoviku cobpaHbl B rpynnbl U NOArpynnbl.
OcHoBHbIX rpynn 9:

Information&Status (O6wasa nHdopmauma n crtatyc) — nofnb3oBaTeny MoryTt
npoBepuTb 0OLWIYD WHGOPMaLMIO O KOMMyTaTope, cTaTyc, Kak [Oonro
KOMMYTaTOp HaxoAMTCs BKMHOYEHHbIM U TA,.

Network Admin (HacTponka ceTeBbix NnapameTpoB ¥ aAMUHUCTPUPOBAHNE) —
nosfib3oBaTenn MOryT MpPOBEPUTb U HACTPOUTb NapameTpbl, OTHOCALLMECS K
ceTn B JaHHOM MyHKTe rnasHoro meHto WEB nHTepdeinca kommyTaTopa.

Port Configure (KoHdurypupoBaHue nopTtoB KOMMyTatopa) — nonb3oBatenu
MOTYT NPOBEPUTb U HACTPOUTb ONpeaeneHHble napameTpbl NOPTOB B AAHHOM
nyHKTe rnaBHoro meHio WEB nHTepdenca kommyTtaTtopa.
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PoE - nonb3oBatenu MOryT MpPOBEPUTb W HACTPOUTb oOnpeneneHHble
napametpbol POE pansa noptoB B JaHHOM nyHKTe rnasHoro meHioo WEB
UHTepdenca kKommyTaTopa.

Advanced Configure (PaclmpeHHble HacTpoWKu) — nofb3oBaTenn MoryTt
nNpoBepUTb U HacTpouTb L2 n L2+ dyHKUMN KOMMYTatopa B OAHHOM MyHKTe
rnasHoro meHo WEB uHTepdenca.

Security Configure (HacTtponkn 6e3onacHOCTM) — noOMAb3oBaTeny MoryT
NpoBepUTb WM HacTpouTb nNapaMeTpbl 6e30macHOCTM Ans KoMmmyTaTtopa B
AaHHOM MyHKTe rnaBHoro meHto WEB uHTepdelica.

QoS (YnpaBneHvne o4vepeasmn) — nonb3oBaTenyu MOryT MpOBEPUTb W
HacTpouTb MNapamMeTpbl pexuma ynpasrneHus odepeasamum QOS B OaHHOM
nyHkTe rmasHoro meHio WEB nHTepdenca.

Diagnostics (VIHCTpymMeHTbl [Ons AWarHocTuMKM) — MoNfb3oBaTenu MoryT
BOCMONb30BaTLCH MHCTPYMEHTAMM AN AnarHocTukn cetu (Ping), ouarHocTukm
kabens, a Takke npoBepuTb 3arpy3ky CPU kommyTaTtopa B OaHHOM MyHKTE
rnasHoro MmeHo WEB uHTepdenca.

Maintenance (O6cnyxunBaHue) — nonb3oBaTenM MOryT BOCMOSIb30BaTbCA
WHCTPYMEHTaMuM  OOCnyxmBaHMA KoMmmyTatopa (COpoc K  3aBOACKAM
HacTpolkaM, OOGHOBMNEHME MpPOLUMBKM, 3arpy3ka W COXpaHeHWe TeKyLlen
KOHdpurypauumn, nepesarpyska KommyTaTtopa) B AaHHOM MyHKTE [MaBHOrO
meHo WEB nHTepdeiica.

8.3 Network Admin (HacTtpomnka ceTeBbIX NapameTpoB U
aAMUHUCTpUpPOBaHUeE)

8.3.1 IP Configuration (Hactpowuka IP agpeca)

lMpumeyaHue: |IP adpec kommymamopa no ymondaHuro 192.168.2.1 Macka
nodcemu no ymon4daruro 255.255.255.0(24)

Bbibepute nogpasgen rnaBHoro meHiwo WEB wuHTepdgenca kommyTtaTopa:
Network Admin > IP
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Yinformation & Status

IP Configuration

¥ Network Admin

=P

«SNTP IP Interfaces

»SNMP

IPv4 DHCP IPv4
= SysL VLAN
g e Enable | Fallback | CurrentLease | _ Address | Mask Length
?Port Configure .
(| 1 O 192.168. 2.1 24

»PoE
»Adh dac [4dd Interface |

¥ Security Configure EReset

Port Name | OTobpaxaeT cuctemHoe nms noprta

VLAN VLAN ans goctyna K ynpasneHuio KoMMyTaTopoMm

- Ecnu BkntoyeHo, aTo o3HavaeT, 4to nopT VLAN 3anyckaeT
IPv4 DHCP knueHT, 4Tobbl AMHaMmn4yecku nony4datsb IPv4
agpeca kommyTaTopa. B npoTuBHOM cny4dae oH Oyget
ucnonb3oBaTb cTatuyeckuin IP agpec.

IPv4 DHCP | _ Orkar (B cekyHaax) o3HauaeT BpeMsi OXuaaH!s Ans
KOMMYyTaTopa Ans nonyyeHus amHamuyeckoro |P agpeca c
nomouybto DHCP. 3HayeHne 0 — oTMeHseT BpeMs OXXugaHus.
- Tekywaa apeHga, none otobpaxaeT Tekywmn IP agpec,
nony4yeHHsIn ot DHCP

- Agpec: ctatudeckuii IP agpec, BBeeHHbIN

nonb3oBaTenem.
IPv4
- AnuHa macku: ctatmndeckas |IPv4 macka ans noacetw,

BBeAEeHHaaA NoJib30BaATEJIEM.

HaxmuTe Add Interface, 4tobbl 3agaTh HoBble HacTpoviku ans VLAN u
IP agpeca. Haxmute Save, 4Tobbl COXpaHUTb HAaCTPOMKN.

lpumeyvanue: [na ynpaeneHuss KOMMYymamopoM UCMOMb3yemcs
VLANT no ymonyaHuro. Ecnu nonbsosamerto Heobxoduma dpyzast VLAN, 0nsa
ynpaeneHuss  KOMMymamopoMm,  rnoxanytcma, dobassme VLAN 8
coomeemcmeyrouiem meHio WEB uHmepdgbelica, a makxe dobasbme rnopm 6
amy VLAN. IP adpec VLAN1 MOXHO usmeHUmMb Ha rpednoymumerbHbI.
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8.3.2 SNTP Configuration (HacTtpomnka npotokona BpemeHu SNTP)

SNTP ato akpoHum oT Simple Network Time Protocol — npoTokon
CUHXpOHM3aLmMM 4YacoB C HacTpovikamm [1K. Bbl  moxeTe BblbpaTtb
onpegeneHHbii SNTP cepep 1 HacTpouTe GMT BpeMEHHYIO 30HY.

Bbibepute nogpasgen rnasHoro meHio WEB nHTepdernca kommyTtaTopa:
Network Admin > SNTP

» i =
AR SNTP Configuration
| ¥ Network Admin |
P Mode Enabled v
= SNTP Server Address
»SNMP
= SysLog Save | | Reset

Haxmute Ha BbiNagatowee MeHo, YToobl BbiopaTb Enabled
mnn Disabled

Enabled (Bkn) — BkntovaeT pexkum SNTP. B gaHHOM
Mode pEXMMeE areHT oTnpasnseT u npuHumaeT SNTP
Co0OLLEeHUsI MeXAY KIMEHTaMN 1 CEpPBEPOM, KOTAa OHM
HaxoasaTCcs He B OAHOW NoaceTu.

Disabled (Bblkn) — oTkMoyaeT pexum SNTP.

MNocne BBoga IP agpeca SNTP cepsepa, SNTP

SNTP Server
nHdopmauma 6ygeT nonyyeHa c aToro cepsepa.

HaxmuTe Save, 4To6bl COXpaHUTb HACTPONKMW.
8.3.3 SNMP Configuration (HacTtpo#ka npoTtokona ynpaBneHust SNMP)

Simple Network Management Protocol (SNMP) ato npoTtokon
NPUKNagHOro ypoBHS, KOTOPbIN obneryaeTr obmeH uHopmaumen ynpasneHns
Mexny  CceTeBblMM  YCTPOMCTBaAMM. SNMP  nossonder ceTeBbiM
agMunHUCTpaTopamM ynpasnsATb MPOU3BOAUTENBHOCTLIO CETW, HaxoauTb W
pelwaTb NpobneMbl C CeTblO, NNAHMPOBATL PacLUMpPeHME CETU.

Kommytatop noggepxusaet SNMPv1, v2c. PasnuuyHble Bepcun
SNMP obecneunBatoT pasHbIl ypoBeHb ©Ge3onacHoCcTM Ans  ynpaBreHus
CTaHUMAMM 1 CeTeBbIMU YCTPONCTBaAMMU.
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B SNMP v1 u v2c pana ayteHTudwukauum nonb3oBaTenen
ucnonb3yetrca «Community String». ®yHKUMOHaAN 3TOM CTPOKM CXOX C
dyHKunoHanom napons. lMpunoxeHne SNMP yaaneHHoro nonb3oBatens u
SNMP kommyTaTopa [OSMKHbI WCMOMNb3oBaTb OAHO U TOXEe 3Ha4vyeHue
Community String. MNaketel SNMP oT ntobbix HeaBTOPU3OBaHHbLIX CanToB
OyayT urHopmpoBaTbCs (0TBpackiBaTLCSH).

Community String no ymonyaHuio 4ns KoMMyTaTopa MMeeT 3HaYyeHue:
1. public — no3BonseT ayteHTUUKALMIO CTAHLUMKU yrNpaBrneHusa Ans
yTeHusa MIB o6beKToB.
2. private — no3BonsieT ayTeHTUMKaUMIO CTaHUUW yrnpaBneHus ansi
YTeHUs, 3anmcu n nameHeHnst MIB o6bekToB.

Trap

Mcnonb3yeTca areHToM Ans aCMHXPOHHOrO MHdopmuposaHus NMS
(cTaHuMs ynpaBneHust) O KakoM-nmbo cobbiTun. AT coBbITUA MOryT ObiTb
OYeHb Cepbe3HbIMU, TakMMM, Kak nepesarpyska (KTo-TO Cly4YamHO BbIKMHOYWN
KOMMYyTaTtop), unu npocTto, obwas uHdopmMauus, Takas Kak W3MeHeHue
ctatyca nopta. KkommyTtatop cosgaet mHdopmauuio o nosywwke (Trap), a
3aTemM OTnNpaBnseT ee nonydvaTtento uMnuM aaMuHUCTpaTopy cetu. TunuyHas
noBywka BKMwYaeT B cebs MHpopmaumo o owwnbkax ayTeHTudukaumm,
CeTeBbIX U3MEHEHUSIX.
MIB

OTO  Konnekuust  ynpaBnsieMblX  OObLEKTOB, HaxogdWwuxXcs B
BUPTyanbHOM XpaHunuiie nHdopmaumm. Konnekuun CBSI3aHHbIX
ynpaensiemMbix OOBLEKTOB oOnpegeneHol B onpegeneHHblx moaynsax MiB.
KommyTaTtop mcnonb3yet cTaHAapTHbIM MOAyrb YyrpaBneHus uHdopmauunen
MIB-Il. Takum obpasom, 3HauyeHne obbekta MIB mMoxeT ObITb NpoyYnTaHo
nobbiM  NporpaMMHbIM ~ obecneveHnem, ynpaensembiM 4epe3 SNMP
NPOTOKOI.

8.3.3.1 SNMP System Configuration (HacTtponka SNMP gnsa cuctembl)

Bbl MOXeTe BKMOYMTL UK BIKITHOYUTD OaHHYHO beHKLJ,M}O B pasgene

Admin>SNMP>System
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information & Status SNMP System Configuration

| Network Admin
T Mode Enabled v
= SNTP Version SHIP w2c v
 vSNMP | Read Community | public
Write Community | [private
=Trap
Mode BkntoueHune/BbikntoveHne SNMP pyHKUMM
. HaxxmuTe Ha BbinagatoLlee MeHto, YTobbl BbIbpaTb BEpCUIo
Version
npotokona SNMP v2c unn vl
Read Mo3BonseTt ayTeHTUdUKALMIO CTaHUMK ypaBreHusa ans
Community yTeHus MIB o6bekToB.
Write Mo3BonseT ayTeHTUdMKaLUIO CTaHLUM yrnipaBneHus Ans
Community 4YTeHus, 3anucn n nameHeHms MIB obbekToB

8.3.3.2 SNMP Trap Configuration (Hactponka SNMP Trap)

Bbl MOXeTe BKNHOUYUTb UK BbIKITHOYUTD OaHHYIO beHKU,VIIO N HAaCTpouTb
€e B criegywuiemMm pasgene

Network Admin>SNMP>Trap
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Yinformation & Status

Trap Configuration

[ ~Network Admin |
«P Global Settings
« SNTP
C~sup | [Mode] [visatied vT]
= System
[+Trap | Trap Destination Configurations
= SyslLog
[ Delete [ Name | Enable | Version | Destination Address | Destination Port |
Y Port Configure
oo
¥ Advanced Configure
Eave)
¥ Security Configure -

8.3.4 System Log Configuration (HacTponka cucTeMHOro XypHana)

Bbl MOXeTe HacTpouTb CUCTEMHbIV XKYpPHan KoOMMyTaTopa nepenas B HyXXHbIN
pasgen ocHoBHoro meHto WEB nHTepdeiica

Network Admin > Syslog

?Iinformation & Status

System Log Configuration

[ ¥ Network Admin

P Server Mode Disabled V|
« SNTP Server Address | 1921682100 |
»SNMP Syslog Level | Info v/

»Port Configure

Server Mode

Bkn/Bbikn dpyHKUMIO CUCTEMHOTO XXypHana ans SNMP .
Ecnu Bknio4eHo, KOMMyTaTop OTrNpaBnsieT KON XXypHana
Ha CTOPOHHWUIA cepBep

Server CepBep, Ha KOTOPbIN OTNPaBNAETCHA KONUs CUCTEMHOTO
Address XypHana
Info — nHdbopmaums, npeaynpexxaeHns 1 owndkn
Syslog Level | Warning — Tonbko npegynpexaeHus u oLmoku

Errors — Tonbko owmnbku
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8.4 Port Configure (KoHcdurypmposaHme nopToB)

8.4.1 Port Configuration (Hactpoika nopToB)

HaHHbin pasgen WEB wuHTepdpenica cooepXmut nepedeHb HacTpoek
Ansi NOpTOB KOMMYyTaTopa.

Port Configure>Ports

¥ Port Configure
=Ports
PAggregation
=Miroring
= Thermal Protection
= Green Ethemnet

o - Speed I Fiow Control W Excessi
| Current|  Configured | Current Rx | Current Tx [ Configured | Frame Size | Collision Mode
C © v O 9600 < v
1 @ Down Auto v X X 0 9600 Discard w
2 100fdx Auto v X X O 9600 Discard v
3 @ Down Auto v % X i} 9600 Discard v

Link

KpaCHbIVI LBET O3HA4YaeT, YTO COeaANHEHMNS HET. 3eneHbln —
coeanHeHune ecCTb.

Speed

Bbibop ckopocTu 1 pexuma paboThbl
(mynnekc/nonygynnekc) Ans nopta

Disabled — nopT oTknto4eH.

Auto — no3sonseT NopTy aBToMaTUYECKM BbIOUpaThb
Hambornee nogxogsLime napameTpbl AN NOAKMIOYEHHOTO
YyCTpOWCTBA.

FDX — gynnekc. No ymonyanuto ansi ckopoctn 1000M6uT/c
HDX — nonyaynrekc

1000-X_AMS — o3Ha4vaerT, YTo NopT ABMSETCH ONTUYECKUM
UM KOMBO-NOPTOM U ONTUYECKUIA MOPT — OCHOBHOM.
Takke ecTb Apyrve aHanormyHble napameTpsbi:

10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX,
1000-X

Flow Control

MexaHunam ynpasreHus notTokoM. MonHoaynnekcHble
nopTbl Mcnosb3aytoT 802.3x NPOTOKON ANs yrpaBneHus
MOTOKOM, NOMYAYNNEKCHbIE MOPTbI UCMOMb3YIOT
backpressure ynpaBneHue notokom. 1o ymonyaHuto
Il:l.aHHI::IVI MeXaHU3M O5A NOPTOB — OTKITHOYEH.
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Mone, roe 3agaeTca MakcMmarbHbI pasmep

Maximum nepegasaemMbIx/NpUHNMaeMbIX nakeTo.. 1o ymonyaHuio
Frame Size pasmep — 9600, 4yTobbl 06ecneunTb Nogaepxky Jumbo
frames.

HaxmuTe Save, 4To6bl COXPaHUTb HACTPOWKM.
8.4.2 Link aggregation (Arperauusi KaHanoB)

Arperaums KaHanos, 3TO METO[, KOTOPbIN CBA3bIBAET OnpeaeneHHble
dusnyeckme nopTbl BMECTE, KaK OOUH MOrMYeckuii nopt, YTobbl yBEnuunTb
00LLy0 NPOMNYCKHYI0 CNOCOBHOCTb.

KommyTatop nogaepxumsaet go 13 rpynn arperaumm kaHanos. OT 2 go
8 nopToB B BMAE €AMHOro NOrM4yeckoro nopTra.

lNpumeyvaHue: Ecnu kakoU-nubo nopm 6 epynrne agpesayuu KaHaos
OMKJIKOYEH, rnakem OaHHbIX, OMIPasneHHbIl Ha OMKITHYEHHbIU mopm 6ydem
pacnpedensimb Haz2py3Ky Ha Opyaol roOKIIYEHHbIU nopm 6 amol epyrne
aspezayuu.

8.4.2.1 Static Aggregation (Ctatu4yeckasa Arperayms)

B atom pasgpene WEB uHTepdoeiica KommyTaTopa Mofib3oBaTeflb MOXET
HaCTPOMTb CTaTUYECKYIO arperauuio s rnopTos.

Port Configure > Aggregation > Static

Aggregation | 3TOT pexum ABMSETCH anropuTMOM XELUMPOBaHUS NOTOKa
Mode mexay noptamu LAG (rpynna arperMpoBaHHbIX NOPTOB MK
Configuration | Link Aggregation Group)

Group ID ID rpynnbl cTaTUyeckom arperauuu

KommyTaTtop nogaepxuBaet o 13 rpynn arperaumm, ot 2

Port Members -
0o 8 nopToB B OAHON rpynne.
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YInformation & Status

Aggregation Mode Configuration

»Network Admin
= Hash Code Contributors
Source MAC Address
EHONS - Destination MAC Address
IP Address
TCP/UDP Port Number 2]
«LACP
=Mirroring Aggregation Group Configuration
= Thermal Protection
= Green Ethernet Port Members
»PoE GroupID [1]2]3 | 4[s[6[7]8]a]10]n [12|13]14|15[1¢|11|1s|19]20|21[zz]z:]24jz5|2a
» Advanced Configure L= I ONORONONONORONORONONONONONORORORONONONORONORONONONO]
Nsacurity € - 1 C-OOOQOOOOOOOOOOOOCOCC-OOOOO
2 Q000000000000 OOOOOOOOOOOOO
>Qos Configure 3 OC0000O00O0O0OOOOOOOO 000 D000
» Diagnostics 4 00000000000 > O O ) O C )0 O 6
N — 5 UOOOOOOOOQOO OO OOO
6 O00O00O0OOCO0OC0C O D 000
7 O0O0OO0O0OODOOOOO DO 000
8 oNoNoNoNoNoNoNoNoNONONORONON® )OO O00O0
9 (elololioNoNoNoloNoNONONS ) O DO 0O
10 oNoNoNoNoNoNoRoNoNoNONe O ( 000
" oNolelielloNololoNoNoNONe 00O (® >0 0O
12 0000000 O0OOODOLO CO0O0O0C C‘Cv\f((\ﬁﬁ
13 OOOOOOOOOOOOO YO0 0000000000

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

lMpumeuarHue: Cmamuyeckass agpezayusi  ro3gosssem  0OHOBPEMEHHO
06beduHamMb He bonee 8 nopmos 8 00HYy cmamu4ecKyro 2pyrry.

8.4.2.2 LACP Aggregation (Arperauus Ha ocHoBe LACP)

LACP — TlpoTtokon ynpaBeneHus arperaumen kaHanos. Arperauus
KaHanoB nossonser obbeAuHsTb A0 BOCbMWM MOPTOB B OOHO BblAENeHHoe
coefuHeHmne (NTOrmyeckni nopT).

OTta QyHKUMA MOXeT paclupuTb  MPOMYCKHYI  CNOCOBHOCTL
ycTponctea. Pabota LACP TpebyeT BKMOYEHMS OYNIEKCHOro pexuma Ha
noprax.

Ona nonydyeHus ©onee noapobHoW WHMOPMaLUM O3HAKOMbTECb CO
ctangaptom |IEEE 802.3ad.

Port Configure > Aggregation > LACP
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information & Status LACP Port Configuration

»Network Admin
Port [ LACP Enabled | Key | Role [ Timeout| Prio
T O < v <O v <O v 32768
1 O Auto v Active v Fast + 32768
» Static 2 F] Auto v Active v Fast 32768
3 Fl Auto v Active v Fast 32768
BN 4 O Mto v Active | |Fast v| | 32768
= Thermal Protection
s Green Ethernet 5 O Auto v Active v Fast v 32768
LACP BkntoveHune/BbikntodeHe nogaepkku npotokona LACP Ha
nopte
3HayeHue Knoya, Nony4eHHoe NopToOM, HaXoaUTCH B
ananasoHe 1-65535.
Auto HacTponka 3ag4acT KoY B 3aBUCMMOCTU OT CKOPOCTU
Key dumsmdeckoro kaHana, 10Mb = 1, 100Mb = 2, 1Gb = 3.
Specific HacTponka NO3BONAET BBOAUTb 3HAYEHUE KrtoYva
BPY4HY!0. [MopThbl C OAMHAKOBbLIM 3HAYEHNEM KITtoYa
MOTYT ObITb y4acTHMKaMWM OOHOW rpynnbl arperaumu, a
NopTbl C pasHbIMU Kito4amMmn — HE MOTYT.
[aHHoe none oTBevaeT 3a cocTosaHne aktmeHocTn LACP.
Role Active — nepegayda naketoB LACP kaxayt cekyHay
Passive — oxxuagaHne naketos LACP.
[aHHoe none oTBeYaeT 3a NPOMEXYTOK BpeMeHU MexXay
nepegaven BPDU
Timeout
Fast — oTnpaBka naketos LACP kaxaylo cekyHay
Slow — 30 cek oxmnaaHusa nepepn otnpaskon naketa LACP
[aHHoe none KOHTponMpyeT NPUopUTET NnopTa.
Ecnu naptHep LACP xo4eT cdhopMmpoBaThb GOnbLUYHO
rpynny, 4YeM ycTpOWCTBO NOAAEPKMBAET, TO napameTp Prio
Prio OyOeT KOHTpOnMpoBaTb, Kakne NopTbl 6yayT B aKTUBHOM

ponu, a Kakue B pe3epBHOIN POnu.

MeHbLUee 3HadyeHre napameTpa Prio o3HavyaeT 6onbLnii
npuopuTeT.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.4.3 Port Mirroring (3epkanupoBaHue NOpPTOB)

PyHKUMA  3epkanupoBaHuMs NOpTOB  obBecneynmBaeT  MOHUTOPWHT
CeTeBOro Tpadmka, KONUS KOTOPOro (BXoAsWMEe UMW UCXOAsSLME nakeTbl)
nepeckInaeTcs ¢ OAHOro nopTa ceTeBOro KOMMyTaTopa Ha ApYyron nopT, rae
Tpaduk MoxeT ObITb UCCreaoBaH.

3710 nossonseT agMuUHUCTpaTopy cetu oTcnexusaTb
NPON3BOAMTENBHOCTE KOMMYTatopa W npu HeobXOAUMOCTU W3MEHATb ero
HaCTPOWKM.

Port Configure > Mirroring

> : : .
TR Mirror Configuration

»Network Admin
lPonto mirror to | ! v
¥ Port Configure
=Ports A 2 a
: Mirror Port Configuration
wAggregation
= Static
e Port[ Mode
- 1 |Disabled v
= Thermal Protection e e
= Green Ethernet 3 |Rx only G
4 Tx only w
»PoE
5 |Disabled »

MakeTbl C NOPTOB, AN KOTOPbIX BKIMHOYEHO
Port mirror to | 3€PKanuposaHue rx unu tx 6yayT JOCTYNHbI HA 9TOM MopTe.

Disabled — oTkntouyaeT 3epkanvposaHue

BeiGop pexuma 3epkanMpoBaHus A nopTa UCTOYHMKA.

Rx only — nakeTbl, Nony4YeHHbIEe HA 3TOM nopTe OyayT
OTnpaBrieHsbl 3a NopT-3epkano (mirror port). Micxogsaiiune
nakeTbl 3epkanupoBaTtbcs He ByayT.

Mode Tx only — nakeTbl, UCXOAALME C ITOro nNopTa 6yayT
OTNpaBreHsbl 3a nopT-3epkano (mirror port). Mony4yaemble
nakeTbl 3epKanuMpoBaTbCs He OyayT.

Disabled — Bce nakeTbl (tX 1 rx) He ByayT 3epkanMpoBaTbCs

Enabled — Bce nakeThbl (tx 1 rx) 6yayT oTnpaBneHsl Ha NopT-
3epkano.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.4.4. Thermal Protection Configuration (TemnepaTypHas 3awmTa)
TemnepaTypHas 3awmta npegoTBpallaeT neperpeB noptoB. Korpa
KOMMYTaTop onpefensiet nopT, Ha KOTOPOM TemnepaTypa Bbllle 3aaHHOW,

NpoOnCcxXognT OTKIO4YEeHE nopTa.

Port Configuration > Thermal Protection

» i : .
e e Thermal Protection Configuration
»Network Admin
Temperature settings for priority groups
l ¥ Port Configure l
=Poris Priority | Temperature
PAgaregation 0 255 °C
= Mirroring — .
= Thermal Protection 1 265 c
= Green Ethernet 2 |255 <
?PoE 3 |255 8C
» Advanced Configure gt
Port priorities
¥ Security Configure
»QoS Configure Port I Priority
* [<>
»Diagnostics 1 0|
»Maintenance 2 [0 ||
3 0w

Temperature KommyTaTop nogaepxumeaeT 4 rpynnbl TeMnepaTypHon
settings for | sg1uTh1. Kaaast MoXeT 6bITb HACTPOEHA Ha CBOK
priority groups | yiakcumanbHyto TemMnepaTypy.

Mone onpenensieT NPMHaAANEXHOCTb NOPTa K TOW UMX MHOM
rpynne TeMnepaTypHON 3aLLnThI.

Port priorities

HaxxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.

lMpumeyaHue: Mo yMmonyaHur 8ce rnopmsl KOMMymamopa Haxodsim 8 epyrne
npuopumema 0, ¢ MakcumarnbHol memnepamypol 255 C
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8.5 PoE Configuration (KoHdurypaumsa PoE)

Power Over Ethernet (PoE) — dyHKuMs, nos3Bonsiowas ycTponcTeam
nonyyaTb NUTaHWE M JaHHbIE MO ogHOMY kabento B ceTu Ethernet.

Taknmn ycTponrcTBaMyn MoryT 6biTb POE IP Kamepbl, TOYKM gocTyna,
TenedoHbl VOIP. Hanuune gaHHoM dyHKUMN NO3BONSAET CHU3UTL 3aTpaTbl Ha
co3faHue ceTeBon MHPPACTPYKTYPbI.

PoE — onpepensetca craHaaptom |IEEE 802.3af/at. [NosToMy 06bI4HO
He BO3HMKAEeT CMOXHOCTEW C NUTaHWEM YOareHHOro YCTPOWCTBa, €CNU OHO
nogaepKmBaeT/CoBMeCTUMO C AaHHbIMU CTaHgapTamu.

PD — 3anutbiBaemoe ycTponcTBo, Hanpumep PoE IP kamepa.
PSE - ycTtpolicTBo obecneumBatoLLiee nuTaHne yganeHHoro PD

I'Ipou,ecc noga4v nutaHna POE coCTONT U3 HECKOMBbKUX LLAroB:

1) Onpegenenne. PSE ycTponcTBO OTNpaBnsAeT curHan ¢ MUHUManbHbIM
HanpsbkeHnem, 4Tobbl onpedennTb COBMECTUMO Nu yganeHHoe PD
YCTPOWUCTBO cO cTaHgapTamu |EEE 802.3af/lat. Ecnn yganeHHoe

yCTpOIZCTBO COBMECTMMO npouncxoaunT cne,u,yrow,wﬁ war.

2) Knaccudukauma PD yctponctBa. PSE ycTponcTtBo onpegensaet

HeobxoAMMYI MOLLHOCTb Ans yaaneHHoro PD ycTpoicTea.

3) [locne nepBbix AByx waroB PSE ycTponcTBO HaumMHaeT nopgaBaTb B
MIMHUIO MOMHOE HanpskeHne U MoLlHOCTb (44-57V, mowHocTb af —
15.4BT1 makc, at — 25.5BT makc.)

4) OtknodeHne. Ecnn yganeHHoe PD yCTpPOWCTBO OTKMKOYMIIOCH, WK
nonb3oBaTternb OTKMOYMM ero ¢ MOMOLLbI0 ynpasneHus depes WEB,
PSE ycTtponctBo B TeuyeHue 300-400 mc npekpallaeT nogadvy

HanpsbkeHust POE B nuHuio.
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8.5.1 PoE Setting (HacTpouku PoE)

Hactporiku POE Haxopsatca B cnegywowem pasgene WEB uHTepdelica
KOMMyTaTopa.

PoE > PoE Setting

Cable transmission

OSNOVO :‘ SW-80802/IL(port90W)-P

A Power Over Ethernet Configuration

Rescrvod Power detenmined by (U M
[ — ® Actal Consumpbon () Ressrved Poaer

POE Power Supply Configuration

PoE Port Configuration

Port_Pok Mode __Prio PD Alive Check _ Maximum Power (W] Description

il

KommyTaTop noagepxueaeT 2 pexvma ans onpeaeneHus
MOLLIHOCTK Ha nopTe

Reserved Auto — KOMMYTaTOp aBTOMaTUYeCKU onpeaenseT
Power MOLLHOCTb Ha MopTe B 3aBMCKUMOCTU OT Krlacca
determined by | popkniouenHoro POE yetporicTsa.

Manual — Bpy4Hy0 — MakcumarnbHas LOCTynHasi Ha nopTe
MOLLHOCTb 3afaeTcsi NoNb30BaTENEM.

KommyTaTop noagepxusaeT 2 pexvma yrnpasrieHus
NUTaHNEM.

1. PeanbHoe noTtpebneHune. B aTom pexume obuas

Power moLHocTb (POE GropkeT) genutca Ha Bce nopThl. [lopT ¢
Management | Ha¥MEHBLUMM MPUOPUTETOM OyaeT BbIKMOYEH, ecnu
Mode MOLLIHOCTb npeBbIicUT GrogxeT POE. Ecnin Bce nopThbl MetoT

OAVHAaKoBOE 3HaYeHue npvopuTeTa — OyaeT OTKMYeH
nopT C KpanHUM HOMEPOM.

2. 3apesepBupoBaHHas MOLLHOCTb. B aToM pexume, ecnu
MOLLIHOCTb NpeBbIcUT POE GlogkeT kKoMMyTaTopa, nopT K
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KoTopomy ByaeT noakntoyeHo HoBoe POE yCTponCTBO He
OyneTt akTuBeH.

Monk3oBaTenu moryt HacTpameaTb POE GroaxeT Bcero
KoMmyTaTopa (He 6oree 3Ha4YeHUs! Mo YMOJTYaHMI0).
3HaueHne no ymonyanuio 370 W

Primary
Power Supply

PoE Mode Pexxum PoE Ha noptax. Mo ymonuaHuio — 802.3at (POE+)

3HaueHue onpeensioLlee npuoputeT nopta. Moxer
nNpyHMMaTh 3 3Ha4YeHns

Priority Low — HM3k1in npuoputeT
High — Bbicokui npuoputeTt

Critical — KpUTU4eCKM BaXXHbIA NPUOPUTET

Maximum B py4yHOM pexume BbICTaBNSeTCS 3Ha4YeHne
Power (W) MaKCVMMarnbHOW AOCTYNHOW MOLLHOCTMN Ha nopTe.

HaxxmunTe Save, 4ToObl COXpaHUTbL HaCTPOWKM.
8.5.2 PD Alive (PyHKUuA aHTM3aBUCaHUA gns POE ycTponcTB)

HacTtporkun paHHOM YHKUMM Haxoddatcsa B cnegywowem pasgene WEB
MHTepdenca KommyTaTopa:

PoE > PoE Setting

OSNOVO :‘ SW-80802/IL (port30W)-P

A Power Over Ethemet Configuration

Reseeved Powss determined by [0S Manust
e OB = /.4 Consumgticn - Rserved Power

POE Power Supply Canfiguration

PoE Port Configuration

®PyHKuMa paboTaeT MOMHOCTbIO B aBTOMaTUYECKOM peXuMMe Mocne ee
aktTmBaumm Ha nopte/noptax. CpabGaTbiBaHue npoucxoaut yepes 120 cek
nocne TOrO, Kak KOMMYTaToOpOM ObIfI0  3aMKCUPOBAHO  COCTOSHME
«3aBucaHua» Ha nopte/noptax. CpaboTka nponcxoaut 1 pas.
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8.5.3 PoE Status (CoctosiHue POE Ha nopTax)

MosBonseT oTcnexusartb coctosiHue POE Ha Bcex noprtax. Haxogutca B
pasgene

PoE > PoE Status

Hinformation & Status Power Over Ethernet Status Autorefresh [] [Refxesh
Phetwork Admin
N Local Port | [ PD class | Power | Power Allocated | Power Used | Current Used | Priority | Port Status
oneurs 1 ] ] ] 0 [mA] Low PoE tumed OFF - PoE disabled]
vPoE 2 0w ow) 0w 0 [ma] Low PoE tumed OFF - PoE disabled
+PoE Satting 3 0wW] 0[W] 0w] 0 [mA) Low  PoE tumed OFF - PoE disabled|
[«PoE stats | 4 0w 0w 0w 0 [ma] Low  PoE tumed OFF - PoE disabled|
»Advanced Configure 5 oW 0[w] oW 0 [ma] Low  PoE tumed OFF - PoE disabled|
6 oW oW oW 0 [ma] Low  PoE tumed OFF - PoE disabled|
¥ Security Conigure 7 0w 0w 0w 0 [mA) Low PoE tumed OFF - PoE disabled|
»Gos Configure 8 0[w] ow] o[wj 0[ma] Low  PoE tumed OFF - PoE disabled|
N o oW 0[W] 0w] 0 [mA] Low  PoE tumed OFF - PoE disabled|
o e 10 0w 0wl ow] 0 [ma) Low PoE tumed OFF - PoE disabled|
Puaintsnance 1" owW] 0[W] oW 0 [mA] Low  PoE tumed OFF - PoE disabled|

8.6 Advanced Configure (PacwumpeHHble HaCTPOUKM)
8.6.1 VLAN (HacTtpomka VLAN)

VLAN — BupTyanbHasi nokasnbHasi CeTb — NpeactaBnsieT cobown rpynny
XOCTOB C 06wwmm Habopom TpeboBaHMIN, KOTOpblE B3aMMOAENCTBYIOT Tak, Kak
ecnn Obl OHM ObiNMM  NOOKMIOYEHBblI K  LUMPOKOBELLATENBHOMY OOMEHY,
He3aBUCMMO OT UX (PU3NYECKOr0 MECTOHAXOXAEHWS.

VLAN umeeT Te e CBOMCTBA, YTO U (hunsndeckas rnokarnbHas ceTb, HO
Nno3BorisieT KOHEYHbIM YreHaMm rpynnupoBaTbCs BMECTe, [AaXe eCNN OHWU He
HaxoaaTcs B OAHOW PU3NYECKOWN CeTH.

HacTpoliku HaxogaTcsa B pasgene

Advanced Configure > VLANS

Pintormation & Status Global VLAN Configuration
PNetwork Admin
» Allowed Access VLANs 1
Port Configure
Ethertype for Custom S-ports | 584%
YPoE
~Advanced Configure Port VLAN Configuration
»MAC Table s : :
ort Ingress ingress Egress Allowed Forbidden
Pan| Mode | Port Type | |
»Portisolation VLAN Filte: Tagging VLANs VLANs
«Loop Protection e - HEES v @ [© IS =0
»Spanning Tree 1 |Access 1
«MEP 2 [Access w 1
“ERPS 3 |Access w 1
PIGMP Snooping B Access ¥ 1
«LLOP 5 [Access w 1
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Allowed
VLANS

B atom none otobpaatotcsa co3gaHHble VLAN ID. Mo
yMof4aHuto 3HayeHne — 1. Ecnv Bbl XOTUTE co3aaTtb HOBYHO
VLAN, nameHuTe 3Ha4eHne Ha HOBOE.

Ethertype for
Custom S-
ports

B aTom none ykasbiBaetcs 3HaveHue ethertype / TPID (B
lwecTHaguatepuyHom cpopmare). lNapameTp gencTyeT

Ons BCex NopToB, TMMN koTopbix (Port Type) ycTaHoBNEH
kak S-Custom-Port

Mode

Pexxum nopta (no ymonyaHuto Access) onpenenset
OCHOBHOE NoBefeHune nopTa.

MopT MOXET HaXOAUTLCS B OQHOM M3 TPEX PEXMMOB, Kak
onucaHo Hke. Besiknin pas, korga BelbpaH onpeaeneHHbIN
PeXuM, ocTarnbHble NoMs B 3ToW CTpoke 6yayT nnbo

HeAOCTYMHbI N cAenaHbl N3MEHSEMbIMU B 3aBUCUMOCTU
OT paccMaTprBaeMOoro pexvma. 3aTeHeHHble nons
MoKasbIBalOT 3Ha4YeHWE, KOTOPOE NOPT MOMYYUT MpU
MPUMEHEHUN pexrma.

Access. MopTbl C 3TUM PEXMMOM OObIYHO UCMONb3YHOT ANs
MOAKIIOYEHUST K KOHEYHbIM CTaHUMsM. VIMetoT criegytoLime
XapaKTepPUCTUKK:

- MopT yyacTHUk Access VLAN (no ymonyaHuio 1)
- MopT npuHnmaeT nakeTbl TMNa untagged n C-tagged

- OTOpacbiBaeT BCe NakeTbl, KOTOPbIE HE
KnaccuduuupoBaHsl Ansa goctyna k Access VLAN

- Ha Bbixoge Bce nakeThbl, oTHocswmecs k Access VLAN
OyayT nepepaBaTbes, kak untagged. Opyrue (QuHammuyecku
AobasneHHble VLANGI) OyayT nepegasaTtbces, kak tagged.

Trunk. Trunk (MarmcTpanbHble) NOPTbl MOTyT
OAHOBPEMEHHO nepefasaTb TpadUK MO HECKOSTbKNUM CETAM
VLAN 1 06bI4HO MCNONb3yTCA ANs NOAKMYEHUS K
Opyrum KommyTatopam. VimetoT cneaytoline
XapaKTepUCTUKK:

- Mo yMOJ4aHuto, trunk nopT ABNAETCA y4aCTHUKOM BCEX
VLAN (1-4094)
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- VLANBI, y4aCTHUKOM KOTOPbIX ABMsieTcs trunk nopT, MoryT
ObITb orpaHnyeHsbl Yepes none Allowed VLANs

- MakeTbl, oTHOCAWMeCH kK VLAN, y4aCTHUKOM KOTOPOW
NnopT He ABNSeTCs — oThpackbiBalOTCS.

- Mo YMOJI4aHMIO BCE NaKeTbl, KOOME NakeToB OTHOCALLUMNXCA
k Port VLAN (Native VLAN) 6ygyt nomeuyeHsbl (tagged) Ha
BbIXOZe.

- MapkupoBaHue NakeToB Ha BbIXOAe (TErMpOBaHNE) MOXET
OblTb U3MEHEHO, YTOObI MOMETUTL BCE MakeThl. B Takom
criyyae, Tonbko tagged nakeTbl 6yayT NPUHUMATBLCA Ha
BXoge.

Hybrid. Takve nopTbl BO MHOTOM HanoOMMHaoT trunk nopThbl,
HO MMET AOMNONHUTENbHBbIE HACTPOMKMN.

— MNopT moxeT 6bITb HAaCTpPoeH Tak, 4Tobbl VLAN tag He
pacnosHasarcs, C-tag n S-tag nogaepxvsanuce.

- q)VIJ'IpraLI,VIﬂ Ha BXOo4e Morfa KOHTPOJInpoBaTbCA.

- I'IpmeM NnakeToB Ha BXoade n HaCTpOVIKa nexogqauiero
TermpoBaHMAa MOrytT HactpamnBaTbCA HE3aBUCUMO.

Port VLAN

Mone onpenenset ngeHtndpukatop VLAN nopta (PVID).
PaspeweHHble VLAN HaxogaTcs B gnanasoHe ot 1 go
4094, no ymonyaHuio 1

Ingress Filter

M'BpuaHbie NopTbl NO3BONSAT MEHSATL BXOOHYHO
dunbTpaumio. Access u Trunk nopTel BCeraa umeroT
BKIMFOYEHHYIO0 BXOOHYIO oUnbTpauuio.

Ecnu BxogHasa dunbTpauus BrrtoyeHa (dnaxok
yCTaHOBMeEH), NakeTbl OTHocsALWmecs kK VLAN, B KOTOpo#
NopT He ABMNSEeTCHA y4acTHUKOM — OyayT OTOPOLLEHbI.

Ecnu BxogHasa dunsTpauns BblKNoYeHa, nakeTbl
oTHocswmecs K VLAN, B KOTOPOW NopT He siBnsieTcs
y4acCTHUKOM — ByayT NPUHSTLI 1 06paboTaHbl
KOMMYTaTopOM.
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Ingress
Acceptance

rVI6pVI,D,HbIe NOopPTbl NO3BOJIAKOT MEHATb TUM NMaKeToB,
NpUHMMaeMbIX Ha BXoJe.

Tagged and Untagged. Bce Tunbl nakeToB ¢ METKOW UMK
6e3 6yayT npyHMMaTbCs.

Tagged only. Tonbko nomeYeHHble nakeTsl 6yayT
npuHUMaTbcs Ha Bxoge. [NakeTbl 6e3 meTkn ByayT
OTOpPOLLEHDI.

Untagged only. Tonbko nakeTbl 6€3 MeTku 0yayT
npuHMMaTbcs Ha Bxoae. MakeTbl ¢ MeTkon 6yayT
OTOPOLLEHBI.

Port Type

MopTbl B rMBGPMOHOM pEXUME NO3BOMAT U3MEHATL TUI
nopra.

Unaware. Ha Bxoge Bce nakeTbl, HE3aBNCUMO OT TOrO
nomeyeHbl N oHn VLAN tag unu HeT, 6yayT OTHECEeHbI K
VLAN Port, Bo3MOXHble MeTku (Tern) 6yayT yaaneHsl Ha
BbIXOAe.

C-port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID = 0x8100
oyayT knaccuduumnposaHbl no VLAN ID, cogepallemycsi B
MeTke. Ecnu nakeT nomeyeH, Kak NPUOpUTETHLIN, OH ByaeT
knaccudpuuymposaH Port VLAN. Ecnu nakeTbl JOMmMKHbI 6bITh
nomeYeHbl Ha BbIxoae, oHn 6yayT nomeyatbcs C-tag
METKOMN.

S-port. Ha Bxoge nakeTtsl ¢ Terom VLAN ¢ TPID = 0x8100
nnn 0x88A8 byayT knaccnduumposaHsl no VLAN ID,
cofepxallemycsa B MeTke. Ecnn nakeT nomeyeH, kak
NpUopUTETHBIN, OH ByaeT knaccuduumposaH Port VLAN.
Ecnu nakeTbl AOMKHbI ObITb NOMEYEHbI Ha BbIXOAE, OHN
OynoyT nomevatbcsa S-tag METKOW.

S-Custom-Port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID =
0x8100 unu Ethertype, HacTpoeHHbIn ana Custom-S
nopToB 6yayT knaccudmumposaHbl no VLAN ID,
cogepxallemyca B MeTke. Ecnn naket He nomedeH unum
nakeT NoMeYeH, Kak NPUOPUTETHbIN, OH OyaeT
knaccudguumpoaH Port VLAN. Ecnu nakeTbl 4OMKHbI ObITb
NMoMeyeHbl Ha BbIXo4e, OHM ByayT nomeyaTtbCcs 3a4aHHON
S-tag MeTKoMN.
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MopTbl B Trunk n Hybrid pexxmmax MoryT KOHTpOnMpoBaTh
npuceavBaHne MeTKM Ha BbIXxoae

Untag Port VLAN. MNakeTbl oTHocsawmeca k Port VLAN
OyayT nepepasaTbea 6e3 MmeTkn. OcTanbHble NakeThl
Egress nony4art COOTBETCTBYIOLLYIO METKY.

Tagging Tag All. Bce nakeTbl, oTHocsiumecs K Port VLAN wnu Het
6yayT nepeaaBaTthCcs C METKOIA.

Untag All. Bce nakeThbl, oTHocAwmecs k Port VLAN unu HeT
OyayT nepepaBaTbes 6e3 meTku. Tonbko anga Hybrid
pexuma.

MopTel B pexxumax Trunk n Hybrid moryT kKoHTponupoBaTts B
kakov VLAN OHU MoryT BbITb y4acTHUKaMum. ACCess nopThbl
MOryT ObITb y4acTHUKaMu Tonbko ogHon VLAN (Access
VLAN). Mo ymonyanuio Trunk un Hybrid nopTtel MoryT 6bITb
yyacTHukamm Bcex VLAN 1-4094. Mone moxeT 6bITb
NycTbIM, YTO O3HAYaET NPUHAANEXHOCTL NopTa KO BCEM
VLAN.

Allowed
VLANSs

MopT MmoxeT BblTb HACTPOEH Takum 0bpa3om, YToObI He
Forbidden ObITb y4acTHUKOM HW ogHon 13 VLAN. o ymonyaHuio none

VLANSs nycToe, YTo O3Ha4yaeT NpUHaaneXHOCTb NopTa KO BCEM
VLAN.

HaxmuTe Save, 4To6bl COXpaHUTbL HaCTPOWKK.
8.6.2 Port Isolation (U3onsiunsa nopToB)

M3onsauma noptoB orpaHMynBaeT oOMeH Tpadukom mexay noptamu. OyHKLms
noxoxe Ha VLAN, HO umeeT Gonee cTporne npaeuna.

8.6.2.1 Port Group (Fpynna nopToB)

KommyTaTop nogaepxuBaeT hopMUpoBaHue rpynn nopToB. [opTbl y4aCTHUKM
rpynmnbl MOTYT 06MeHMBaTLCHA AaHHbLIMU.

lMpumeyaHue: lNopm Moxem rnpuHadiexamb K HECKOJIbKUM 2pyrnam. [JaHHbie
moaym 6bimb repedaHbl Mex0y nobbiMu riopmamu, Komopble npuHadnexam
O00HoOU epyrine nopmos

HacTponiku rpynn HaxogaTcs B cnegyowlem pasgene:
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Advanced Configure > Port Isolation > Port Group

Port Group Membership Configuration

Auto-efiesh [] [ Refresh |

Network Admin
*Port Configure o -
[PonGmplDL1 [2[3]4]s]s]7]s]9[10]11]12]43][14[15]16[17] 18] 19]20[21] 22]23] 24]25] 26

*Pok (5] 1MUY MMMEMYMEMMVYEMMUNMEMMMMEMEEEEE
[JE&QEM [ Delete | 00000000@EEO0000000N0D0D0NONDoOoog

.VLth:m [ Add Kew Port Grow

wPortisolation

[*Pot Group | Save | (Reset |

«PortIsolation
*Loop Protection

Port members

rpynne.

OTmMeTbTe NopThl, KOTOpble ByAYT NpPUHaANexaTb O4HOW

Haxmunte Add new Port Group, 4To6bl co3gaTb HoByto rpynny. Delete — 4ToGbI

yAanuTb rpynny. Save — 4Tobbl COXPaHUTb TEKYLLME HACTPOMKN.

8.6.2.2 Port Isolation (MU3onauma noptoB)

HacTtpowka wusonsauum MNOPTOB HaxoAUTCHA B criegylowem pasgene
WEB uHTepderica kommyTaTopa:

Advanced Configure > Port isolation > Port Isolation

Vinformation & Status.

¥ Network Admin

Port Isolation Configuration

A Port Number
S A2 [3]4]5]6]7 8]0 [10[11]12[13[14[15]16]17] 18] 18] 20] 21] 22] 23] 24] 25] 26
¥ PoE 0000000080 0MO0000000000000
¥ Advanced Configure
"~ =MACTable (=)
VLANS
[~Porisoation

[(+Portisofation ]

Auto-refresh [] [ Refresh_

Port number

OTtmeTbTE NnopThbl, KOTOPbIE 6y,D,yT N30JIMpOBaHbLI.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.
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8.6.3 STP (MpoTokon cBA3ylOLWEro aepesBa)

Spaning Tree Protocol (STP) — nnvM npoTokon cBA3yloLWero Aepesa
ucnonb3dyetcs Ans OBHapyXeHus W ucnpasBneHus ceTeBbix neTens. OH
obecneunBaeT 3anacHble COEAMHEHUS MeXZy KOMMyTatopamu, MOCTamu u
MapLupyTusaTopamu.

STP nossonsieT kOMMyTaToOpy B3anmogencTsoBaTb C Apyrumu bridge
YCTPOWCTBaMMN CETU, rapaHTMpys CYLLECTBOBAHWE TOMbKO OAHOro MapLupyta
mexay nmobbiMu ABYyMS CTaHuMsMM B ceTu, u obecneuuBas Hanmuume
pe3epBHbIX COEAVMHEHWWA, KOTOpble aBTOMAaTUYeCKM MCMOMb3YyTCs, Koraa
OCHOBHOE COeAMHEeHWe Mo KakMM-nNnbo npuynHam nepecrtaeT CyLecTBOBaTb.

8.6.3.1 STP Bridge Settings (HacTpounkn npotokona STP)

HacTpolikn npotokona STP Haxogatca B cnegyowem pasgene WEB
MHTepgenca KommyTaTopa:

Advanced Configure > Spanning Tree > Bridge Settings

»Information & Status STP Bridge Configuration

»Network Admin

o contis g exsc st |

’POE Protocol Version RSTP i

Bridge Priority 32768 v

¥ Advanced Configure Forward Delay 15
= MAC Table e = q
he Maxknm Hop Coust | 20 -
wPort Isolation | 1o J

= Port Group

= Port Isolation l

= L oop Protection

wSpanning Tree :]Reset
= Bridge Settings

= Bridge Poris
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Protocol
Version

Haxmute Ha BbiNagaroLee MeHIo YTOObI BbiOpaTb BEPCUID
npotokona STP:

STP — Spanning Tree Protocol (IEEE 802.1D)
RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w)

Bridge Priority

KoHTponb npuoputeta mocTa (bridge). MeHbluee 3HaueHne
nmeet 6onbLlunn npuoputeT. MNMprnoputeT mocTta + MSTI
cBsi3aH ¢ 6-6anToBbiM MAC agpecom koMmyTaTopa
dopmupyeT ngeHTndpmrkatop mocta (bridge).

Forward Delay

3apepxka nepeq oTnpaBkon. 3Ha4YeHNEe MOXET ObITb B

(4-30) AnanasoHe o1 4 o 30 cek. [lo ymonyaHuto — 15 cek.
MakcumansHoe Bpems X1U3HN MHOpMaLMn OTNpaBrieHHoN

Max age (6- | MOCTOM, Moka OH UMEET porlb KOPHEBOO MoCTa (root
40) bridge). lonycTuMble 3Ha4eHUA HaXOAATCA B Auana3oHe oT

6 0o 40 cek. 3HaveHue no ymonyanmo — 20 cek.

Maximum Hop
Count (6-40)

OTa HacTpolika onpeaensieT Konnm4yecTBo HeEOOXO0aUMbIX
nepexogos (hop’os) ana MSTI nidopmaumu,
chopmmpoBaHHON Ha rpaHuue MSTI. Takke 3TO 3Ha4YeHue
onpegenseTt kak MHOroO MOCTOB B POSIM KOPHEBOrO MocCTa
MoryT nepefasatb BPDU nHgopmauuio. Jonyctumble
3HavYeHusa HaxoaaTca B AnanasoHe ot 6 o 40 nepexonos.

Transmit Hold
Count (1-10)

Konnyectso BPDU nakeToB, KOTOpblE KOPHEBOW NOPT
(bridge port) moxeT oTnpaenaTh 3a 1 cekyHay. Ecnu
Heobx0AMMO, MOXeT ObITb OpraHn3oBaHa 3agepkka nepeg
oTnpaskoi cnegywoulero BPDU nakeTta. [locTynHble
3HadeHus oT 1 go 10 BPDU nakeTtoB B cekyHAy. 3HadeHue
no ymorn4yaHuio — 6.

HaxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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8.6.3.2 STP Bridge Port (Bbibop bridge nopTa)

Hactporiku STP bridge ons nopTtoB HaxogaTcs B cnefytowem pasgene WEB

UHTepdenca kommyTarTopa:

Advanced Configure > Spanning Tree > Bridge Ports

information & Status STP CIST Port Configuration
Phetwork Admin
¥Port Configure faml CIST Aggregated Port Configuration
STP Restricted Point-to-
»
PoE Port Enal Path Cost Priority | Admin Edge | Auto Edge Role [ TGN BPDU Guard point
 Advanced Configure - 3 (o w 128 v |HonEdge w @ o o [&] Forced True v
«MAC Table
=VLANS
B cisT Noon Configuration - ——
«Port Group Port Ena Path Cost |Prlodly|A¢inhEdgo|AmoEdgo Role | TGN BPDUGuanI| int
«Portisolation bled ol po
=Loop Protection =~ b O & |© b 2 o o ] R4 )
~Spanning Tree 1 @ (Ao w 128 w| [Won-Edge w @ o o O Auto v
«Bridge Setlings 2 [ o v 128 v [Non-Edge v = 0o o a] futo v
[ -Bridge Pons_| 3 = o 9 128 ¥| |HonEdge ¥ @ O O O Auto 3
MEP
Ers 4 E Mt v 128 v [Hon-Edge v @ o o ] futo v

STP enabled | OTmeTbTe, 4TOGBLI BKNIOUMTL STP Ha nopre.

Mone onpepenseT ctoumocTb NyTH (path cost) ons nopra.

Auto — CTOMMOCTb NYTK BbICUUTLIBAETCSI HA OCHOBE
PU3N4ECKON CKOPOCTN NOPTa, UCNONb3ys 3HAYEHNS,
pekomeHayemble 802.1D.

Path Cost Specific — cToMMoCTb NyTK, 3a0aBaeMas NonbL3oBaTenem.

CTOMMOCTb NYTHN NCMONb3YeTCa ANA NOCTPOEHUS
aKkTyansHou Tononornn cetu. NopTbl C MEHbLUUM
3HayeHveM mcnonb3yroTcd kak forwarding nopTol.
HocTynHble 3HayeHns B AvanasoHe ot 1 go 200000000

Priority None onpepnenaeT npuopuTeT nopTa.

Auto Edge OTmeTbTe, 4TOOLI NpeBpaTUTbL NOPT B Auto Edge

Restricted

Role OTtmeTbTe, 4TOOBI NpeBpaTUTL NOPT B Restricted Role

Restricted

TCN OTmeTbTe, 4TOOLI NpeBpaTUTL NOpT B Restricted TCN

OTmeTbTe, 4TOOBI akTuBMpoBaTe BPDU Guide. Korga nopt
BPDU Guide | nonyyaet BPDU nakeT, OH nepexoguT B COCTOSHME
«Disable», T.e. oTkno4YaeTcs.
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[Mone oTBevaeT 3a opraHN3aLmnio COEAMHEHNS TOYKa-TOUKa.
Point-to-point | ArpermpoBaHHble NOPTbl BCErAa HaXoAsaTCA B COCTOAHUM
Point-to-point

Haxmunte Save, 4ToObl COXpaHUTbL HACTPOWKMW.
8.6.4 MAC Address Table (Tabnuua MAC agpecoB)

Hactpoiiku tabnunubl MAC agpecoB HaxogsTcs B criegyowem pasgene WEB
MHTepgenca KommyTaTopa:

Advanced Configure > MAC Table

¥information & Status MAC Address Table Configuration
*Network Admin
Aging Configuration
»Port Configure
o Disable Automatic Aging | [
|~ Advanced Configure \ Aging Time 300 seconds|
“MACT.
.3;,,?'& MAC Table Learning
PPort Isolation
=P ot Prokiction Port Members
iy 1[2[3]4[5]6]7]8] 8 t0[11][12[13[14[15[16]17]18]18]20] 21| 22] 23] 24] 25[26
DY I Ao OO OOEOOEPOOEROOROOOOEOOEOO B
EMER: Disable O (¢
=ERPS Secure O O O OO0 0000000000000 0000000C
MGMP Snooping
sLLDP Static MAC Table Configuration
¥ Security Configure
05 Contae | Port Members
Delete [VLANID| MACAddress |1[2[3[4[5[6]7[e[9[10]11]12[13[14]15]16]17]18]19]20]21]22] 23] 24]25[26
ML Delote ] [1 oo-0-00-00-00-00 (OO0 OMOOOOODOOOODOODODOOOOOOOOOO
Pmaintenance
Add New Static Entry
2] ey
Disable
. Ecnu aToT 4yekbokc OTMEYEH, (byHKLI,VIFI aBTOMaTU4eCcKoro
Automatic
Adi ycTapeBaHusi OTKIoYeHa.
ging

Bpemsi, nocne KOTOporo 3anvMcb NoMeLleHHas B Tabnuuy
Aging Time | 6yget ucknoyeHa us Hee. [inanasoH 10-1000000 cek.
3HayeHwne no ymonyanuto — 300 cek.

KommyTaTtop nogaepxuveaeTt 3 Tvna 3anoMMHaHus
(learning) MAC agpecoB B Tabnuuy

MAC Table Auto — nopT aBTomMaTudeckn 3anommHaet MAC agpeca.

Learning Disable — nopt He 3nommHaeT MAC afpeca

Secure — NopT NepecbINaeT AaHHbIE TOMNbKO, ECNK
ucnonesyetca cratndeckuin MAC agpec.
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. Crartnyeckue 3anmcu MAC agpecoB 0ToOpaxatloTcsi B 3TON
Static MAC .
Table Tabnumue. Haxxmute «Add New Static Entry» (qobaButb
. . HOBYIO CTaTUYEeCKyo 3annck), YToobbl co3gaTb HOBYIO
Configuration SaI'IZCb y ) A y

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKMK.
8.6.5 IGMP Snooping

Internet Group Management Protocol (IGMP) — nosBonsieT xocTtamu
MapLipyTusatopaMm obmeHnBaTbCcs MHopmaumen o multicast rpynnax. IGMP
Snooping 370 yHKUMA KOMMyTaTopa, KoTopasi OTBeYaeT 3a koHTposnb IGMP
coobuweHuamu. MaeHaa uenb IGMP Snooping — oOrpaHu4nTb MNEpechbinky
multicast nakeToB TONbKO AfA NOPTOB, KOTOPbIE ABNATCA YneHamy multicast

rpynn.

8.6.5.1 Basic Information

Obwasn nHgpopmauusa o IGMP HacTponkax HaxoguTcs B crieqylowemM pasgene
WEB uHTepderica kommyTaTopa:

Advanced Configure > IGMP Snooping > Basic Configuration

Yinformation & Status IGMP Snooping Configuration

»Network Admin
Global Configuration
>
RO ORI Snooping Enabled C
»PoE Unregistered IPMCv4 Flooding Enabled 5
¥ Advanced Configure ‘ =
e Port Related Configuration
=MAC Table
= VLANS
Port | Router Port | Fast Leave
PPort Isolation n & 0
= Loop Protection 1 [_“] [:]
PSpanning Tree 2 é é]
= MEP 3 0 0
= ERPS 4
w|GMP Snooping O O
= Basic 5 O O
Configuration 6 O O
=VLAN 7 O O
Configuration 8 0 0
=LLDP 9 0 0
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Snooping Bkn/Bbikn dpyHKkumMmM IGMP Snooping. 3HayeHue no

Enabled ymMonyaHuio — oTkntoveHo (disabled)
Unregistred
IPMCv4 OTtmeTbTe vekbokc, YToObI BKITOUNTL dhyHKUM0 Unregistred
Flooding IPMCv4 Flooding.
Enabled

lMone onpegenseT, kakne nopTbl 6yayT OTMEYeHbI, Kak
router nopTel. Router nopT B KOMMyTaTope BedeT K
multicast ycTpocTBY unmn ycTpomcTay, 3anpalumsatoLemy
IGMP. Ecnn B kayecTBe router nopTta BbibpaH nopt
arpernpoBaHHOW rpynnbl, TO BCA rpynna nopTos 6byaet
BbINOSHATE POSib router NopToB.

Router Port

[aHHasa HacTporika oTBevaeT 3a yaaneHme MAC agpeca

Fast Leave
HemeJ IeHHO Nocrne Nony4YeHnst CoooLEeHUs ans rpynnbl.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.

8.6.5.2 IGMP Snooping VLAN Configuration (Hactpounka IGMP Snooping
ana VLAN)

Hactpoiika IGMP Snooping ana VLAN HaxoguTca B cnegyloLlem
pasgene WEB uHTepdelice kommyTaTope:

Advanced Configure > IGMP Snooping > VLAN Configuration

» 2 <
Information & Status IGMP Snooping VLAN Configuration
P Network Admin
fron N1 with |20

»Port Configure Start from VLAN with entries per page
PoE [ Delete [VLAN ID [ Snooping Enabled [ Querier Election [ Querier Address |
~ Advanced Configure [Cpetete ] ! O [ 0.0.0.0] |

= MAC Table

=VLANS | Add New IGMP VLAN

PPortisolation

= Loop Protection (Save) [Basst

»Spanning Tree

=MEP

*ERPS

FlGlAP Snooping
=Basic
Configuration
«VLAN
Configuration
=LLDP

44



Snooping Bkntoyenne IGMP ans VLAN. 32 VLAN MoryT 6bITb
Enabled oTMmeuyeHbl ans IGMP Snooping

Quer.|er Bkntountb BCcTynneHne IGMP Querier B VLAN.

Election

Querier Mone onpenenset IPv4 agpec UCTOYHUKA, UCMOMb3YIOLLEro
Address IP 3aronosok gns IGMP. [No ymon4yaHuio 3To none paBHO

192.0.2.1

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKMU.

8.6.6 ERPS (MpoTokon ERPS)

ERPS — cneumanbHbii NpOTOKON ANSA 3alinTbl KOMMyTatopa OT CETEBbIX
neTenb NPU UCNONb30BaHMM B KOSbLIEBOW TOMOMNOMMN. Bpemsa BoccTaHOBEHNSA
TOMOMNOrNN NPU UCMONb30BaHMM 3TOrO NPOoToKona < 50ms.

lNpumeyvaHue:

lNeped unonb3osaHuem ERPS Heobxodumo omkmodyums STP Ha nopmax,
mak KaK OHU 518115110MCs1 83aUMOUCKITOYaoUWUMU.

Pasgen ¢ HacTponkamu ERPS HaxoguTcsa no agpecy:

Advanced Configure > ERPS

Minformation & Status
PNetwork Admin
»Port Configure

PPoE

¥ Advanced Configure

Ethernet Rapid Ring Protection Switching

Delete | Ring ID | East Port | West Port | Ring Type | Interconnected Node | Major RRing ID | Alarm

0 1 1 2 Major No 1

Delete 2 1 1 Sub v O L

= MAC Table

= VLANs
PPortIsolation

= Loop Protection
»Spanning Tree

* MEP

" ¥IGHP Snooping

Add New Ring Group Save | | Reset
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Ring ID MaoeHtndgpukatop ERPS Ring

East Port Homep nopTa, koTopbIi yyacTByeT B Ring Protection

Homep gpyroro nopTta, KOTOpLIA y4acTByeT B Ring

West Port .
Protection
HocTyneH BbIGOp
Ring Type Major Ring — 0CHOBHOE KOMbLO

Sub Ring — BcnomoratenbHOe KormnbLo
Mo ymonyaHuto Tun konbua — Major Ring.

Intercorrected | B Tononornm «MynbTukonbLo», Intercorrected Node — aTo
Node y3en coeguHaoLwmn 2 unu 6onee Konew.

B Tononorum «ogHo konbLo», Major Ring ID umeet ToXxe
camoe 3HauyeHue, 4YTto un Ring ID.

Major Ring ID
B Tononornm «MynbTUKOnbLO», CyOKONbLIO UMEET TOT Xe
TMn, 4To M Major Ring ID
R-APS VLAN
MNone onpegenset VLAN ana R-APS VLAN’oB.
(1-4094) peA A

HaxmunTe Save, 4To6bl COXpaHUTbL HaCTPOWKK.

Mocne HaxaTtusa Ha Homep nog noriem «Ring ID» oTkpbiBaeTcs cTpaHuua WEB
UHTepdenca, Kak Ha pUCYHKe HUXe:

Yinformation & Status

Rapid Ring Configuration 1 Auto-refresh [] [ Refresh
Petwork Admin

Instance Data
¥Port Configure

»PoE Ring ID | East Port | West Port | East Port SF MEP | West Port SF MEP | East Port APS MEP | West Port APS MEP [ Ring Type |
1 ] 2 1 2 1 2 Major Ring |

¥ Advanced Configure L
*MAC Table
SVLANS
»PortIsolation 0

Instance Configuration

gt | WTR(Wait to Restore) Time | | VLAN config

»Loop Protection Inin 8 2 VLAN Config |

»Spanning Tree

«MEP RPL Configuration
ERPS

MIGMP Snooping RPL Role RPL Port | Clear
«LLDP | Kone v None ¥ O
¥ Security Configure

»aos Confiowrs Instance State

PDiagnostics

Protection | East | Waest | Transmit E‘“"'x‘ v;zl::.n WTR | RPLUn- | NoAPS E‘B‘;:k"" w"‘a Port | £op
Yutaintenance sate | Port | Port | APs | Recel Aps | Remaining | blocked | Received | oo | oo | Alam
Protected SF OK SF BPRO 0 € Blocked  Unblocked
[Save | [Reset |
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Haxkmute Ha Bbinagarollee MeHto, 4ToObl BbibpaTb Bpems
[0 BoccTaHoBneHust R-APS.

JocTynHbl AnanasoH 3HavyeHun 1-12 muH. Mo ymonyaHuio
— 1 MUH.

WTR (Wait to
restore) Time
(1-12)

OTmeTbTe Yekbokc, 4Tobbl 3agath ctaTyc Revertive ans R-

Revertive APS

Mocne HaxaTtms Ha VLAN Config, 310 npmBegeT Ha

VLAN Config ctpannuy Rapid Ring VLAN Configuration

Haxmute Ha BbinagatoLee MeHo, YToObl BbibpaTh ponb:
None —

RPL Role one — 6e3 ponu

RPL Owner — Bnageneu RPL

RPL Neighbor — «cocea» RPL

HaxMuTe Ha BbinagatoLee MeHto, YToGbl BbIGpaTh TUN
nopta

RPL Port None — He BbibpaHo

East port

West port

HaxmunTe Save, 4To6bl COXpaHUTbL HAaCTPOWKK.

Mocne Haxatma Ha VLAN Config oTkpbiBaeTcs ctpaHnua WEB uHTepdenca
HacTpownku Rapid Ring VLAN, Kak Ha pUCYHKe HUXe:

» s .
Wformation & Statue Rapid Ring VLAN Configuration 1
»Network Admin
Delete | VLAN ID
?Port Configure = -
»PoE
¥ Advanced Configure | Add New Entry |[Back|
=MAC Table

il ED

Haxmunte Add New Entry, 4tobbl 4OH6aBMTE HOBYIO 3anuWChb.
HaxxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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8.6.7 LLDP (HacTtpoika npotokona LLDP)

Link Layer Discovery Protocol (LLDP) — npoTokon kaHanbHOro
YPOBHS, NO3BONALLNIA ceTeBOMY 060pyaOBaHMIO onoBeLaTtb 06opyaoBaHue,
paboTatoLlee B NoKanbHON CETU, O CBOEM CYLLECTBOBaHUN 1 nepegasaTb emy
CBOWM XapaKTepuUCTUKK, a Takke nonydaTb OT HEro aHanoruyHble CBEAEeHUS.
OnucaHue npoTtokona npueoauTcsa B ctaHaapte IEEE 802.1AB.

HacTpowkn gaHHOro MpoToKoNia HaxodsTCA B credylowem pasgene
WEB unHTepderica KommyTaTopa:

Advanced Configure > LLDP

» i <
information & Status LLDP Configuration
P Network Admin
LLDP Parameters
»Port Configure
»PoE Tx Interval | 30 seconds
¥ Advanced Configure Tx Hold 4 times
= MAC Table TxDelay |2 seconds
= VLANS Tx Reinit |2 seconds
PPortIsolation
= Loop Protection LLDP Port Configuration
»Spanning Tree
=MEP Optional TLVs
«ERPS Port| Mode Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
MGHP Snooping * o =] ]
sLLDP 1 | Disabled w = = ™ 2] 2]
¥ Security Configure 2 Disabled w ) ] ) = 2
»Qos Configure 3 |Disabled w ) = =
, 4 |Disabled w = 9| =) 2]
DEgnORCS 5 |Disabled v & = = = =
*Maintenance 6 |Disabled w ™ 7] 2

B naHHOM none ecTb BO3MOXHOCTb HACTPOUTb TEKyLLMe
LLDP HacTponku ans nopra:
LLDP TX interval
Parameters Tx Hold
Tx Delay
Tx Remit

Bbibop LLDP coobueHnin ons pexmnma oTnpaBku 1
Mode npuema.
Tx Only
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Rx Only
Enabled
Disabled

Mone oTBevatoLlee 3a HACTPOKMKY MHAOPMALUK, KOTOpas
BKMtoveHa B TLV none ny6nunkyemblix COOBLLEHNI.

Port Descr

Optional TLVs | Sys Name

Sys Descr

Sys Capa

Mgmt Addr

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKMW.

8.6.8 Loop Protection (3awmTa oT ceTeBbIX NeTenb)

OanHbin pasgen WEB uHTepdenica kommyTaTopa npegoctasnseT OoCcTyn K
HacTpoMKam 3almTbl OT CeTeBbIX NeTenb Bo Bpems broadcast unm multicast
LwTopma.

Advanced Configure > Loop Protection

YInformation & Status Loop Protection Configuration

?Network Admin
et s g Gerra ot
Noue Global Configuration
Enable Loop Protection |  Disable v
['Ad"a“ced Configure l Transmission Time 5 | seconds
=MAC Table Shutdown Time 180 3
=V/LANsS

»Port Isolation

= oop Protection
: Port | Enable Action [ Tx Mode

»Spanning Tree

& O < vl <> v
S 1 O Shutdown Port v |[Enable |w
«ERPS = 0 il
»IGMP Snooping 2 Il Shutdown Port and Log w | Disable ]
«LLDP 3 Fl Log Only _¥|Enable v
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Bkn/BbIKN 3alLMTbl OT CETEBLIX NETENb.

Transmission time — 3Ha4yeHue B CeK, oTBeYvalollee 3a

Global . .
nokasaTtenb Loop Protection Interval Time

Configuration
Shutdown Time — 3Ha4YeHne B CEK 47151 HACTPOWMKM nopTa
Shutdown Time

OTtmeTbTe vekboke, YToObI akTuBMpPOBaTL Loop Protection
Ha nopTe.

Enable

HencTue, NpMMeEHsOLLEECS K MOPTY, HA KOTOPOM
3aMeyeHa ceTeBasi NeTns.
Shutdown port — oTkno4eHne nopTa

Action
Shutdown port and log — oTKO4eHWe nopTa 1 3anuch B

XKypHan

Log only — TONbKO 3anucb B XypHarn.

Tx Mode Bkn/Bbikn Pexxuma nepegaum Tx

HaxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKK.

8.7 QoS (MpuopuTteszauua Tpaduka)

Quality of Service (QoS) — TexHoNorMa NPeaoCTaBneHns pasnNUYHbIM
Krnaccam Tpadomka pasnuyHbIX MPUOPUTETOR B 06CHYXUBAHUMN.

QoS nosBonsieT 3agaBaTb  pasnMyYHble  YPOBHM  CETEBOrO
obcnyxunBaHus Ans pasHblX TUMNOB Tpadouka, TakMx Kak MynbTUMeOUiHbINA,
BMAeo, U npouve Tunbl. C nomolbo Q0SS MOXHO MOHWXaTb MNPUOPUTET
06paboTky Tpaduka, KOTOPbIA HE SBMSIETCS BaXXHbIM.
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8.7.1 QoS Port Classification (Knaccudmkaumsa noptoB ¢ nomoLbio Q0S)

HacTpouTb pasHble knaccbl Ansi MOPTOB MOXHO B CriefyoLlem
pasgene WEB uHTepcelica kommyTaTopa:

QoS Configure > Port Classification

»Iinformation & Status

QoS Ingress Port Classification

P Network Admin
Port | CoS | DPL | PCP | DEI | Address Mode
»Port Configure - :
O OO v Ow O v
»PoE 1 |0w| |08 |0 |1 s |Source v
» Advanced Configure 2 |18 |1 1 v| |0 »| Destination s
» Security Configure 3 |2~ |0 |2 % |0 |Source v
4 3 v |0 |3 v |0 s| Destination s
QoS Configure E
= Port Classification 18 |0 488 |0 &) |Source 5
= Port Policing 6 |5 ¥ 0 vr 5 v |0 » |Source v
= Port Scheduler 7 6~ |0~ |6~ |0 |Source v
= Port Shaping 8 |Tw| |0 [T sl |0 |Source v

Mone oTeevaeT knacc obcnyxmeanus. nanasoH ot 0 go 7,
rae 0 (camblin HA3KMIA NpUopUTET), @ 7 (CaMblil BbICOKMI

CoS NPUOPUTET).
lMpumeyaHue: o ymonyaHuto 3HadeHue CoS usMeHsiemcsi
OuHamu4yecKu.

DPL Mone oteeuaet 3a Drop Precedence Level

PCP Mone oTBevaeT 3a 3HayeHne PCP. Bce nakeTbl
Knaccudpuuupyrotca Ha ocHose PCP.

DEI lMone oTBevaeT 3a 3HayeHne DEI no ymonyaHuio. Bece

nakeTbl kKnaccuguumnpyoTcs Ha ocHose DEI.

Address Mode

IP/IMAC pexnm

HaxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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8.7.2 Port Policing (®yHKLMA orpaHUYeHUsi CKOPOCTM Ha nopTax)

OaHHas

dyHKUMS  HaxoauTcs

WUHTepdenca kommyTartopa:

QoS Configure > Port Policing

cnegywowem pasgene WEB

PInformation & Status

»Network Admin
?»Port Configure

YPoE

» Advanced Configure

QoS Ingress Port Policers

Port | Enabled |

Rate

| Unit | Flow Control

*

| ¥Qos Configure

1
2
¥ Security Configure 3
4

= Port Classification

o

= Port Policing 6

OO0080O®O

500
500
500
500
500
500
500

O
kbps
Mbps
fps
kfps

kbps v

kbps

O
O

Enabled

OTtmeTbTe Yekboke, UTOObI akTUBMpPOBaThL PYHKUMIO Port
Policing ansa nopTta

Rate

3HayeHue no ymonyanuio 500. [lnanasoH BO3MOXHbIX

3HadeHuin 100-1000000, ecnu B none Unit BbibpaHo kbps
(Kéut/c) nnu fps (naketoB B cek) n 1-3300, ecnu B none
Unit BeiBpaHo mbps (M6ut/c) unum kfps (Teicsiy nakeToBs/cek)

Unit

3HayeHune no ymon4danuio — kbps (Kout/c)

Flow Control

Ecnu ynpasJiieHne NOTOKOM BKITKOYEHO U NOPT HaxXoAUTCA B
TakOM pexunme, TO OTNPaBNAKTCA NakeTbl «Nay3bl»,

BMECTO OT6paCbIBaHI/IF| NakKeToB.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.
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8.7.3 Storm Control Configuration (HacTpoika 3awuTbl OT CETEBOro

wTopma)

OanHas  dyHKumA
WUHTepdenca kKommyTartopa:

QoS Configure > Storm Control

Haxogutca B

»Information & Status
»Network Admin
»Port Configure

*PoE

» Advanced Configure
» Security Configure

Storm Control Configuration

Frame Type | Enable | Rate (pps)

¥ QoS Configure

= Port Classification
= Port Policing

= Port Scheduler

= Port Shaping

= Q0S Control List

= Storm Control

Unicast O 1 v
Multicast 1024K +
Broadcast O 256K

cnegywowem pasgene WEB

Frame Type

KommyTtaTop nogaepxusaet oo 3 TUNOB NAaKeTOB, KOTOPbIE
MOryT HECTU yrpo3y B BUAE CETEBOIO LUTOPMA:

Unicast
Unknown Multicast

Broadcast

Enable

OTtmeTbTe YeKkBOKC, YTOObI BKIMHOUNTL 3aLLMTY OT CETEBOTO
wrtopma

Rate (pps)

CkopocTb nponyckaHus nakeToB B cek (pps). JocTynHble
3HaYeHus:

1,2, 4,8, 16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K,
32K, 64K, 128K, 256K, 512K, 1024K.

Haxmute Save, YToGbl COXpaHUTL HACTPOMKM.
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8.8 Security Configure (HacTponkn 6e3onacHocTH)
8.8.1 Password (Maponb)

Maporb cUCTEMbl MOXHO MOMEHSATL B AaHHOM pasgene WEB uHTepdelica
KOMMyTaTopa:

Security Configure > Password

*information & Status System Password

» Network Admin

»Port Configure Old Password
New Password

PoE
Confirm New Password

» Advanced Configure

¥ Security Configure [Save |
= SSH
s HTTPS

= Port Security Limit

HaxmuTte Save, YToGbl COXpaHUTb HACTPOWKM.

8.8.2 802.1X

CraHpapt |IEEE 802.1X onpegenseT nNpoTOKON KOHTPOMS AOcTyna u
ayTeHTUduKaLmm, KOTOPbIM  OrpaHMuYMBaeT MpaBa HeaBTOPU3OBaHHbIX
KOMMbIOTEPOB, NOOKIHOUYEHHbIX K KOMMYTaTOpYy.

CepBep ayTeHTUdMKauMM NpoBepsaeT KakAbli KOMMbIOTEp nepen
TeM, Kak TOT CMOXeT BOCMONb30BaTbCHA CepBMCamMu, KOTOpble npegocTaBnseT
emMy KommyTaTtop. [Jo Tex nop, Noka KOMMbIOTEP HE ayTeHTMMNLMPOBArCs, OH
MOXET ucnonb3oBatb Tonbko npotokon EAPOL  (aHrn. extensible
authentication  protocol over LAN) 1 Tonbko nocrne  YycneLwHown
ayTeHTMdMKaLnM BECb OCTarnbHON TpadnK CMOXET NPOXOANUTL Yepes ToT MopT
KOMMyTaTopa, K KOTOPOMY MOAKMOYEH AaHHbIN KOMMNbIOTEP.
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KommyTaTtop nopaepXuBaeT NpoOTOKOM KOHTPOMsS AOCTyrna Ha OCHOBE
IEEE 802.1X. HacTtpounku Haxogatca B cnefywowem pasgene WEB
UHTepdenca kKommyTartopa:

Security Configure > 802.1X

» i i
Information & Status Network Access Server Configuration

»Network Admin
System Configuration
»Port Configure
»PoE Mode Disabled v
> Reauthentication Enabled | [
Advanced Configure e e T .
seconds
¥ Security Configure EAPOL Timeout 30 Soconds
R Aging Period 300 | seconds
=SSH
<HTTPS Hold Time 10 seconds
= Port Security Limit E
Port Configuration
PACL
Port | Admin State [ PortState | Restart
PDHCP
O
»E'::::c Source 1 |Force Authorized v Globally Disabled
: 2 |Force Authorized v Globally Disabled
MARP Inspection
3 |Force Authorized v Globally Disabled
PAAA
4 |Force Authorized v Globally Disabled

B aTom none nonb3oBaTenb MoxeT BkN/Bbikn 802.1X nnu

System MOBTOPHYH ayTeHTUMKaLmIo, a Takke HaCTPOUTb Nepuog
Configuration | noBTopHOM ayTeHTUdUKauun, Tanmayt ansa EAPOL,
nepuoj yctapeBaHus U BpeMs yaepXKaHusl.

B BbinagatoLLeM MEHIO MOXHO BbiGpaTh HAaCTPONKM ANis
COCTOSIHMS MOPTOB:

Port Force Authorized — yckopeHHas aBTopu3sauus
Configuration | Force Unauthorized

802.1X — aBTOpU3auums Ha 6ase npotokona 802.1X

Mac Based Auth — aBTopusaums Ha 6ase MAC agpeca

HaxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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8.8.3 DHCP Snooping (3awuTa oT aTak ¢ ucnosnb3oBaHuem DHCP)

8.8.3.1 About DHCP Snooping (Onucanume ¢pyHkumm DHCP Snooping)

DHCP snooping — dyHKUMA KomMyTatopa, npeaHasHadeHHas Aans
3aWnTbl OT atak ¢ ucnonb3oBaHnem npotokona DHCP. Hanpumep, ataku ¢
nogmeHon DHCP-cepsepa B cetu unu atakm DHCP starvation, kotopas
3actaBnsiet DHCP-cepBep BblaaTb BCe CyLLECTBYHOLIME HA CepBepe aapeca
310YMbILLIEHHMKY.

DHCP snooping perynupyet Tonbko coobuieHns DHCP n He moxeT
NOBNUATbL HaMpsMyl Ha Tpaduk nonb3oBaTenen WM Apyrme npoTOKOfbl.
HekoTopble yHKUUM KOMMYTATOpPOB, HE WMELME HENOCPEACTBEHHOMO
oTHoweHuss Kk DHCP, MoryT BbIMONHSATbL NPOBEPKM HA OCHOBaHUM Tabnuubl
npuessok DHCP snooping (DHCP snooping binding database). B nx uncne:

v" Dynamic ARP Protection (Inspection) — npoBepka ARP-naketos,
HanpasneHHas Ha 6opbby ¢ ARP-spoofing,

v"IP Source Guard — BbInonHsieT npoBepky |IP-agpeca otnpasutens B IP-
nakeTax, npefHasHayeHHas ans 6opb6obl ¢ IP-spoofingom.

DHCP snooping nossonser:

v\ 3aWuTUTb  KNMEeHTOB B CeTM OT MOnyyeHuss agpeca oT
HeaBTopu3soBaHHoro DHCP-cepsepa,

v/ perynupoBaTb Kakue cooblieHnsa npotokona DHCP otbpacbiBaTth,
Kakue nepeHanpasnsTb U Ha Kakue nopTol.

Ons npasunsHon pabotbl DHCP snooping, Heobxogumo ykasaTb Kakue
nopTbl KOMMYyTaTopa 6yayT goBepeHHbIMU (trusted), a kakme — HeT (untrusted,
B AanbHenwemM — HeHaa&XHbIMU):

v' HeHagéxHble (Untrusted) — nopTbl, K KOTOPbIM MOAKIHOYEHbI
KNWEHTBI. DHCP-oTBETHI, npuxoasiumne c 3TUX nopToBs
oTbpacbiBaloTCA  KOMMyTatopoMm. [Ond  HeHagéXHblX  MOPTOB
BbINOMHAETCHA psa NpoBepok coobweHun DHCP n cosgaétca 6asa
AaHHbIx npusaskn DHCP (DHCP snooping binding database).

v' [oBepeHHble (Trusted) — nopTbl KOMMyTaTopa, K KOTOPbIM
nogkntoyveH apyron kommytatop munu DHCP-cepsep. DHCP-nakeThl,
Nnosny4YeHHble C JOBEPEHHbBIX MOPTOB He OTOpackiBatoTCS.
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8.8.3.2 DHCP Snooping Configure (Hactponka DHCP Snooping)

Hactporiku cyHkuum DHCP Snooping HaxogaTca B cnefylowem pasgene

WEB uHTepdeinca kommyTaTtopa:

Security Configure > DHCP > Snooping Settings

»Information & Status

DHCP Snooping Configuration

»Network Admin
Snooping Mode | Enabled
»Port Configure I i oo | |
»PoE
4 :
(Nl Lo Port Mode Configuration
¥ Security Configure |
= Password Port | Mode
= SSH * O v
=HTTPS 1 |Trusted
= Port Security Limit 3 Untrusted @
=802.1X
bACL I [Trusted @9
4 |Trusted «
wDHCP =
- 5 | Trusted
= Snooping
Setting 6 |Untrusted v
= Snooping Table 7 |Trusted
'De‘?“?d 8 |Trusted
Statistics 9
MPEMAC Source irusted B
Guard 10 |Trusted
DHCP
. HaxmuTte Ha Bbinagatollee MeHo, YToobl Bkn/Bbikin DHCP
Shooping Snoopin
Mode ping
Mone oto6paxaeT pexxum DHCP Snooping Anst NOpTOB:
Trusted — goBepeHHbIE NOPThI
Port Mode
Untrusted — HegoBepeHHbIE NOPThI
MoppobHee B nyHkTe 8.8.3.1 About DHCP Snooping

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.8.4 IP&MAC Source Guard

dyHKUMA KOMMyTaTOpa, KoTopas orpaHuumBaeT IP-Tpacdhuk Ha
WHTepdencax 2ro YypoBHs, unbTpys TpaduKk Ha OCHOBaHMM Tabnuupl
npusasok DHCP snooping 1 cTaTUyeckux COOTBETCTBUMUA. DyHKUUA
ucnoneayetcs Ansa 6opbbel ¢ IP-spoofingom.

8.8.4.1 Port Configuration (Hactpomnka IP&MAC Source Guard ansa
nopToB)

Hactpouts yHkumio IP&MAC Source Guard ans nopToB MOXHO B
cnegywouwiem pasgene WEB unHTepderica kKommyTaTopa:

Security Configure > IP & MAC Source Guard > Configuration

> - .
s IP Source Guard Configuration

»Network Admin
[ Mode | pisabled v/ |
»Port Configure
»PoE [ Translate dynamic to static J
» Advanced Configure
¥ Security Configure |
= Password Port Mode Configuration
= SSH
«HTTPS Port | Mode | Max Dynamic Clients
= Port Security Limit = o &l o <
msanh 1 |Disabled v | Unlimited v
PACL
2 Disabled v | Unlimited v
pEcE 3 | Disabled v | Unlimited v
vIP&MAC Source 4 Disabled v | Unlimited v
Guard — —
- 5 |Disabled & | Unlimited v
= Configuration 1 :
= Static Table 6 Disabled v UnllmJ.ted v
7

Disabled & | Unlimited

<

PARP Inspection

Haxxmnte Ha Bbinagarollee MeHto, YToObl BKIT/BbIKN

Global Mod
obatVode dyHkumo IP&MAC Source Guard rnmo6ansHo.

58



HaxmuTte Ha BbinagatoLlee MeH0, YTOObI BKN/BbIKIT

Port Mode dyHkuuo IP&MAC Source Guard ans BelbpaHHoOro nopra.

Haxmute Ha BbiNagatowee MeHo, YToObl BeiGpaTh
MaKCuUMarnbHOe KONMMYECTBO ANHAMUYECKNX KITMEHTOB.
HocTynHble 3HaveHus: Unlimited, O, 1, 2.

Max Dynamic
Clients

Haxmute Save, 4Tobbl COXpaHUTbL HACTPOWKM.

8.8.4.2 Static Table (Tabnuua cTaTU4EeCKUX COOTBETCTBUN)

Ha panHon ctpaHnue WEB wuHTepdenca kommyTatopa ecTb
BO3MOXHOCTb BPYYHYIO HacTpouTb Tabnuuy cTaTuyeckux COOTBETCTBUW AnS
dyHKkuun IP&MAC Source Guard. Bce HacTponku AOCTYMNHbI 34eCh:

Security Configure > IP&MAC Source Guard > Static Table

» .
e Static IP Source Guard Table
»Network Admin

Delete | Port [VLANID| IPAddress | MAC address
l Delete I 1

P Port Configure

»PoE

» Advanced Configure

- s
Security Configure @ [EJ

= Password
=SSH
=HTTPS
= Port Security Limit
=802.1X
PACL

PDHCP
wIP&MAC Source
Guard
= Configuration

= Static Table

PARP Inspection

Port HaxxmuTe Ha Bbinagatolliee MeHio, YTobb! BbIOpaTh NopT

Haxmute Ha BbiNagatowee MeHo, YToObl BeiopaTb VLAN

VLAN D

IP Address Mone c IP agpecom

MAC Address | lNone ¢ MAC agpecom

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.8.5 ARP Inspection (MpoBepka ARP nakeToB)

®PyHKUMA KOMMYyTaTopa, MpefHasHavyeHHas Ans 3awuTbl OT aTak ¢
ucnonb3oBaHnem npotokona ARP. Hanpumep, atakm ARP-spoofing,
no3Bonsiwlen nepexeatbiBaTb  Tpadwk  Mexagy  ys3namu,  KoTopble
pacnonoxeHbl B npedenax O4HOro LWMPOKOBeLLaTerNnbHOro JOMeHa.

Dynamic ARP Inspection (Protection) perynupyeT Tonbko coobeHus
npoTtokosia ARP 1 He MOXeT NoBNMATL HanNpPsAMyo Ha TpaduK Nonb3oBaTenemn
UnNun gpyrue npoTOKOSbI.

8.8.5.1 Port Configuration (Hactporka ARP Inspection gns noptoB)

Monb3oBaTtenb MoxeT HacTpouTb ARP Inspection Ans KOHKPETHOro nopTa Ha
aTon ctpaHmue WEB nHTepdeinca kommyTtartopa:

Security Configure > ARP Inspection > Port Configuration

Yinformation & Status ARP Inspection Configuration

»Network Admin
[ Mode | Disabled v |
Y Port Configure
»PoE [ Translate dynamic to static ]
» Advanced Configure
¥ Security Configure
= Password Port Mode Configuration
=SSH
«HTTPS Port | Mode I Check VLAN I Log Type
= Port Security Limit = <> v &> v ') v
RO 1 [Disabled v| [Disabled w| [None =
PACL .
2 Disabled & | |[Disabled w None v
i 3 |Disabled | |Disabled v |None
NGP:::QC Source 4 [Disabled v| [Disabled v| |None v
5 |Disabled | |Disabled v| |None v
wARP Inspection - =
— 6 |Disabled & |Disabled v None v
=Po = =
Configuration 7 | Disabled v Disabled w None w
= VLAN 8 Disabled & | |Disabled v None v
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HaxmuTe Ha Bbinagatollee MeHto, YTobbl BKN/Bblikin ARP

Global Mode .
Inspection rnobanksHo.

HaxmuTte Ha Bbinagatowee MeHo, YToObl BKN/Bbik ARP

Port Mode .
Inspection ansg nopTos.

Ecnn HeoGxogmmo Bktountb ARP Inspection ans VLAN,
akTmBupymnTe (enable) doyHKUMIO B BbiNagaowemM MeHH
«Check VLAN». 3HayeHne no ymonyaHuo — OTKITHOYEHO
(disable).

Check VLAN

None — xxypHan ARP Inspection He BegeTcs.

Deny — xypHan BefeTcs Ans 3abnokMpoBaHHbIX 3anucen.
Log Type _
Permit — xxypHan BegeTcs Ans pa3peLLeHHbIX 3anucen.

ALL —>xypHan BegeTcsa nsi BCeX TUMNOB 3anucen.

Haxmute Save, YToGbl COXpaHUTb HACTPOMKMU.

8.8.5.2 VLAN Configuration (Hactponka ARP Inspection gna VLAN)

Hactporikn ARP Inspection ana VLAN Haxogsatcss B crnegylolem
pasgene WEB nHTepgeinca kommyTaTopa:

Security Configure > ARP Inspection > VLAN Configuration

’ i -

eUreon & St VLAN Mode Configuration
Y Network Admin

from VLAN |1 h|20
»Port Configure Start from VLA wit entries per page
YPoE Delete | VLANID | Log Type
» Advanced Configure [ Delete | 1| |None v
¥ Security Configure RPN
= Password _
=SSH
=HTTPS

= Port Security Limit
=802.1X
PACL

PDHCP

PIP&MAC Source
Guard

wARP Inspection

=Port
Configuration

=VLAN
Configuration

= Static Table
= Dynamic Table
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VLAN ID

OtobpaxaeTt VLAN ID ansa tekywen VLAN

Log Type

None — xypHan ARP Inspection He BegeTcs.

Deny — xypHan BefeTcs Ans 3abnokMpoBaHHbIX 3anucen.

Permit — xxypHan BegeTcs Ans pa3peLLeHHbIX 3anvcen.

ALL — xypHan BegeTcsl ANg BCEX TUNOB 3anucen.

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKMW.

8.8.5.3 Static Table (Tabnuua cooTBeTcTBMI ANA ARP Inspection)

Monb3oBatenb MoXeT
cooteetcTBMi Ans ARP Inspection. CooTBeTCTBYIOLLNE HACTPONKM HAXoOATCs
B crnegytowem pasgene WEB nHTepdenca kommyTtartopa:

CaMOCTOSAATENbHO  HAcTpouTb  Tabnuuy

Security Configure > ARP Inspection > Static Table

YInformation & Status
»Network Admin
»Port Configure

»PoE

¥ Advanced Configure

¥ Security Configure
= Password
= SSH
sHTTPS
= Port Security Limit
=802.1X
PACL

PDHCP

PIP&MAC Source
Guard

wARP Inspection

=Port
Configuration

= VLAN
Configuration

=Dynamic Table

Static ARP Inspection Table

Delete | Port [VLANID| MACAddress | IP Address

[ Delete ] 1 w
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Port Haxkmute Ha BbinagaroLlee MeHHo, YToObI Bbl6paTb nopT

VLAN Bbibepute VLAN ID ansa HactpamBaemon VLAN

IP Address Ykaxute IP agpec

MAC Address | Ykaxute MAC agpec

HaxmuTe Save, 4ToObl COXPaHUTL HACTPOWKM.
8.8.6 ACL (MpaBuna koHTponsa AocTyna)

Access Control List nnmm ACL — cnucok ynpaBreHust AOCTYrom,
KOTOpbIN onpedensieT, KTo WM 4YTO MOXEeT nonyyaTtb [OCTyn K OObekTy
(nporpamme, npoueccy unu danny), n Kakme UMEHHO onepauun paspeLlueHo
UNn  3anpeweHo  BbLINOMHATb  CyObekTy  (nonb3oBaTento,  rpynne
nonb3oBaTtenen).

8.8.6.1 ACL Port Configure (Hactponka ACL ans noptoB)

Hactpovkn npasun koHTpons pgoctyna (ACL) Haxogatcs B
COOTBETCTBYIOLLIEM pa3aene:

Security Configure > ACL > Ports

Vintormation & Status ACL Ports Configuration [(Refresh | [Clear
Phetwork Admin
Yoo Port [ Policy ID | Action | Rate Limiter ID [ Port Redirect | Mirror | Logging | | State [ Counter
o [isasreal
YpoE s o [© v > v gmr: 1 < v [© v [© vl (O v
ort 2 %
¥ Advanced Configure Port 1 A
1 0| [Pernit v Disabled w| [Port 2 Disabled w| Disabled w| ‘Disabled w| Enabled v 0
¥ Security Configure Port 3 »
*Password Dizsbled Py
+SSH 2 0 [Pernit v Disabled w| |Port | Disabled w| Disabled w| Disabled | Enabled w| 247562
airries Port 2w
»Port Security Limit (D1sab1-d BN
3 3 0] [Pernit v Dissbled w| [Port I Disabled |  Disabled w| Disabled w| [Enabled w 0
+8021X il
wA
Lact ) Dizablod Py
[+Ponts | 4 0| Pernit v Disabled v |Port I Disabled w| Disabled w| (Disabled | Ensbled w 0
«Rate Limiters Port 2w
= Access Control [Dizablod PN
ust 5 0| [Pernit v Disabled v [Port | Disabled w| Disabled w| (Disabled v| Ensbled w 0
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Permit — paspeluaeT BbIGpaHHOMY NOPTY NponyckaTh
[aHHble

Action
Deny — 3anpeLiaeT BbibpaHHOMY NOPTY NponyckaTb
OaHHble
Rate Limiter | OrpaHn4nTenb NPONYCKHOM CNOCOBGHOCTM NOPTOB.
ID HacTpowikn HaxoasaTcs B COOTBETCTBYHOLLEM pa3gene.

Port Redirect

Bbibop nopTa, nakeTbl C KOTOpOro 6yayT nepeHanpasBneHbl.
3HaveHune no ymonyaHuto — Disabled (oTknto4eHo)

Mirror

Mone onpependeT napamMmeTpbl 3epKannpoBaHNA Ha
HacTpansaemMomMm nopTe. ,D,OCTyI'IHbIe 3Ha4YeHnA

Enabled — BkntoyeHo
Disabled — oTkntoyeHo

3Ha4veHune no ymondaHuto — Disabled

Logging

BkntoueHme/BbIkNOYEHE BEAEHNS XXypHana 3anucen

Shut Down

Enabled — ecnu nakeTbl 6yayT nonyyeHbl Ha 3TOM MopTe,
nopT 6yaeT BbIKITHOYEH.

Disabled — nopT He GyaeT BbIKMOYEH NPX NOSTyYeHUN
MakeToB.

3HayeHue no ymonyaHuio — Disabled.

lMpumeyvaHue: daHHas pyHKUUS pabomaem, MobKo ecrnu
pa3amep nakema meHbwe 1518 (6es VLAN mazos)

State

Enabled — ansa oTkpbITUS nopTa UCNOMb3YTCA NpaBuna
ACL 3agaHHble nonb3oBaTenem

Disabled — ons 3akpblTna nopta UCNonb3yTCA NpaBuna
ACL 3agaHHble nosnib3oBaTtenem

3HaveHune no ymonyaHuo — Enabled

Counter

KonnyecTBo NakeToB yAOBNETBOPSOLLMX 3aAaHHbIM
npasunam

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.




8.8.6.2 Rate Limiter Configuration (Hactponka orpaHnuntens
NPONYCKHOM CMNOCOBHOCTN NOPTOB)

MNonb3oBaTtenb MoxeT HaCTpoOuUTb npasuna ACL ans orpaHuyunTens
I'IpOI'IyCKHOIz crnocobHocTn ans nopToB B COOTBETCTBYKOLIEM pas3gene WEB

WUHTepdenca kommyTartopa:

Security Configure > ACL > Rate Limiter

»Information & Status
»Network Admin
»Port Configure

»PoE

» Advanced Configure

¥ Security Configure

= Password
= SSH
«HTTPS
= Port Security Limit
=802.1X
=Ports
| = Rate Limiters |
= Access Control
List
PDHCP

ACL Rate Limiter Configuration

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

Rate Limiter ID | Rate | Unit
| 1 | =
1 ‘ 1 ’pps v
2 \ l. ‘.pps v
T o B
4 \ 1] ’pps v
5 | 1 ‘pps v
6 | 1] [pps v
7 [ 1] [mes
8 \[ 1 ’pps v
9 ‘ 1 ’pps v
10 } 1 ‘pps v
31 l: ’pps v
12 \ 17‘ ‘rpps vi
13 1 [pps v
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8.8.6.3 Access Control List Configuration (Hactpoika ACL)

lMonb3oBaTenb MOXeT rmbko HacTpoutb ACL B COOTBETCTBYIOLLEM pa3gene
WEB uHTepdenca kommyTaTtopa:

Security Configure > ACL > Access Control List

¥information & Status Access Control List Configuration

Auto-refresh [] [Refresh | [Clear | [ Renove AlL |
ACE [ Ingress Port | Policy / Bitmask | Frame Type [ Action | Rate Limiter | Port Redirect [ Mirror [ Counter |
[

*Network Admin

*Port Configure

¥PoE
»Advanced Configure

¥ Security Configure
=Password
=SSH
*HTTPS
*Port Security Limit
—=8021X
wACL
«Ports
=Rate Limiters

= Access Control
[ st

YTto6bl 406aBUTL N M3MEHUTL 3aMUCb HAXMUTE KHOMKY «+»

8.9 Diaghostics (MHCTPYMEHTbI AMAarHOCTUKN U MOHUTOPUHra)
8.9.1 Ping Test (TectnpoBaHue coeguHua ¢ nomoluybio PING)
PING aTto Hebonblloi mMoaynb, KOTOpbiA B3anmogernctsyet ¢ ECHO
naketamu ot IP agpeca, KoTopbl NpUHaANEXUT yaaneHHOMY YCTPOWCTBY.

[aHHbIA  MHCTPYMEHT HaxoauTca B COOTBeTCTBywWeMm pasgene WEB
UHTepdenca kKommyTaTopa:

Diagnostics > Ping
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»Information & Status ICMP Ping

»Network Admin
N G IP Address 0.0.0.0

ort Configure E

- Ping Length |56
»Pok Ping Count |5
» Advanced Configure Ping Interval 1
» Security Configure
ar

QoS Configure
¥ Diagnostics

= Cable Diagnostics
= CPU Load

IP Address ,I-,I:, sssszinaneHHoro apgpecaTta, KOTopbIi Heob6xoaMMo
Ping Length | Yucno ot 1 go 1452. 3HayeHne no ymonyaHuio — 56
Ping Count Konunuectso otnpaBnsembix PING 3anpocos. OT 1 go 60.
Ping Interval | WHTepBan mexay otnpaskon PING 3anpocos.

Haxmute kHonky «Start», 4ToObl MPUCTYNUTL K TECTUPOBaHWUIO C MOMOLLbIO

Ping
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8.9.2 Cable Diagnostics (IlpoBepka kabens)
OunarHoctnka kabenss [oCTynHa TOMbKO ANs MedHbiX kabenen,
coBmecTumbix ¢ 10/100/1000BaseT. WMHCTpymMeHT no3BonseT onpeaenntb

ONUHY Kabensa n ero cocTosiHue.

Diagnostics > Cable Diagnostics

Pinformation & Status VeriPHY Cable Diagnostics
¥ Network Admin
G
»Port Configure
oo
¥ Advanced Configure
¥ Security Configure
QoS Configure Cable Status
Port | Pair A | Length A [ Pair B | Length B | Pair C [ Length C | Pair D | Length D
SO 1 Open 0 Open 0 Open 0 Open 0
=20 2 oK 6 OK 6 - [ 0
3 Open 0 Open 0 Open 0 Open 0
0 4  Open 0 Open 0 Open 0 Open 0

HaxxmuTe kHomnky «Start», 4ToBbl IPUCTYNWUTL K ANArHOCTUKE.

8.9.3 CPU Load (3arpy3ka CPU kommyTaTopa)

Ha paHHon ctpaHuue WEB wmHTepdenca Haxogoutces rpacduk 3arpysku CPU
KOMMyTaTtopa B pearibHbIi MOMEHT BPEMEHW.

Diagnostics > CPU Load

CPU Load Refresh [

100ms 0% 1sec 0% 10sec 0% (all numbers running average)

68



8.10 Maintenance (Ob6cnyxuBaHue)
8.10.1 Restart Device (lMepe3arpy3ka komMmyTaTopa)

Ha paHHOM cTpaHvue WEB wuHTepdenca HaxoauTCsa WHCTPYMEHT Angd
yAarneHHoOW nepesarpysku KoMMyTaTopa.

Maintenance > Restart Device

information & Status Restart Device

¥ Network Admin

¥ port Configure
5 Are you sure you want to perform a Restart?
PoE

¥ advanced Configure
¥ Security Configure
*Qos Configure
¥ Diagnostics
=Restart Device
=Factory Defaults
= Firmware Upgrade
=Firmware Select
bConfiguration

Yes — nepesarpyska kommyTaTopa
8.10.2 Factory Defaults (Bo3BpaTt k 3aBOACKUM HacTpoOMKam)

Ha paHHOM cTpaHuue WEB wuHTepdperica HaxoguTcs WHCTPYMEHT Angd
BO3BpaTa KOMMYTaToOpa K 3aBOACKMM HACTPOMKaM.

Maintenance > Factory Defaults

= )
SAREERON S Stato Factory Defaults
»Network Admin

YPort Configure

Are you sure you want to reset the configuration to

¥Pok Factory Defaults?
¥ Advanced Configure

¥ Security Configure
QoS Configure

Y Diagnostics

| ¥ Maintenance

= Restart Device

= Firmware Upgrade
= Firmware Select
»Configuration

Yes — c6poc HacTpoeK KOMMyTaTopa K 3aBOACKUM.
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8.10.3 Firmware Upgrade (O6HOBRNeHMe NPOLUMBKN)

Ha paHHon ctpaHuue WEB nHTepdeica HaxoauTcs MHCTPYMEHT Ans
0BOHOBNEHWSI NPOLLMBKN KOMMYyTaTopa.

Maintenance > Firmware Upgrade

Iinformation & Status Software Upload
»Network Admin

Browse Upload

?Port Configure

»PoE

» Advanced Configure
¥ Security Configure
QoS Configure

?Diagnostics
= Restart Device
= Factory Defaults
| = Firmware Upgrade |
= Firmware Select
Haxmunte Browse, Bbibepute dann ¢ npowimekon. Haxmute Upload, 4ToObI
3arpy3uTb NPOLLMBKY B KOMMYTaTOp.

8.10.4 Firmware Select (Bbibop TekyLuen NPOLNBKU KOMMYyTaTopa)

KommyTaTtop nossonsdet BbibpaTb oauH u3 2x o6pas3oB Tekyllen NPOLUUBKK
KoMMyTaTopa

Maintenance > Firmware Select

Ans Bbibopa anbTepHaTUBHOW MPOLLMBKMA HaXMUTE KHOMKY «Activate Alternate
Image»
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> )
MEONOBHG & Sttt Software Image Selection

¥ Network Admin
Active Image
»
HOSS S OO Image  managed
»PoE Version 24GF-4G (standalone) V1.1-ONV-20150401
Date 2015-07-15T14:55:28+08:00
» Advanced Configure
¥ Security Configure Alternate Image
Image  managed bk
»Qos Configure Version 24GF-4G (standalone) V1.1-ONV-20150401
»Diagnostics Date 2015-06-11T21:44:05+08:00

[ Activate Alternate Image ][Cancel ]

= Restart Device
= Factory Defaults

= Firmware Upgrade
= Firmware Select

»Configuration

8.10.5 Configuration (Tekywas koHdurypawms)

B paHHOM pasgene cogepaTtCd MHCTPYMEHTbl AN COXPaHEHWUs U
3arpysku channa ¢ Tekyliemn kodurypaumen kommytatopa

8.10.5.1 Download (CoxpaHeHue damna ¢ TeKkywen KoHcpurypaumen
KOMMYyTaTopa)

Maintenance > Configuration > Download

» i ;
information & Status Download Configuration

»Network Admin
Select configuration file to save
P Port Configure
»PoE Please note: running-config may take a while to prepare for download
¥ Advanced Configure File Name
» Security Configure O running-config
Yaos Contiowe O default-config
'Diaglostics [ Download Configuration ]
¥ Maintenance

=Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select

Beibepute cann ¢ Tekywen koHdwurypaumen (running config) wmnm
KoHdurypaumen no ymondaHuio (default config), a 3aTemM HaXmuTe KHOMKY
«Download Configuration»
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8.10.5.2 Upload Configuration (3arpy3ka danna ¢ koHcpurypavmemn)

Maintenance > Configuration > Upload

Yinformation & Status

Upload Configuration
»Network Admin
File To Upload
?Port Configure
YPoE
r
Advanced Configure Destination File
» Security Configure B
PeusE [ File Name | Parameters |
?Diagnostics ( Upload Configuration |
¥ Maintenance
= Restart Device
= Factory Defaults

= Firmware Upgrade
= Firmware Select
[ wConfiguration

= Download

HaxmuTe kHONKy «Browsey, 4Ttobbl BbiOpaTh hann ¢ KoHdwurypauuen ans
kommyTatopa. Haxmute kHonky «Upload Configuration», 4Tobbl 3arpysuTb
davin ¢ KoHdUrypaumen B KommyTaTop.
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8.10.5.3 Activate Configuration (AktuBauus ¢parna c KoHdurypaumen)

Maintenance > Configuration > Activate

¥information & Status Activate Configuration

Phetwork Admin
Select configuration file to activate. The previous configuration will be completely replaced, potentially leading to loss of management connecthity.
¥Port Configure

FRoE

Puavonceoconsors | [ Pl e )
—

12
b

¥ Diagnostics

= Restart Device
#Factory Defaults

# Firmware Upgrade
= Firmware Selact

~Configuration
=Upload

=Delete

Please note: The activated configuration file will not be saved to startup-config automatically

[ns aktnBaumm Haxmnte KHonky «Activate Configuration»

8.10.5.4 Delete Configuration File (YpaneHue cpanna c kocurypaumen)

Maintenance > Configuration > Delete

> ; -
SRt & Stius Delete Configuration File
»Network Admin

»Port Configure
»PoE No files available for deletion

»Advanced Configure [ Delete Configuration File ]

¥ Security Configure
QoS Configure

¥ Diagnostics

¥ Maintenance

=Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
=Download
= Upload
= Activate

[Ons yoaneHuna channa ¢ koHgurypauuen n3 KoMmmytatopa HaXKMUTE KHOMKY
«Delete Configuration File»



BHumaHue

v' KauyecmeeHHoe 3asemneHue sensemcsi o06s3ameribHbIM yCroguem

rOOKIIOYEHUS.

v' Kamezopuyecku 3anpewaemcs

KacambCsa  3JIeMeHImoe

numaxusi, Haxo0sIUUXcs1 M0Q 8bICOKUM HaripsxeHuem.

6rnoka

9. TexHU4ecKue xapaKTepUCTUKK*

Mogenb SW-80802-WL(port 90W)
O6Lee Komn-BO NOPTOB 10
Kon-Bo noptoe FE+PoE -
Kon-Bo noptos FE -
Kon-Bo noptoB GE+PoE 8
Kon-so noptos GE i
(He Combo noptbl)
Kon-Bo noptoB Combo GE i
(RJ45+SFP)
Kon-so noptoB SFP
(He Combo noptbl) 2 GE
MowHocTb PoE Ha oamH nopt 90 BT
(makc.)
CymmapHas mowHocTb PoE Bcex 240 BT
noprtos (Makc.)
IEEE 802.3af
Cranpgaptbl PoE IEEE 802.3at
IEEE 802.3bt
Metog A+B

Metog nogaun PoE

A+B (1,2,4,5(+) 3,6,7,8(-))

BCTpoeHHbIe onTn4yeckmne nopTbl

3Be3aa
Tononoruv NnoaknioYeHns Kackap,

KONnbLIO
Bydep naketos 4 Mb
Tabnuubl MAC-agpecos 8 K
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Mogenb SW-80802-WL(port 90W)
MponyckHasa cnocobHOCTL
KOMMYTaLMOHHON MaTpuLibl 20 out/c

(Switching fabric)

CkopocTb 06cnyXnBaHus
nakeToB (Forwarding rate)

1000 M6uTt/c — 1488,000 nakeTtos/c
100 M6uT/c - 148,800 nakeToB/c
10 M6uT/c- 14,880 nakeTtos/c

Mopaepxka jumbo frame

9 Kb

Pasmep flash namatun

128 M6

CTaHﬂ,aprl M NPOTOKOJ1bI

o |[EEE 802.3 — 10BaseT

¢ |[EEE 802.3u — 100BaseTX

¢ |EEE 802.3ab — 1000BaseT

¢ |[EEE 802.3z 1000 BaseSX/LX

¢ |[EEE 802.3x — Flow Control

¢ |EEE 802.1Q — VLAN

¢ |[EEE 802.1p — Class of Service

¢|[EEE 802.1D — Spanning Tree

¢ [EEE 802.1w — Rapid Spanning Tree

o [EEE 802.1s — Multiple Spanning Tree

¢ |[EEE 802.3ad — Link Aggregation
Control Protocol (LACP)

o |[EEE 802.1AB — LLDP (Link Layer
Discovery Protocol)

o [EEE 802.1X — Access Control

DYHKLMM YPOBHS 2

¢ |[EEE 802.1D (STP)

o |[EEE 802.1w (RSTP)

o |[EEE 802.1s (MSTP)

¢VLAN / VLAN Group 4K

¢ Tagged Based

o Port-based

¢ \oice VLAN

o Link Aggregation IEEE 802.3ad with
LACP

¢ |GMP Snooping v1/v2/v3

¢ IGMP Static Multicast Addresses

e Storm Control

¢ERPS ring

KauectBo obcnyxunaHusa (QoS)

e 8 ouepenen / nopt
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Mogenb SW-80802-WL (port 90W)
¢ Management System User
Name/Password Protection
E ¢ |[EEE 802.1x Port-based Access
€30MacHOCTb Control
oHTTP & SSL (Secure Web)
¢ SSH v2.0 (Secured Telnet Session)
e YnpasneHue vyepe3 Web-nHtepdeliic
YnpasneHwue : 1C':e|>_lll1et
e SNMP
MHavkaTopsl PWR1, PWR2, SYS, Link, PoE
lpo3o3aiwmta 6 kV
Mutanne AC 195-265V /50 Iy
OHepronotpebneHne <250 Bt
Het / KoHBekunoHHoEe (6€e3
TepmocTab./oxnaxaeHune BEHTUNSTOPA)
Knacc 3awuThbl IP66
YaapHas npoYHOCTb IK10
Paamepbl (LLUXBxI") (Mm) 290x390x163
Bec, kr 4
Cnocob MoHTaxa Ha CTEHY, Ha onopy
Paboyas Temnepartypa -40...+50 °C
CCTV — nepegaya gaHHbix Ha 250m npwm
[ononHuTenesHo 10 Mour/c
PoE Alive — pyHKUMA aHTN3aBucaHuA
PoE ycTtpouncts

* I'Ipomaao,qmenb MUMeeT NpaBo N3MEHATb TEXHNYECKNE XapaKTepPUCTUKU Us3nenma n Komnnekrauuo 6e3
npeaBapuUTenbHOro yseaoMneHus.

10.MapaHTHA

lMapaHTua Ha Bce obGopygoBaHne OSNOVO — 7 net (84 mecsaua) c patbl
npodaxu, 3a WCKIIOYEHMEM aKKyMynAaTOpHbIX 6atapei, rapaHTWiHbIN Cpok - 12
MecsLEeB.

B TeyeHue rapaHTMHOIO CpoKa BbIMOMHAETCA GecnnaTHbIA PEMOHT, BKIOYas
3anyacTu, Unu 3ameHa U3aenuin Npu HEBO3MOXXHOCTU UX PEMOHTA.

MoagpobHas wHdopmaums o6 ycnoBusix rapaHTUAHOrO obcnyxuBaHus
HaxoauTCs Ha cavTe Www.0Snovo.ru

2
231016 (4)
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http://www.osnovo.ru/support/garanty

11. NMpunoxeHune A «FabapuTHble pa3amepbl KOMMyTaTopa»
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* Bce pasmepbl gaHbl B MM
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12. NMpunoxeHne b «HacTeHHbIe KpenrneHusa»

[na mMoHTaxa ynuyHbIX KOMMYTaATOPOB Ha CTeHax, onopax, nogsecax v T.4
NPUMEHSAIOTCHA HAaCTEHHbIE KpenneHns (npnobpeTtarnTcs OTAENbHO).

[ns MOHTaXxa YnMYHOro KOMMyTaTopa Ha CTeHY UNn onopy:
1. PacnakoBaTb KpenneHusi.

2. Pacnonoxutb Koprnyc Ha TBepAON POBHOW MOBEPXHOCTU, MNPUIIOXKUTL
NMaHKM KpenneHui K 3agHell CTeHKe Kopryca Tak, 4ToObl CKBO3Hble
KpenexHble  OTBEpPCTUA kopnyca  coBsnaganu C  OTBepcTUsAMM,

npocBeprieHHbIMW OnA 3TOW LEenn B NiaHKax

3. MpukpenuTb nNnaHku K kopnycy 6ontamu M4, ucnonb3ys Lwanbbl 1 ranku

(I/IMe}OTCﬂ B KOMFIﬂeKTe) NPUKPEennTb MiaHKM K KOpnyCcy KOMMyTaTopa.
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4. TMnaHkn obecneynBaloT BO3MOXHOCTb KpenneHnda KoMmyTaTtopa Ha CTEeHY U
apyrne nriockne noBepxHOCTHU. Ons KpenreHna Ha cTton®d npucoeanHnTb K
nraHKaM KpenexHble 3y6anb|e ANNIEMEHTbI Tpeyroanon d)OprI (erl'le)KHbIe

3NeMeHTbI BABUraloTCsl BHYTPb NIaHOK).

5. OTpesaB KyCcok NnephopMpOBaHHOM METannM4eckon NeHTol (MmeeTcs B
KOMMIEKTE), UCNONb3Ys NIEHTY, YKPENUTbL KOPNyC KOMMYyTaTtopa Ha ctonbe nnu

ornope, 3aTAHYTb BUHTAMMU.
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