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1. Ha3HauyeHue

YnnyHbein ynpaensemblin (L2+) POE kommyTaTop Ha 6 noptoB SW-
80402/ WL npegHasHadveH Ans obbeamMHEHNs ceTeBbIX YCTPOWCTB, 3anuTbiBaHNS
ux no TexHonormm POE v nepedayuv AaHHbIX MexXdy HMMW B YCIOBUSIX
3KCrnyaTaumm BHe NomeLleHin. B ocHoBe ycTporcTBa NnexaTt BblCOKOHaOEeXHble
KOMMNMEKTYOLLME C paclUMPEHHbIM AManasoHoM TemnepaTyp.

YNuuHbil  KOMMYyTaTop oOcHaweH 6 noptamn Gigabit Ethernet
(10/100/1000Base-T) ¢ PoE (cootBetcTBytoT cTaHgoaptam |EEE 802.3af/at un
aBTOMATMYECKN OMpedensitoT nogknodaemble POE-ycTponcTBa), a Takke 2-Ms
Gigabit Ethernet SFP-cnotamu (1000Base-FX).

K kaxgomy n3 4 OCHOBHbIX MOPTOB YNWYHOTO KOMMYyTaTopa MOXHO
nogkntoyate PoE-yctporictea mowHocteto  go 30 BT (obwasi BbixogHas
MOLLHOCTb Ao 120 BrT).

B ynuyHom KommyTaTope npegycMoTpeHa yHKLUSA NPOBEpPKM cTaTyca
noakntoveHHoro PoE yctponctea (PD Alive). JaHHas dyHKUuSA akTMBUpyeTcs
yepes WEB uHTepdeiic 1 nossonseT guMarHOCTUpoBaTb B aBTOMaTUYECKOM
pexvMe «3aBuMCaHUEe» MOAKMOYEHHbIX POE yCcTpoOWCTB M nepesarpyxatb WX
nytem nepenogaydn PoE nutaHus.

Ynn4HbIA KOMMYTaToOp rMbko HacTpamBaeTcs vepe3 WEB-nHTepdelic
N UMEET MHOXeCTBO yHKUMI L2+ ypoBHS, Takmx kak VLAN, IGMP snooping,
QoS wn gp.

Kpome TOro ynuyHbIi KOMMyTaTop noggepXvBaeT aBTOMaTU4YecKkoe
onpegenenne MDI/MDIX (Auto Negotiation) Ha Bcex nopTtax - pacnosHaeT Tun
MOAKITIOYEHHOr0 CeTeBOro yCTpOMCTBA M Npu  HeobxoaMmMoCcTn MeHseT
KOHTaKTbl Mepefayn AaHHbIX, YTO MO3BOMSET Ucnonb3oBaTb kabenu, obxaTtble
nobbIM cnocodoM (KpoccoBble 1 MPAMBIE).

Beog kabenem BHYTPb YNUYHOTO KOMMYTaTopa OCYLLECTBMSETCS
Yepes repmMoBBOAblI UCKMOYasi nmonagaHve Brar B OOKC (knacc 3aluTbl —
IP66). Kopnyc ymu4HOro KommyTaTtopa MW3roTOBMEH W3 MonukapboHaTta ¢
BbICOKOW YCTOMYMBOCTBIO COMHEYHbBIM nyvam.

YnunuHbin kKommyTatop SW-80402/WL ocHalleH OMNTUYECKMM KPOCCOM
Ans yaobHOro NogknioyYeHnst ONTOBOMIOKOHHOIO kabensi.

Ynu4Hbii kommyTaTop SW-80402/WL pekomMeHOyeTcs MCMNoNb30BaTh,
ecnm ecTb HeobxoaumMocTb 06bEAMHUTE HECKONMBKO ceTeBbiX ycTponcTs (IP-
kamepbl, |[P-TenedoHbl 1 Np.) B 0gHY ceTb U nepedaTtb K HUM NUTaHWe Mo
kabento BuTon napbl (POE) B ycnoBusix akcnnyaTauum BHE NOMELLEHUIA.



2. Komnnekrtauus

1. YnnyHbein kommyTatop SW-80402/WL — 1wT;

2. Habop repmoBBOgOB — 1WLT;

3. Murrenn ogHomopoBbin SM SC/UPC — 2uwiT;

4. Kpocc ontuyecknin — 1wr;

5. Tune3a anga sawmtsl ceapHoro ctbika (KA3C) — 2 wT
6. KpaTkoe pykoBoACTBO MO akcnnyatauun — 1wwT;

7. MacnopT — 1wT.
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. YnakoBka — 1wT;

3. OcobeHHOCTU 0O6OpYyAOBaHUA

e  YNMYHOE UCMOMHEHWNE — NpefHa3HavYeH Aris opraHu3auum cetu B
YCNOBUSX 3KCMyaTaumn BHe nomeLLeHni (knacc 3awmTbl IP66);

e PacwwupeHHbIi gnana3oH paboynx Temnepatyp: -40... +50 °C;

e [pososalmTa MegHbIX NOPTOB;

e YnpaeneHue 4yepe3s WEB nHTepdeiic;

o T[loppepxka oyHkumn L2 (VLAN,QOS,LACP,LLDP,IGMP snooping);

e [lopgpepxkka KOMbLEBOW TOMOMOMMU NOAKIIOYEHNS;

e PD Alive — (pbyHKUMA ONs aBTOMATUYECKON ANArHOCTUKU U
nepesarpysku 3aBucLumx POE yCTpOWCTB;

e  OnTtuyeckunn kpocc ansa yaobctea NOAKMOYEHNS ONTOBOIOKOHHOMO

kabens.



4. BHewHuW BMA N ONUCaHME 3NIEMEHTOB

4.1 BHeluHu# BUA

Puc. 2 YnuuHbin kommyTtatop SW-80402/\WL, BHELUHWIA BUA, BHYTPU



4.2 OnucaHwue pasbeMoB U MHONKATOPOB YJIIMYHOIO KOMMyTaTopa
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Puc.3 YnuuHbin kommyTtatop SW-80402/WL, pasbembl, KHOMKA U MHAMKATOPbI

Tab. 1 YnunyHbii kommyTaTop SW-80402/WL, HazHa4YeHne BHYTPEHHUX
3N1EMEHTOB

Ne

HasHayeHne
n/n

KHonka ans cbpoca HacTpoeK yrNMYHOro KOMMYyTaTopa K 3aBOACKUM.
1 | Heobxogmmo npoaomkutTenbHOe HaxaTtume ~3 Cek Npuy BKITOYEHHOM
nUTaHUN.

SFP-cnot (Ne1) ans noaknioveHns yrnnyHoro KoMMmyTartopa K
2 | onTuyeckon nnHUK cBs3n Ha ckopoctn 1000 M6ut/c ucnonesysa SFP-
mogynu 1,25 'out/c (npnobpeTatoTca OTAENEHO).

SFP-cnot (Ne2) ona nogknioveHns yrMyHoro kommyTarTopa K
3 | onTnyeckon nuHMK cBA3M Ha ckopocTn 1000 MbuT/c ncnonesys SFP-
mogynu 1,25 I'out/c (npmobpeTaroTca OTAENBHO).

Pasbembl RJ-45 ¢ 1 no 41 ona nogknio4YeHns ceTeBblX YCTPOWCTB Ha
ckopocTtu 10/100/1000 M6uT/C 1 3anuTbiBaHUS MX MO TexHonorun PoE.
LED-uHgukaTopbl Ethernet n PoE

CopuT xenTtbiM — nogxrtoyeHo PoOE yctponctso. Muraet —
notpebneHne POE CNULLIKOM BbICOKO.

Coput/Muraet 3eneHbiM — MAET Nepegada gaHHbIX.

Pasbem RJ-45 ona nogkntoveHus yrnmyHoro kommytatopa kK COM
5 nopTy. No3BonseT 3arpyxaTb B YANYHbI KOMMYTaTOp MNPOLLMBKY B
clnyyae aBapurHOW cutyaumm

6 | LED-ungukatop nogkntodeHus pesepsHoro Bl (He ncnonbsyetcs)




Ne HasnaueHne

LED-uHgukaTop nogknioyeHms ocHosHoro Bl
7 | CopuT 3eneHbIM — NUTaHWe NoJaeTcs.
He roput — nutaHue Ha Bxoae OTCYTCTBYeT.

LED vHaukaTop paboTbl KOMMYyTaTOpa.

Muraet — paboTa B LUTAaTHOM PEXUME;

[oput — aBapuiHasa cutyaums (3aBMcaHne kKommyTaTopa);
BbICTPO MUraeT — naeT 3arpyska npoLLMBKK.

5. YctaHOBKa 1 noagkn4veHue
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Puc. 4 MogkntoyeHne ynuyHoro kommytatopa SW-80402/WL

MoakntoyeHne ynuyHoro kommytatopa SW-80402/WL ocyLlecTBnsTCcs B
cnegyoLien nocnenoBaTenbHOCTU:

1. lMpopgeHbTe kabenu BUTOM Napbl 4Yepe3 COOTBETCTBYHOLLUME OTBEPCTUS
repMoBBOAOB (4) CHapyXu BHYTpb 6okca (puc.4).



2. OBboxmuTe KOHLUblI kabenew C BHYTPEHHEW CTOpOHbI BGokca pasbemamu
RJ45 (puc. 5)

RJ45 Pin#
Sea0—opaH#xeRul| 1
opaxwets| 2
Seso—zeasHe| 3
cuxunal 4
Beac—cuHul| 5
6

7

8

SEASHEL
SeA0—HKOpUYHEREIT
KODUYIHEREI1

NN N
NN

Puc. 5 O6xnmka kabens BuTOM Napbl pasbemamu RJ-45

3. Mogknounte obxatble pasbeMamun RJI-45 kabenu k kommyTatopy (5) u
3aTaHuTe repmoBBoAbl (4). [na obecneyeHus 3awuTbl OT MPOHWMKHOBEHUS
BnaryM BHYTpb koprnyca, kabenu [OmkHbl ObiTb MNMOTHO YKpenneHbl B
repmoBBOAaX.

4. AHanorm4Ho nyHkTy 1 npoTsaHMTe kabenb nuTaHus ot cetn AC 100-240V /
50 Iy BHYTPb KOpnyca 4epe3 cooTBeTCTBylOLWMIA repmoBBog (3) (D 4-8mm),

nogkntoymTe kabenb nNutaHus K koHTaktam L (cpasza) nu N (Honb) n + (2).
3aTsHuTEe repmMoBBoOS,.

5. 3aunctute onTOBOMNOKOHHbIE Kabenun Ha anuHy 25-30 cm, nponyctuTe ux B
OTBEPCTUSI repMoBBOAOB (4), 3aTaHMTe pe3blby repmMoBBOAOB Tak, YTOObI
kabernb XecTKo (PUKCUPOBANCS B 3aXXMMe repMOBBOAAX.

6. Cobniogasn Bce TpebOBaHUS TEXHONMOMMM CBapPKM ONTOBOMIOKOHHOMO kabens,
npuBapuTe MUITEnnsl (UMeeTcss B KOMMIEKTE) K  OMTOBOSIOKOHHBIM >Kunam
Kabens. YNoxuTe onTOBOMOKOHHLIN Kabernb B Masbl ONTMYECKOro Kpocca (2),
cnegs 3a Tem, 4ToObl AMameTp Konbua He Gbin MmeHee 60 mMMm. MNoakniounTe
pasbembl nurrennos Kk SFP Moaynam (He BXoOSAT B KOMMEKT MOCTaBKW)
yCTaHOBMEHHbIM npegBaputensHo B SFP  pasbembl kommyTtatopa (5).
3akpouTe KpbILKY onTru4eckoro kpocca (2).

7. NomecTuTe repmMeTUsnNpyoLWyo pe3nHKy N3 KOMMeKTa noctasku B nas no
nepuMeTpy KpbIWKX MNNacTUKOBOrO OGOKCa, W3OLITOYHYI ONNHY OTpEeXbTe.
AKKypaTHO 3aKpOWTe KpbILKY, 3aTaHUTe ee 4-Ms BUHTaMW W3 KOMMIeKTa
NocTaBKKW. YMNUYHBIN KOMMYTaToOp roTOB K 3KCnyaTaunu.

3asemneHue sBnsieTcs ob6s3aTenbHbIM ycrioBuem Ans Ge3onacHou wm
HageXHoW akcnnyartauuu o6opygoBaHus!
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Puc.6 Tunosas cxema NOAKMIOYEHNs yIMYHOro kommytatopa SW-80402/WL

o

w Cat 5e Cat 5e ’

KopHeBoii kommyTaTop
YaaneHHbln MOHUTOPUHT B CepBepHOMN

WiFi poyTtep ¢ PoE

5 <\
SW-80402/WL %

Tononorusi KonbLo

“SW-80402/WL SW-80402/WL

P
SO
o ol 0o
|
b Fiber Shleeeit™
o S 0§
b j& =4
PoE = b= PoE PoE o e PoE
Kamepa o 4x kamepa Kamepa Lo 4x Kamepa
PoE kamep PoE kamep

Puc. 7 cxema nogxnioveHus ynmyHoro kommytatopa SW-80402/WL B
TOMOMOMM «KOMbLIO»
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6. MNMpoBepka paboTocnocobHOCTU cUCTEMBI

Mocne nogknoyeHust kabenewn Kk pasbéMam 1 No4aun NMTaHUA MOXHO ybeanTbes
B paboTOCNOCOBHOCTH YIMYHOIO KOMMYTaTOopa.

MogkntounTe ynnyHbI kKommyTaTop Mexay Asyms K ¢ nssectHbimu IP-
agpecamu, pacnonaralolLMncs B OAHOW noaceTu, Hanpumep, 192.168.1.1 un
192.168.1.2.(cm. Takke N.8.4 HACTOSLLEro AOKYMEHTA).

Ha nepeom komnbioTepe (192.168.1.2) 3anycTuTe KOMaHOHYH CTPOKY
(BbInONHMTE KOMaHAZy cmd) 1 B MOSIBMBLUEMCS OKHE BBEAMTE KOMaHAy:

ping 192.168.1.1
Ecnu Bce nogkntoyeHo NpaBuiibHO, Ha AKpaHe MOHMTOPa O0TOOPa3nTCA OTBET OT
BTOpOro komnetotepa (Puc. 8). 3to ceugeTenscteyeT 06 MCNPABHOCTA YNIUYHOMO
KOMMyTaTopa.

WINNT\System32\command.com

C:\>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: by 2 time<1@ms TTL=255
Reply from 192.168.1.1: by 2 time<iBms TTL=255
Reply from 192.168.1.1: bytes=32 time<i@ns TIL=255
Reply from 192.168.1.1: byt s TTL=255

Minimum = @ms,

2>

Puc. 8 [aHHble, oTOGpaxarLmecsa Ha aKkpaHe MOHUTOpa, nocrne
ncnonb3oBaHns kKoMmaHgsl Ping.

Ecnun oteBetr ping He nonyyeH («Bpems 3anpoca uCTekno»), TO
cnegyeT NpOBEPUTb COeAMHUTENbHBIN kKabenb u IP-agpeca KOMNbIOTEPOB.
Ecnu He BCce nakeTbl ObINN NPUHATLI, 3TO MOXET CBUOETENbCTBOBATL!
- 0 HM3KOM Ka4yecTBe Kabens;
- 0 HeucnpaBHOCTM KOMMYyTaTopa;
- 0 Momexax B fIMHUN.

MpumeyaHue:

MpUYMHBI NOTEPU B ONTUYECKON NIMHMN MOTYT ObIThb BbI3BaHbI:
- HencnpasHoCTbO SFP-Moaynen;

- n3rmbamm kabens;

- BONbLUMM KONMYECTBOM Y3I10B CBApPKY;

- HEeUCnpPaBHOCTbLIO NN HEOAHOPOAHOCTLIO OMTOBOSIOKHA.
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7. NoaroToBKa nepen ynpaBrneHWeM KOMMYyTaToOpOM
yepe3 WEB.

3pecb OypeT nokasaHa pJetanbHasi HacTpowka cetu ansg MK nog

ynpasneHvem Windows 8 (noxoxwun nitepderic y Windows?7 n Windows Vista).

Otkponte «LleHTp ynpaBnenus cetamm u obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «/3MeHeHVWe napameTpoB
apantepa» (Change adapter setting) kak Ha pUCyHKe HUXe.

4 & <« Networkand Internet » Network and Sharing Center v o »p

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Accesstype: Mo network access
settings Public network Connections: [ Ethernet

Change your networking settings
See also

. ik Set up a new connection or network
Banjour * Set up a broadband, dial-up, or VPN connection; or st up a router or access peint.
HomeGroup

[ Troubleshoot problems

Diagnese and repair network problems, or get troubleshosting information.

Internet Options

Windows Firewall

B nosBumBwemca okHe «CeteBble nogkmnouveHusa»  (Network
Connections) oTobpaeHbl BCE CeTEBbIE MOAKIMIOYEHUS, OOCTYMHbIE
Bawemy K. Caoenaiite OBOMHOW KIUK Ha MOLKIIOYEHWUU, KOTOPOE Bbl
ucnoneayete ansa cetu Ethernet

F x
4 & « Network and Intemet » Network Connections v| ¢ | | Search Network Connections 0
Organize = = 0@ @
‘i Bluetooth Network Connection = | Ethemet ‘: VirtualBox Host-Only Network
Mot connected B Unidentified network PSS Disabled
*x @ Bluetooth Device (Personal Area ... 4 Qualcomm Atheros ARB171/8175 ... @ VirtualBox Host-Only Ethernet Ad...
L‘ VPN Connection =L Wi-Fi
= !'Jﬂ Disconnected E Not connected
§? WAN Miniport (IKEv2) b 4 dﬂﬂ Qualcomm Atheros AR485WB-E...
5 items ==
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3. B nosiBuBLLeMcst okHe «CocTosHMe - [NoakntoveHne no nokanbHOW ceTny
(Ethernet Status) HaxmuTe kHOMKy «CsonctBay» (Properties) kak
nokasaHo HUXE.

1il X
i
General
Connection

IPv4 Connectivity: Mo network access
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:03:17
Speed: 1.0 Gbps

Activity

1
Sent — %!' ——  Received

Bytes: 81,247 | 234,299

I| @Emperﬁes ‘I @gisabla || Diagnose |

4. B nossuBemcs okHe «[logknoveHne no nokanbHon cetn — CBoncTBa»
coenamte [OBOMHOW KIWMK Ha «NPOTOKON WHTepHeTa Bepcun P V4
(TCP/IPv4)» Kak nokasaHO HuXe

Networking | Sharing

Connect using
I? Qualcomm Atheros ARB171/8175 PCI-E Gigabit Ethemet

This connection uses the following items:

80105 Packet Scheduler ~
i Microsoft Network Adapter Multiplexor Protocol

& Microsoft LLDP Protocol Driver

=& Link-Layer Topology Discovery Mapper /0 Driver

-2 Link-Layer Topology Discovery Responder

RRE &

B Intemet Protocal Version 4 (TCP/1Pvd) "]
>

Install.. Urinstal

Description
Transmission Control Protocol /Intemet Protocol. The default

wide area network protocol that provides communication
across diverss interconnected networks.

=
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6. B nosiBuBLuemMcs okHe «[1poTokon nHtepHeTta Bepcum IP V4 (TCP/IPv4)»

ckoHGurypupyite IP agpec Baluero MK 1 macky noaceTu Kak nokasaHo
HVXe

General

You can get IP settings assigned automatically if your network supparts
this capabilty. Othernise, you need to ask your network administrator
for the appropriate IP settings.

) Obtain an IP address automatically
() Use the following IP address:

IP address: 192 .168 . 2 .33
Subnet mask: 255 .255 255 . 0
Default gateway:

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: 8 .8 .8 .8
Alternate DNS server:

[]validate settings upon exit Advanced...

o

Mo ymonuaHuio IP agpec kommyTtaTopa 192.168.2.1 Bl MmoxeTe 3agaTb
nodon IP agpec B none «IP agpec», B Tol e noacetn 4to u IP apgpec
kommyTaTopa. Haxkmmte kHonky OK, 4ToObl COXpaHWUTb U MPUMEHUTE HAaCTPOVKM.

Tenepb Bbl MOXETE MCMONbL30BaTh NobOoW Opay3ep Ans Bxoda B MEHHO
HacTpoek kommyTartopa. Login: Admin Password: System
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8. YnpaBneHue 4yepe3 WEB unHTepdenc.
8.1 OcHOBHbIe cBeaeHus

WEB uHTepdelic kommyTaTopa NpeacTaBrieH Ha PUCYHKE HUXKeE:

OSNOVO

cable transmission

Flow Control

peed Maximum
Hdx 10M 100M 1G Enable Curr Rx Curr Tx

Frame Size

Fram

Excessive e
Collision Mode _Length Check

00 Discard »
Discard »

o
>
<Jlelle el el
coooof
soooo
o
cooan

XK K KKK
MK K KKK
&

Save || Reset

BuayanbHo WEB nHTepdeinc coctont ua 3 4acrtemn:

YacTtb 1* | MHaukaTopbl NnopToB, BKtoYas POE cratyc un ctatyc coegnHeHus.
(Part 1) Bbi6op a3bika. [JokyMeHT cripaBku.

Yactb 2 | OCHOBHOW MHTEpPAENC, rae OOCTYMHbl HACTPOWKM U OToDpaXkaeTcs
(Part 2) | cTaTucTuka No TEM UNN MHBIM NapaMeTpam.

MmaBHoe meHio WEB nHTepdelica. CogepxuT nepeyeHb
[OOCTYIMHbIX HACTPOEK, PEXXMMOB, MHCTPYMEHTOB AJ19 MOHUTOPUWHIa
CeTHn, a Takke MHCTPYMEHTOB Ansl 00CNy>XMBaHUSE KOMMyTaTopa.

Yactb 3
(Part 3)

* WEB wuHTepdenc otobpaxaeT CxemMy BCeX [MOpPTOB kKoMMyTaTopa.
PasnuyHble uBeTa Ha cxeme 03Ha4valoT, YTO NOPT/NOPThl HAXOASATCS B TOM UMK
WHOM COCTOSIHUW.

" CkopocTb nopta 100M6éut/c - CkopocTb nopta 1000 M6uTt/c . coefHEeHUs
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8.2 NmaBHoOe meHI0 WEB uHTepdenca

C nomowbto BCTpoeHHoro B kommyTtaTtop WEB wHTepdenca Bbl
MoOXeTe TMOKO HacTpavMBaTb CWUCTEMHbIE MapaMeTpbl, CKOPOCTb MOPTOB,
OTCrexunBaTb COCTOSHME CETU U MHOFO€e OpYyroe.

Bce WHCTpyMeHTBbI M HacTpoviku cobpaHbl B rpynnbl U NOArpynnbl.
OcHoBHbIX rpynn 9:

Information&Status (O6wasa nHdopmMauma n crtaTyc) — nosib3oBaTeny MoryTt
npoesepuTb 0Oy UWHMOpMaALMIO O KOMMyTaTtope, CcTaTyc, Kak Aomro
KOMMYTaTOp HaxoAMTCS BKIMIOYEHHbLIM U TA.

Network Admin (HacTponka ceTeBbix napameTpoB ¥ aAMUHUCTPUPOBAHNE) —
nonb3oBaTenyM MOryT MPOBEPUTb M HACTPOUTb MapameTpbl, OTHOCALIMECSA K
CeTU B JAHHOM NyHKTe rnaBHoro meHo WEB nHTepderica kommyTaTopa.

Port Configure (KoHdurypuposaHne noptoB kKommMyTaTopa) — MOfb30BaTenu
MOTYT NPOBEPUTb U HACTPOUTb onpedeneHHbIe napaMeTpbl NOPTOB B AAHHOM
nyHkTe rmaBHoro meHio WEB nHTepdenca kommyTtaTopa.

PoE - nomb3oBatenu MOryT MpoBepuTb W HaCTPOUTb oOnpeaerieHHble
napametpbl POE pana noptoB B [aHHOM nyHKTe rnasHoro meHioo WEB
UHTepdenca kKommyTaTopa.

Advanced Configure (PaclmpeHHble HacTpoOMKu) — nonb3oBaTtenn MoryTt
NpoBepUTb U HacTpouTb L2 n L2+ dyHKUMN KOMMYTatopa B JAHHOM MyHKTe
rnasHoro MeHo WEB uHTepdenca.

Security Configure (Hactponku 6Ge3onacHocTu) — nonb3oBaTenyu MoOryT
npoBepuUTb U HaCTpOUTb NapameTpbl 6e3onacHOCTM Ans KoMMyTaTtopa B
AaHHOM MyHKTe rnaBHoro meHto WEB uHTepdenca.

QoS (YnpaBneHue oyepensamu) — nonb3oBaTeNnn MOryT MPOBEPUTbL U
HacTpouTb napameTpbl pexunma ynpaeneHuss odepeadamu QO0S B JaHHOM
nyHKTe rmaBHoro meHio WEB nHTepdeiica.

Diagnostics (MHCTpyMeHTbI ONd  OAMarHoCTMKM) — MOMb30BaTenu MoryT
BOCMNOMb30BaTbCA MHCTPYMEHTaMu Ansa AnarHocTuku cetu (Ping), AnarHocTuku
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kabens, a Takke npoepuTb 3arpy3ky CPU kommyTaTopa B AaHHOM MyHKTe
rnasHoro meHto WEB nHTepdeiica.

Maintenance (O6cnyxuBaHue) — MOfb30OBATENM MOryT BOCMOSb30BaTbLCS
WHCTPyMeHTaMu  OobCnyxmBaHua KoMMmyTaTopa (cbpoc K  3aBOACKMM
HacTponkam, OGHOBNEHWE MpPOLIMBKK, 3arpy3ka W COXpaHeHue TeKyLlen
KOHdurypauum, nepesarpyska KommyTatopa) B AaHHOM MyHKTE [MaBHOrO
meHo WEB nHTepdeiica.

8.3 Network Admin (HacTtpomnka ceTeBbIX NnapameTpoB U
aAMUHUCTPUpPOBaHUE)

8.3.1 IP Configuration (Hactpowmka IP agpeca)

lpumeyaHue: |IP adpec Kommymamopa no ymonyaHuro 192.168.2.1 Macka
rnodcemu o ymorn4aHuro 255.255.255.0(24)

Boibepute nogpasgen rnaBHoro meHo WEB wuHTepdenca kommyTtaTtopa:
Network Admin > IP

» i "
Information & Status IP Configuration

~Network Admin

P

«SNTP IP Interfaces

»SNIP

IPv4 DHCP | 1Pv4
«SysL vian |
s Dalein | Enable | Fallback | CurrentLease |  Address | Mask Length
*Port Configure .
O 1 O 192. 168. 2. 1 24

»PoE
» Config [ Add Interface |
¥ Security Configure :|Reset

Port Name | OTobpaxaeT cucTemMHoe nms nopTa

VLAN VLAN gng goctyna K ynpasneHutio KOMMyTaTopoMm

- Ecnu BkntoyeHo, aTo o3HavaerT, 4to nopT VLAN 3anyckaeT
IPv4 DHCP knneHT, 4ToObl AHaMu4ecku nonyyatb |IPv4
agpeca kommyTaTopa. B npoTuBHoM cnydae oH Oyget
ncnonb3oBaTb cTatuyeckmi IP agpec.

IPv4 DHCP | _ Otkar (B cekyHaax) o3HayaeT BpeMs OXuaaHus ons
KOMMYyTaTopa Anis nonyyeHus guHamuyeckoro IP agpeca c
nomouubto DHCP. 3HaueHne 0 — 0TMEHSET BpeMsi OXXNOaHuUS.
- Tekywasa apeHga, none otobpaxaeT Tekywwmn IP agpec,
nonyyeHHsin ot DHCP
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- Agpec: ctatnyeckuit IP agpec, BBeAeHHbIN

nonb3oBaTenem.
IPv4
- AnuHa macku: ctatmndeckas IPv4 macka ans noaceTw,

BBeeHHaaA NoJib30BaTENIEM.

Haxmute Add Interface, 4Tobbl 3agaTb HoBble HacTponkm ans VLAN u
IP agpeca. Haxmute Save, 4ToBbl COXpaHUTb HACTPOMKMN.

lpumeyvaHue: [na ynpaeneHuUss KOMMYMmamopoM UCIO/b3yemcs
VLANT1 o ymonyaHuro. Ecniu nonb3zoeamersto Heobxoduma dpyzast VLAN, ons
yrpaeneHuss  KOMMymamopom,  rnoxasyticma 0Oobasbme VLAN @
coomeemcmeyrouiem meHio WEB uxmepcgbelica, a makxe dobasbme nopm 8
amy VLAN.

8.3.2 SNTP Configuration (HacTtpomnka npotokona BpemeHu SNTP)
SNTP ato akpoHum o1 Simple Network Time Protocol — npoTtokon
CUHXPOHM3aUMM 4YacoB C HacTporkamu [1K. Bbl mMoxeTe BblbpaTtb

onpegeneHHbin SNTP cepsep 1 HacTpoute GMT BPEMEHHYIO 30HY.

Bbibepute nogpasgen rnasHoro meHio WEB nHTepdernca kommyTtaTopa:
Network Admin > SNTP

4 i =
s SNTP Configuration
’ ¥ Network Admin \
«lP Mode Enabled v
= SNTP Server Address
»SNMP
= SysLog Save | | Reset

Haxmute Ha BbiNagatowee MeHo, YToObl BbiopaTb Enabled
mnn Disabled

Enabled (Bkn) — BkntoyaeT pexkum SNTP. B gaHHOM
pexume areHT oTnpasnseT u npuHumaet SNTP
COODBLLEHNS MEXAY KITMEHTaMU 1 CEPBEPOM, KOr4a OHU
HaxoAsTCcsA He B O4HOW MOACEeTH.

Disabled (Bbikn) — oTkntovaeT pexum SNTP.

Mode

MNocne BBoga IP agpeca SNTP cepsepa, SNTP

SNTP Server
nHdopmaumsa 6ygeT nonyyeHa ¢ 3Toro cepeepa.

Haxmute Save, YToGbl COXpaAHUTb HACTPOMKMU.
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8.3.3 SNMP Configuration (HacTtponka npotokona ynpaBneHma SNMP)

Simple Network Management Protocol (SNMP) aTto npoTtokon
NPUKNaaHOro YpOBHS, KOTOPbLIN obneryaetr obmeH uHgopmaumen ynpasneHus
MeXay  CeTeBbIMM  YCTPOMCTBaAMM. SNMP  nosBondetr ceTeBbiM
agMuHUCTpaTopaM YNpaenATb MPOU3BOAUTENbHOCTLIO CETW, HaxoauTb U
pelwaTtb npobnembl C CETbIO, NNIAHMPOBAaTb pacLUMpPEHnEe CEeTH.

KommyTtatop nopgepxmsaetr SNMPv1, v2c. PasnunyHble Bepcuu
SNMP ob6ecneumBatoT pasHbil YpOBEHb 0Oe3onacHOCTM Ansl ynpaBrieHus
CTaHUMAMM 1 CeTeBbIMU YCTPONCTBaAMM.

B SNMP v1 u v2c Aana ayTteHTMdwuKaumMm nonb3oBaTenen
ncnonb3yetca «Community String». ®PyHKUMOHAN 3TOW CTPOKM CXOX C
dyHKUMoHanoMm napons. NpunoxeHne SNMP yganeHHoro nonb3oBatens u
SNMP kommyTaTopa [OSMKHbI WCMONb30BaTb OAHO U TOXe 3HavyeHue
Community String. MNakeTel SNMP oOT ntobbix HeaBTOPM3OBaHHbLIX CaWTOB
OyayT urHopmpoBaTbCs (0TOpackiBaTLCH).

Community String no ymon4yaHuio Anst KoMMyTaTopa MMeET 3Ha4YeHune:

1. public — nossondeT ayTeHTMUKaLMIO CTaHUUK ynpaBreHna ans

yTeHusa MIB o6beKToB.

2. private — no3BondeT ayTeHTMdUKaLUMIO CTaHUMK ynpaBreHusa ans

YTeHUs, 3anmcu n nameHeHnst MIB o6bekToB.
Trap

Mcnonb3yeTca areHToM Ansi aCMHXPOHHOrO MHopmuposaHns NMS
(cTaHumMs ynpaBneHust) O KakoM-nmbo cobbiTun. AT cobbITUA MOryT ObiTb
OYeHb Cepbe3HbIMU, TakMMM, Kak nepesarpyska (KTo-TO Cry4YamHO BbIKITHOYMWI
KOMMYyTaTtop), unu npocTto, obwas uHdopMauus, Takas Kak W3MeHeHue
crtatyca nopta. Kkommytatop co3gaeTr uHdopmaumio o nosywke (Trap), a
3aTeM OTNpaBnseT ee nonydatento uMnuM agMuHUCTpaTopy ceTu. TunuyHas
noBylika BKMYaeT B cebsa uHpopmauuo o owwnbkax ayTeHTudukaumu,
CeTeBbIX U3MEHEHUSIX.

MIB

OTO  KOMnekuust  ynpaBnsieMblX  OOBLEKTOB, HaxogdAWMXcs B
BMPTyanbHOM XpaHunuiie nHdopmaumm. Konnekuun CBSI3aHHbIX
ynpaBnsieMblx OOBLEKTOB onpefeneHbl B onpegerneHHbix moaynsax MIB.
KommyTaTtop mcnonb3yeT cTaHOapTHbIM MOAYMb yrnpasreHns uHdopmaumen
MIB-Il. Takum obpasom, 3HayeHne obbekta MIB mMoxeT ObITb NpoyYnTaHo
nobbiM  NporpaMmMmHbIM - obecneveHnem, ynpaensembiM  4yepe3d SNMP
NPOTOKOT.
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8.3.3.1 SNMP System Configuration (Hactpoika SNMP ans cuctemsl)

Bbl MOXXeTe BKMIOYUTb UMW BbIKITOYUTL OaHHYIO beHKLI,l/IPO B pasaene

Admin>SNMP>System

» ; ’
_ Information & Status @ SNMP System Configuration
| Network Admin |
«IP Mode Enabled v
= SNTP Version SHIMP vw2c
| wSNMP | Read Community | public
= System | Write Community | private
=Trap
Mode BkntodyeHune/BbikntodeHne SNMP yHkumm
. HaxxmuTe Ha BbinagatoLlee MeHto, YTobbl BbIOpaTb BEpCUIo
Version
npotokona SNMP v2c unn vl
Read Mo3BonseT ayTeHTUdUKALUIO CTaHLUN yripaBneHus Ans

Community yTeHus MIB o6bekToB.

Write Mo3BonseT ayTeHTUdUKALMIO CTaHUMK ypaBneHusa ans
Community YyTeHusa, 3anucu u nameHeHunst MIB obbektos

8.3.3.2 SNMP Trap Configuration (Hactponika SNMP Trap)

Bbl MOXeTe BKMOUNTL UMK BbIKITIOYNTD OaHHYI0 beHKLLI/IIO N HAaCTpOUTb
€e B criegywuiem pasgene

Network Admin>SNMP>Trap
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Yinformation & Status

¥ Network Admin

[ vsnup
= System
[+Trap |
= SysLog

*Port Configure
YPoE
¥ Advanced Configure
¥ Security Configure

Trap Configuration

Global Settings

m Disabled w

Trap Destination Configurations

[Delete [ Name | Enable | Version | Destination Address | Destination Port |

8.3.4 System Log Configuration (HacTponka cucTeMHOro XypHana)

Bbl MOXeTe HacTpouTb CUCTEMHbIV XKypPHan KoOMMmyTaTopa nepenas B HyXXHbIN
pasgen ocHoBHoro meHto WEB nHTepdeica

Network Admin > Syslog

»information & Status

l ¥ Network Admin

System Log Configuration

“IP
* SNTP
PSNMP

»Port Configure

Server Mode Disabled V|
Server Address | 192.168.2.100 \
Syslog Level Info v

Server Mode

Bkn/BbIKN PYHKUMIO CUCTEMHOrO XypHana ansa SNMP .
Ecnu BkntoveHo, KOMMyTaTop OTMNPaBRAseT KOMUI XXypHana
Ha CTOPOHHUIA cepBep

Server CepBep, Ha KOTOPbLIN OTNPaBNSAETCSA KOMUS CUCTEMHOIO
Address XypHana
Info — nHdbopmaums, npeaynpexxaeHns 1 owndkn
Syslog Level | Warning — Tonbko npegynpexaeHust n olwmoku

Errors — Tonbko owWmnoKu
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8.4 Port Configure (KoHcdurypmposaHme nopToB)

8.4.1 Port Configuration (Hactpoika nopToB)

HaHHbin pasgen WEB wuHTepdpenica cooepXmut nepedeHb HacTpoek
Ansi NOpTOB KOMMYyTaTopa.

Port Configure>Ports

¥ Port Configure
=Ports
PAggregation
=Miroring
= Thermal Protection
= Green Ethemnet

o - Speed I Fiow Control W Excessi
| Current|  Configured | Current Rx | Current Tx [ Configured | Frame Size | Collision Mode
C © v O 9600 < v
1 @ Down Auto v X X 0 9600 Discard w
2 100fdx Auto v X % O 9600 Discard v
3 @ Down Auto v % X i} 9600 Discard v

Link

KpaCHbIVI LBET O3Ha4YaeT, YTO COeaANHEHNS HET. 3eneHbIn —
coeanHeHne ecCTthb.

Speed

Bbibop ckopocTu 1 pexrma paboTbl
(mynnekc/nonygynnekc) 4ns nopta

Disabled — nopT OTKMOYEH.

Auto — no3BonsAeT NopTy aBToMaTUYECKM BbIOMpaThb
Hambornee nogxogsiime napameTpbl 4N NOAKMHOYEHHOTO
YCTPOWCTBA.

FDX — gynnekc. o ymonyanuio ans ckopoctn 1000M6ut/c
HDX — nonyaynnekc

1000-X_AMS — o3Ha4aeT, 4YTo NopT SABNAETCH ONTUYECKNM
UM KOMBO-NOPTOM U ONTUYECKUIA NOPT — OCHOBHOM.
Takke ecTb Apyrue aHanornyHble napameTpbi:

10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX,
1000-X

Flow Control

MexaHu3m ynpasrneHusa notokoM. MonHogynnekcHble
nopTbl ncnonb3yoT 802.3x NPOTOKON ANSA ynpaBneHns
MOTOKOM, NOMYAYNNEKCHbIE MOPTbl UCMOMb3YIOT
backpressure ynpasneHue notokom. 1o ymonyaHuto
OaHHbI MeXaHU3M Ans NOPTOB — OTKIIOYEH.

Maximum
Frame Size

Mone, raoe 3agaeTcs MakcMMarbHbI pasmep
nepegaBaemblx/MPUHNMAEMBIX NaKeToB. Mo yMon4aHuio
pasamep — 9600, 4ToObI 06ecneunTb Nogaepkky Jumbo
frames.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.4.2 Link aggregation (Arperauusi KaHanoB)

ArperaLusa kaHanoB, 3TO MeTo, KOTOPbIN CBA3bIBAET onpeaeneHHble
dusnyeckme nopTbl BMECTE, KaK OOWH MOrMYecKkuii nopt, YTobbl yBEnuMunTb
00LLy0 NPOMNYCKHYI0 CNOCOBHOCTb.

KommyTatop nogaepxumsaeT oo 13 rpynn arperaumm kaHanos. OT 2 go
8 nopToB B BMAE €AMHOro NOrM4eckoro nopra.

lNpumeyvaHue: Ecnu kakolU-nubo nopm 6 epynrne aspesayuu KaHasos
OMKJIKOYEH, rnakem OaHHbIX, OMIpPaeneHHbIl Ha OMKITHYEHHbIU nopm 6ydem
pacnpedensamb Haz2py3Ky Ha Opyaol roOKIYEeHHbIU nopm 6 amoul epyrnne
aspezayuu.

8.4.2.1 Static Aggregation (Ctatu4yeckasa Arperayms)

B atom pasgene WEB uvHTepdoeiica KomMmyTaTopa Mofib3oBaTeflb MOXET
HacTpOWUTb CTaTUYECKYIO arperauuto ans nopTos.

Port Configure > Aggregation > Static

YInformation & Status Aggregation Mode Configuration

»Network Admin
= Hash Code Contributors
Source MAC Address
=Ports Destination MAC Address
P Address
TCP/UDP Port Number  [7]
=LACP
* Mirroring Aggregation Group Configuration
= Thermal Protection
= Green Ethernet Port Members
*PoE GroupID [1]2[3]4[5]6]7]8]9 |1o]11|12|1:]14|15|w|17|1a|19]20|21[zz|z:|z4|25|2s
¥ Advanced Configure LU B ONONORORONONONONONONORCRONORONONONORONRORONRONONORONO]
NSatmity Conmgos 1 )OO0O0O0O000000 ) OCC’OC‘OOOOOOO
2 ol eNoRoNecNcRoRoNoNsNO RO X O0OC0OO0OO0OO0O0OO0OOOOO
o Conmos 3 0000000000« 0000000
» Diagnostics 4 DOO0OO0OO0O0000O0 C €
e 5 O (oloNoNoNoNoNoRoNONON® (@) O
6 Y)OO0OO0OO0OO0O0O00O0
7 O [olloNoNoNoNoNoNe
8 HoloRoRoRoR ol oK)
9 [ollooNoNoNoNoNONONG)
10 oNoNoNoNoNoNoNONe]
" Y0000 0 (‘) 00
12 00000 OO0 O (¢ O
13 C-OOOGOOOOOOOO ) O O
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Aggregation | OTOT pexum SBMSETCH anropuTMOM XELUMPOBaHUS NOTOKa
Mode mMexay noptamu LAG (rpynna arpermpoBaHHbIX NOPTOB UMK
Configuration | Link Aggregation Group)

Group ID ID rpynnbl cTaTUYecKon arperaumm

KommyTatop nogaepxuBaet go 13 rpynn arperaumm, ot 2

Port Members o
00 8 nopToB B O4HOM rpynne.

Haxmute Save, 4ToGbl COXpaHUTL HACTPOWKM.

lMpumeyaHue: Cmamuyeckasi aespeesauyusi o3eonisiem 0OHOBPEMEHHO
06beduHAMb He bosiee 8 nopmos 8 00Hy cmamu4ecKyro 2pyrry.

8.4.2.2 LACP Aggregation (Arperauus Ha ocHoBe LACP)

LACP — TlpoTokon ynpasrneHws arperauven kaHanos. Arperaums
KaHanoB nossonseT obbeAuHsTb 40 BOCbMM MOPTOB B OAHO BblAEeNeHHOe
coeguHeHmne (NTormyeckni nopT).

OTa QyHKUMA MOXEeT paclivpuTb  MPOMYCKHYI  CMNOCOBHOCTb
ycTponctBa. Pabota LACP TpebyeT BKMOYEHUS AYMNSIEKCHOrO pexunma Ha
nopTax.

Ons nonyyenuss 6onee nogpobHon MHOPMaLMM O3HAKOMbTEChH CO
ctangaptom IEEE 802.3ad.

Port Configure > Aggregation > LACP

> i ,
MHOHBROR & SAHS LACP Port Configuration
¥ Network Admin

Port | LACP Enabled | Key |  Role [ Timeout| Prio
: > o o 32768

v
=Ports

wAggregation 1

= Static

= Mirroring
= Thermal Protection
= Green Ethernet

Auto v Active » Fast v 32768
Auto v Active w Fast w» 32768
Auto v Active Fast 32768

Auto v Active w Fast w» 32768

o e W N
B E oA

Auto v Active v Fast v 32768

25



LACP

BkntoveHune/BbikntodeHe nogaepxku npotokona LACP Ha
noprte

Key

3HaueHue Krntoya, NofyvYeHHoe NopToM, HaxoanuTCs B
ananasoHe 1-65535.

Auto HacTpoKa 3a4acT KIo4 B 3aBUCUMOCTU OT CKOPOCTU
dumsmyeckoro kaHana, 10Mb = 1, 100Mb =2, 1Gb = 3.

Specific HacTponka NO03BONAET BBOAUTb 3HAYEHUE KrtoYva
BPYYHY0. [OpTbl C 0AMHAKOBLIM 3HAYEHMEM KIto4a
MOTyT ObITb Y4aCTHMKaMu O4HOW rpynnbl arperauum, a
MopTbl C Pa3HbIMM KIoYaMyn — HE MOTYT.

Role

[aHHoe none oTBeYaeT 3a cocTosaAHne aktmeHocTn LACP.
Active — nepegaya naketoB LACP kaxayto CEKyHOy

Passive — oxxugaHune naketos LACP.

Timeout

[daHHoe none oTBevaeT 3a NPOMEXYTOK BPEMEHN MeXay
nepegadven BPDU

Fast — oTnpaska naketoB LACP kaxaylo cekyHay

Slow — 30 cek oxnaaHus nepeq otrnpaskomn naketa LACP

Prio

[laHHOe none KOHTpONMpyeT NPUoOpPUTET NopTa.

Ecnu naptHep LACP xo4eT cchopMumpoBaThb BOnbLUYiO
rpynny, 4em yCTpoMCTBO NoaaepxusaeT, To napameTp Prio
OyOeT KOHTpOnMpoBaTb, Kakne NopTbl 6yayT B aKTUBHOM
ponu, a Kakne B pe3epBHOW ponu.

MeHbLUee 3HadeHne napameTpa Prio o3HavyaeT 6onbLuni
npuopwuTeT.

HaxmunTe Save, 4To6bl COXpaHUTbL HAaCTPOWKM.
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8.4.3 Port Mirroring (3epkanupoBaHue NOpPTOB)

PyHKUMA  3epkanupoBaHWs NOpTOB  obBecneynBaeT  MOHUTOPWHT
CeTeBOro Tpadumka, KONUS KOTOPOro (BXOASLWME WNU UCXOAALME NakeTbl)
nepeckInaeTcs ¢ OAHOro nopTa ceTeBOro KOMMyTaTopa Ha ApYyron nopT, rae
Tpaduk MoxeT ObITb UCCreaoBaH.

3710 nossonseT agMuUHUCTpaTopy cetu oTcnexusaTb
NPON3BOAMTENBHOCTE KOMMYTatopa W npu HeobXOAUMOCTU W3MEHATb ero
HaCTPOWKM.

Port Configure > Mirroring

> : : :
TR Mirror Configuration

¥ Network Admin
lPonto mirrorto | | v
¥ Port Configure
=Ports : - :
: Mirror Port Configuration
wAggregation
= Static
= Port[ Mode
=LACP
1 |Disabled v
= Thermal Protection et
= Green Ethernet 3 |Rx only v
4 [Tx only =
»PoE
5 |Disabled »

MakeTbl C NOPTOB, AN KOTOPbLIX BKMHOYEHO
Port mirror to | 3€PKanuposaHue rx unu tx 6yayT JOCTYMHbI Ha 9TOM MopTe.

Disabled — oTkntouyaeT 3epkanvposaHue

BeiGop pexuma 3epkanvMpoBaHus Ans nopTa UCTOYHMKA.

Rx only — nakeTbl, MONy4YeHHbIE Ha 3TOM NopTe GyayT
OTnpaBrieHsbl 3a NopT-3epkano (mirror port). Micxogsaiiune
nakeTbl 3epkanupoBaTtbcs He ByayT.

Mode Tx only — nakeTbl, UCxoAsLWMe C 3TOro nopta 6yayT
OTNnpaBrneHsbl 3a NopT-3epkano (mirror port). Mony4yaemble
nakeTbl 3epkanupoBaTbcs He OyayT.

Disabled — Bce nakeTbl (tx 1 rx) He ByayT 3epkannpoBaTbCs

Enabled — Bce nakeThbl (tx 1 rx) 6yayT oTnpaBneHsl Ha NopT-
3epkano.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.4.4. Thermal Protection Configuration (TemnepaTypHas 3awmTa)
TemnepaTypHas 3awmta npegoTBpawiaeT neperpeB noptoB. Korga
KOMMYTaTop onpefensiet nopT, Ha KOTOPOM TemnepaTypa Bbllle 3aaHHOW,

NpoOnCcxXognT OTKIO4YEeHE nopTa.

Port Configuration > Thermal Protection

» i : .
e e Thermal Protection Configuration
»Network Admin
Temperature settings for priority groups
l ¥ Port Configure l
=Poris Priority | Temperature
PAgaregation 0 255 °C
= Mirroring — .
= Thermal Protection 1 265 c
= Green Ethernet 2 |255 <
?PoE 3 |255 8C
» Advanced Configure gt
Port priorities
¥ Security Configure
»QoS Configure Port I Priority
* [<>
»Diagnostics 1 0|
»Maintenance 2 [0 ||
3 0w

Temperature | KommyTaTop nogaepkuUBaeT 4 rpynnbl TEMNepaTypHoil
settings for | 33Tkl Kanas MoXeT GbiTb HACTPOEHA Ha CBOI
priority groups | makcumanbHyto TemnepaTypy.

Port priorities | one onpeaenseT NpuHaaneXHoOCTb NopTa K TOW Unmn nHou
rpynne TeMnepaTypHONn 3aLLunThI.

HaxmunTe Save, 4ToObl COXpaHUTb HAaCTPOWKM.

lMpumeyaHue: Mo ymonyaHur 8ce rMopmsl KOMMymamopa Haxo0sm & epyrne
npuopumema 0, ¢ MakcumarnbHol memnepamypol 255 C
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8.5 PoE Configuration (KoHdurypaumsa PoE)

Power Over Ethernet (PoE) — dyHKuMs, nosBonsiowas ycTponcTeam
nonyyaTe NUTaHWE M JaHHbIE MO ogHOMY kabento B ceTn Ethernet.

Taknmn ycTponcTtBaMyn MoryT 6biTb POE IP kamepbl, TOYKM gocTyna,
TenedoHbl VoIP. Hanvune gaHHOM dyHKLMM NO3BONSET CHU3UTbL 3aTpaTbl Ha
co3faHue ceTeBon MHPPACTPYKTYPbI.

PoE — onpepensetca craHaaptom |IEEE 802.3af/at. [NosToMy 06bI4HO
He BO3HMKAEeT CMOXHOCTEN C NUTaHMEM YOaneHHOro YCTPOMWCTBA, eCrnv OHO
noaaepKmBaeT/CoBMeCTUMO C AaHHbIMU CTaHgapTamu.

PD — 3anuTtbiBaemoe ycTponcTeo, Hanpumep POE IP kamepa.
PSE - ycTtpoiicTBo obecneymBatolLiee nuTaHne yganeHHoro PD
Mpouecc nogaun nutaHns POE COCTOUT U3 HECKOMNbKMX LLAroB:

1) Onpegenenne. PSE ycTponcTBO OTNpaBnseT curHamn ¢ MMHUMarnbHbIM
HanpsXeHneM, 4YTobbl OnNpeaenvTb COBMECTMMO N ydarneHHoe PD
yCTpONCTBO cO cTaHgaptamu |EEE 802.3af/at. Ecnu ypaneHHoe
YCTPOWCTBO COBMECTUMO MPOUCXOAUT CreayoLni Lwar.

2) Knaccudpmkaumsa PD yctponctBa. PSE ycTponcTtBo onpegenser
HeobxoAMMY0 MOLLHOCTL Ans yaaneHHoro PD yctponcTea.

3) [locne nepBbix AByx waroB PSE ycTponcTBO HauvMHaeT nopgaBaTb B
NVHUIO MOMHOE HanpsbkeHne U MowHocTb (44-57V, MowHocTb af —
15.4BT makc, at — 25.5BT makc.)

4) OrtknoyeHne. Ecnu yoaneHHoe PD ycTpPOMCTBO OTKMHOYMMOCH, WU
nonb3oBaTternb OTKMOYMM ero ¢ MOMOLLbI0 ynpasneHus depes WEB,
PSE ycTtponctBo B TeuyeHue 300-400 mc npekpaiwiaeT nogadvy
HanpsbkeHust POE B nuHuio.
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8.5.1 PoE Setting (HacTpouku PoE)

Hactporiku POE Haxopsatca B cnepywowem pasgene WEB uHTepdelica

KOoMMyTaTopa.

PoE > PoE Setting

Power Over Ethernet Configuration

Reserved Power determined by | ® Auto Manual
Power Management Mode ® Actual Consumption O Reserved Power
Capacitor Detection ® Disabled Enabled

POE Power Supply Configuration

Primary Power Supply [W]

PoE Port Configuration

®~NonE N -
R4/K4 K4/K9 K99 K4/K9 K4
L4IK4 E4/E9 K99 K9/K9 K4
£41K4 K4/K4 K4(K4K4/K4 K4

Reserved
Power
determined by

KommyTaTop nogaepxuBaeT 2 pexvma anga onpeneneHus
MOLLIHOCTW Ha nopTe

Auto — KOMMyTaTOp aBTOMaTUYECKM onpeaenseT
MOLLLHOCTb Ha NopTe B 3aBMCUMOCTHW OT Knacca
nogkntoyeHHoro PoE ycTponcTea.

Manual — BPYYHYHO — MakChMalibHaa OOCTynHaA Ha nopTe
MOLLUHOCTb 3a4aeTcsd NoJyib3oBaTesieM.

Power
Management
Mode

KommyTaTop noagepxueaeT 2 pexuma ynpasreHust
NUTaHNEM.

1. PeanbHoe noTtpebneHune. B aTom pexume obuias
moLHocTb (POE GrompkeT) genutca Ha Bce nopThl. [opT ¢
HaMMEHbLUNM NPUOPUTETOM OyaeT BbIKIMIOYEH, eCnn
MOLLHOCTb npeBbicuT OtomxkeT POE. Ecnin Bce nopThl umeroT
O[MHaKOBOE 3Ha4YeHue npuopuTeTa — byaeT OTKMoYEeH
nopT C KpanHNUM HOMEPOM.

2. 3ape3epBrpoBaHHasi MOLLHOCTb. B aToM pexnme, ecnm
MOLLHOCTb NpeBbicuT POE GtogxeT kommyTaTopa, nopT K
koTopomy ByaeT nogkntoveHo HoBoe POE ycTpoicTBo He
OyOeT akTUBEH.
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Primary
Power Supply

Monk3oBaTtenu mMoryt HacTpameaTb POE BioaxeT Bcero
KoMmyTaTopa (He 6onee 3Ha4YeHUs MO YMONYaHuIo).
3HayeHne no ymonyanuio 370 W

PoE Mode Pexxum PoE Ha noptax. Mo ymonuaHuio — 802.3at (POE+)
3HayeHune onpegensoLee npuopuTeT nopta. MoxeT
npuHMMaTh 3 3Ha4YeHNs

Priority LOW — HU3KMIA NpuopuTeT
High — BbiCcOKMIA NnpuopuTeT
Critical — KpUTUYECKM BaXXHbI NPUOPUTET
Maximum B py4HOM pexnme BbICTABIIAETCH 3HaYEHNe
Power (W) MaKCUMMasibHOW JOCTYMHON MOLLHOCTU Ha ropTe.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

8.5.2 PD Alive (®yHKuMsa aHTM3aBucaHua ansa POE ycTponcTs)

HacTtpoviku paHHOM (yHKUMM HaxogdATcs B cnegywowem pasgene WEB
nUHTepdenca kommyTartopa:

PoE > PoE Setting

Power Over Ethernet Configuration

Reserved Power determined by | ® Ayto Manual
Power Management Mode ® Actual Consumption (O Reserved Power
Capacitor Detection ® Disabled Enabled

PoE Power Supply Configuration

Primary Power Supply [W]

250]

PoE Port Configuration

<Ji<li<ll<li<

Port | PoE Mode | Priority IIPD Alive Check | Maximum Power [W] | Description

[oN
[oN [—

S — |
ON

(<LK
(4|4 K9/K9IK4

ON
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PyHKUMA paboTaeT MONMHOCTLIO B aBTOMaTUYECKOM peXMMe Mocle ee
akTMBaumMm Ha nopte/nmoptax. CpabaTbiBaHue npoucxoguT 4Yepe3 120 cek
nocrie TOro, Kak KOMMYTaTopoM Obifio  3aMKCUPOBAHO  COCTOSIHWE
«3aBucaHua» Ha nopte/noptax. CpaboTka npoucxoaut 1 pas.

8.5.3 PoE Status (Coctosinne POE Ha nopTax)

MosBonsieT oTcnexuBatb cocTosiHne POE Ha Bcex noprtax. Haxogutcsa B
pasgene

PoE > PoE Status

¥information & Status Power Over Ethernet Status Auto-refresh [] [Refresh_
Network Admin
NP Local Port | [ PD class | Power [ Power Allocated | Power Used | Current Used | Priority | Port Status
0 (W] 0 [W] [ 0 [mA] Low  PoE tumed OFF - PoE disabled|
vPok 2 - oW 0w 0 [maA} Low  PoE tumed OFF - PoE disabled
T wPoE Setting 3 0w 0 [mA) Low  PoE tumed OFF - PoE disabled|
Fps Status 4 0w 0 [mA] Low PoE tumed OFF - PoE disabled|
N Aoicad Gy 5 - 0w 0 [ma] Low PoE tumed OFF - PoE disabled|
6 oW 0w 0 [mA] Low  PoE tumed OFF - PoE disabled|
¥ Security Configure 7 0w 0w 0 [mA] Low PoE tumed OFF - PoE disabled|
»Go$ Configure 8 - 0w 0[w] 0 [mA] Low  PoE tumed OFF - PoE disabled|
N 9 0w 0[W) 0 [mA] Low  PoE tumed OFF - PoE disabled|
Diagnostics 10 = 0w 0wl 0 [mA] Low PoE tumed OFF - PoE disabled|
PMaintonance 1" 0w 0w 0 [mA] Low  POE tumed OFF - PoE disabled|

8.6 Advanced Configure (PaclumpeHHble HaCTPOMKM)
8.6.1 VLAN (HacTtpoika VLAN)

VLAN - BupTyanbHas nokanbHas ceTb — NpeAacTaBnsgeT cobon rpynny
XOCTOB C 06wmm Habopom TpeboBaHMIN, KOTOpblE B3aMMOAENCTBYIOT Tak, Kak
ecnn Obl OHM ObIMM MNOAKMIOYEHBbI K  LUMPOKOBELLATENBHOMY OOMEHY,
HEe3aBNCUMO OT UX (PU3NYECKOTO MECTOHAXOXAEHWS.

VLAN nmeeT Te Xe CBOWCTBA, 4TO U hnandeckas riokanbHas ceTb, HO
No3BOMSIET KOHEYHbIM YNleHaM rpynnMpoBaTbCsl BMECTE, AaXE €CIU OHU He
Haxo4ATcs B 04HOM OM3NYECKOM CeTH.

HacTpoliku HaxogaTcsa B pasgene

Advanced Configure > VLANS
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Vinformation & Status Global VLAN Configuration
PNetwork Admin
e Allowed Access VLANs 1 ‘
Ethertype for Custom S-ports | 584%
PPoE
~Advanced Configure Port VLAN Configuration
» MAC Table
=2 port| mode [y | Pontee [riee| aemepemee | Taoes | e | viwe
*Loop Protection - R3] - bt v 2 32 i <> il |!
»Spanning Tree 1
*MEP 2
*ERPS 3
PIGMP Snooping B
«LLDP 5
Allowed B aTom none otobpaxatotca cosgaHHble VLAN ID. Mo
VLANS ymorn4yaHuio 3HadeHue — 1. Ecnu Bbl XoTUTE co3gaTtb HOBYHO
VLAN, nameHute 3Ha4eHne Ha HoBoe.
Ethertype for | B 3Tom none ykasbiBaeTcs sHadeHve ethertype / TPID (B
Custom S- LwecTHaguatepuyHom copmare). NapameTp gencreyer
ports Onsi Bcex nopToB, Tvn KoTtopbix (Port Type) yctaHoBNEH
Kak S-Custom-Port
Pexvm nopta (no ymon4yanuio Access) onpegensieT
OCHOBHOE€ MoBefeHne nopTa.
[MopT MOXeT HaxoAUTbLCA B OAHOM U3 TPEX PEXUMOB, Kak
onucaHo Huxe. Besakuin pas, korga BelbpaH onpeaeneHHbIn
pexum, ocTarnbHble NONs B 3TON CTpoke 6yayT nubo
HeAOCTYNHbI UK caenaHbl U3MeHsIeMbIMU B 3aBUCUMOCTH
OT paccMaTpuBaeMoro pexuma. 3aTteHeHHble nons
nokasblBalOT 3Ha4YeHUe, KOTOpPoe NOPT NONYYMT NPy
NPUMEHEHUN pexmMa.
Mode Access. NMopTbl C 3TUM PEXNMOM OOBLIYHO UCMONb3YHOT OIS

NOAKITHOYEHUS K KOHEYHBIM CTaHUmMaM. MvetroT cneaywowme
XapaKTepUCTUKA:

- MopT yyacTHUK Access VLAN (no ymonyaHuio 1)
- MopT npuHMmaeT nakeTbl TUNa untagged u C-tagged

- OTbpachkiBaeT Bce NakeTbl, KOTOPbIE HE
KnaccudunumpoBaHbl anga goctyna Kk Access VLAN

- Ha Bbixoae Bce nakeThbl, oTHocsawmecs k Access VLAN
OyayT nepepaBaTbes, Kak untagged. Opyrve (QuHammu4yecku
pobasneHHble VLANBI) 6yayT nepegaBartbces, Kak tagged.
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Trunk. Trunk (MarMcTpanbHbi€) NOPTbI MOTYT
OAHOBPEMEHHO nepefaBaTh TpaduK MO HECKONbKUM CETAM
VLAN 1 06bI4HO UCNONBb3YIOTCA ANA NOAKMYEHNS K
apyrum KommyTatopam. VimeloT cneaytowimne
XapaKTEepPUCTUKM:

- Mo ymonuaHuio, trunk NopT ABNAETCH Yy4aCTHMKOM BCEX
VLAN (1-4094)

- VLANBI, y4aCTHUKOM KOTOPbIX ABRsieTcs trunk nopT, MoryT
ObITb orpaHunyeHbl Yepes nosne Allowed VLANs

- MakeTbl, oTHOCAWMeCA K VLAN, y4aCTHUKOM KOTOPOW
nopT He sBNsieTca — oTbpackiBaloTCS.

- Mo ymonuaHuto Bce NakeTbl, KPOME NMaKETOB OTHOCSLLNXCS
k Port VLAN (Native VLAN) 6ygyT nomeyeHs! (tagged) Ha
BbIXoJe.

- MapkupoBaHue nakeToB Ha BbIXoae (TermpoBaHme) MOXeT
ObITb M3MEHEHO, YTOObI MOMETUTL BCE NakeTbl. B Takom
cnyyae, Tonbko tagged nakeTbl 6yayT NPUHMMATBLCH Ha
Bxoge.

Hybrid. Takve nopTbl BO MHOTOM HanoOMMHaoT trunk nopThbl,
HO MMEeT AOMNOSIHUTENbHbIE HACTPOMKMN.

— [MopT MoxeT ObITb HACTPOEH Tak, YToobl VLAN tag He
pacnosHaBarcs, C-tag u S-tag nogaepxmsanuce.

- (DVIJ'IpraLI,VIﬂ Ha BXoAe Morfa KOHTPOJINpoBaTbCA.

- I'IpmeM NnakeToB Ha BXxoae n HaCTpOVIKa nexogqduiero
TermpoBaHuAa MOrytT HactpanBaTbCd He3aBUCUMO.

Port VLAN

Mone onpegenset ngeHtudukatop VLAN nopta (PVID).
Pa3spelueHHble VLAN HaxogsTcs B AnanasoHe oT 1 ao
4094, no ymonyaHuio 1
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Port Type

MopTbl B TMOPUAHOM peXume NO3BONSAT M3MEHATb TUM
nopTa.

Unaware. Ha Bxoge Bce nakeTbl, HE3aBUCUMO OT TOro
nomeyeHbl N1 oHM VLAN tag nnu HeT, 6yayT OTHECEHbI K
VLAN Port, BO3MOXHble MeTKu (Tern) 6yayT yaaneHsl Ha
BbIXoAe.

C-port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID = 0x8100
oyayT knaccuduumnpoBaHbl no VLAN ID, cogepxallemycsi B
MeTke. Ecnu nakeT nomeyeH, kak NPUOPUTETHbLIN, OH OyaeT
knaccudguumpoBaH Port VLAN. Ecnu nakeTbl JOMKHbI ObITb
NMomeYeHbl Ha Bbixode, OHM 6yayT noMmeyartbes C-tag
METKOWN.

S-port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID = 0x8100
nnn 0x88A8 byayT knaccuduumposaHsl no VLAN ID,
copepxawemycsa B MeTke. Ecnv nakeT nomeyeH, kak
nNpuopuUTETHBIN, OH ByaeT knaccnduumposaH Port VLAN.
Ecnu nakeTbl 4OMKHbI 6bITb NOMEYEHbI Ha BbIXOAE, OHU
OyaoyT nomeyatbcsa S-tag METKOW.

S-Custom-Port. Ha Bxoge naketsl ¢ Terom VLAN ¢ TPID =
0x8100 unu Ethertype, HacTpoeHHbIn ana Custom-S
noptoB 6yayT knaccuduumnposarbl no VLAN ID,
cofepxallemMycsa B MeTke. Ecnv nakeT He noMeyeH nnm
nakeT NOMeEYEH, Kak NPUOPUTETHbIN, OH OyaeT
knaccudguumposaH Port VLAN. Ecnu nakeTbl OMKHbI ObITb
noMeyeHbl Ha BbIxo4e, OHM ByayT nomeyaTbCcs 3a4aHHON
S-tag METKOW.

Ingress Filter

M'BpuaHbie NOpTbl NO3BONSAT MEHSATL BXOOHYHO
dunbTpaumio. Access u Trunk nopTbl BCeraa umeroT
BKITIOYEHHYI0 BXOOHYIO ounbTpaumio.

Ecnu BxogHasa dunbTpaums BrrtoveHa (dnaxok
YCTaHOBMEH), NakeTbl OTHocsAwWwmecs kK VLAN, B KOTopow
MopT He ABMSETCH y4aCTHUKOM — ByAyT OTOPOLLEHbI.

Ecnu BxogHas dpunbTpauuns BblKNOYEHa, NakeThbl
oTHocawmecs K VLAN, B KOTOPOW NOpT He sABNsSieTCs
y4acTHUKOM — OyayT NpUHSTLI 1 06paboTaHbl
KOMMYTaTOpPOM.

Ingress
Acceptance

rl/l6pI/ILI,HbIe NOopTbl NO3BOJIAKT MEHATb TUM NAaKeTOoB,
NpUHMMaeMbIX Ha BXoJe.

Tagged and Untagged. Bce Tunbl nakeToB ¢ METKOW UNU
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0e3 GyayT NnpMHMMaTbCS.

Tagged only. Tonbko nomeYyeHHble nakeTsl 6yayT
npuHMMaTbcsa Ha Bxoge. NakeTbl 6e3 meTkn 6yayT
OTOpPOLLEHDI.

Untagged only. Tonbko nakeTbl 6e3 meTkn 6yayT
npuHUMaTbcs Ha Bxoge. MakeTbl ¢ meTkon 6yayT
OTOpPOLLEHDI.

Egress
Tagging

MopTbl B Trunk n Hybrid pexxmmax MoryT KOHTpOnMpoBaTb
npvcBavBaHne METKM Ha BbIXoae

Untag Port VLAN. MakeTbl oTHocsAWwmecs K Port VLAN
OyayT nepepaBaTbes 6e3 MeTku. OcTanbHble NakeThl
nosiy4aTt COOTBETCTBYHOLLYIO METKY.

Tag All. Bce nakeTbl, oTHocswmecs k Port VLAN nnu HeT
OyayT nepegaBaTbCA C METKOWN.

Untag All. Bce nakeTbl, oTHocAwmecs k Port VLAN unu HeT
OyayT nepepaBaTbes 6e3 meTku. Tonbko anga Hybrid
pexuma.

Allowed
VLANSs

MopTel B pexxumax Trunk n Hybrid moryT kKoHTponupoBaTts B
kakov VLAN OHM MOryT BbITb y4acTHUKaMum. ACcess nopThbl
MOryT ObITb y4acTHUKamu Tonbko ogHon VLAN (Access
VLAN). Mo ymonyanuio Trunk un Hybrid nopTtel MoryT 6bITb
yyacTHukamm Bcex VLAN 1-4094. MNone MoXeT 6bITb
NycTbIM, YTO O3HaYaEeT NPUHAANEXHOCTL NopTa KO BCEM
VLAN.

Forbidden
VLANS

MopT MmoxeT BblTb HACTPOEH Takum 0bpa3om, UToObI He
ObITb y4acTHUKOM HW ogHon n3 VLAN. o ymonyaHuio none
nycToe, YTO 03HaYaeT NPUHAANEXHOCTbL NopTa KO BCEM
VLAN.

HaxmuTte Save, YToGbl COXpaHUTb HACTPOWKM.
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8.6.2 Port Isolation (U3onaumsa noptoB)

M3onaumsa noptoB orpaHuymBaeT obmMeH TpachnkoMm mexay noptamu. OyHKUns
noxoxe Ha VLAN, HO umeet Gonee cTporne npasuna.

8.6.2.1 Port Group (Fpynna noptoB)

KommyTaTop nogaepxmsaeT oopmupoBaHme rpynn nopToB. [opTbl y4aCTHUKM
rpynnbel MOryT 0OMeHnBaTbCA AaHHbIMMU.

lpumeyaHue: lNopm Moxem rnpuHadiexamb K HECKOJIbKUM 2pynnam. [JaHHbie
mozym 6bimb repedaHbl Mex0y fobbiMU ropmamu, Komopsbie npuHadnexam
00HOU epynrne nopmos

HacTpoliku rpynn HaxogsTcs B criedytowemM pasgene:

Advanced Configure > Port Isolation > Port Group

Pinformation & Status

Port Group Membership Configuration Auto-refresh [ [Refresh
PNetwork Admin
v Port Members
Lot Delete [PortGroup D [1]2[3[4[5]6]7]8]9][10[11]12]13[14]15[16]17]18] 18] 20]21] 22[23] 24] 25] 26
*PoE =] EEEEEEEEEEEEEEEEEEEEEEEEEE
[~Advanced Conigure | [ Delete ] ) 00000000@EO00000D00D00D0NOoOoDooog

= MAC Table
=VLANS Add New Port Growp |

|_vPortis
Save] [Reset |

lation

Loop Protection

Port members | OTMeTbTE NopThl, KoTopble 6yayT NpUHaAnexaTb O4HON
rpynne.

Haxmunte Add new Port Group, 4To6bl co3gaTb HOBYto rpynny. Delete — 4ToGbI
yoanuTb rpynny. Save — 4Tobbl COXpPaHUTb TEKYLLME HACTPONKN.
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8.6.2.2 Port Isolation (U3onauma noptoB.)

HacTporika u3onauun nopToB HaxoaAWTCA B criedylollem pasgene
WEB uHTepdeinca kommyTaTtopa:

Advanced Configure > Port isolation > Port Isolation

4 i . :
I MANON & St Port Isolation Configuration Auto-refresh [] [ Refzesh |

PNetwork Admin

A Port Number
B O A[2[3[4[5]6]7[8[0][10[11]92]13[14[15[16]17[18]18]20]21] 22| 23] 24] 25[ 26
_¥PoE 0000000080000 000000000000
"m','mw(immm i [Save | [Reset |
=MAC Table T
=VLANs
wPort Isolation

»Port Group
[[=Portisolation |

Port number | OrmertbTe nopTbl, KOTOpbIE BYAYT U30AMPOBAHDI.

HaxmunTe Save, 4ToObl COXpaHUTbL HaCTPOWKM.

8.6.3 STP (MpoTokon cBA3yloLWero nepesa)

Spaning Tree Protocol (STP) — nnn npoToKon CBsA3ylowWwero aepesa
ucrnonb3yetca AN obHapyxeHuss M wucnpaeneHus ceTeBbix netenb. OH
obecrneunBaeT 3anacHble COEAMHEHWUs MeXAy KOMMyTaTtopamu, MocTamu u
MapLupyTu3aTopamu.

STP nossonseT KoMMyTaTtopy B3aMMOAencTBoBaTb C Apyrumu bridge
YCTPOMCTBaMu CETU, rapaHTMpys CyLLeCTBOBaHWE TOMbKO OOHOr0 MapLupyTa
mMexgy nobbiMy AByMS CTaHuuMsMM B ceTn, UM obecneuymBas Hanuuune
pe3epBHbIX COEeAMHEHMN, KOTOpble aBTOMaTMYeCKM WCMONb3YyKTCs, Koraa
OCHOBHO€E COeAMHeHME Mo KaknM-nnbo npnynHam nepecraeT CyLecTBoBaTb.

8.6.3.1 STP Bridge Settings (HacTpoikn npotokona STP)

Hactpoiikn npotokona STP Haxogatca B cnegyowem pasgene WEB
WHTepdenca kKommyTaTopa:

Advanced Configure > Spanning Tree > Bridge Settings
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Yinformation & Status STP Bridge Configuration
»Network Admin
it
s Protocol Version RSTP
Bridge Priority 32768
,W Forward Delay 15
= MAC Table Max Age 20
=VLANS Maximum Hop Count | 20
R Roton Transmit Hold Count | 6
=Port Group
= Port Isolation [
=Loop Protection
i
= Bridge Settings [E Bt
= Bridge Ports

Protocol
Version

Haxkmute Ha Bbinagatollee MeHo YToObl BbibpaTb BEPCULO
npotokona STP:

STP — Spanning Tree Protocol (IEEE 802.1D)
RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w)

Bridge Priority

KoHTponb npuoputeta mocTta (bridge). MeHbluee 3HayeHne
nmeet 6onbni npuoputeT. MNMpuoputeT mocta + MSTI
cBsA3aH ¢ 6-6anToBeiM MAC agpecom koMmmyTaTopa
dopmupyeT naeHtndukarop mocrta (bridge).

Forward Delay

3agepkka nepep otnpaBkon. 3HayeHne MoXeT ObiTb B

(4-30) Aunana3soHe oT 4 go 30 cek. o ymonyaHuto — 15 cek.
MakcnmansHoe Bpems X13Hu nHdopmauumn oTrpaBneHHon

Max age (6- | mocTom, noka oH MMEET porb KOPHEBOTO MOCTa (root
40) bridge). JonycTuMble 3Ha4YeHUa HaxoaaTCcHa B AManasoHe oT

6 0o 40 cek. 3HavyeHune no ymonyaruo — 20 cek.

Maximum Hop
Count (6-40)

OTa HacTpoKKa onpegensieT KonM4ecTBO HEOOXOAMMbIX
nepexonos (hop’oB) ons MSTI nHdopmaumu,
cchopmmpoBaHHOM Ha rpaHuue MSTI. Takke 3TO 3Ha4YeHue
onpegenseTt kak MHOroO MOCTOB B POSIM KOPHEBOrO MocCTa
MoryT nepefasatb BPDU nHdopmauuio. [onyctumele
3HaYeHWs HaxodsaTcsa B AvanasoHe oT 6 go 40 nepexodos.

Transmit Hold
Count (1-10)

Konnyectso BPDU nakeToB, KOTOpbIE KOPHEBOW NOPT
(bridge port) moxeT oTnpaenaTh 3a 1 cekyHay. Ecnu
Heobx0aMMO, MOXeT ObITb OpraHn3oBaHa 3afepkka nepeg
oTnpaBkown crnegytowero BPDU nakeTta. [JocTynHble
3HadeHus oT 1 go 10 BPDU nakeToB B cekyHAy. 3HayeHne
no ymosnyaHuio — 6.

HaxxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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8.6.3.2 STP Bridge Port (Bbibop bridge nopTa)

Hactporiku STP bridge ons nopTtoB HaxogaTcs B cnefytowem pasgene WEB

UHTepdenca kommyTarTopa:

Advanced Configure > Spanning Tree > Bridge Ports

Yinformation & Status STP CIST Port Configuration
Phetwork Admin
¥Port Configure e CIST Aggregated Port Configuration
STP Restricted Point-to-
» .
PoE Port Enal Path Cost Priority | Admin Edge | Auto Edge Role [ TGN BPDU Guard point
™ Advanced Configure - B [Mte  w 128 v |Hon-Edge v = o o ] Forced True v
«MAC Table
G CIST Normal Port Configurat
wPort Isolation s s ey el R P Fto-
«Port Group Port Path Cost Priority | Admin Edge | Auto Edge BPDU Guard
P Enabled Role | TCN point
=Portisolation
=Loop Protection Z 2 3 O o [ be g 0o o o 2 b
~Spanning Tree 1 @ (Ao w 128 w| [Won-Edge w @ o o O Auto v
«Bridge Setlings 2 [ o v 128 v [Non-Edge v = 0o o a] futo v
[ -Bridge Pons_| 3 = te. @ 128 @] [WorEdge @ @ O O O Auto 3
MEP
Ers 4 E Mt v 128 v [Hon-Edge v @ o o futo v

STP enabled OTtmeTbTe, 4TOObLI BKIIOUNTL STP Ha nopTe.

Auto — CTOMMOCTb NMYTU BbICHUTLIBAETCS Ha OCHOBE
PU3NYECKon CKOPOCTN NOPTa, UCNONb3YS 3HAYEHUS,
pekomeHayemble 802.1D.

Path Cost -
Specific — cToMMoCTb NyTU, 3agaBaemasi nonb3oBaTenem.
CToMMOCTb NYTK UCMOMb3yeTcs A8 NOCTPOEHUS
akTyanbHOM Tononoruun cetu. MNMopTbl C MEHLLUNM
3HayeHveM mcnonb3yroTca kak forwarding nopTol.
JocTynHble 3HaYeHusa B guanasoHe ot 1 go 200000000

Mone onpepensaeT ctoumocTb NyTu (path cost) ans nopta.

Priority Morne onpeaensieT NnpyvopuTeT nopTa.

Auto Edge OTmeTbTe, 4TOOLI NpeBpaTUTL NOPT B Auto Edge

Restricted .

Role OTtmeTbTe, 4TOObLI NpeBpaTUTL NOPT B Restricted Role
Restricted .

TCN OTtmeTbTe, 4TOOLI NpeBpaTUTL NOpT B Restricted TCN
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) OTtmeTbTe, 4TOOLI akTUBMpPOBaTL BPDU Guide. Korga nopt
BPDU Guide nonydvaet BPDU nakeT, OH nepexoauT B COCTOSAHUE
«Disabley, T.e. oTkno4YaeTcs.

[Mone oTBevaeT 3a opraHN3aLmnio COeAMHEHNS TOYKa-TOUKa.
ArpernpoBaHHble NOpTbl BCerga HaxoaAaTCs B COCTOSHUM
Point-to-point

Point-to-point

Haxmute Save, 4ToGbl COXpaHUTb HACTPOMKMU.

8.6.4 MAC Address Table (Tabnuua MAC agpecoB)

Hactporiku tabnuusl MAC agpecoB HaxogsaTcs B criegytouiem pasgene WEB
nHTepdenca kommyTartopa:

Advanced Configure > MAC Table

e MAC Address Table Configuration
»Network Admin
Aging Configuration

»Port Configure
»PoE Disable Automatic Aging |
|+ Advanced Configure Aging Time 300 |seconds|

» MAC Tabl

[_‘vmf‘ﬂ MAC Table Learning

»POftIsolation

*Loop Protection |1|z|3|“5]5]1|||9[ﬁ‘117:;7::]‘:|b:;‘10 17[18[19] 20 21]22] 23] 24] 25[ 26

LA Auto O OO GG G ool oRoRoRooNoRoRoRooXoNoNoRoNoXoNo!

.:§:s Disable O o

MGMP Snooping Securr 000000

sLLDP Static MAC Table Configuration
¥ Security Configure
e | Port Members

Delete [VLANID|[ MAC Address [1[2[3[4]5]6]7[8][9[10]11]12[13[1a[15]16[17]18[19]20][21]22[ 23] 24 25] 26
* Diagnostics Delete | |1 00-00-00-00-00-00 OO OMOOOOOOOODOODOOOOOOOOOOOOn
*Maintenance
Add New Static Entry
) =)

Disable

Automatic Ecnu aToT YekboKCc 0TMeueH, pyHKLMSA aBTOMATUHECKOro
Agmg yCcTapeBaHUA OTKITKO4YEeHa.

_ . BpeMsi, nocre KOTOporo 3anuck nomellieHHas B Tabnuuy
Aging Time | gynet ucknioueHa u3 Hee. [iuanasoH 10-1000000 cek.
3HayeHwne no ymonyanuto — 300 cek.
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KommyTatop nogaepxusaeT 3 TMNa 3anoMvHaHms
(learning) MAC agpecos B Tabnuuy

MAC Table Auto — nopT aBTOMaTtunyecku 3anommHaeT MAC agpeca.
Learnin .
9 Disable — nopT He 3nomnHaeT MAC agpeca
Secure — NOPT NepecbinaeT AaHHble TOMNbKO, eCIU
ucnonbdyetcs ctatndeckun MAC agpec.

Static MAC | CtaTtnueckue 3anncn MAC agpecos oTobpaaloTcs B 9TON

Table Tabnuue. Haxmute «Add New Static Entry» (no6aeutb
Configuration | HOBYIO CTaTMHECKYIO 3aMKCb), YTOOLI CO3AaTH HOBYIO
3anuce.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

8.6.5 IGMP Snooping

Internet Group Management Protocol (IGMP) — nossonsetr xoctamu
MapLupyTusaTtopam obmeHmBaTbCs MHopMauuen o multicast rpynnax. IGMP
Snooping 370 (PyHKLMA KOMMYyTaTopa, kKoTopasi OTBevaeT 3a koHTpone IGMP
coobweHuamn. nasHas uenb IGMP Snooping — orpaHny4nTb MNEPEechINKy
multicast nakeToB TONbKO AfA NOPTOB, KOTOPbIE ABNATCS YneHamyn multicast

rpynn.

8.6.5.1 Basic Information

O6was nHdpopmauusa o IGMP HacTponkax HaxoguTcsa B cregyloLleM pasgene
WEB uHTepdeinca kommyTaTtopa:

Advanced Configure > IGMP Snooping > Basic Configuration
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Yinformation & Status

IGMP Snooping Configuration

»Network Admin
Global Configuration
>
Fact Conime Snooping Enabled C
»PoE Unregistered IPMCv4 Flooding Enabled [
¥ Advanced Configure .
Port Related Configuration
= MAC Table
= VLANS
Port | Router Port | Fast Leave
»Port Isalation - 0 5
» Loop Protection 1 0 m
PSpanning Tree 2 O E]
= MEP 1 0 0
= ERPS 4
w|GMP Snooping O O
= Basic 5 O O
Configuration 6 O O
= VLAN 7 O O
Configuration 8 0 m
=L DP 9 O] H

Snooping Bkn/Bbikn dpyHKkumMm IGMP Snooping. 3HaueHwue no
Enabled yMOM4YaHuIo — oTKIoueHo (disabled)
Unregistred
|PMQV4 OTmeTbTe Yekbokc, YTobbI BKMOYMTL oyHKUMo Unregistred
Flooding IPMCv4 Flooding.
Enabled

Router Port

Mone onpefenseT, Kakne NopTbl OyAyT OTMeYeHbl, Kak
router nopTel. Router NopT B KOMMyTaTope BeAeT K
multicast ycTponCTBY Unn YCTPOWCTBY, 3anpallumBatoLiemy
IGMP. Ecnu B Ka4yecTBe router nopTa BblGpaH nopT
arpervpoBaHHOW rpynnbl, TO BCA rpynna noptos 6yaet
BbINOMHATE POfib router NOpToB.

Fast Leave

[aHHas HacTpoika oTBeYaeT 3a yganeHue MAC agpeca
Heme[JIEHHO Mocre NoMNy4YeHnst COOOLEeHNsa ang rpynnbl.

HaxxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.




8.6.5.2 IGMP Snooping VLAN Configuration (Hactpownka IGMP Snooping

ana VLAN)

Hactponka IGMP Snooping ans VLAN HaxoguTca B crneayoLlem
pasgene WEB uHTepdelice kommyTaTope:

Advanced Config

ure > IGMP Snooping > VLAN Configuration

information & Status

IGMP Snooping VLAN Configuration

Network Admin
fi N1 20
»PortC Start from VLAN with |<U ' entries per page
*PoE Delete [ VLAN ID | Snooping Enabled | Querier Election | Querier Address
~ Advanced Configure [ Delete | 1 [m] 2] 0.0.0.0
= MAC Table
«VLANS [ Add Wev IGNP VLAN |

»Portisolation

= Loop Protection
»Spanning Tree

= MEP

.
wIGMP Snooping ‘

= Basic
Configuration

=VLAN
Configuration

sLLDP

Save | [ Reset

Snooping BkntoueHne IGMP ans VLAN. 32 VLAN MoryT 6biTb
Enabled oTMeueHb! Anst IGMP Snooping
Querier ]
Election BkntounTk BCcTynneHue IGMP Querier B VLAN.
Querier Mone onpenenseT IPv4 agpec UCTOYHUKA, UCMOMb3YHOLLEro
IP 3aronosok anga IGMP. o ymon4yaHuio 370 none paBHoO
Address
192.0.2.1

HaxmunTe Save, 4ToObl COXpaHUTbL HACTPOWKM.
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8.6.6 ERPS (MpoTokon ERPS)
ERPS — cneuuwanbHbil NPOTOKON AN 3alMTbl KOMMyTaTopa OT CeTeBbIX
neTenb NPU UCNONb30BaHMM B KOMbLIEBOW TOMonornn. Bpemsa BocctaHOBNEHNS

TOMNOMOMMKN NMPU NCMONb30BaHMM ATOrO NPOTOKONa < 50ms.

lpumeyaHue: lNeped unonb3ogaHuem ERPS Heobxodumo omknwodums STP
Ha rnopmax, mak Kak OHU S6/1510mcs 83aUMOUCKITI0YarouUuMU.

Pasgen ¢ HacTponkamu ERPS Haxoautcsa no agpecy:

Advanced Configure > ERPS

Yinformation & Status Ethernet Rapid Ring Protection Switching
PNetwork Admin 55 - - a e
lete | Ring ID | East Port | West Port | Ring T I d Node | Major RRing ID | Alarm
B ] ! ? I 1 l 2 I MQaJ:PC I No l 1 10
*PoE [ Delete | |2 1 1 Sub 0 La
[ ~agvancedcontows |
« MAC Table Add New Ring Group [Reset ]

=VLANs
»PortIsolation

» Loop Protection
»Spanning Tree

= MEP

Ring ID Waentndukatop ERPS Ring

East Port Homep nopTa, koTopbiin y4acTeyeT B Ring Protection

West Port Homep apyroro nopra, KOTopbI y4acTByeT B Ring
Protection

HocTtyneH BbIbop

Ring Type Major Ring — oCHOBHOE€ KOIbLIO

Sub Ring — BcnomoraTernbHoe KorbLo

Mo ymonyaHuto Tun konbua — Major Ring.
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Intercorrected | B rononorum «MynbTUKOMbLOY, Intercorrected Node — aTo
Node y3en coeauHsoLmn 2 nnu 6onee Kone.

B Tononorun «ogHo konbLo», Major Ring ID umeeT Toxe

Major Ring ID camoe 3HayeHune, 4T1o 1 Ring ID.
B Tononorun «MynbTMKOMbLIOY», CYBKOmMbLIO UMEET TOT Xe
TMn, 470 M Major Ring ID

R-APS VLAN

(1-4094) Mone onpenenset VLAN ans R-APS VLAN’os.

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKMK.

Mocne HaxaTusa Ha Homep nog nonem «Ring ID» oTkpbiBaeTcsa cTpaHiua WEB
MHTepdenca, Kak Ha PUCYHKE HUXE:

Pinformation & Status

Rapid Ring Configuration 1 Auto-refresh [ [ Refresh
Petwork Admin

Instance Data
¥Port Configure

YPoE Ring ID | East Port | West Port | East Port SF MEP | West Port SF MEP | East Port APS MEP | West Port APS MEP | Ring Type |
L1 1 2 1 2 1 2 Major Ring |

¥ Advanced Configure
«MAC Table
sVLANS
»PortIsolation I

Instance Configuration

| WTR(Wait to Restore) Time | Revertive | VLAN config

Inin v ] VLAN Config |

»Loop Protection
»Spanning Tree

«MEP RPL Configuration
ERPS

MGk Bodoping RPLRole | RPLPort | Clear
aLLDP | Kone v Hone ¥ O \
¥ Secunity Configure

Mos Conmae Instance State

PDiagnostics EastPort | WestPort WTR
Receive Receive Remaining
APS APS Status Status

Protected SF OK SF BPRO 0 € Blocked Unblocked

P i East Port

Maintenance State

East
Port

West
Port

Transmit
APS

RPL Un-
blocked

No APS
Received

FOP

West Port
Block Kl

(Save] (Rezet

WTR (Wait to Haxmute Ha BbiNagatoliee MeHo, YTOObl BbiOpaTb Bpemst
X [0 BoccTaHoBneHusa R-APS.
restore) Time

(1-12) JocTynHbln AnanasoH 3HayeHnin 1-12 MuH. Mo ymonyaHuio
— 1 MUH.
Revertive OTmeTbTe Yekboke, UToObI 3agaTh cTatyc Revertive ansa R-
APS

VLAN Config | [ocne HaxaTua Ha VLAN Config,-aTo NpuBeaeT Ha
ctpanumuy Rapid Ring VLAN Configuration
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Haxxmute Ha BbiNagatoLwee MeHo, YTOObI BbiOpaTb porb:
RPL Role None — 6e3 ponu
RPL Owner — Bnageneu RPL

RPL Neighbor — «coceg» RPL

Haxmute Ha BbinagatoLiee MeHio, YToObl BblbpaThb TvN
nopta

RPL Port None — He BbIGpaHo

East port

West port

Haxmute Save, 4Tobbl COXpaHUTbL HACTPOWKM.

Mocne HaxaTtus Ha VLAN Config oTkpbiBaetca ctpaHuua WEB uHTepdelica
HacTpounkm Rapid Ring VLAN, Kak Ha pUCYHKE HUXKeE:

> e :
Sormaion § SEoe Rapid Ring VLAN Configuration 1
»Network Admin
Delete | VLAN ID
»Port Configure o -
»PoE
¥ Advanced Configure |__Add New Entry ||[Back]
= MAC Table

i

Haxmute Add New Entry, 4tobbl 4OH6aBUTE HOBYIO 3anuUChb.
HaxmunTe Save, 4To6bl COXpaHUTbL HAaCTPOWKK.
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8.6.7 LLDP (HacTtpoika npotokona LLDP)

Link Layer Discovery Protocol (LLDP) — npoTokon kaHanbHOro
YPOBHS, NO3BONALLNIA ceTeBOMY 060pyaOBaHMIO onoBeLaTtb 06opyaoBaHue,
paboTatoLLee B NoKanbHON CeTU, O CBOEM CYLLECTBOBaHUN U nepeaasatb emy
CBOWM XapaKTepuUCTUKK, a Takke nonydaTb OT HEro aHanoruyHble CBEAEeHUS.
OnucaHue npoTtokona npueoauTcsa B ctaHaapte IEEE 802.1AB.

HacTpowkn gaHHOro MpoToKoNia HaxodsTCA B credylowem pasgene
WEB unHTepderica KommyTaTopa:

Advanced Configure > LLDP

» i <
information & Status LLDP Configuration
P Network Admin
LLDP Parameters
»Port Configure
»PoE Tx Interval | 30 seconds
¥ Advanced Configure Tx Hold 4 times
= MAC Table TxDelay |2 seconds
= VLANS Tx Reinit |2 seconds
»Port Isolation
= Loop Protection LLDP Port Configuration
»Spanning Tree
=MEP Optional TLVs
«ERPS Port| Mode Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
MGHP Snooping *3 ¢> =] ]
sLLDP 1 | Disabled w = = ™ 2] 2]
¥ Security Configure 2 |Disabled v ) ) ) = 2
»Qos Configure 3 |Disabled w ) = =
, 4 | Disabled v = ™ ) )
Diagnostics 5 |Disabled v = = | 2] )
*Maintenance 6 |Disabled w ™ 7] 2

B naHHOM none ecTb BO3MOXHOCTb HACTPOUTL TeKyLiue
LLDP HacTpoWiku ans nopTa:

LLDP TX interval
Parameters | Tx Hold
Tx Delay
Tx Remit
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Mode

Bbi6op LLDP coobueHnnin ons pexmnma oTnpaBku 1
npvema.
Tx Only
Rx Only
Enabled
Disabled

Optional TLVs

Mone oTBevatoLlee 3a HACTPOKMKY MHAOPMALUK, KOTopas
BKNtoYeHa B TLV none nybnnkyembix COOBLLEHNNA.

Port Descr

Sys Name

Sys Descr

Sys Capa

Mgmt Addr

HaxxmunTe Save, 4To6bl COXpaHUTbL HAaCTPOWKM.

8.6.8 Loop Protection (3awmTa oT ceTeBbIX NeTenb)

OanHbin pasgen WEB uHTepdpenica kommyTaTopa npegoctasnseT OOCTyn K
HacTpoMKam 3almTbl OT CeTeBbIX NeTenb Bo Bpems broadcast unm multicast

LTOpMa.

Advanced Configure > Loop Protection

*Information & Status

Loop Protection Configuration

»Network Admin
»Port Configure m  General Settings
S Global Configuration
PoE = >
Enable Loop Protection |  Disable v
I'Advancw Configure | Transmission Time 5 | seconds
=MAC Table Shutdown Time 180 ‘ seconds
=LANsS
»Port Isolation
'l Port Configuration
T
»Spanning Tree » = P — O axto
v v
« MEP = =
e 1 O Shutdown Port v | Enable w
=ERPS — — e
»IGMP Snooping 2 Fl Shutdown Port and Logﬁf 7Dlsab1e v
«LLDP 3 O Log Only v |Enable v
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Bkn/BbIKN 3alLMTbl OT CETEBLIX NETENb.

Global Transmission time — 3HaueHWe B cek, OTBevalolllee 3a
Configuration | MokasaTtenk Loop Protection Interval Time

Shutdown Time — 3Ha4eHWe B cek Ansi HAaCTPOMKKN nopTa
Shutdown Time

Enable OTmeTbTe YekboKC, YTOBbI akTBMpoBaTh Loop Protection
Ha nopre.

HewncTtBre, npumeHstoLLLeecs K NoOpTy, Ha KOTOPOM
3ameyeHa ceTeBasi neTns.

Shutdown port — oTkno4eHne nopTta

Action
Shutdown port and log — oTKIO4eHWe nopTa 1 3anuch B
XypHan
Log only — TONbKO 3anucb B XypHar.
Tx Mode Bkn/Bbikn Pexuma nepegaum Tx

HaxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKK.

8.7 QoS (MpuopuTteszauua Tpaduka)

Quality of Service (QoS) — TexHonorna NPeaoCTaBneHns pasnUYHbIM
Knaccam Tpadvka pasnuyHbIX MPUOPUTETOB B OBCIYXMBaHUN.

QoS nosBonsieT 3ajaBaTb  pasNWYHble  YPOBHW  CETEBOIO
obcnyxunBaHus Ans pasHblX TUMNOB Tpadouka, TakMx Kak MynbTUMeOUiAHbINA,
BMAeo, U npouve Tunbl. C nomolbo Q0SS MOXHO MOHWXaTb MNPUOPUTET
06paboTky Tpaduka, KOTOPbI HE SBMSIETCS BaXXHbIM.
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8.7.1 QoS Port Classification (Knaccudmkaumsa noptoB ¢ nomoLbio Q0S)

HacTpouTb pasHble knaccbl Ansi MOPTOB MOXHO B CriefyoLlem
pasgene WEB uHTepcelica kommyTaTopa:

QoS Configure > Port Classification

»information & Status

QoS Ingress Port Classification

»Network Admin
) Port Configure Port I CoS | DPL | PCP l DEI I Address Mode
IO MO MO MO el | O v
»PoE 1 |0 (0% |0+ |1 s |Source v
» Advanced Configure 2 |18 |1 |2 1 v| |0 »| Destination s
» Security Configure 3 |2 w| |0»| |2 » |0 s |Source v
& 4 3v| |0 |3 v |0 |Destination
QoS Configure
» Port Classification | 5 |48 [0S |41 [O88 [Source it
= Port Policing 6 |5 wv| |0» |5 |0 |Source v
= Port Scheduler 7 |6~ |0~ 6w |0 |Source v
= Port Shaping 8 Twv| |0 |Ts| |0 |[Source v

Mone oTBevaeT knacc obcnyxumeanus. [nanasoH ot 0 go 7,
rae 0 (camblin HA3KMA NpUoOpUTET), a 7 (CaMblil BbICOKMI

CoS NPUOPUTET).
lpumeyarue: o ymondyaHuto 3Ha4eHue CoS usMeHAemcs
OuHaMUu4ecKu.

DPL Morne oTBeuaeT 3a Drop Precedence Level

PCP Mone oTBeyaeT 3a 3HavyeHne PCP. Bce naketbl
Knaccudmumpyotcs Ha ocHose PCP.

DEI Mone oTBevaeT 3a 3HaveHne DEI no ymonuaxuio. Bee

nakeTbl knaccuguumnpyotTcs Ha ocHose DEI.

Address Mode

IP/MAC pexum

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.7.2 Port Policing (®yHKLMA orpaHUYeHUsi CKOPOCTM Ha nopTax)

OaHHas

dyHKUMS  HaxoauTcs

WUHTepdenca kommyTartopa:

QoS Configure > Port Policing

cnegywowem pasgene WEB

PInformation & Status

»Network Admin
?»Port Configure

YPoE

» Advanced Configure

QoS Ingress Port Policers

Port | Enabled |

Rate

| Unit | Flow Control

*

| ¥Qos Configure

1
2
¥ Security Configure 3
4

= Port Classification

o

= Port Policing 6

OO0080O®O

500
500
500
500
500
500
500

O
kbps
Mbps
fps
kfps

kbps v

kbps

O
O

Enabled

OTmeTbTe Yekbokc, YTobbl akTMBMPOBaTL (OYHKUMIO Port
Policing ansa nopTta

Rate

3HayeHne no ymonyanuio 500. [lnanasoH BO3MOXHbIX

3HadeHuin 100-1000000, ecnu B none Unit BbibpaHo kbps
(Kéut/c) nnu fps (naketos B cek) n 1-3300, ecnu B none
Unit BeiOpaHo mbps (M6ut/c) unm kfps (Tbicsiy nakeToB/cek)

Unit

3HayeHune no ymondanuio — kbps (Kéut/c)

Flow Control

Ecnun ynpaslieHne NOTOKOM BKIKOYEHO U NOPT HaxoAUTCAa B
TakOM pexunme, TO OTNPaBNATCA NakeTbl «Nay3bl»,

BMeCTO oTbpacbiBaHUs NakeToB..

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.
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8.7.3 Storm Control Configuration (HacTpoika 3awuTbl OT CETEBOro

wTopma)

OanHas  dyHKumA
WUHTepdenca kKommyTartopa:

QoS Configure > Storm Control

Haxogutca B

»Information & Status
»Network Admin
»Port Configure

*PoE

» Advanced Configure
» Security Configure

Storm Control Configuration

Frame Type | Enable | Rate (pps)

¥ QoS Configure

= Port Classification
= Port Policing

= Port Scheduler

= Port Shaping

= Q0S Control List

= Storm Control

Unicast O 1 v
Multicast 1024K +
Broadcast O 256K

cnegywowem pasgene WEB

Frame Type

KommyTaTop nogaepxusaeT 4o 3 TUNOB NaKeTOB, KOTOPbIE
MOTyT HECTU Yrpo3y B BUAE CETEBOIO LITOPMA:

Unicast
Unknown Multicast

Broadcast

Enable

OTMeTbTE YeKBOKC, YTOGHI BKIOYMTL 3aLLUTY OT CETEBOIO
wTopma

Rate (pps)

CKopoCTb NpornyckaHus NakeToB B cek (pps). JocTynHble
3HaYeHus:

1,2, 4,8, 16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K,
32K, 64K, 128K, 256K, 512K, 1024K.

HaxxmunTe Save, 4ToObl COXpaHUTb HACTPOMKM.
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8.8 Security Configure (HacTponkn 6e3onacHocTH)
8.8.1 Password (Maponb)

Maporb cUCTEMbl MOXHO MOMEHSATL B AaHHOM pasgene WEB uHTepdelica
KOMMyTaTopa:

Security Configure > Password

*information & Status System Password

» Network Admin

»Port Configure Old Password
New Password

PoE
Confirm New Password

» Advanced Configure

¥ Security Configure [Save |
= SSH
s HTTPS

= Port Security Limit

HaxmuTte Save, YToGbl COXpaHUTb HACTPOWKM.

8.8.2 802.1X

CraHpapt |IEEE 802.1X onpegenseT nNpoTOKON KOHTPOMS AOcTyna u
ayTeHTUduKaLmm, KOTOPbIM  OrpaHMuYMBaeT MpaBa HeaBTOPU3OBaHHbIX
KOMMbIOTEPOB, NOOKIHOUYEHHbIX K KOMMYTaTOpYy.

CepBep ayTeHTUdMKauMM NpoBepsaeT KakAbli KOMMbIOTEp nepen
TeM, Kak TOT CMOXeT BOCMONb30BaTbCHA CepBMCamMu, KOTOpble npegocTaBnseT
emMy KommyTaTtop. [Jo Tex nop, Noka KOMMbIOTEP HE ayTeHTMMNLMPOBArCs, OH
MOXET ucnonb3oBatb Tonbko npotokon EAPOL  (aHrn. extensible
authentication  protocol over LAN) 1 Tonbko nocrne  YycneLwHown
ayTeHTMdMKaLnM BECb OCTarnbHON TpadnK CMOXET NPOXOANUTL Yepes ToT MopT
KOMMyTaTopa, K KOTOPOMY MOAKMOYEH AaHHbIN KOMMNbIOTEP.
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KommyTaTtop nopaepXuBaeT NpoOTOKOM KOHTPOMsS AOCTyrna Ha OCHOBE
IEEE 802.1X. HacTtpounku Haxogatca B cnefywowem pasgene WEB
UHTepdenca kKommyTartopa:

Security Configure > 802.1X

» i i
Information & Status Network Access Server Configuration

»Network Admin
System Configuration

»Port Configure
»PoE Mode Disabled v
> Reauthentication Enabled | [
Advanced Configure esihanticallon T aod !
seconds
¥ Security Configure EAPOL Timeout 30 o
R Aging Period 00 |saconds
=SSH
<HTTPS Hold Time 10 seconds
= Port Security Limit ]
Port Configuration
PACL
Port | Admin State [ PortState | Restart
PDHCP
O
PI(I;’::::C Source 1 |Force Authorized v Globally Disabled
: 2 |Force Authorized v Globally Disabled
MARP Inspection
3 |Force Authorized v Globally Disabled
PAAA
4 |Force Authorized v Globally Disabled

B aTom none nonb3oBaTtenb MoXeT BkN/Bbikn 802.1X nnu

System MOBTOPHYIO ayTEHTUMMKALIMIO, @ TAKKE HACTPOUTbL Nepuos
Configuration | nogropHom ayTeHTUdUKaumu, TanmayT ans EAPOL,
nepuoa ycTapeBaHus v BpeMsl yaepKaHusl.

B BbinagaroLLemMm MEHIO MOXHO BbIOpaTb HACTPOWKK ANst
COCTOSIHUSA NMOPTOB:

Port Force Authorized — yckopeHHas asTopusauus
Configuration | Force Unauthorized

802.1X — aBTOpU3auus Ha 6ase npotokona 802.1X

Mac Based Auth — aBTopusaums Ha 6aze MAC agpeca

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.
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8.8.3 DHCP Snooping (3awuTa oT aTak ¢ ucnosnb3oBaHuem DHCP)

8.8.3.1 About DHCP Snooping (Onucanume ¢pyHkumm DHCP Snooping)

DHCP snooping — dyHKUMA KomMyTatopa, npeaHasHadeHHas Aans
3aWnTbl OT atak ¢ ucnonb3oBaHnem npotokona DHCP. Hanpumep, ataku ¢
nogmeHon DHCP-cepsepa B cetu unu atakm DHCP starvation, kotopas
3actaBnsiet DHCP-cepBep BblaaTb BCe CyLLECTBYHOLIME HA CepBepe aapeca
310YMbILLIEHHMKY.

DHCP snooping perynupyet Tonbko coobuieHns DHCP n He moxeT
NOBNUATbL HaMpsMyl Ha Tpaduk nonb3oBaTenen WM Apyrme npoTOKOfbl.
HekoTopble yHKUUM KOMMYTaATOpPOB, HE WMEKLME HEMNOCPeaCTBEHHOMO
oTHoweHuss Kk DHCP, MoryT BbIMONHSATbL NPOBEPKM HA OCHOBaHUM Tabnuubl
npuessok DHCP snooping (DHCP snooping binding database). B nx uncne:

v" Dynamic ARP Protection (Inspection) — npoBepka ARP-naketos,
HanpasneHHas Ha 6opbby ¢ ARP-spoofing,

v"IP Source Guard — BbInonHsieT npoBepky |IP-agpeca otnpasutens B IP-
nakeTax, npefHasHayeHHas ans 6opb6obl ¢ IP-spoofingom.

DHCP snooping nossonser:

v\ 3aWuTUTb  KNMEeHTOB B CeTM OT MOnyyeHuss agpeca oT
HeaBTopu3soBaHHoro DHCP-cepsepa,

v/ perynupoBaTb Kakue cooblieHnsa npotokona DHCP otbpacbiBaTth,
Kakue nepeHanpasnsTb U Ha Kakue nopTol.

Ons npasunsHon pabotbl DHCP snooping, Heobxogumo ykasaTb Kakue
nopTbl KOMMYyTaTopa 6yayT goBepeHHbIMU (trusted), a kakme — HeT (untrusted,
B AanbHenwemM — HeHaa&XHbIMU):

v' HeHagéxHble (Untrusted) — nopTbl, K KOTOPbIM MOAKIHOYEHbI
KNWEHTBI. DHCP-oTBETHI, npuxoasiumne c 3TUX nopToBs
oTbpacbiBaloTCA  KOMMyTatopoMm. [Ond  HeHagéXHblX  MOPTOB
BbINOMHAETCHA psa NpoBepok coobweHun DHCP n cosgaétca 6asa
AaHHbIx npusaskn DHCP (DHCP snooping binding database).

v' [oBepeHHble (Trusted) — nopTbl KOMMyTaTopa, K KOTOPbIM
nogkntoyveH apyron kommytatop munu DHCP-cepsep. DHCP-nakeThl,
Nnosny4YeHHble C JOBEPEHHbBIX MOPTOB He OTOpackiBatoTCS.
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8.8.3.2 DHCP Snooping Configure (Hactponka DHCP Snooping)

Hactporiku cyHkuum DHCP Snooping HaxogaTcsa B cnefylowem pasgene
WEB uHTepdeinca kommyTaTtopa:

Security Configure > DHCP > Snooping Settings

YInformation & Status

DHCP Snooping Configuration
P Network Admin

|Snooplng Mode] Enabled + I

Y Port Configure
YPoE
Yadvanced Confiure Port Mode Configuration
=Password Poﬂ| Mode
=SSH B v
=HTTPS 1 |Trusted
= Port Security Limit M Untrusted B
=802.1X
MACL 3 | Trusted
4 |Trusted «
5 |Trusted
=Snooping
6 |Untrusted v
= Snooping Table 7 | Trusted v
.gte;!?;lt?:s 8 |Trusted
MPMAC Source 9 |Trusted g
Guard 10 | Trusted v
DHCP
Snooping HaxwmuTe Ha BbINagatoLlee MeH, YTobbl Bkn/eBeikn DHCP
Mode Snooping
Mone otobpaxaeT pexvum DHCP Snooping 4ns nopTos:
Trusted — goBepeHHbIe NOPThI
Port Mode fosep P
Untrusted — HegoBepeHHbIE MOopPThI
MoppobHee B nyHkTe 8.8.3.1 About DHCP Snooping

HaxmuTte Save, YToGbl COXpaHUTb HACTPOWKM.

8.8.4 IP&MAC Source Guard

®PyHKUMA KOMMyTaToOpa, KoTopasi orpaHuymBaeT |IP-Tpadmk Ha
UHTEpdencax 2ro YpoBHSA, uUnbTPyst Tpaduk Ha OCHOBaHUKM Tabnuubl
npmBsasok DHCP snooping w cTaTnmyeckux COOTBETCTBUN.  PyHKUMA

ucnonbayeTtcs ans 6opbbel ¢ IP-spoofingom.
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8.8.4.1 Port Configuration (Hactpomnka IP&MAC Source Guard ansa
nopToB)

Hactpouts yHkumio IP&MAC Source Guard gns noptoB  MOXHO
cnepytowem pasgene WEB vHTepderica kommyTaTopa:

Security Configure > IP & MAC Source Guard > Configuration

> ; )
RO lon & St IP Source Guard Configuration

»Network Admin
Disabled v
?Port Configure
YPoE [ Translate dynamic to static ]
» Advanced Configure
¥ Security Configure
= Password Port Mode Configuration
= SSH
=HTTPS Port | Mode [ Max Dynamic Clients
= Port Security Limit P Sl o <
SRl 1 |Disabled v | Unlimited 9|
PACL
2 |Disabled v | Unlimited v
pBLCE 3 Disabled v | Unlimited v
vIP&MAC Source 4 Disabled v | Unlimited v
Guard — L
- 5 |Disabled | Unlimited v
= Configuration| u ==
« Static Table 6 |Disabled v ||Unlimited v
»ARP Inspection 7 Disabled | Unlimited v

Global Mode | HaXmuTe Ha BbinagatoLlee MeHto, 4TObbI BKI/BLIKI
dyHkumo IP&MAC Source Guard rnmo6ansHo.

Port Mode HaxxmuTe Ha BbinagatoLlee MeHo, YToObl BKI/BbIKI
dyHkumo IP&MAC Source Guard ansi BeiopaHHoro nopta.

Max Dynamic | HaXmuTe Ha BeinajaloLiee MeHIo, 4yTOObI BLIOPaATH
Clients MaKCumarbHOE KONMYeCTBO AUHAMUYECKNX KITMEHTOB.
HocTynHble 3HavyeHus: Unlimited, O, 1, 2.

HaxxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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8.8.4.2 Static Table (Tabnuua ctaTU4EeCKUX COOTBETCTBUN)

Ha paHHon cTpaHnue WEB wuHTepdenca kommyTatopa ecTb
BO3MOXHOCTb BPYYHYIO HacTpouTb Tabnuuy cTaTuyeckux COOTBETCTBUW AnS
dyHKkuun IP&MAC Source Guard. Bce HacTponku AOCTYMNHbI 34eCh:

Security Configure > IP&MAC Source Guard > Static Table

4 i .

el B Static IP Source Guard Table
»Network Admin
- Delete [ Port ]VLAN ID] IP Address I MAC address

Port Configure [ T ] 1
»PoE
» Advanced Configure 3
- 2

Security Configure CJSave

= Password
= SSH
sHTTPS

= Port Security Limit
=802.1X
PACL

PDHCP

wIP&MAC Source
Guard

= Configuration

= Static Table

PARP Inspection

Port HaxmunTe Ha BbinagatoLee MeHto, 4Tobbl BbIGpaTh NopT

VLAN HaxmuTte Ha BbinagatoLee MeHio, 4Tobbl Bbibpatb VLAN
ID

IP Address | Mone c IP agpecom

MAC Address | Mone ¢ MAC agpecom

HaxxmunTe Save, 4ToObl COXpaHUTb HAaCTPOWKM.
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8.8.5 ARP Inspection (MpoBepka ARP nakeToB)

®PyHKUMA KOMMYyTaTopa, MpefHasHavyeHHas Ans 3awuTbl OT aTak ¢
ucnonb3oBaHnem npotokona ARP. Hanpumep, atakm ARP-spoofing,
no3Bonsilen nepexeatbiBaTb  Tpaduk  Mexagy  ys3namu,  KoTopble
pacnonoxeHbl B npedenax O4HOro LWMPOKOBeLLaTerNnbHOro JOMeHa.

Dynamic ARP Inspection (Protection) perynupyeT Tonbko coobeHus
npoTtokosia ARP 1 He MOXeT NoBNMATL HanNpPsAMyo Ha TpaduK Nonb3oBaTenemn
UnNun gpyrue npoTOKOSbI.

8.8.5.1 Port Configuration (Hactporka ARP Inspection gns noptoB)

Monb3oBaTtenb MoxeT HacTpouTb ARP Inspection Ans KOHKPETHOro nopTa Ha
aTon ctpaHmue WEB nHTepdeinca kommyTtartopa:

Security Configure > ARP Inspection > Port Configuration

Yinformation & Status ARP Inspection Configuration

»Network Admin
[ Mode | Disabled v |
Y Port Configure
»PoE [ Translate dynamic to static ]
» Advanced Configure
¥ Security Configure
= Password Port Mode Configuration
=SSH
«HTTPS Port | Mode I Check VLAN I Log Type
= Port Security Limit = <> v &> v ') v
RO 1 [Disabled v| [Disabled w| [None =
PACL .
2 Disabled & | |[Disabled w None v
i 3 |Disabled | |Disabled v |None
NGP:::QC Source 4 [Disabled v| [Disabled v| |None v
5 |Disabled | |Disabled v| |None v
wARP Inspection - =
— 6 |Disabled & |Disabled v None v
=Po = =
Configuration 7 | Disabled v Disabled w None w
= VLAN 8 Disabled & | |Disabled v None v
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Global Mode | HaxmuTte Ha Bbinagatoliee MeHto, 4ToObI BKI/BbIKI ARP
Inspection rno6anbHo.

Port Mode HaxwmuTe Ha BbiNagatoee MeHo, 4Tobb! BKN/BbIkN ARP
Inspection Ans nopToB.

Ecnn Heobxoammo Bkntounte ARP Inspection ansa VLAN,
Check VLAN | aktvusupyiTe (enable) doyHKLMIO B BbiNaAatowem MeH!o
«Check VLAN». 3HayeHve no ymonyaHmio — OTKITHOYEHO
(disable).

None —xxypHan ARP Inspection He BegeTcs.

Log Type Deny — )XypHan BefeTcs Ans 3abnoKMpoBaHHLIX 3anycen.

Permit — )xypHan BefeTcs Ans paspeLLeHHbIX 3anucen.

ALL — XypHan BefeTtca Ansi Bcex TUNoB 3anncen.

HaxmunTe Save, 4TO6bl COXpaHUTb HACTPONKM.

8.8.5.2 VLAN Configuration (Hactponka ARP Inspection ans VLAN)

Hactporikn ARP Inspection ana VLAN Haxogsatcss B cregylolem
pasgene WEB vnHTepdenca kommyTaTopa:

Security Configure > ARP Inspection > VLAN Configuration

) i .
A¥OrINIn & Stats VLAN Mode Configuration

Y Network Admin
tart from VLAN |1 th [20 i

»Port Configure Start from VLA| wi entries per page

*PoE Delete | VLANID | Log Type

» Advanced Configure [ Delete | 1| [Hone |»

¥ Security Configure 240 Tiow Bty

= Password _
= SSH

= Port Security Limit
=802.1X
PACL

PDHCP

PIP&MAC Source
Guard

wARP Inspection

=Port
Configuration

=VLAN
Configuration

= Static Table
= Dynamic Table
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VLAN ID

OtobpaxaeTt VLAN ID gnsa tekywen VLAN

Log Type

None —xxypHan ARP Inspection He BegeTcs.

Deny — xypHan BefeTcs Ans 3abnokMpoBaHHbIX 3anucen.

Permit — xxypHan BegeTcs Ans pa3peLLeHHbIX 3anvcen.

ALL — xXypHan BeeTcs Ang BCEX TUNOB 3anucen.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

8.8.5.3 Static Table (Tabnuua cooTBeTcTBMI ANA ARP Inspection)

Monb3oBaTenb MOXET  CaMOCTOATENbHO  HacTpouTb  Tabnuuy
cooteetcTBMi Ans ARP Inspection. CooTBETCTBYIOLLNE HACTPONKM HAXoaaTCs
B crnegytowem pasgene WEB nHTepdenca kommyTtartopa:

Security Configure > ARP Inspection > Static Table

Yinformation & Status
P Network Admin
»Port Configure

»PoE

¥ Advanced Configure

¥ Security Configure

= Password
= SSH
sHTTPS
= Port Security Limit
=802.1X
PACL

PDHCP

PIP&MAC Source
Guard

wARP Inspection

=Port
Configuration

= VLAN
Configuration

=Dynamic Table

Static ARP Inspection Table

Delete | Port [VLANID| MACAddress [ IP Address

[ Delete J 1 »
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Port HaxmMuTe Ha BbinagatoLlee MeHto, YToGbl BbIGpaTh NopT

VLAN Bbibepute VLAN ID ans HactpamBaemon VLAN

IP Address | yyaxure IP agpec

MAC Address | yxaxute MAC agpec

HaxmuTe Save, 4ToObl COXPaHUTL HACTPOWKM.
8.8.6 ACL (MpaBuna koHTponsa AocTyna)

Access Control List nnmm ACL — cnucok ynpaBreHust AOCTYrom,
KOTOpbIN onpedensieT, KTo WM 4YTO MOXEeT nonyyaTtb [OCTyn K OObekTy
(nporpamme, npoueccy unu danny), n Kakme UMEHHO onepauun paspeLlueHo
UNn  3anpeweHo  BbLINOMHATb  CyObekTy  (nonb3oBaTento,  rpynne
nonb3oBaTtenen).

8.8.6.1 ACL Port Configure (Hactponka ACL ans noptoB)

Hactpovkn npasun koHTpons pgoctyna (ACL) Haxogatcs B
COOTBETCTBYIOLLIEM pa3aene:

Security Configure > ACL > Ports

Vintormation & Status ACL Ports Configuration [(Refresh | [Clear
Phetwork Admin
Yoo Port [ Policy ID | Action | Rate Limiter ID [ Port Redirect | Mirror | Logging | | State [ Counter
o [isasreal
YpoE s o [© v > v gmr: 1 < v [© v [© vl (O v
ort 2 %
¥ Advanced Configure Port 1 A
1 0| [Pernit v Disabled w| [Port 2 Disabled w| Disabled w| ‘Disabled w| Enabled v 0
¥ Security Configure Port 3 »
*Password Dizsbled Py
+SSH 2 0 [Pernit v Disabled w| |Port | Disabled w| Disabled w| Disabled | Enabled w| 247562
airries Port 2w
»Port Security Limit (D1sab1-d BN
3 3 0] [Pernit v Dissbled w| [Port I Disabled |  Disabled w| Disabled w| [Enabled w 0
+8021X il
wA
Lact ) Dizablod Py
[+Ponts | 4 0| Pernit v Disabled v |Port I Disabled w| Disabled w| (Disabled | Ensbled w 0
«Rate Limiters Port 2w
= Access Control [Dizablod PN
ust 5 0| [Pernit v Disabled v [Port | Disabled w| Disabled w| (Disabled v| Ensbled w 0
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Permit — paspeluaeT BbiGpaHHOMY MOPTY NponyckaTb
OaHHble

Action
Deny — 3anpewyaeT BbIbpaHHOMY NOPTY NponyckaTb
JaHHble
Rate ILDimiter OrpaHn4mMTEnNb NPOMYCKHON CNOCOBHOCTN NOPTOB.

HacTpoiikn HaxogaTca B COOTBETCTBYHOLLEM pasfene.

Port Redirect

BeiGop nopTta, nakeTbl ¢ KOTOPOro 6yayT nepeHanpaBreHsbI.
3HaueHne no ymonyaHuto — Disabled (oTknouyeHo)

Mirror

Mone onpendensieT napameTpbl 3epKanMpoBaHnsa Ha
HacTpauBaemom nopTe. JoCTynHble 3HaYeHUs

Enabled — BkntoyeHo
Disabled — oTknto4yeHo

3Ha4veHue no ymonyaHuto — Disabled

Logging

BkntoueHune/BbIkNoYeHE BeAEHNS XXypHana 3anucen

Shut Down

Enabled — ecnu nakeTbl 6yayT nonyyeHbl Ha 3TOM MopTe,
nopT 6yaeT BbIKITHOYEH.

Disabled — nopT He GyaeT BbIKMOYEH NPY NONyYeHUN
MakeToB.

3HayeHue no ymonyanuio — Disabled.

lMpumeyvaHue: daHHas pyHKUUS pabomaem, MosbKo ecrnu
pa3amep nakema meHbwe 1518 (6es VLAN mazos)

State

Enabled — ansa oTkpbITUS nopTa UCNOMb3YTCA NpaBuna
ACL 3agaHHble nonb3oBaTenem

Disabled — onsa 3akpblTna nopta UCNonb3yTCA NpasBuna
ACL 3agaHHble nonb3oBaTenem

3HadveHune no ymonyaHuo — Enabled

Counter

KonnyecTBo NakeToB yAOBNETBOPSOLLMX 3aAaHHbIM
npasunam

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.




8.8.6.2 Rate Limiter Configuration (Hactponka orpaHnuntens
NPONYCKHOM CMNOCOBHOCTN NOPTOB)

MNonb3oBaTtenb MoxeT HaCTpoOuUTb npasuna ACL ans orpaHuyunTens
I'IpOI'IyCKHOIz crnocobHocTn ans nopToB B COOTBETCTBYKOLIEM pas3gene WEB

WUHTepdenca kommyTartopa:

Security Configure > ACL > Rate Limiter

»Information & Status
»Network Admin
»Port Configure

»PoE

» Advanced Configure

¥ Security Configure

= Password
= SSH
«HTTPS
= Port Security Limit
=802.1X
=Ports
| = Rate Limiters |
= Access Control
List
PDHCP

ACL Rate Limiter Configuration

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

Rate Limiter ID | Rate | Unit
| 1 | =
1 ‘ 1 ’pps v
2 \ l. ‘.pps v
T o B
4 \ 1] ’pps v
5 | 1 ‘pps v
6 | 1] [pps v
7 [ 1] [mes
8 \[ 1 ’pps v
9 ‘ 1 ’pps v
10 } 1 ‘pps v
31 l: ’pps v
12 \ 17‘ ‘rpps vi
13 1 [pps v
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8.8.6.3 Access Control List Configuration (Hactpoika ACL)

lMonb3oBaTenb MOXeT rmbko HacTpoutb ACL B COOTBETCTBYIOLLEM pa3gene
WEB uHTepdenca kommyTaTtopa:

Security Configure > ACL > Access Control List

¥information & Status Access Control List Configuration

Auto-refresh [] [Refresh | [Clear | [ Renove AlL |
ACE [ Ingress Port | Policy / Bitmask | Frame Type [ Action | Rate Limiter | Port Redirect [ Mirror [ Counter |
[

*Network Admin

*Port Configure

¥PoE
»Advanced Configure

¥ Security Configure
=Password
=SSH
*HTTPS
*Port Security Limit
—=8021X
wACL
«Ports
=Rate Limiters

= Access Control
[ st

YTto6bl 406aBUTL N M3MEHUTL 3aMUCb HAXMUTE KHOMKY «+»

8.9 Diaghostics (MHCTPYMEHTbI AMAarHOCTUKN U MOHUTOPUHra)
8.9.1 Ping Test (TectnpoBaHue coeguHua ¢ nomoluybio PING)
PING aTto Hebonblloi mMoaynb, KOTOpbiA B3anmogernctsyet ¢ ECHO
naketamu ot IP agpeca, KoTopbl NpUHaANEXUT yaaneHHOMY YCTPOWCTBY.

[aHHbIA  MHCTPYMEHT HaxoauTca B COOTBeTCTBywWeMm pasgene WEB
UHTepdenca kKommyTaTopa:

Diagnostics > Ping
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»Information & Status ICMP Ping

»Network Admin
N G IP Address 0.0.0.0

ort Configure E

- Ping Length |56
»Pok Ping Count |5
» Advanced Configure Ping Interval 1
» Security Configure
ar

QoS Configure
¥ Diagnostics

= Cable Diagnostics
= CPU Load

IP Address IP agpec yaaneHHoro agpecara, KoTopblit HE06XoaUMo
npoBepuThL
Ping Length | Yyycno ot 1 go 1452. 3HaueHure nNo ymonyaHuio — 56
Ping Count | KonmuecTso oTnpasnsiembix PING 3anpocos. OT 1 o 60.
Ping Interval | iurepsan mexay otnpaskoit PING 3anpocos.

Haxmute kHonky «Start», 4ToObl MPUCTYNUTL K TECTUPOBaHWUIO C MOMOLLbIO

Ping
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8.9.2 Cable Diagnostics (IlpoBepka kabens)

OunarHoctnka kabens p[ocTynHa TOMbKO ANs MedHblX kabenen,
coBmecTumMbix ¢ 10/100/1000BaseT. WMHCTpymMeHT no3BonseT onpeaenntb
ONUHY Kabensa n ero cocTosiHue.

Diagnostics > Cable Diagnostics

» " ’ . o

el VeriPHY Cable Diagnostics

¥ Network Admin

Zaiml

»Port Configure

Peoe

» Advanced Configure

¥ Security Configure

»Qos Configure Cable Status

Port [ Pair A [ Length A | Pair B | Length B [ Pair C [ Length C [ Pair D [ Length D

Diegriosecs 1 Open 0 Open 0 Open 0 Open 0
il 2 0K 6 OK s N = 0
3  Open 0 Open 0 Open 0 Open 0
= b 4 Open 0 Open 0 Open 0 Open 0

HaxmuTe kHomMKy «Start», YToObl NPUCTYNUTL K ANArHOCTMKE.

8.9.3 CPU Load (3arpy3ka CPU kommyTaTopa)

Ha paHHon ctpaHuue WEB wnHTepdenca Haxoautcs rpadwmk 3arpyskun CPU
KOMMYyTaTopa B pearibHbli MOMEHT BPEMEHW.

Diagnostics > CPU Load

CPU Load Refresh A

100ms 0% sec 0% 10sec 0% (all numbers running average)
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8.10 Maintenance (Ob6cnyxuBaHue)
8.10.1 Restart Device (lMepe3arpy3ka komMmyTaTopa)
Ha paHHoM cTpaHvue WEB wuHTepdenca HaxogutCcs WHCTPYMEHT And
yAarneHHoOW nepesarpysku KoMMyTaTopa.

Maintenance > Restart Device

information & Status Restart Device

¥ Network Admin

}port Configure
5 Are you sure you want to perform a Restart?
PoE

*advanced Configure
¥ Security Configure
*Qos Configure
! Diagnostics
=Restart Device
= Factory Defaults
= Firmware Upgrade
=Firmware Select
bConfiguration

Yes — nepesarpyska KommyTatopa

8.10.2 Factory Defaults (Bo3BpaT k 3aBOACKMM HacTpOWKam)

Ha paHHOM cTpaHvue WEB uHTepdenica HaxoguTcsi WHCTPYMEHT Ans
BO3BpaTa KOMMYyTaTopa K 3aBOACK/M HaCTpOMKaM.

Maintenance > Factory Defaults

N 5
Information & Status Factory Defaults
Network Admin

»Port Configure

Are you sure you want to reset the configuration to

¥Pok Factory Defaults?
»Advanced Configure

¥ Security Configure
QoS Configure

?Diagnostics

Y Maintenance

=Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select
»Configuration
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Yes — cbpoc HacCTpoek KoMMyTaTopa K 3aBOACKUM.
8.10.3 Firmware Upgrade (O6HOBNeHMe NPOLUMBKN)

Ha paHHon ctpaHuue WEB mnHTepdeinca HaxoauTcs MHCTPYMEHT Ans
0BOHOBNEHNSI NPOLLMBKN KOMMYyTaTOpa.

Maintenance > Firmware Upgrade

Iinformation & Status Software Upload
?Network Admin

Browse Upload

?Port Configure

»PoE

» Advanced Configure
¥ Security Configure
»QoS Configure

»Diagnostics
= Restart Device
= Factory Defaults
I = Firmware Upgrade ]
= Firmware Select
Haxmute Browse, Bbibepute dann ¢ npowwmskon. Haxmnte Upload, 4Tobbl
3arpy3uTb NPOLLUNBKY B KOMMYTaTOP.

8.10.4 Firmware Select (Bbibop TekyLuen NPOLNBKN KOMMYyTaTopa)
KommyTaTtop nossonseT BbiOpaTb oauH U3 2x 06pas3oB TeKyLlel NPOLUUBKK
KOoMMyTaTopa

Maintenance > Firmware Select

70



[nsa BbiGopa anbTepHaTUBHON MPOLLUMBKM HaXXMUTE KHOMKY «Activate Alternate
Image»

> -
Miormation & Statim Software Image Selection

Y Network Admin
Active Image

»

EOX SonRRE Image  managed
»PoE Version 24GF-4G (standalone) V1.1-ONV-20150401

Date 2015-07-15T14:55:28+08:00

» Advanced Configure
» Security Configure Alternate Image
< Image  managed bk

QoS Configure Version 24GF-4G (standalone) V1.1-ONV-20150401
»Diagnostics Date 2015-06-11T21:44:05+08:00

[ Activate Alternate Image ][szcel ]

= Restart Device
= Factory Defaults

= Firmware Upgrade
= Firmware Select

»Configuration

8.10.5 Configuration (Tekywas KoHcurypaums)

B paHHOM pasgene copepXaTtCid MHCTPYMEHTbl AN COXPaHEHUst U
3arpysku hanna c Tekylen kodurypaumen kKommyTtaTopa

8.10.5.1 Download (CoxpaHeHue cpanna c TeKywen KoHcpurypaumen
KOMMyTaTopa)

Maintenance > Configuration > Download

» : .
R Download Configuration

Network Admin
Select configuration file to save

P Port Configure
»PoE Please note: running-config may take a while to prepare for download
¥ Advanced Configure File Name
» Security Configure © running-config
» O default-config

QoS Configure
’Diagnosﬁcs [ Download Configuration

=Restart Device

= Factory Defaults
= Firmware Upgrade
= Firmware Select

wConfiguration
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Bbibepute davin ¢ Tekywen KoHdurypaumen (running

config) wmnum

KoHdurypauuen no ymonyanuto (default config), a 3atemM HaxmuTe KHOMKY

«Download Configuration»

8.10.5.2 Upload Configuration (3arpy3ka damna ¢ koHcpurypaumemn)

Maintenance > Configuration > Upload

Yinformation & Status
»Network Admin
»Port Configure

»PoE

» Advanced Configure
» Security Configure
QoS Configure
»Diagnostics

¥ Maintenance
= Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
l wConfiguration

= Download

Upload Configuration

File To Upload

Destination File

| File Name | Parameters |

[ Upload Configuration

HaxmuTe kHONKy «Browsey, 4Ttobbl BbiOpaTh hann ¢ KoHdurypauuen Ans
kommyTatopa. HaxmuTte kHonky «Upload Configuration», 4Tobbl 3arpy3ntb
dann ¢ KoHUrypaumen B KOMMyTaTop.
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8.10.5.3 Activate Configuration (AktuBauus ¢parna c KoHdurypaumen)

Maintenance > Configuration > Activate

Vinformation & Status
Phetwork Admin
¥Port Configure

FRoE

¥ advanced Configure
¥ Security Configure
QoS Configure
*Diagnostics

= Restart Device
#Factory Defaults

# Firmware Upgrade
= Firmware Selact

~Configuration
=Upload

=Delete

Activate Configuration
Select configuration file to activate. The previous cenfiguration will be completely replaced, potentially leading to loss of management connectiity

Please note: The activated configuration file will not be saved to startup-config automatically

O default-config

Activate Configuration

[ns aktnBaumm Haxmnte KHonky «Activate Configuration»

8.10.5.4 Delete Configuration File (YpaneHue cpanna c kocurypaumen)

Maintenance > Configuration > Delete

> ; -
SRt & Stius Delete Configuration File
»Network Admin

»Port Configure
»PoE No files available for deletion

»Advanced Configure [ Delete Configuration File ]

¥ Security Configure
QoS Configure

¥ Diagnostics

¥ Maintenance

=Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
=Download
= Upload
= Activate

Ons yoaneHuna danna ¢ KoHurypaumen nua Kommytatopa HaXMuTe KHOMKY
«Delete Configuration File»
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BHumaHue

v' KayecTBeHHOe 3a3emfieHne SBnsieTcs

NOAKMNIOYEHUS.

v' KaTteropuuecku 3sanpeliaertcs KacaTbCs anemMeHToB 6roka nutaHus,

obsi3aTenbHbLIM ycnosunem

HaxoaALnXCcA nog BbiICOKMM Hanps>XeHneMm.

9. TexHU4YecKUe XapaKTepPUCTUKU*

Mogenb SW-80402/WL
O6Lee kon-BoO NOPTOB 6
Kon-Bo noptoB FE+PoE -
Kon-so noptos FE -
Kon-Bo noptoB GE+PoE 4

Kon-Bo noptoB GE
(He Combo nopTbl)

Kon-Bo noptoB Combo GE
(RJ45+SFP)

Kon-Bo noptoB SFP
(He Combo nopTbl)

2 GE (1000M6wuT/c)

MowHocTb POE Ha oaunH nopt

30 Bt
(makc.)
CymmapHas molHocTb POE Bcex 120 BT
nopToB (Makc.)
IEEE 802.3af

CraHgaptel PoE IEEE 802 3at

Metog A
Metog nogauun PoE 1/2(+), 3/6(-)
BcTpoeHHbie onTuyeckue nopTbl -

3Be3qa
Tononorun NoaKMNtoYeHUs Kackag

KonbLIO
Bydep naketos 4 Mb
Tabnuubl MAC-agpecos 8K
MponyckHas cnocobHOCTb
KOMMYTaLMOHHON MaTpuLibl 12 Iout/c

(Switching fabric)
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Mopenb

SW-80402/WL

CkopocTb 06CcnyXnBaHms
nakeToB (Forwarding rate)

1000 M6uTt/c — 1488,000 nakeTtos/c
100 M6uT/c - 148,800 nakeToB/c
10 M6uT/c- 14,880 nakeTtos/c

Mopaepxka jumbo frame

9 Kb

Pasmep flash namatun

128 M6

CTaHﬂaprl M NPOTOKOIbI

o |[EEE 802.3 — 10BaseT

¢ |[EEE 802.3u — 100BaseTX

¢ |[EEE 802.3ab — 1000BaseT

o |[EEE 802.3z 1000 BaseSX/LX

¢ [EEE 802.3af Power over Ethernet
(PoE)

¢ [EEE 802.3at Power over Ethernet
(PoE+)

¢ |[EEE 802.3x — Flow Control

o |[EEE 802.1Q — VLAN

¢ |[EEE 802.1p — Class of Service

¢|[EEE 802.1D — Spanning Tree

¢ [EEE 802.1w — Rapid Spanning Tree

o [EEE 802.1s — Multiple Spanning Tree

¢ |[EEE 802.3ad - Link Aggregation
Control Protocol (LACP)

o |[EEE 802.1AB — LLDP (Link Layer
Discovery Protocol)

o [EEE 802.1X — Access Control

DYHKLMNUN YPOBHS 2

¢ |[EEE 802.1D (STP)

¢ |[EEE 802.1w (RSTP)

¢|[EEE 802.1s (MSTP)

o VLAN / VLAN Group 4K

e Tagged Based

o Port-based

¢ \oice VLAN

o Link Aggregation IEEE 802.3ad with
LACP

¢ IGMP Snooping v1/v2/v3

¢ |GMP Static Multicast Addresses

e Storm Control

KauecTtBo obcnyxmnaHusa (QoS)

o 8 ouepepen / nopt
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Mopenb SW-80402/WL
e Management System User
Name/Password Protection
E ¢ |[EEE 802.1x Port-based Access
€30MacHOCTb Control
eHTTP & SSL (Secure Web)
o SSH v2.0 (Secured Telnet Session)
e YnpasneHue vyepe3 Web-nHtepdeliic
YnpasneHwue : 1C'e|>_lll'1et
¢ SNMP
MHgukaTtopbl PWR1, PWR2, SYS, Link, PoE
lpo3o3aiwmta 6 kV
MuTtaHne AC 195-265V /50 I'yy
OHepronotpebneHune <125 Bt
TepmocTabunmsaums / Het / KoHBekunoHHoEe (6€e3
OxnaxaeHwue BEHTUNATOpPA)
Knacc 3awmrbl IP66
YpapHasa npo4yHOCTb IK10
Paamepbl (LLUXBxXI") (Mm) 300x230x111
Cnocob MoHTaxa Ha CTeHy, Ha onopy
Pabouas Temnepartypa -40...+50 °C

* rlpOI/I3BO,EI,I/ITeJ'Ib MMeeT NpaBo USMEHATb TEXHNYECKMNE XapaKTepPUCTUKN
n3genvs u komnnektauuio 6es npegBapuTenbHOro yseaoMneHua.

10. MapaHTUA

MapaHTMs Ha Bce obopymoBaHne OSNOVO — 7nert (84 mecsua) ¢
AaTbl NPOAaXM, 33 MWCKIIOYEHWEM aKKyMyNATOPHbIX Gatapewn, rapaHTUNAHbIN
CpoK - 12 mecsues.

B TeueHne rapaHTUAHOINO Cpoka BbIMOMHSAETCS 6ecnnaTHbIi PEMOHT,
BKITlOMas 3anyacTu, Unu 3ameHa n3gernum npu HEBO3MOXHOCTU UX PEMOHTA.

MoppobHasa nHpopmaumsa o6 ycrnoBmsAX rapaHTUUHONO 06CnyKnBaHMSA
HaxoAmMTCH Ha canTe Www.osnovo.ru

2

230626 (2)
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http://www.osnovo.ru/support/garanty

11. NMpunoxeHune A «FabapuTHble pa3aMmepbl YNIUYHOIO

KOMMyTaTopa»

230

224

187

=

@ | P -
|
1
|
1
r |
+ } +1—
! o
oy
L MO 3 ; . | o o v
gl P T @ Bp @
Ym |
+ + +4
|
1
|
1
|
@ B ®
| 198 .
| 200 |
R
. ®45 [
| | ||
L L) ! [
. | G
P 1 1 H m
v | Il o
[l [N}
| lw
1 1 (o]
|

* Bce pasmepbl 4aHbl B MM

77



12. NMpunoxeHne b «HacTeHHbIe KpenrneHusa»

[na MoOHTaXa ynMYHbIX KOMMYTaToOpoB Ha CTeHax, onopax, noasecax W T.4
NPUMEHSAIOTCHA HAaCTEHHbIE KpenneHns (npnobpeTtarnTcs OTAENbHO).

[ns MmoHTaxa YNN4YHOro KoMmMmyTaTtopa Ha CTEHY UK Onopy:

1. PacnakoBaTb KpenmneHus.

2. Pacnonoxutb Kopnyc Ha TBepAoW POBHOW MOBEPXHOCTU, MPUIOXUTb
NNaHkM KpenneHWnh K 3agHenW CTeHke kopryca Tak, 4Tobbl CKBO3HblE
KpenexHble oTBEpPCTMSA kopnyca coBnaganu c OTBEPCTUSAMM,

npocBepleHHbIMU Ana 3TOW Lenn B nriaHkax

ﬂt:@ﬁ ﬁﬁfr;

Tie®e ] [oF o]

AR - W S—
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3. Mpukpenutb NnaHkM k Kkopnycy 6ontamu M4, mucnonb3ysa wanbbl 1 ramku
(nmetoTca B KOMNMEKTe) NPUKPENnTb  MNMaHKM K KOpnycy YMAWYHOro

KOMMyTaTopa.

4. TnaHkn obecneuynBalOT BO3MOXHOCTb KpenneHuna ynnm4Horo KkoMmyrtatopa
Ha CTeHy W Apyrne njioCckme noBepxXHOCTU. Ons KpenneHna Ha cton6
npucoeanHnTb K  MiiaHKaM KpenexHble 3y6anb|e ANNIEMEHTbI Tpeyroanon

hopMbI (KpenexHble aNeMeHTbl BABUIatTCs BHYTPb NIaHoK).

5. OTpesaB Kycok nepdopnpoBaHHON MeTaniM4eckoi NeHTbl (MMeeTcs B
KOMMIEKTE), UCMOSb3YS NEHTY, YKPENUTb KOPMyC YIMYHOrO KOMMyTaTopa Ha

cton6e nnn onope, 3aTAHYTb BUHTaAMW.
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