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1. Ha3Ha4yeHue

MpombiwneHHble ynpaensemble (L2+) PoE kommyTtatopbl Gigabit
Ethernet SW-80402/ILS(port 90W 180W) n SW-80802/ILS(port 90W 300W) ¢
dyHKUMEN MOHUTOPWHra TeMnepaTypbl/BNaXHOCTU/HANPSHKEHUS
npegHasHayeHbl AONA  CUCTEM MNPOMBILUMIEHHOTO MNPUMEHEHUs U Ans
YCTAHOBKM B  ynu4uHble cTaHumm OSNOVO. OTnnmunTensHon 4depTon
KOMMYTaTOPOB ABMNSAETCH BO3MOXHOCTb YAANeHHOro MOHUTOPUHIa HanpskeHus
NUTaHWsA, TEMNepaTypbl U BNaXXHOCTW OKpYKatoLLen cpeabl.

MaBHOE oTnMyMe mModenew 3akn4vyaeTcs B KONUMYECTBE OCHOBHbIX
noptoB. KommyTaTtopbl SW-80402/ILS(port 90W 180W) n SW-80802/ILS(port
90W 300W) wumewoT 4 u 8 ocHOBHbIx nopTtoB Gigabit Ethernet
(10/100/1000Base-T) cooTBeTCTBEHHO. Kaxabli U3 nMopToOB COOTBETCTBYET
ctaHgaptam PoE IEEE 802.3af/fat wn aBTomaTudeckum onpegenser
nogkntovyaemble POE-ycTponCTBa, KpoMe TOro nepBbli NOPT nogaepxueaet
ctangapt PoE IEEE 802.3bt (makcumarnbHas molHocTb POE paBHa 90BT).
OOuwasa BbiIxogHast MolWHOCTb cocTaBnser Ao 180Bt m pgo 300BT
COOTBETCTBEHHO Mogensam. PyHkuma POE MoXeT ObiTb OTKMOYEHa uWIu
BKIIOYEHA ANns Kaxgoro noprta B oTdenbHoctn yvepe3 WEB wHTepdpenc.
Tawkke kommyTaTopbl MMeT QyHKumMio PoOE Alive, aBTomMaTuyecku
BOo306HOBNALLWY0 nogady PoE, ecnv nogkntoyeHHoe yCTpOMCTBO 3aBMCHO.

Kpome Toro, kommyTaTopbl OCHalleHbl 2Ms Gigabit Ethernet Uplink
noptamm SFP (1000Base-X). B kadectBe SFP-mogynen pekomeHOyeTcs
ncnonb3oBaTb MPOMbILINEHHbIE MOAYNU C paclUMPEHHbIM TeMnepaTypHbIM
ananasoHom (ckopocTb SFP-noptoB — 100 M6ut/c unn 1 TGMT/C — MOXHO
HacTpanBaTb Yepe3 WEB-uHTepdenc kKommyTtaTopa).

B o6oux mogensax komMyTaTopoB npeaycmoTpeH nopt Console (RJ-
45) pnna  ynpaBneHWs KoMMyTaTopamu 4epe3 uHTepdenc RS-232.
KommyTtaTtopbl HacTpansatoTcs Yepe3s WEB-uHTepdenc n uMetoT MHOXeCTBO
dyHKunn L2 n L2+ ypoBHs, Takmx kak: VLAN, IGMP snooping, STP, EAPS,
QoS u gp.

KomMmyTaTtopbl MOryT nuTatbCs OT OFOKOB NMUTAHWUSI HaNpshHKEHWEM
DC12-57V, obnagatoT BO3MOXHOCTbLIO MOAKITHOYEHMSI UCTOYHUKA PE3EPBHOIO
NUTaHUA U PYHKLMEN ONOBELLEHUSA NMPU ero OTKIMHOYEHUN.

KommyTatopel mogenen SW-80402/ILS(port 90W 180W) m SW-
80802/ILS(port 90W 300W) wmmetoT TemnepaTypHbiM pexum -40...+80 °C,
YTO MO3BOMSET IKCMNNyaTMPOBaTb UX B MPOMbILUNIEHHbIX HeoTannmBaeMblX
noMeLLeHUs Unn ynnyHbix ctaHumax OSNOVO.



2. Komnnektauua*

SW-80402/ILS(port 90W 180W)

1. KommyTtatop SW-80402/ILS(port 90W 180W) — 1w
2. KnemmHag konogka 6-pin — 1uuT.

3. [latumk Temnepatypbl 1 BAAXHOCTM - 1T,

4. KpaTkoe pyKoBOACTBO MO aKcnnyaTaumm —1wT.

5. PykoBoacTBo no akcnnyataumm Ha CD — 1wT.

6. YnakoBka — 1WT.

SW-80802/ILS(port 90W 300W)

1. KommyTatop SW-80802/ILS(port 90W 300W)— 1.
2. KnemmHas konogka 6-pin — 1.

3. Jatunk Temnepartypbl 1 BNaXXHOCTU - 1wiT.

4. KpaTkoe pykOBOACTBO MO 3Kchnyataumm —1wr.

5. PykoBoacTteo no akcnnyatauum Ha CD — 1w

6. YnakoBka — 1LT.

3. OcobeHHOCTM 06OpyAoOBaHUA

e BO3MOXHOCTb yOaneHHOro MOHUTOPMHIa TakMx NokasaTeneu, Kak:
- TemnepaTypa Ha BHELLUHEM JaT4yuke
- BnaxxHocTb Ha BHELLHEM AaTuynke
- HanpsixeHne nuTaHns Ha OCHOBHOM M pe3epBHOM Brokax NUTaHus

e MakcumanbHas MowHocte PoE Ha nepsom nopTty — go 90 Br,
cooTBeTcTBME cTaHaapTam PoE IEEE 802.3 af/at/bt;

e PaspaboTtaHbl ans akcnnyaTauMyM B MNPOMBILWEHHBIX YCIOBUAX:
paboyasi Temnepartypa -40...+80°C, IP40, nooxogaT Ans yCTaHOBKU
B ynn4Hble ctaHuun OSNOVO;

e [lopgoepxka dyHkuun L2 yposHsa (VLAN, IGMP snooping, QoS u
TA.), BblCOKasi HagexHocTb cetn (RSTP, MSTP, EAPS);

e Hactpoika n ynpaBneHue uepe3 WEB-uHTepdelic, Console u
Telnet/CLI;

e  ABTOMaTMYECKMI/PY4YHON BLIOOP peXuMa YBENUYEHUSA LATNbHOCTU
nepegauu curHanos o 250m. (Ckopocms nepedayu oepaHuyeHa 10
M6um/c).



4. BHewHuW BUA N ONUcaHue 351IeMeHTOB

4.1 BHelwHnn BUA

SW-80402/ILS(port 90W 180W) SW-80802/ILS(port 90W 300W)

[atumk TEMﬂepaTypbl/Bﬂa)KHOCTVI

Puc.1 KommyTtaTtopbl SW-80402/ILS(port 90W 180W) n SW-80802/ILS(port
90W 300W), gaTyuk TemnepaTypbl/BNaXHOCTU ¢ Kabernem A5is NOAKII0YEHNS
K KOMMYyTaTopy (BHELLHWI BUA)



4.2 OnucaHue anemMeHTOB KOMMyTaTopa

1 1
i 2 2
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6
5 8GE + 2SFP
14
SW-80402/ILS SW-80802/ILS
(port 90W 180W) (port 90W 300W)

Puc. 2 KommyTaTtopbl SW-80402/ILS(port 90W 180W) n SW-
80802/ILS(port 90W 300W), paszbembl, KHOMKK U MHAUKATOPbLI NepeaHen
naHenu, AaTtynk TeMmnepaTypbl/BNaXXHOCTH

DC:12-57(SW) DC:37-57(PoE)

(e

H

I eles ey

7 8 9 10 11 12 13

Puc. 3 KommyTaTtopbl SW-80402/ILS(port 90W 180W) n SW-80802/ILS(port
90W 300W), pasbembl 1 KHOMKM BEPXHEN NaHENn
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Tab.1 HasHayeHne pazbemMoB, KHOMOK 1 MHAMKATOPOB KOMMyTaTopoB SW-
80402/ILS(port 90W 180W) n SW-80802/ILS(port 90W 300W)

Ne O6o3HauyeHue HasHaueHue
n/n
SW-80402/ILS(port 90W 180W)
LED-nHaukatopbl SFP-noptoB 5 1 6. lNopat npwu
5 MOAKMIOYEHNN SFP-moaynen (8 Komrifiekm
6 riocmasku He 8xo05sim).

PWR LED-uHOuKaToOp  COCTOsAHMA  cucTembl.  [oput
3enexblM go 30 cek — cuctema 3arpyxaetcs. [loput
6onee 30 cek — cuctema HeucnpasHa.

1
SW-80802/ILS(port 90W 300W)
LED-unHamnkatopbl SFEP-noptoB 9 1 10. Mopat npwm
9 nogknioveHun  SFP-mogynen (8  Komrsekm
10 rnocmaeku He 8xo0sim).

PWR LED-nHOuKaTop  COCTOAHMSA  cuctembl. [oput
3eneHbiM go 30 cek — cuctema 3arpyxaetcs. [foput
6onee 30 cek — cuctema HeucnpasHa.

> HW RET KHonka BbicTporo BblibOpa TONOorNK
NOAKIMIOYEHUS KKOMbLOY.
SW-80402/ILS(port 90W 180W)
LED-ungukatop nogkntodeHust 1ro, 6noka nuraHus.
lopuT 3eneHbiM - nopjaetca nutaHue. Muraet
YyacTo — nuUTaHMe He COOTBETCTBYET HOMWHany.

P1 MwuraeT pegko — nMTaHue B pesepse.

3 P2 LED-MHAMKaTOp NOAKNYeHns 2ro, 61oka nuraHus.

HW lopuT 3eneHbIM - nopjaetcsa nutaHue. Muraet

Yyacto — MnUTaHWe He COOTBETCTBYET HOMUHany.
Mwuraet pegko — nuTaHue B pesepse.
LED-unagukatop TononornuM  «koneuo». [oput
3eneHbIM — NoAKmnoYeHne no TONoNornn «KombLo».
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Ne
n/n

O6o3HaueHne

HasHauyeHune

V1
V2
HW

SW-80802/ILS(port 90W 300W)
LED-uHgukaTop nogknoyeHus 1ro, 6noka nutaHus.

"opuT 3eneHbIM - nogaeTcsa nutaHue. Muraet
4YacTo — MUTaHUe He COOTBETCTBYET HOMUHANY.
MwvraeT pegko — nMTaHue B pe3epse.
LED-mHaukaTop NoaknyeHnsa 2ro, bnoka nuTaHus.
loput 3eneHbiM - nogaetca nutaHue. Mwuraet
YyacTo — MuUTaHMe He COOTBETCTBYET HOMUHany.
MwvraeT pegko — nMTaHne B pe3epBe.

LED-uHAMKaTOp TONONOIMNN «KOMbLOY. [opuT
3eneHbIM — NOAKMYEHME MO TOMOMOMMN «KONbLIOY.

SW-80402/ILS(port 90W 180W)

SFP-nopTbl 5 1 6 ons NoAkNYeHNa KoMMmyTaTopa
K ONTUYECKMM nuHuAM cBasm (SFP-mogynn e
KOMIIIEKM rocmasku He 8xo0sm).

SW-80802/ILS(port 90W 300W)

SFP-nopTbl 9 n 10 gna nogknioveHns KommyTaTopa
K OMNTMYECKUM §MHUSM cBA3M (SFP-mogynu 8
KOMIieKm rnocmaeku He 8xo0sm).

Console

Pasbem RJ-45 ana nogkniwoyeHus KoMmmyTtaTtopa K
COM nopty [K pgna ynpaBneHns uMm 4epes
UHTepdenc RS-232

1234

SW-80402/ILS(port 90W 180W)
Pasbembl RJ-45 ¢ LED-uHgukaTopammn ans

nogknoyeHns ceteBblx POE  ycTponcTB  Ha
ckopoctun 10/100/1000 M6wuT/c.

["opuT 3eneHbl — NOAKITYEHO YCTPOUCTBO.

FopuT opaHxeBbIn — nogaetcsa PoE

1234
5678

SW-80802/ILS(port 90W 300W)
Pasbembl RJ-45 ¢ LED-uHgukatopamn ans

noaknitoveHus ceteBblx POE  ycTponctB Ha
ckopocTtun 10/100/1000 M6wuT/c.

MopuT 3eneHbin LED — noaknioYeHo yCTPOMCTBO.
"opuT opaHxeBbin LED — nogaetcs PoE

Al+ Al-

KnemmHass konogka 2-pin BbIxoga pene Tuna
«CYyXOW KOHTakKT» (Alm).
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Ne O603HaueHue Ha3HauyeHue
n/n
8 RET KHonka nepesarpysku
9 ™S Pasbem TRS 3.5MM ans noAaknioyveHus agatyduka
TeMnepaTypbl/BNaXHOCTH.
10 P1 YacTb KNeEMMHOWN KONoAKM 6-pin 4nst NOAKNIOYEHMS
P- P+ ocHosHoro BIN DC 12-57V (P1).
11 P2 YacTb KNnemMMHOW Konoaku 6-pin 4nst Nogkno4eHms
P- P+ pe3epBHoro bl DC 12-57V (P2).
12 IN Yactb knemmHou Kkonogku 6-pin  (Bxod) Ans
NOAKMNIOYEHUS KOHTPONIMPYEMOrO HaNPSHKEHMS.
13 BuHTOBas Knemma Ons NoaknioYeHns KoMmmyTaropa
K KOHTYpPY 3a3eMreHus.
Jatuuk TemnepaTypbl/BNaxHoOCTn ¢ pa3beMoM TRS
14 3.5Mm onsa nogkntoyeHus kabenem kK pasbemy (9)
KOMMyTaTopa (kabernb BXoAUT B KOMMJIEKT).

5. NMoakno4vyeHune

5.1 Cxema noaknoyeHus

SW-80802/ILS(port 90W 300W)
(SW-80402/ILS(port 90W 180W))

SW-80802/ILS(port 90W 300W)
(SW-80402/ILS(port 90W 180W))

SW-80802/ILS(port 30W 300W)
(SW-80402/ILS(port 90W 180W))

Ontuyeckuii kabenb On'rw-lecKMM kabens OnTuyecknit kabenb §
4 2 > < > Gl
w unm wm K yCTpOACTBaM
Cat 5e Cat 5e Cat 5e ©opTom
cLI€ RS-232 N
2xDC37-57V 2xDC37 57V 2xDC37-57V
—_—da> —0>

Cat 5e
aG1ed

PTZ kamepa
Ao 90W

Cat 5e
Cat 5e

Temneparypu
BNaXHOCTH

PTZ kamepa

PTZ xamepa
Ao 90W

Ao 90W

Ao 8(4) PoE-kamep Ao 8(4) PoE-kamep

Ao 8(4) PoE-kamep

Puc.4 Tvnosas cxema noaknNtoYeHNa KOMMYTaToOpPOB
SW-80402/ILS(port 90W 180W) 1 SW-80802/ILS(port 90W 300W)
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5]
n’ Cat 5e Cat 5e m
\—/ KopHeBoit kommyTaTop

YaaneHHbIn MOHUTOPUHT B CEpBEpHOM

WiFi poytep

SW-80402/ILS
(port 90W 180W)

SW-80402/ILS
(port 90W 180W)

SW-80402/ILS
(port 90W 180W)

73
fiber

Cat 5e
Cat 5e
Cat 5e

PTZ kamepa PTZ kamepa
Ao 90W ao 90W

— | ;‘\.

o 4x PoE-kamep 0o 4x PoE-kamep

Puc.5 KonbueBas cxema NogknioyYeHnsa KoMMyTaTopoB
Ha npumepe SW-80402/ILS(port 90W 180W)
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5.2 MNopknioyeHne aaTynka TeMmnepartypbl U BliaXXHOCTHU

BHewHWN pgatumk npefHasHavyeH Ans nepefadn mHdopmaumm o
Temnepatype (°C) u BnaxHoctn (%) okpyxatller cpefbl, UCMONb3yeTcs
umdpoBon MHTepderc Ha ocHoBe npoTtokona 1-Wire. [latumk nogkniovaeTcs
KOMMMNEKTHbIM kKabenem kK pazbemy TRS 3.5mm Ha kommyTtaTtope (Puc.6).

AaTynK
Temneparypbl
BNa)KHOCTM

p- [p+]p- Jp+ INJiN

g
g
g

1-Wire

Puc.6 Cxema nogkntoveHnst BHELLHErO gaTtymnka TemMmnepartypbl 1 BI1a>XHOCTU

[ns KOHTpons 3Ha4YeHun TemnepaTypbl/BAaXHOCTN WU HanpspKeHWs
nUTaHUa MCNonb3yeTcs cooTBeTCcTByOWasa cTtpaHuua WEB wuHTepdenca
(Pwvc.7). NogpobHasa nHdopmaums 0 MOHUTOPWHIE NapamMeTpoB HAXOAMTCS B
n.11.2 HacTosILLEeN AOKYMEHTALMN.

A Managed Switch Industrial Switch Monitoring Platform
=y Industrial Switch Monitoring
1) Industrial Switch Monitoring I Ring Conrol
#{_] System Configuration ‘ Con @®@off
#{_] Port Configuration
& {_) MAC Binding System Temperature (*C)
#{_) MAC Filter 23.81
& {_]) VLAN Configuration m
{_] SNMP Configuration 27.08
#{_] ACL Configuration Ambient Humidity (%)
#{_] QOS Configuration 2286
(] IP Basic Configuration D .
) AMA Configuration Master V1 \c/oltages (\%]
#{_] MSTP Configuration 1
% (L1 IGMP SNOOPING Configuration Normal
#{_) GMRP Configuration System 3.3V
#{_) EAPS Configuration 328

Puc.7 KoHTponb HanpsXXeHus NnuTaHus, napameTpoB
TeMnepaTypbl/BNaXXHOCTU OKpyKatoLwen cpenbl Yepes yepes Web-
nHTepdenc kommyTatopa
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5.3 MoagknioyeHne 6noka NnuTaHus

e BJIOK MUTAHKA 2
E= i
5 0 o V+ = !
1 —R o AC 195-265V
L e N
i

BNOK MUTAHKA 1

L
&= V+ -
- = AC 195-265V

Puc.8 Cxema nogknoueHns GrokoB NUTaHUA K KOMMyTaTopam SW-
80402/ILS(port 90W 180W) 1 SW-80802/ILS(port 90W 300W)

BHumaHue'!

- Mepen ycTaHoOBKOW 1 MNOAKIIOYEHMEM KOMMYTaTOpa OTKMUUTE NMUTaHKE.
- MNopgknoyarte kabenn OT OMNOKOB NUTAHUS K KIEMMHOW KONOAKE
KOMMyTaTtopa CTporo cobntwogas nonspHoOCTb.
- Wcnonb3ynte Gnoku MUTaHUA COOTBETCTBYHOLLEN MOLYHOCTU (3aBUCUT OT
MoZenu KoMMyTaTopa, 8 KOMIIeKm rnocmasku He 8xo0sim):
AC195-265V/DC12-57V(4A) gns SW-80402/ILS(port 90W 180W)
AC195-265V/DC12-57V(6.5A) ana SW-80802/ILS(port 90W 300W)
- [Mpwn HacTporike koOMMyTaTOpa WUHMOPMaLUIO O MakCMMarbHOW MOLLHOCTMU
ucnonbdyemoro bll cnegyetr BHecTu B none Total Power pasgena
«Hactporika napameTtpoB PoOE» Web-uHTepcenca kommyTaTopa Ans
aBTOMaTUYeCcKOro pacyeTa TekyLuen Harpy3kun PoE. MNpoueaypa onucana B n.
11.21.1 HacTosilero PykoBoacTBa No akcnnyaTauum KoMmmyTtaTopa.
- [Ona obecnevyeHnss YHKUMOHMPOBAHUS BCTPOEHHOM PO303alUnThI
HeobOX0AMMO HadeXHo 3a3eMnnTb Kopnyc kommyTaTtopa (13) puc.3.
- MakcumansHaa mowHocTb POE Ha oauH nopt - 30 BT. lMepBbii nopT
MMeeT BO3MOXHOCTb nogasatb POE mowHocTeio Ao 90 BT metogom A n B.
- B cnyyae obHapyxeHUs HeMcnpaBHOCTEW He pa3bupariTe yCTPONCTBO
N HE PEMOHTUPYNTE €ro CaMOCTOSATENbHO.
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5.4 NMopgkno4YyeHne CUCTEMbI ONoOBeLUeHUs

KommyTatopbl SW-80402/ILS(port 90W 180W) n SW-80802/ILS(port
90W 300W) wumeloT penenHblin Bbixod Tuna cyxom koHTakt (NO) ans
BKMIOYEHNS CUCTEMbI TPEBOXHOIO  OMoBelleHus. PenerHbin  BbIXOA
noagepXuBaeT YnpasneHWe WCMNONHUTENbHLIMU YCTPOWCTBaMKU (CUpeHa,
cBeToguoaHoe Tabno u T.4.) MOLWIHOCTbO He Gonee 24 BT. HanpsbkeHue
WUCTOYHMKA MUTaHWS, MOAKMIOYEHHOTO K penevHoOMY BbIXOA4Y, He [OIDKHO
npesbiwate 24 B nNocTOosiHHOro Toka. TOK, MpOXogswun yepes pene, He

pormkeH npesbiwatb 1 A (Puc.9).

g Z|

b z

5 T [lononHUTENbHBbINA e~

5 = MCTOMHMK CUCTEMA

g H nuTaHus OMOBELEHUA

Purc.9 Cxema nogkntoueHnst cucTeMbl OMNOBELLEHNS K KOMMYTaTopam
SW-80402/ILS(port 90W 180W) n SW-80802/ILS(port 90W 300W)

6. lMNMpoBepka paboTOCNOCOOHOCTU CUCTEMDI

Mocne noakntoveHwns kabenew K pasbéMam W nogayv MNUTaHusa Ha
kommyTtatop SW-80402/ILS(port 90W 180W) (SW-80802/ILS(port 90W
300W)) MoxHO ybeamTbes B ero pabotocnocobHOCTU.

Mopknounte kommyTatop Mexay nasyms MK ¢ u3BecTHbiMn IP-
agpecamu, pacnonaralowmMmmnca B ogHoW noaceTw, Hanpumep, 192.168.0.2 u
192.168.0.3.
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Ha nepsom komnbtoTepe (192.168.0.2) 3anycTute KOMaHAHYK CTPOKY
(BbINOMHWTE KOMaHZy cmd) 1 B NOSIBUBLLEMCS OKHE BBEAUTE KOMaHAy:
ping 192.168.0.3
Ecnu Bce nogkntoyeHo NpaBuIbHO, Ha 3KpaHe MOHMTOPa 0TOBpa3nTCst OTBET OT
BToporo komnbtoTepa (Puc.10). 3710 cBMaeTenscTByeT 00 MCNpaBHOCTU
KOMMyTaTopa.

WINNT\System32',command.com

:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

3
g i bytes=32 time<iBms T
Reply from 192.168.1.1: by tine<1@ns

Ping statistics for 192.168.1.
4, Re

Packets:
Approxinate \uund trip tlme“ in mil
Mininum = @ns, Maximum = @ns, Average =

Puc.10 [aHHble, oToOpaxatoLmecs Ha akpaHe MOHUTOpa, nocre
ncnonb3oBaHna KoMaHapl Ping.

Ecnu oteBeT ping He nonydveH («Bpemsa 3anpoca wuctekno»), TO
cnegyeT NpoOBEpPUTb COeAMHUTENBHLIN kKabenb n IP-agpeca KOMNbIOTEPOB.
Ecnu He Bce nakeTbl ObINW NPUHSATLI, 3TO MOXET CBMAETENbCTBOBATL!
- 0 HM3KOM KayecTBe Kabens;
- 0 HeucnpaBHOCTM KOMMYyTaTopa;
- 0 Momexax B fIMHUN.

MpumeyaHue:

MpyYrHBI NOTEPU B ONTUYECKON NIMHUM MOTYT ObITb Bbl3BaHbI:
HeuncnpasHoOCTLIO SFP-Moaynen

nsrnbamu kabens

BonbLINM KONMYECTBOM Y3M0B CBapku

HEencnpaBHOCTLIO UMW HEOAHOPOAHOCTLIO OMTOBOMOKHA.
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7. MoproToBKa nepepn ynpaBrieHMEM KOMMYTaToOpoOM Yepes3
WEB-uHTepdenc**

Web-nHTepdenc nossonsiet

rmoko HacTpamBatb W OTCIEXNBaATb

COCTOsIHME KOMMYyTaTopa, ucronb3ysi 6paysep (Google Chrome, Opera, IE 1 10)
13 nobo TOUKN B CETU.
Mpexge, Yem npuUCTyMUTb K HacTpomke koMmmyTatopa udepe3 Web-
uHTepdeic, Heobxoanmo ybeautbest, uto Baw MK 1 kommyTaTtop HaxoaaTcs B
ogHon ceTn. YToBbl nmpaBunbHO ckoHdurypuposath Bawwl [1K wmcnonb3ynte
CrneayoLLy0 NOLIAroByt UHCTPYKLLMIO:
Y6eautech, 4To ceTeBas kapTta B Bawem [1K yctaHoBneHa, paboTtaeT u
nogaepxveaet TCP/IP npoTtokorn.

1.

Mogkntounte mexay cobor kommytatop M Baw [1K, ncnonb3ys naty-

kopa RJ-45

Mo ymonuanuio IP-agpec kommyTaTtopa: 192.168.0.1. KommytaTtop u
Baw [MK pgorkHbl HaxoauTbCca B ogHoln nogcetun. Namenute IP agpec
Bawero K Ha 192.168.0.X, rae X-uucrno ot 2 go 254. MNoxanyincTa,
ybeoutecb, uto IP-agpec, koTopbii Bbl HasHavaeTe Bawewmy [K, He
cosnagan c IP-agpecom KommyTtaTopa.

s Ethernet Properties
Netwodong | Shasing

Connect using.

& Qualcomm Atheros ARE171/8175 PCHE Gi

‘This connection uses the folowing items.

¥ JBGoS Packet Scheduer

4- Microsch Network Adapter Mutiplexor P
4 Microsoh LLOF Protocol Diver

4 Link-Layer Topology Discovery Magpe |
4. Link-Layer Topology Discovery Respond
- ntemet Protocol Version 6 (TCP/IPYE)
4 intemet Protocol Version 4 (TCP/PYE)

AR R

Install

Description

Transmission Cantrol Protacol/irtemet Protocol
wide area network protocol that provides comm)
across diverse rlerconnected networks.

oK

General
ou cn get P settings assgned automacally if your network supports

this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP setings.

Obtan an IP address automatically
® Use the following IP address:
1P address: 192.168.2 .33
Subnet mask: 255 .255 . 255 . O

Defautt gateway:

@) Use the folowing DNS server addresses:
Preferred DNS server:

Alternate DNS server:

] Validate settngs upon exit Advanced...

Banyctute Web-6paysep (IE, Firefox, Chrome) Ha Bawem MK

BeeguTe B agpecHyto cTpoky 192.168.0.1 (IP-agpec kommyTaTopa) u

HaxxmuTe Enter Ha knasuartype.

t: Opera I 222 Speed Dial -

c

M 18216821
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6. T[losBuTca chopma ayTeHTUpmKkauun. Mo ymonyaHuio
JlormH: admin. Maponk: admin

Please sign in
You need to sign in with "192,168.2,1:80"

Site message: Pob

Usernarne: admin

Password: -

B panbHenwem napofib M JIOTMH MOXHO MOMeHATb 4Yepe3 WEB
WHTEpdEeNnC KoMMyTaTopa.

8.MoproToBKa nepen ynpaBneHMeM KOMMYTaTOpPOM 4yepe3
nopt CONSOLE

YnpaeneHne kommytatopom 4epe3d COM-nopt (RS-232) moxer
notpeboBaTbCs, ecnv Mo Kakum-nnmbo npuumHam ynpasrneHue yepe3 WEB-
He[oCTYMHO.

Ckavyante un ycrtaHosute Ha [1K, ¢ kotoporo 6ygeT npoBoauTbLCA
KOH(UrypvpoBaHue KommyTaTtopa nporpammy-amynsatop HyperTerminal wnu
PUTTY. Tlocne ycrtaHoBkM Heobxogumoro MO wucnonb3ynTe criegytoLLyro
NOLIAroBYH0 MHCTPYKLMIO:

1. CoepauHute nopt Console kommyTtaTtopa ¢ COM-NopToM KOMMbOTEPa C
nMoMoLLbHO kabens.
Banyctute HyperTerminal Ha K.

3. 3apante nmsa Ans HOBOrO KOHCOSBHOIrO MOAKITHOYEHUS.

% New Connection

Enter a name and choose an icon for the connection:
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4. Bblbepyute COM-NOPT, K KOTOPOMY MOAKIIOHYEH KOMMYTATOP.

x
&

Enter details for the phane number that you wart to dial

Courtry/rsgion: | United States (1) =

Aeacods:  [123

Phone number
Connect using: |[EEILE] -

Coes

5. Hactponte COM-nopT criegytoLmum obpasom:

- CkopocTb nepegayn aaHHbix (Baud Rate) — 115200;
- Butbl gaHHbIX (Data bits) — 8;

- YeTHocTb (Parity) — HeT;

- Cton 6uTtsl (Stop bits) — 1;

- Ynpaenenue notokom (flow control) — HeT.

Port Settings |

B per second
Databits: [3 ~
Paity: [Nore =
sopbits [T <]
Fowcertrot [Nene <]

Restors Defauts

Cancel fonly
6. Cwucrema npegnoxut Bontu Bam B uHTepdeiic CLI (ynpaBnexue
Yyepes KOMaHOHYo CTPOKY). Mo ymMon4yaHuio nms

none3oBartens/naponb — admin/admin.

D@ a3 0n &

Username: admin

Password:

Login in progress. .. )

Helcome to Vitesse Command Line Interface (v1.0).
Type 'help’ or '7' fo get heln.

>

[Connected 000012 futa detect 115200 2-N-1
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9. MoaroToBKa nepepn ynpaBrieHMEM KOMMYTaToOpoOM Yepe3
Telnet/SSH

Mpotokonbl Telnet wn SSH npepocTaBnsAlT  MNOMb30BATENO
TEKCTOBbIA MHTepdenc KOMaHAHOW CTPOKU ANA yrnpaBneHNss KOMMYyTaToOpOM
(CLI). Ho Tonmbko SSH obecneunmBaeT cosgaHme Ge3onacHoro kaHamna c
NOMHbIM WNGPOBaAHNEM NepefaBaemMblX AaHHbIX. YTOObI Nony4nTe AOCTYN K
CLI kommyTtatopa uyepe3 Telnet/SSH, Baw MK u kommyTaTop AOMKHbI
HaxoauTbcsa B ogHom ceTu. MNMoapobHee, Kak 3TO caenaTtb paccmaTpuBanoch
B pasgene WHCTpykuumn «llogrotoBka nepen ynpaBneHMEM KOMMYTaTOPOM
yepe3 WEB-uHTepdency.

Telnet nHTepdenc BcTpoeH B KomaHaHyo cTpoky CMD cemencrtea
onepaumoHHbIX cucteM Microsoft Windows. SSH uHTepdenc poctyneH
TONbKO C MOMOLBIO Mporpammbl  amynaTopa SSH TepmuHana. Hwuxke
nokasaHo, kak nony4mtb goctyn K CLI kommyTtatopa 4Yepe3 SSH ¢ nomoLLbio
nporpammbl PUTTY.

1. 3amgute B MeHio PuUuTTY Configuration. Beegute I[P apgpec
kommyTatopa B none Mma xocra (Host Name) (unm IP agpec). Mo
ymon4anuio IP agpec kommyTtaTtopa 192.168.0.1

2. Bbibepute Tvn nogkntoveHus (Connection type) — SSH.

Basic options for your PuTTY session
: " Specify the destination you want to connect to
[ Temninal

- Keyboard 1
- Bal 192.168.2.1

Featurss Connection type: B
=+ Window (JRaw (0 Telnet () Rlogin
i i Appearance

- Behaviour
- Translation Saved Sessions

Load, save or delete a stored session

Selection

i i Colours Default Settings
- Connection

Close window on exit: -
() Aways () Never (@ Only on clean exit

Cpen
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3. Ecnu Bbl nogknoyaeTecb K KOMMyTaTopy yepe3 SSH Bnepsble, Bbl
yBuaute okHo PuTTY Security Alert. Haxmute Yes (da) ans
NPOAOIMKEHNS.

PuTTY Security Alert “

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsal key fingerprint is:

ssh-rsa 1040 dd:15:6b:be:26:1d:b0:0c:ef:af: 59:f2:83:eT:aT:47
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

4. PUTTY obecneunT Bam AOCTYMN K YNpaBieHN0 KOMMYTaTopoM nocne
Toro kak Telnet/SSH nogkntoyeHne OypeT ycraHoBrneHo. [o
YMO4aHu1Io nms nosnb3oBatens/naponbs: admin/admin.

192.168.2.1 - PUTTY = =
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10. YnpaBneHue yepe3 WEB-uHTepcenc, oCHOBHbIe
3neMeHTbl

10.1 CTpyKTypa AepeBa HaBMrauum no rpymnnam

MeHto web-nHTepdenc coctomT us 19 pasaenos:

‘N Managed Switch
'f:.I Industrial Switch Monitoring
'{:I System Configuration
‘D Port Configuration
(] MAC Binding

(] MAC Filter

‘f:.l VLAN Configuration
'Cl SNMP Configuration
'1:] ACL Configuration
'L:I QOS Configuration
'{:I IP Basic Configuration
*D AAA Configuration
E*'JD MSTP Configuration
'C_l IGMP SNOOPING Configuration
'Cl GMRP Configuration
'C] EAPS Configuration
'l:] RMON Configuration
'C:l Cluster Management
'C] ERPS Configuration
‘D Log Management
(] PoE Power Control



10.2 OnucaHue kHonok WEB uHTepdeiica

BOoNbLWMHCTBO KHOMOK ANS U3MEHEHWNs1 HACTPOeK KoMMyTaTopa 4epes
WEB-nHTepdeic yalle BCero BbIMOMHAKT OAHY M Ty Xe ponb. B tabnuue
npuBeaeHbl OnNUcaHnsa OYHKLNA, KOTOPbIE KHOMKW BbIMOMHSAOT.

KHonka HasHa4yeHune

OOHOoBNSAET 3Ha4YeHMe BCexX TEKCTOBbIX

Refresh (O6HOBUTL .
( ) nonew 1 napamMeTpoB Ha CTpaHuLe.

Yucnosoe 3HayeHne Gyaet obGHOBNEHO B
namsiTu. BeeneHHble 3HaYeHus
napameTpa BCTynalT B CUIY TOMbKO
nocne Haxatua 9Ton KHonku. Ecnn
JaHHble BBE/EHbI He KOPPEKTHO,
nosiBUTCS coobLieHne ob onodke.

Apply (MpuHaTe/noaTBEPaUTD)

Delete (Yganutb) YaansieT Tekyllee 3Ha4YeHne
OTkpbiBaeT CTpaHuLy CnpaBkMu.
Help (Momowb/cnpaska) OTpenbHas CcTpaHuMua CchpaBku  Ans

KaXgoro 3anpoca.

10.3 CooOLieHns o6 owmnbkKe

Mpn BO3HMKHOBEHMM oOwWwMOKM npu obpaboTke 3anpoca oOT
nonb3oBaTens K KOMMYyTaTopy (BBeAEHbl HE KOPPEKTHblE 3HayeHwus)

NoOSIBMISIETCSA OKHO C ONUCaHUEM OLLUNOKMN.
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10.4 NMonsa ana BBoaa uHdopmMmaumm unm 3Ha4yeHun

HekoTopble cTpaHuubl WEB-uHTepdgenca kommyTaTopa cogepxar
nons Ana BeoAda TOW WUNWU MHOW MHOPMauUUn uUnm 3HadeHuin. C nomoLbio
3TUX MOMEN MOXHO MOMNyYUTb AOCTYM K pas3nuyHbiM CTpokam B Tabnuue
(puc.).

Ecnn noHapobutcs nobaButb HOBYHO CTPOKY Heobxoaumo BbibpaTb
u3 Bbinagatowero cnmcka NEW (HoBas) u HaxaTb Ans noaTrBepXaeHus
kHOMKy Apply (MpuHATB).

Ecnu HyXHO M3MEHUTb yXe CyLLeCTBYIOLLYH CTPOKy, Heobxoammo
BbiOpaTb M3 BbiMagatoLIero Ccrnvcka COOTBETCTBYIOLLMIN HOMEP CTPOKW,
BBECTM HYXHble 3HAYEHWA U HaxaTb ONs MOATBepXAeHus KHonky Apply
(MpuHATB).

Ons ypaneHus cTpoku u3 Tabnuubl, BbibepuTe M3 BbiNnagatoLLero
CMUCKa HY>KHbIA HOMEpP CTPOKM 1 HaxXmuTe KHomky Delete (yganuth).

ZoA.
aoan o} ki
oooa oo M3 enine
1.3 8 7 s 10 @ link down

~

- Switch

#{_] System Configuration

#(] Port Configuration Item [Community Name |flendlwme State

#{_) MAC Binding Now 7/ ” v

*(J MAC Filter 1 public Il ReadOnly active

#{_1 VLAN Configuration
= SNMP Configuration

B Community Name

E) TRAP Target
#{] ACL Configuration
#(] QOS Configuration
#{_1 IP Basic Configuration
#{_] AAA Configuration
#{_] MSTP Configuration
#{_] IGMP SNOOPING Confi
| ®#{ GMRP Configuration
#{_1 EAPS Configuration
#(] RMON Configuration
#{_] Cluster Management Vv

Refresh Apply Delete Help

[ >

10.5 NMonsa co 3Ha4YeHUsAMM TeKyLlero cratyca

HekoTopble cTpaHuubl (unu nons Ha cTpaHuuax) WEB-uHTepdenca
npegHasHadeHbl TONbKO ANs 0TobpaxkeHnst AaHHbIX O paboTe KOMMyTaTopa.
OTobpaxaemble 3HAYEHWST Ha ATUX CTPaHWUAx npegHasHayeHbl TOMbKO Ans
YTEHUS M He MOryT OblTb M3MeHeHbl (Hanpumep Mons KOMOoHKM State Ha

pUCYHKe Huxe).
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2 4 & 8
oo Qa linkup
oooo oo o
1.3 5 17 s 10 0 link down

-

i Switch SNMP Community Configuration

#{] System Configuration —

#( Port Configuration Ttem [Community Name |[ReadWrite 7 state

(1 MAC Binding = ] - {

#(] MAC Filter 1 public I ReadOnly \active /

# {1 VLAN Configurati

5 ikl Refresh Apply Delete Help N

=3 SNMP Configuration

B Community Name

E) TRAP Target
#{_] ACL Configuration
#(] QOS Configuration
# (1 IP Basic Configuration
#{_] AAA Configuration
#{_] MSTP Configuration
#(1 IGMP SNOOPING Confi
#{_] GMRP Configuration
#{_) EAPS Configuration
#_1 RMON Configuration
#{] Cluster Management v

¢ >

11. OnucaHue paspgenoB MeHo WEB-uHTepdenca
KOMMYyTaTopa
11.1 NnaBHasa ctpaHuua WEB uHTepdenca

Mocne Toro, kak 6blnn BBeAEHbI KOPPEKTHbIE AaHHbIE Ans Bxoda (no
YMOIn4aHmio msi nonb3oBaTens: admin, naponk: admin),

Authentication Required @
0 http://192.168.0.1 is requesting your username and password. The site says:
4 “Networks”

User Name: m

Password: eeese

| ok || cancel |

KoMmyTaTop oTobpasunT rnasHyto ctpaHuuy WEB-nHTepdeica ynpasneHus
KOMMyTaTopom (puc.):
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cable transmission

[SystemSartTime  [0-Days O-Hours 2-Minutes 53-Seconds
T —

_Is'“‘h

[Refresn] [Apply | [“Fieip ]

11.2 MoHuTopuHr aatumkoB (Industrial Switch Monitoring)

Industrial Switch Monitoring Platform

Oetnt Oget2
Oe1d Dgetid
O get/s Clgets
Clget7 Dgetrs
O getre Dgetro
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Ha paHHon ctpaHuue WEB wuHTepdenca kommytaTtopa HaxoasTcs
OaHHble C AaTYMKOB TeMNepaTypbl, BNAXXHOCTU U T4.

Kpome Toro, 3gecb Takke npedcTaBrieHa BO3MOXHOCTb HAaCTPOWKU
CLieHap1eB pearnpoBaHuns MOPTOB KOMMYTaTopa Ha pasfnyHble COObITUS.

- Ring Control — npu aktMBaumm (on) No3BoNsAeT oTcnexusaTb 0ObHapyxeHne
KOMnbLIEBOW TOMNOSOrMU B CETWU.

- System Temperature — none oTobGpaxkaeT Tekyllyl TemrnepaTypy Ha
LEeHTpallbHOM 4mnne KoMMmyTaTtopa.

- System Temperature Upper — 3HayeHue TemnepaTtypbl U3 Ananas3oHa Ha
LEeHTpanbHOM 4une KoMmyTaTopa, Mpy MPEeBbLILWEHUN KOTOPOro nogaetcs
curHan (ecnu HactpoeH) Ha Bbixog ALARM kommyTtaTopa.

- System Temperature Lower — oTpyuarternbHoe 3HayeHne TemnepaTypbl 13
AmManasoHa Ha LIEeHTpanbHOM Yune KoMMyTaTtopa, Npu NMOHMKEHUM KOTOPOro
nogaeTcs curHan (ecnv HacTpoeH) Ha Bbixog ALARM kommyTaTopa.

- Ambient Temperature — none oTobpaxaeT Tekyllylo TemnepaTypy Ha
BHELLUHEM MOAKMH4YaeMoM K KOMMYTaTopy AaTyuKe.

- Ambient Temperature Upper — 3Ha4yeHne TemnepaTtypbl U3 AnanasoHa Ha
BHEWHeM noAgkni4yaemMoM K KOMMYTaAToOpy AaTtyuke, npu npeBblilUeHnn
KoToporo nogaetca curHan (ecnu HacTtpoeH) Ha Bbixoq ALARM
KOMMmyTaTopa.

- Ambient Temperature Lower — oTpuuaTtensHoe 3HayeHue TemnepaTtypbl U3
OnanasoHa Ha BHELWHEM MNOAKMNIYaeMOM K KOMMYTatopy pAaTuyvke, npu
MOHWKEHWUN KOTOPOro nogaeTcs curHan (ecnv HacTpoeH) Ha Bbixod ALARM
KoMmyTaTopa.

- Ambient Humidity — none otobpaxaeT TeKyLlyl BRaXHOCTb Ha BHELLUHEM
NoaKMoYaeMoM K KOMMYTaTopy AaTumKe.

- Ambient Humidity Upper — 3HayeHve BRaXHOCTW M3 JduanasoHa Ha
BHELIHEM MOAK/MIOYAEMOM K KOMMYTATOpy fAaTyuKke, MNpu MpEeBbILLEHUN
KOTOporo nogaetcsa curHan (ecnn HacTpoeH) Ha Bbixog ALARM
KOMMYyTaTopa.

- System Power Upper — 3HayeHue MowHoCTM POE u3 guanasoHa, npu
NpeBbILLEHMN KOTOPOro noJaeTcsa curHan (ecnu HacTpoeH) Ha BbIXoA
ALARM kommyTatopa.
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- Power Type — none otoGpaxaeT TUN NUTaHus.

- Power In (Master V1, Slave V2) — none otoGpaxaeT NOOKIOYEHHbIE K
KommyTaTopy 61oku nutaHms. OcHoBHOM — V1 1 pe3epBHbIN — V2.

- System Current (A) — none otobpaxaeT Tok B AMnepax, notpednsaembii
KOMMYTaTOPOM.

- Master V1 Voltages (V) — none otobpaxaeT 3HaA4YeHME HanpshkeHus1 B
BonbTax Ha ocHOBHOM 6r10Ke nNuUTaHMs.

- Slave V2 Voltages (V) — none otobpaxaeT 3HauYeHWE HamnpsikeHus B
BonbTax Ha pe3epBHOM Ol0Ke NUTaHKSI.

- System Power (W) — none oTobpaxaeT TeKkyllyld MoTpebnsaemyto
KOMMYTaToOpOM MOLLHOCTL B BaTTax.

- System 3.3V — none otobpaxaeT 3Ha4YeHne cucteMHoro Hanpsbkenus 3.3V
Ha nnaTte KoMmmyTartopa.

- System 1.5V — none otobpaxaeT 3HayeHne CMCTEMHOro Hanpshkerus 1.5V
Ha nnaTte KoMmMmyTaTopa.

- System 1.2V — none otobpaxaeT 3Ha4yeHne CMCTEMHOro Hanpshkerus 1.2V
Ha nnaTe KoMmyTaTopa.

Pasgen Alarm Input Configuration nossonser HacTpaMBaTb
clueHapuii paboTbl MOPTOB KOMMyTaTopa Mpy MOMyYEeHUN cuUrHamna TpeBoru
Ha Bxoge Alarm.

Alarm detection method — BbIGop nopora cpabaTbiBaHUS
- OFF - Bxoa Alarm oTknto4eH
- Low level alarm — cpabaTbiBaHMe NPy HU3KOM YPOBHE HamnpsbKeHUst Ha
Bxoge Alarm (low level < 5V)
- High level alarm - cpabaTbiBaHWe Npy BbICOKOM YPOBHE HaMpsiXeHus Ha
Bxoge Alarm (57V >high level >5V)

Alarm Input Configuration Upload Fault Message

Alarm Detection Method Close Port Reboot Port
gel/1 Ll gel2
¥ gelil gelr2 gel/3 L gel/d
gel/3 "/ gel/d Alarm getl/5 [ gel/6
gel/5 L gel/6 gel/7 | gel/8
Low Lavel gel/7 L gel/8 gel/™® L get/10
High Level get/11 1) ge1/12

Close v Alarm
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Close port / Reboot port — BbiGop cueHapus paboTbl MOPTOB Npu
Nnony4YeHnn curHana TpeBoru, BblOpaHHble MOPTbl MOTYT ObiTb OTKIHOYEHDI.
Mpu OTKNOYEHMM curHana TPeBOrM BblIOpaHHbIe MOpPThl MOryT ObiTb
aBTOMAaTUYECKM BKITHOYEHbI UMW Nepe3arpy)eHsbl.

Alarm Output Configuration - nosBonsieT 3akpbiBaTb AN
Tpadvmka/nepesarpyxaTtb 1 OTKMHOYaTb NOPTLI, NOAaBaTb CUrHan TpeBorn Ha
TPEBOXHbIV BbIXO4 KOMMyTaTopa B Criyyae npeBbilleHus Hanpsbkenun Brl,
TemnepaTypbl Ha OCHOBHOM 4uMe, Ha BHELUHEM AaTyuKe U T.4.

Alarm Output Configuration Upload Fault Message

Alarm Output Mode Port Failure Executive Action System Condition Failure Executive Action
@ get/1 ¥ gel/1P
ge1/2 L geli2P ¥ System Temperature
gel/3 L) ge13P ¥ Ambient Temperature
ge1/4 [ ge1/4P ¥/ Ambient Humidity
gel/5 L ge1/5P ¥ System Power Overload Slave V2 Voltages
gel/6 L gel/6P ge1/1 ge1/1P Failure ¥ Master V1 Voltages Alarm Input
gel/7 [ ge1/7P Alam ¥ Slave V2 Voltages Alarm
Alarm (Often Close) 9e1/8 L ge1/8P < System 3.3v
Alarm (Often Open) geti9 ¥ System 15v
Alarm Impulse ge1/10 ¥ System 1.2v
gel/n ¥ Alarm Input
gel/12

Close v

refresh Apply Restore Default

Alarm Output Mode — Pexum paboTtbl Bbixoga Alarm (BknoyeHve /
OTKIMYEHNe, Apyrme pexmmMbl paboTsl).
- Close - Bbixog Alarm oTKJto4eH
- Normally closed — npu cpabaTbiBaHUN «CYXOW KOHTAKT» 3aMblKaeTcsl
- Normally open — npu cpabaTbiBaHUN «CYXOW KOHTAKT» pa3MblkaeTcst
- Cycle alarm - npu cpabaTbiBaHMM «CYyXOW KOHTAKT» MEepuoanYecKu
3aMblKaeTcs

Port status monitoring — N03BONSET KOHTPONMPOBaTb COCTOSIHME NOPTOB (B
T.4. PoE) kommytatopa. [lMpu BO3HMKHOBEHMM cOoeB B paboTe nopToB
nofgaeTcs curHan TpPeBoru, NpyM HopmanuaaumMn paboTbl MOPTOB TPEBOXHLIN
curHan oTKIoYaeTcs.

System Condition Failure - nosBonsieT KOHTpPONMpoOBaTb TakMe OLINOKM
COCTOSIHMSI  CUCTEMbl  Kak Temnepatypa KOMMYyTaTopa, BHELUHAS

Temneparypa 1 BraXHOCTb, MapaMeTpbl MUTaHUS.

Ong Toro 4to6bl OGHOBUTL 3HAYEHUS TEKYLUMX NapamMeTpoB B UCMOMb3ynTe
kHonky Refresh. [ina noaTBepXaeHnsa npovmx HacTpoek — kHomky Apply. Ans
BO3BpaTa BCEX HAaCTPOEK Ha 3TOW CTpaHuue K MCXOOHbIM — KHOMKY Restore
Default.

B MpunoxeHuu A (cTp.95) NnpuBeaeH npumMep ncnonb3oBaHus Bxoga Alarm
Input kOMMyTaTOpPOB Cepum ILS C BHELLIHUM OATYUMKOM BCKPbITUS.

31



l‘(l

11.3 KoHdurypaumsa cuctemsbl (System Configuration)

11.3.1 Basic Information (O6wasa nHdopmaums)

- Switch

2 € 8
aaan @ finkvp
@ disable
[ s I = I & R o[ofolc] =
13 5 7 s 10 0O link down
~
=I“y System Configuration
B Basic Information System Description Switch 339
B Sserial Information System Object ID 1.36.1.4.1.36293.1000
) User Management System Version Switch 3.3.9
B Safe Management Num Network Interfaces 27
) SNTP Configuration System start time 0-Days 0-Hours 3-Minutes 39-Seconds
= System Name 5
B Current Configuration
B Configuration File
le Upload ystem Location
8 File Upl B

B system Reset

#{1 Pont Configuration
() MAC Binding

() MAC Filter

+ (] VLAN Configuration

#(J SNMP Configuration

#{_) ACL Configuration

#{_] QOS Configuration

%] IP Basic Configuration v/

System Contact

Refreshl | Apply Help

(Y

>

- System Description (OnucaHne cuctembl) cogepxuTt obwyto
MHpopMaLMIO O CUCTEME;

- System Object ID (MgeHTudukaTop cuctembl) oTobpaxaeT ceTeBou
noeHTNnmKaTop CUCTEMBI;

- System Version (Bepcusi npolimBku) oToOpaxkaeT TeKyLLyl BepCUto
YCTAHOBMEHHON Ha KOMMYTaTOp MPOLUUBKY;

- Num network interfaces (KonuyectBO nopToB B KOMMYyTaTope)
oTobpaxkaeT KONMYECTBO BCEX MOPTOB A1 COEANHEHNS C CETbIO;

- System start time (Bpemsa 3anycka cucTeMbl) OTOOpaxaeT CKOMbKO
BPEMEHW NPOLLSIO C MOMEHTA BKIHOYEHMS;

- System name (Mmsi kommyTaTtopa) oTobpaxaeT MM KOMMyTaTopa.
Monb3oBaTenb MOXET NepeuMmeHoBaTb KOMMYTaTOP;

- System location (MectononoxeHune koMmyTaTopa) oTobpaxaeT
dmanyeckoe MECTOMNONOXeHNe KoMMmyTaTopa. 3apaeTcs
nonb3oBaTenem;

- System Contact (KoHTakTHble AaHHble) oToGpaxkaeT UM Bnagenbua u
€ro KOHTaKTHble JaHHble. 3aaaeTcs nonb3oBaTenem.
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11.3.2 Serial Information (MHcdopmauma 06 nHtepcence ynpaBneHus

KOMMYTaToOpoOM)

i

- Switch
=<3 System Configuration
8 Basic Information
B Serial Information
8 User Management
[®) safe Management
&) SNTP Configuration
B Current Configuration
[B) Configuration File
B File Upload
[B) System Reset
#_1 Port Configuration
#{_] MAC Binding
#{_] MAC Filter
%] VLAN Configuration
#_1 SNMP Configuration
#(] ACL Configuration
#_1 QOS Configuration
%] IP Basic Configuration v

DY AAA AanBcontinn

>

[Baud Rate

9600

Character Size

8

Parity Code

None

Stop Bits

11

|Flow Control

[None

Refresh Help

[aHHaa cTpaHvua WEB-nHTepdenca oTobpaxaeT napameTpbl

ynpaBreHns KOMMyTaTopoM yepes untepdenc RS232/485, ncnonb3ysa nopt

CONSOLE. pu

ynpasneHuu

KOMMYTaTopOM

HyperTerminal

Y6e,EI,VITer, 4yTo HaCTpOVIKM COOTBETCTBYIOT NpuUBEeAEHHbIM Ha aTomn CTpaHuue

3Ha4YeHNAM.

- Baud rate (ckopocTb nepefaun AaHHbIX)

- Character Size (pasmep cMMBONOB)

- Parity code (6ut 4yeTHOCTH)

- Stop bits (cTonoBble 6UTHI)

- Flow control (ynpaBneHne noTokom)
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11.3.3 User Management (UHdopmaumsa o nonb3oBaTensx)

2 4 6 @
coan il
cooo oo N Cored
T3 s 7 s 0 @ link down
~
- Switch Multi-user Management Config ion
= System Configuration
5 Basic Information [ Htem |[User name [Old password [New password [Re-enter password [Privilege
B Serial Information l New v B

&) User Management C 1 2amn I 1D ][ Privilege
) Safe Management
B SNTP Configuration
8 Current Configuration
B Configuration File
5 File Upload
5 System Reset
#({] Port Configuration
#{_] MAC Binding
# (] MAC Filter
#{_] VLAN Configuration
#(_] SNMP Configuration
#{] ACL Configuration
#{ ] QOS Configuration
#(] IP Basic Configuration v

DYV AAA A ocBmiecntian

| < >

Refresh Apply Delete Help

Ha aTov cTpaHuue MOXHO W3MeHUTb/3adaTb HOBbI naponb (new
password) Ona Tekywero nonb3oBaTend, W3MEHUTb MNpaBa JocTyna K
ynpaBneHuto kommyTtaTopoM (privilege) n gp.

Maponu Hy>xHO BBOAWTL C y4eTom pernctpa. OHu MoryT cogepxaTtb 0
16 cumBornos. [Ana BBOAa napond HeobXoAMMO ABaAbl BBECTU HOBbIV

naponb B none New Password n B Re-enter Password. [nsa Toro, 4to0bl

N3MEHEHUs1 BCTYNUNN B cuny, Heobxoanmo HaxaTb kHonky Apply (MpuHaTb).
Mocne aToro nonb3oBaTento NoTpedyeTcsa 3aHoBo BoviTM B WEB nHTepdeiic,
NCnonb3ys HOBbIN Naponeb.

C nomolblo HacTpoeKk Ha STOW CTpaHuue Mornb3oBaTernb MOXeT
3agaTb MHOrononb30BaTeNbCKUA PEXMUM YrpaBneHUs KoMmmyTaTopom (multi-
user).

Ons ynpaBneHus 4vepe3 Telnet 1 WEB gns nonb3oBatens OOImKeH

ObITb BbIGpaH MHOrONONb30BaTENBCKUA PEXUM.
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11.3.4 Safe Management (ynpaBneHue 6e30MacHOCTbIO)

2 . . ]
anoa = kup
(2] (s =] 86 66
1 ? s 7 s 10 O link down
~
- Switch
=‘J System Configuration
&) Basic Information (Acl Group Must Exist, and range in 1-99)
2 Serial Information Service Type Management State Acl Group
E) User Management v Enzble Vv 0
5 Safe Management hitp Enable 0
&) SNTP Configuration snmp Enable 0
E) Current Configuration telnet Enable 0

B Configuration File

5 File Upload

) System Reset
#{_1 Port Configuration
#{_J MAC Binding
# () MAC Filter
#{_] VLAN Configuration
#{_] SNMP Configuration
#{1 ACL Configuration
#{_1 QOS Configuration
#( IP Basic Configuration v

WA R i ot

[ >

Refresh Apply Help

Ha paHHOM cTpaHuue HaxodsaTCsd HaCcTpoWKM, Mo3BonsoLme
agMUHUCTpaTopy rMBKO ynpaBnsaTb AOCTYMNOM K yNpaBreHnio KOMMYTaTOpPOM
(WEB, TELNET nnn SNMP) Ha ocHoBe ACL (nucT ynpaBneHus JocTynom)

EcTb  BO3MOXHOCTb  MOMHOCTBIO  OTKNIOYUTL  ynpasrieHue
KOMMYTaTopoM ANs KOHKpeTHoro metoaa ynpasneHus (WEB, TELNET unu
SNMP). Tllo ymonuyaHuio ynpaBfneHWe C MOMOLLbI0 Kaxaoro MeTtoda
paspelleHo n ACL omnbTpaumst He NpMMeHsieTCs.

AOMUHUCTpPaATOP  MOXET  YaCTUYHO  3anpeTuTb  yrnpasreHue
KOMMYTaTopoM C MOMOLLbI OAHOrO UMW HECKOMbKUX METOAOB, UCMOMb3Ys
ACL cunbtpauutio.

Mpn npumeHeHmn ACL dunbTpaunm gns  Kaxgoro metoda
yrnpaBneHus HeobxoAMMo ykasaTb 3TOT MeToq B CMMCKe service type, a
3atem Bblibpatb ACL ot 1 go 99. nasBHoe ycnoBue — BbibpaHHbI ACL
[OIDKEH ObITb CO3[aH 3apaHee.

O6patuTe BHMMaHue, ecrnv agMUHUCTPATOP 3aKPOET BO3MOXHOCTb
ynpaenaTe kommyTatopom no WEB, 3Ta cTpaHuua C HacTponkamu
nepectaHeT ObiTb [JOCTynHa. Torga MOXHO BOCMOMb30BaTbCA  OPYrUM
MeToZ0M ynpaBrieHud, Hanpumep vYepes Telnet unu SNMP.
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11.3.5 SNTP Configuration (CuHXpOHM3auuna BpeMeHu!)

it

i Switch

=3 System Configuration
£) Basic Information
2 Serial Information
B User Management
B Safe Management Server IP Address 3
B SNTP Configuration Time interval (second)
E) Current Configuration
2 Configuration File
5 File Upload
%) System Reset

#( Port Configuration et Dol Time

#(_] MAC Binding Refresh

%) MAC Filter

#{_] VLAN Configuration

#{_] SNMP Configuration

#{_1 ACL Configuration

#1 QOS Configuration

# () IP Basic Configuration v

B AAA AnBniian

>

Server IP Address 1
Server IP Address 2

Time Zone
Enable Status Dsable v
Last Update Time

Ha aton ctpaHuue WEB wuHTepdenca HaxogaTca HacTpomku Ans
CMHXPOHM3aUMM BpeMEeHW KoMMyTaTopa C OAHMM W3 CepBepoB C
ucnonb3oBaHmemM npotokona SNTP (MpoTOKON CUHXPOHM3ALMN BPEMEHW MO

KOMMbIOTEPHOW CETH).

- Server IP Address 1, Server IP Address 1, Server IP Address 1 — nonsa ansa
ykasaHua IP agpecoB cepBepoB, C koTOpbiMM OygeT npoBOAUTLCA
CUHXPOHU3aLUUS.

- Time Interval — uHTepBan CUMHXpPOHM3aUUW B CeKyHAax (3HaveHue no
ymonyanuio 1800 cek).

- Time Zone — BbIGOp YacoBOro nosica.

Refresh — 06HOBUTbL 3Ha4YeHUSA A9 OOHOBNAEMbIX MONEN.
Apply — NpyHATE HACTPONKMW.

36




11.3.6 Jumbo Frame Configuration (Bbi6bop pasmepa Jumbo nakeToB)

248
coon ok tp
coono oo L3
13 5 7 10 0O link down
1 Managed Switch
=23 Incustrial Switch Monioring
1B industnal Swach Monttonng Semmbe Fiasa Byles |1522 (1522-16383)
=23 System Configuraton
£ Besic Informaton
B Seral Inrmaton Refiesh| | App Helo

B User Management

) Safe Management

B SNTP Configwation

B Jumbo Frame Configuration
B Save Currant Configuraton
rfiguration Filo

# ) Port Configuration

Ha paHHon ctpaHuue WEB wHTepdeinica Haxogutcs none pnns
yKkasaHusi pasmepa obpabaTbiBaeMbix nakeToB. [Mpu paboTe ¢ MynbTUKAcT
Tpacpmkom (Hanpumep, HDMI no Ethernet) pekomeHgyeTcs BbICTaBMATb
3HayeHne He meHee 10240 bawr.

- Jumbo Frame Bytes — none B KOTOpPOM 3ajaeTcd pasmep
obpabaTbiBaeMbix nakeToB. [JOCTynHblE 3Ha4YeHUs1 B guManasoHe oT 1522 no
16383 banTt. 3HadyeHue No ymonyaHuio — 1522.

Refresh — 0O6HOBUTbL 3Ha4YeHUS O OOHOBNAEMbIX MONEN.
Apply — NpUHATL HACTPONKMN.

11.3.7 Current Configuration File (MpocmoTp TekyLuen koHdurypaumm)

2 4 6 8
cooon it
[ ] B = I = B ofoiolo]
13 s 7 s 10 @ link down
la) ~
- Switch Current Configuration File
={3 System Configuration Save Help
8 Basic Information !
B Seisl kiormation username admin enc-password €€8 HE=H {LE/ S priviege
1
8 User Management vian database
B safe ! i
5 SNTP Configuration N
B c t Configuratios interface vian1
;‘ ik ip address 192.168.0.1124
B Configuration File ipv6 address fe80: 2a7-c1ff fed3:c501/64
8 File Upload !
interface ge1/1
B System Reset |
# () Port Configuration interface ge1/2
1
T “' mg E'rmg interface ge1/3
s} iter ]
(] VLAN Configuration interface ge1/4
1
#{J SNMP Configuration interface ge1/5
DV ARA Pacbaiomtinn ! v
L < > interface ge1/8
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Ha oaTton cTpaHuue oTobpaxaeTcsa Tekywas KOHurypaums
kommyTaTopa. KHomka Save (coxpaHuTb) MO3BOSUT COXPaHUTb TEKYLLYIO
KOHdUrypaumio KommytaTopa B NnaMsaTb KOMMYyTaTopa.

Mockonbky 3anucb charnna Tpebyet ypanenusi/3anucu Ha FLASH
namaTb KOMMYTaTopa, onepaums MOXeT 3aHATb HEKOTOPOE BPEMS.

11.3.8 Configuration file (CtapToBas KOHdUrypaums, coxpaHeHue
c¢harina c HacTpomkamm)

s

i Switch 1
=* 3 System Configuration (Delete the Configuration File or Download the Configuration File to your local computer)
&) Basic Information
B Senal Information
&) User Management
E) Safe Management
B) SNTP Configuration
E) Current Configuration
B Configuration File
B File Upload
£) System Reset
#_1 Port Configuration
1 MAC Binding
#_) MAC Filter
#{_] VLAN Configuration
] SNMP Cenfiguration
#_1 ACL Configuration
#_1 QOS Configuration
#_] IP Basic Configuration v

Download Delete Help

DR —
CrapToBas koHcurypauus npegcrasnset coboi dann, 3anMcaHHbIN
Bo FLASH namatu kommyTaTopa. Korga koMmmyTaTop 3anyckaeTcs U He
HaxoOMT 3anucaHHbli paHee dann koHdurypauunm Bo FLASH namatw,
YCTPOMCTBO Mcnonb3yeT dann ¢ HacTponkamun no ymonyaxuio (default).

KHonka Delete (yaanutb) no3BonsieT Bbi3BaTb UanoroBoe OKHO, rae
OygeT npeanoxeHo yganutb Tekywmi dann koHdurypauum mns FLASH
namatn. Ecnu Bbl nepegymanu 9TO AenaTtb, HaxmuTe kHonky Cancel
(oT™meHa).

KHonka Download (ckauuBaHue) ucnonb3yeTcs [AOMfs cKaumMBaHWs
KoHdurypaLmoHHoro canna Ha K u3 namatn kommytatopa. B ananorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTtemM nyTb K Katanory ¢ dannamm
KoHdurypaumu. Mo ymonuaHuio nms danna switch.cfg
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11.3.9 File upload (3arpy3ka channa c Hactponkamm)

2 4 6 8
cooa 2 s
[ 1= I o B = T ol o]} & kkdcan
1 3 5 7 s 10
~
3 Switch I
=" System Configuration (Upload the Configuration File or Firmware File from your local computer to the switch)
£) Basic Information
B Serial Information
B User Management
B Safe Management
£) SNTP Configuration
8 Current Configuration ST Upioad Felp
8 Configuration File
B File Upload
E) System Reset
#_J Port Configuration
#_] MAC Binding
#1_1 MAC Filter

#_1 VLAN Configuration

#{_] SNMP Configuration

#_] ACL Configuration

#(_) QOS Configuration

# ] IP Basic Configuration Vv

S AAR A s

>

Ha oaTon cTpaHuiue npeactaBnsgeTca [OOCTYn K 3arpyske paHee
Co3aHHbIX annos KOHUrypaumm B namsaTb KOMMyTaTopa.

Haxmute kHonky Path (nyTb), 4TOObl BbIOpPaTh HYXHBLIN ann c
koHGurypaumen Ha K. 3atem HaxmuTe kHonky Upload (3arpy3uts). ®ann
OOIMKeH umeThb paclumpenme: .cfg

Mpu Hanuumn obpasa gucka c npowwwmskon (Firmware), Bbl MoxeTe
3arpysuTb cooTBeTcTBylowmMn dann. Obpas [omKeH MMeTb paclumpeHuve
danna: .img

BHumaHue!

Bo Bpems 3arpyskm davina KoHdurypauuum B namMsTb KOMMYyTaTopa He
nepexoaute Ha apyrue ctpaHuubl WEB-nHTepdeiica, He nepesarpyxante u
He OTK/OYalTe KOMMYTATOp, MWHa4ye HacTponku OyayT 3anucaHbl C

owmbkamu, 4YTO MOXeET NoBreYyb 3a cobon cbon B paboTe koMMyTaTopa.
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11.3.10 System Reset (Mepe3arpy3ka koMMyTaTopa)

i

- Switch ' 2
=" System Configuration Reset Help
2) Basic Information
5) Serial Information
) User Management
&) safe Management
Z) SNTP Configuration
&) Current Configuration
8 Configuration File
8 File Upload
%) System Reset
#_] Port Configuration
#{_] MAC Binding
#{_) MAC Filter
#_1 VLAN Configuration
#{_] SNMP Configuration
4] ACL Configuration
#1_] QOS Configuration
# (] IP Basic Configuration v

MR AAR =R

[ >

Ha paHHon cTtpaHvue WEB wHTepdhenca npegoctaBnsieTcd
BO3MOXHOCTb Mnepes3arpy3vtb KoMMyTaTop. [Ans 3TOro HaXMuTe KHOIMKY
Reset (nepesarpyska). B nosiBuBLIEMCSA OnManoroBoM OKHE noaTBepauTe
cBoe pgencteue kHonkor OK mnmM oTMeHuTe ero ¢ nomolLbio kHomku Cancel
(oT™meHa).

11.4 Port configuration (KoHdurypupoBaHue nopToB)

11.4.1 Common Configuration (BbazoBasa KoHdUrypaLmsa nopToB)

Ha aton cTpaHuue npencraBneHa vHopmaums rno Kaxgomy nopty
kommMmyTaTtopa. [Nonb3oBaTenb MOXET MEHsITb CKOPOCTb Mepedayn AaHHbIX,
BKIIOYaTb MMM OTKNOYaTb TOT MMM MHOW MOPT, npocmaTpuBatb 6a3oByto
WHopmauuio.

Ona HacTpoWKyM KOHKpeTHOro nopta Heobxoaumo BbiOpaTb ero
HasBaHve 13 Bbinagatowero cnucka. Mo ymonyaHuio Bce NopTbl BKITHOYEHbI
(UP), 4TtobGbl BbIKNIOYMTE MNOPT Heobxogumo BbibpaTb nyHkT DOWN
(BbIKIIOYMTE). YTOOBLI M3MEHEHMS BCTYMWUMAM B CUMY, HaXMuUTe KHOMKy Apply
(npuHaTL). Takum xe o6pasom BblIOMpaeTcsa 3HayeHWs CKOPOCTU AN
BblIGpaHHOro nopra.

Ecnu gns kakoro-nn6o nopta Bbibpatk Full-10 (Ckopocme nepedayu
10 M6um/c, Oynnekc), TO NOPT NEPEKNIOYUTCH B PEXUM YyBenu4eHus
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[anbHOCTU nepedayun curHanos Ao 250M. Takke NopTbl MaTPULbl CNOCOGHLI
aBTOMATUYECKN MEepexoanTb B 3TOT PEXMM MpU MNOAKMIOYEHUN K FUHMK
aonvHon 100-250m, obmeH AaHHbIMM MogaepxmBaeTcs Torbko ¢ Uplink

noptamu.

Apply - NpUHATE BHECEHHbIE U3MEHEHUS.
Refresh - 06HOBUTbL 3Ha4YeHMs HACTPOEK NOPTOB.

Q linkup
@ disable
.l. as 0O  link down
- . ~
3 Switch Port Configuration/Show
{1 System C:
- Port C ion ,pon: v "Iﬁndex: o”Pon Type: Unknown"IlAC Address: oow.oooo.oono‘[oescripuon:|
B Common Configuratio
B Port Statistics [state: [ |[set Rate: [ [rutovegotiate V]
" B [
2 Port Ratelimit Port Name Admin State Oper State Bandwidth VLAN Mode Default VLAN
B Protected Port gel/ Up Down Unknown Access 1
2 Learn Limit geli2 Up Down Unknown Access 1
Port Trunking gel/3 Up Down Unknown Access 1
B Mirror gel/4 Up Down Unknown Access 1
) DDM Information gells Up Down Unknown Access 1
#(1 MAC Binding gell6 Up Up Full-1000 Mbps Access 1
%] MAC Filter gell7 Up Down Unknown Access 1
5] VLAN Confi gel/8 Up Down Unknown Access 1
£ SNMP C gel/9 Up Down Unknown Access 1
f(] ACL Ci gel/10 Up Down Unknown Access 1
51 QOS C get/11 Up Down Unknown Access 1
S b . gel/12 Up Down Unknown Access 1 )
< B ge1/13 Up Down Unknown Access 1
11.4.2 Port statistics (CtaTuctuka paboTbl NOPTOB)
= - A ~
3 Switch Port Statistics Information
8] System C
=43 Port C P[]
21 Common Configuratio
B Port Statistics Port Statistics Information
Flow Control Received Total Bytes Received Unicast Packets
/2 Broadcast Storm (ifinOctets) Num (ifinUcastPkts)
B) Port Ratelimit Received Non-Unicast Received Discard Packets 0
) Protected Port Packets Num (iflnNUcastPkts) Num (ifinDiscards)
rotecte
B Learn Limit ~Received Error Packets Num pacx‘?’"":g Unkonwn Brotcol 0
B Pont Trunking ifiEror) (GfinunknownProtos)
B Mirror Send Total Bytes Send Unicast Packets Num 0
[E) DDM Information (ifoutOctets) |(ifoutucastPkts)
# (] MAC Binding Send Non-Unicast Packets. Send Discard Packets Num 0
#C1 MAC Filt Num (ifOutNUcastPkts) ((ifOutDiscards)
ilter
(] VIANC Send Error Packets Num
#(] SNMP Configuration — —
g & Refresh| | Help v
< >
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Ha aton cTtpaHuue npegctaBnena nHgopmaumsa no pabore nopros.
[nsa BoiGopa KOHKPETHOro nopta BOCMOMNb3yNTECh BbiNagatoLwem mMmeHo Port

(nopT). B Tabnuue Hwxe oTobGpasnTcsa B AOCTyMNHasi MHopMauus:

- Received Total Bytes (konn4ecTBo NpUHATLIX 6anT);

- Received Non-Unicast Packets Num (KONMYECTBO MPUHATBLIX «HE
Unicast» nakeTtoB);

- Received Error Packets Num (KONM4YecTBO MPUHATLIX MNAKeTOB C
OLUMGKOW);

- Send Total Bytes (konnyecTBo oTnpaBneHHbIX 6anT);

- Send Non-Unicast Packets Num (KOmmM4ecTBO OTMpaBMEHHbIX «HE
Unicast» nakeToB);

- Send Error Packets Num (konu4ecTBO OTMpPaBMEHHbIX C OLIMOKON
nakeToB);

- Received Unicast Packets Num (konudecTtBO nonyyeHHbix Unicast
nakeToB);

- Received Discard Packets Num (konmM4ecTBO «APOMHYTbIX» NakeToB
npu nony4yeHun);

- Received Unknown Protocol Packets Num (konMyecTtBo MOMy4YeHHbIX
NakeToB C HEM3BECTHLIM MPOTOKOMNOM Nepeaayn);

- Send Unicast Packets Num (konmyecTBO oTnpaBneHHbix Unicast
nakeToB);

- Send Discard Packets Num (konnyecTtBo oTOpackiBaeMbIX MAKETOB MpU
oTnpaBke).
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11.4.3 Flow Control (ynpaBneHue noTOKOM Afif NOPTOB)

HaHHasa cTpaHuua nossonseT HacTpavmeaTtb dyHKkumtio Flow Control
(ynpaBneHue noToKkoM) Ans KOHKPETHOro nopTa.

Utobbl BKMOUMTE WM oTkmounte  Flow  Control  BeiGepute
KOHKPETHbIN MOPT U3 BbiNafatoLwero MeHto, a 3atem coctosHue ON (BKm) unu
OFF (BblIkn.)

[daHHaa HacTpovika MOXeT BbIMONHATLCA Ans OTnpaBkM W Ans
nony4YeHns nakeTos.

Bce nsmeHeHus noaresepxgatotcs kHonkon Apply (MpuHATS).

2 4 6 8
cooon @ nkup
cooo oo e
1.3 8 7 s 10 0 link down
A )
- Switch Flow Control
#{_] System Ci
=3 PortC [port: V]
B Common Configuratio
B Port Statistics [ Flowcontrot [ ore >
B Flow Control
) Broadcast Storm Refresh Apply Help
E Part Ratelimit Port Name Flow Control State
B Protected Port el r — O
B Learn Limit gei2 off
B Port Trunking 0ol off
B Miror gel/d Off
[® DDM Information 9ell5 of
# (1 MAC Binding gell6 Off
#(_) MAC Filter gel/7 Off
# {1 VLAN Configuration gel/8 Ooff
#() SNMP Configuration V' gells Off \g
< > ge1/10 off

11.4.4 Broadcast storm control (ynpaBneHue 3awmTon ot Broadcast
storm)

Ha paHHOM CTpaHuue HaxoOgAaTca HacTPOWKW, MNo3BonsoLine
BKMIOYUTb UMM BbIKIIOYMTL 3alUMTY OT BIMSHUA  LUMPOKOBeLLaTenbHbIX

(Multicast) naketoB 1 DLF nakeToB Ha nepeaaBaeMblii/nonyyaemblii Tpaduk.
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2 4 &
anaan : ek op
e2ge ue 2
~ ~
- Switch Broadcast Storm Contre
#( SystemC
=3 Port Configurati IPom V|
%) Common Configuratio
B Port Statistics [ Broadcast Suppression || |0ff v Broadcast Ratelimit 0 (1-1024000 kbps)
)
8 Flow Control | e — iV Multicast Ratelimit 0 (1-1024000 kbps)
%) Broadcast Storm
B Port Rateimit | DLF suppression 0ff v DLF Ratelimit 0 (1-1024000 kbps)
2] Protected Port Refresh Apply Help
B
S I Port Broadcast || Broadcast Ratelimit || Multicast || Multicast Ratelimit LF DLF Ratelimit
5 Port Trunking Name Suppression (kbps) Suppression (kbps) Suppression (kbps)
B Mirror [(getn Off 64 Off 64 Off 64
B DDM Information [[gelr2 Off 64 Off 64 off 64
#{_1 MAC Binding [ ge13 Off 64 Off 64 Off 64
#(J MAC Filter [[getia Off 64 Off 64 Off 64
%] VLANC [getis Off 64 Off 64 Off 64
| ©C) SNMP Conf v| [[gels off 64 Off 64 off 64
< > [gelr7 Off 64 Off 64 off 64 M

B Bbinagatowem cnucke PORT (nopT) BbIOEpUTE HYXHbBIA MOPT,
Bkrtoumte (ON) wunu BoikmounTe (OFF) 3awmTy AnNs KOHKpETHOro BuAaa
naketoB Broadcast, Multicast nnn DLF. Takke MOXHO 3agaTb CKOpPOCTb
(Kbut/c) ana KOHKpeTHOro Buaa nakeToB. 3HauveHusi ckopocTu DLF un
Multicast JoSkHbl ObITb OANHAKOBLIMU.

Refresh — 06HOBWTL 3HayYeHWs1 nonen.

Apply — noaTBepanTb U NPUHSATL BCE U3MEHEHNS.

11.4.5 Port rate limit (OrpaHM4YeHne NPONyCKHOM CNOCOBHOCTN Ha
nopTax)

Ha paHHOM cCTpaHuMue MOXHO T[MBKO oOrpaHMymMBaTb CKOPOCTb
npvema/nepegayn naketoB Ha BblbpaHHOM nopTe. [Ond atoro BbibepuTe
nopt B Bbinagatowem cnucke PORT, ykaxute 3HaveHue (Kbwut/c) gns
CKOpoCTK nepefauynm AdaHHbiX (Send Packets Rate Control) n gns ckopoctu
npvema paHHbiX (Receive Packets Rate Control). Ons nogrBepxaeHus
BbIOpaHHbIX HACTPoeKk HaxmuTe KHOnKy Apply (npuHsaTb). Ons OTMEHbI

OrpaHNYeHnst NPOMYCKHOW CMNOCOBHOCTM HaxmuTe kHonKy Cancel (oTmeHa).
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it

' Switch
#_) System C

=3 Port C

[ —

) Common Configuratio
Port Statistics
2 Flow Control
Broadcast Storm
5 Port Ratelimit
Protected Port
Learn Limit
Port Trunking
B Mirror
%) DDM Information
#{_] MAC Binding
%] MAC Filter
#{_] VLAN Configuration
#{] SNMP Configuration V'
< >

Send Packets Rate Control 0ff

Receive Packets Rate Control [0£7 Kbps (1-1024000)

Port Rate Limit

Cancel | (Cancel Send Packets Rate Control)
Cancel | (Cancel Receive Packets Rate Control)

| kbps (1-1024000)

Refresh| | Apply Help

Port Name

Control (kbps) Control (kbps)

11.4.6 Protected Port (3awuTta nopToB)

DD~
DD~
DD~
DD~
-8
=8

1L

' Switch
#(] System Configuration
=3 Port Configuration
Common Configuratio
B Port Statistics
Flow Control
Broadcast Storm
Port Ratelimit
Protected Port
Leamn Limit
Port Trunking
Mirror
DDM Information
#(_] MAC Binding
# () MAC Filter
#(_] VLAN Configuration
#(] SNMP Configuration
< >

Ha pgaHHOM cCTpaHuue MOXHO BblbpaTb MoOpT,

Protected Port

Port Name Is Protected Port

gel/1 No

gell2 No

ge1/3 No

gel/d No

gel/5 No

gel/6 No

gel/7 No

gel/8 No

gel1/9 No

gel/10 No

get/11 No

gel/12 No

gel/13 No

Jjopojojojoio|ojojo(ojoyopo

nat/14 Nn

KoTopbIn  BygeT

n3onmpoBaH OT AOpyrux. V|3OJ'IVIpOBaHHbIIZ nopT He MOXeT obMeHuMBaTbCS
OaHHbIMKM C OpPYrMMU M30JTMPOBAHHbIMU MOPTaMW. |/|3OJ'II/IpOBaHHbIl7| nopT

MOXeT

obmMeHuBaTbcA

OaHHbIMU

TOJNbKO C

HEen3onmMpoBaHHbIM

noptom/nopramu.
Protected Port — nsonuposatb nopt
Unprotected Port — cHATb n3onaumio nopta

Refresh — 0OHOBUTbL 3Ha4YeHUS A9 OOHOBMNAEMbIX Nonemn
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11.4.7 Learn Limit (OrpaHunyeHue makcumasnbHoro konmyecrtea MAC
Ansa paboTbl)

Ha paHHOM cTpaHuue npeacTaBneHa BO3MOXHOCTb YNpaBneHust
MakcumarnbHbIM konndectBom MAC agpecoB, C  KOTOpbiMM  crnocobeH
pabotatb nopT. Mo ymonyaHuio 310 3Ha4YeHue paBHo 8191. [1na nameHeHus
3TOro 3HayeHus Bblbepute NOPT B BbiNagatoem MeHo Port (nopT), a 3atem
B ctpoke MAC Address Num Able to Learn (makc. konudectBo MAC
agpecoB) ykaxute Tpebyemoe 3HadeHue. [ns NpUMEHeHUs HacTpoek
ucnonb3ynte kHorky Apply (npuHaTe), Ans oTmeHbl — Cancel Limit

(OTMEHUTb NUMKT).

AT
ooaoon = m
teee an 2 e
A ~
3 Switch P o
%1 System C
=3 Port C Port: v]
& Common Configuration
B Port Statistics MAC Address Num Able To Learn: 0 (0-8191)
; :;:di:::r;:m Refresh Apply Cancel Limit Help
B Port Ratelimit Port Name MAC Address Num Able To Learn
% Protected Port gel/l 8191
B Leam Limit gel2 8191
B Port Trunking gel3 8191
B Mirror gel/d 8191
%) DDM Information gell5 8191
#(_] MAC Binding i _gell | 8191
%] MAC Filter gelil 8191
# (] VLAN Configuration gel/’8 8191
%) SNMP Configuration ¥/ L gel/s 8191
[< > ge1/10 8191 v

11.4.8 Port Trunk Configuration (KoHdurypuposaHue trunk’oB)

Ha paHHoWn cTpaHuue npeactaBneHbl HACTPOWMKM AN KOHUrypaumm
trunk nopTos.

Bbl MoXeTe 00beauHATbL UX B rpynnbl (arperMpoBaHue), HasHavatb
ID gnsa nopta, MeHATb cnocob BeiGopa Trunk u T.4.
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KN e FRY
oo o 0 fnkup
cooa eee th gt
(B R s QO link down
o ~
4 Switch
+_1 System Configuration
=4 Port Configuraton [ Trunk Group ID Trunk Method || Able Config Port Momber Port

& Comman Configuratio
Port Stabstics

Flow Control
Broadcast Storm

Port Ratelimit
Protected Port

Leam Limit § (Uncreate gel/0 Create Trunk Gro

Port Trunking
Marror

DODM Information
#_1 MAC Binding gel
#_] MAC Filter gel 16 Delete tru
+_) VLAN Configuration x
#_) SNMP Configuration
< >

PEEDDE DD D E

Set Trunk Meth

YTtobbl co3gaTh trunk gns nopta WMAM M3MEHWUTb CYLLECTBYIOLLUNA
Heobxoammo BeiGpaTb ID oT 1 go 3. YTobbl co3aath trunk rpynny BbidepuTe
COOTBETCTBYIOLNA MAEHTUDUKATOP U HaxmuTe kHonky Trunk ID Settings
(HacTtporika ID pgna trunk). Ona HacTporkm MeToda TpaHKMHra MopToB
BblOepuTe 13 BbiNAgAOLEro CnmMcka HEeODXOOAUMBIA U HaXMUTE Ha KHOMKY
Polymerization Settings.

Ons yganeHus cywecTBytowen rpynnel trunk mcnonb3ynTte KHOMKY
Delete trunk group (ymanute trunk rpynny). B npouecce HacTpoyiku, no
KpanHen mepe oauH trunk gomkeH 6biTb ycTaHOBMEH, YTOOLI Polymerization
Settings BcTynunn B cuny. BbibpaHHble MeToabl co3gaHust Trunk’'oB
NPUMEHSIOTCA KO BCEM rpynnam.

KommyTaTop no3sonsieT ncnonb3oBaTtb TpU MeTofa co3gaHus trunk’os:
- MeToga, ocHoBaHHbI Ha ucxogHom MAC apgpece;

- MeTtoga, ocHoBaHHbI HA MAC agpece HasHadeHus;

- MeToa, ocHOBaHHbLIN Kak Ha mcxogHom MAC, Tak u Ha MAC agpece
Has3Ha4eHus.

KommyTatop nogaepxusaet Mmakcumym 3 rpynnbl trunk’oB. Trunk1 n
Trunk2 He moryT cosgaBatb trunk m3 rurabutHeix noptoB. Trunk3 moxet
06beaVHATL MakcumyM 2 rurabutHelix nopta. MeTog arpermpoBaHns obwmn
ans Bcex trunk’os.
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11.4.9 Port mirror configuration (3epkanupoBaHue NOPTOB)

2 )

el & e
(=] [ = B o[ olc[o]

1 7 s 10

4

(=]

(=]
3

N Switch Port Mirror Configuration
#{] System Configuration

B3 Port Configuration Mirror Port Able Config Mirrored Ports || Mirror Direction Mirror Config Info
& common Configuratio e/l

B Port Statistics
) Flow Control
) Broadcast Storm
] Port Ratelimit
) Protected Port
2] Learn Limit

2 Port Trunking

B Mirror

2] DDM Information (Mirror port name like: ge1/1)
#{ ] MAC Binding
#{) MAC Filter
(] VLAN Configuration
# (] SNMP Configuration ¥

< >

Ha paHHOM cCTpaHuue [OCTYMHbl HACTPOWKW  3epKanmpoBaHus
(mirroring) noptos. Beibupaetcsa oamH nopt (Mirror Port), koTopbin 6ygeT
aybnvpoBatb TpaduK OPYrMX NOPTOB, YKa3aHHbIX B  HACTPOMKax

3epKanupoBaHus.

- Bbibepute nopt (nopT-3epkano), KoTopbin 6ygeT AybnupoBate Tpaduk
APYrvux NopToB.;

- Bbibepute noptbl, Tpaduk KoTOopbIX ByaeT OybGnmpoBaTbCs Ha MOPT-
3epkarno;

- Bbibepute, Kakme uMEHHO nakeTbl OyayT OybGnmpoBaTbCs Ha MOPT-
3epkano B Bbinagawowem MeHo Mirror Direction (RECEIVE -
nonyvyaemble naketol, TRANSMIT — oTnpasnsemble naketbl, BOTH —
nonyyaemole n otnpasnaemsole naketel, NOT_RECEIVE — oTmeHser
AybnupoBaHne nonyyaemblx nakeToB Ha nopT-3epkano, NOT_TRANSMIT
— OTMeHsieT aybnvpoBaHue OTnpaBnsieMblX MakeTOB Ha MOpPT-3epkano,
NEITHER — oTmeHsieT gybnupoBaHue Kakux nvbO NakeToB Ha MnopT-
3epkarno);

- Pesynbtatel 6yayT oTobpaxeHsbl B none Mirror Config Info.
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11.4.10 DDM information (MHdopmMauma o NoaKNOYEHHbIX SFP
MoAynsax)

Ha oaTom cTpaHuue npeacrtaBneHa uWHdopMauusa O  Takux
napameTtpax pabotel SFP mogynen kak HanpsikeHue nuTaHus, Temneparypa
MOAOYns, TOK CMELLEHUss M MOLLHOCTb asepa, YPOBEHb MPUHMMaeMOro
curHana. [laHHble napameTpbl NO3BOMSAT ONpeaenUTb COCTOSTHUE JIMHUM B
uenom. (Mcnonbdyembie SFP modynu OQomkHbl noddepxusams 3my

yHKYU.)

i

4 Managed Switch DDM Information
#_] Industrial Switch Maonitoring
] System Configuration Interface gel/o:
13 Port Configuration
8 Common Configuration
2 Port Statistics Interface gel/1€:

The interface ge1/9 hacn't cptical module

2] Flow Centrol The interface gel/19 hasn't optical module.

B Broadsast Storm

%) Port Ratelimit

3 Protected Port

3 Leam Limit

%) Port Trunking

) Mirror

5] DDM Information
B3 MAC Binding
#10 MAC Filter
#2 VLAN Configuration
#3 SNMP Configuration
8 ACL Configuration
#23 QOS Configuration
2 IP Basic Configuration
= AAA Configuration
# 3 MSTP Configuration
#) IGMP SNOCPING Configuration
#2) GMRP Configuration
) EAPS Configuration
#23 RMON Configuraton
¥ Cluster Management
# 1 ERPS Configuration
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11.5 MAC binding (npuBsaska MAC agpeca)

11.5.1 MAC binding configuration (HacTtponka npuBssku MAC agpecoB)

[aHHaa cTpaHuua npegocTaBnsieT BO3MOXHOCTb npuBA3km MAC
agpeca k nopty (MAC Adress) nnn k VLAN (VLAN ID).

Bce un3MeHeHMs Ha cTpaHuue noaTBepxaalTcs KHomkon Apply
(MpvHATE). Ecnn npuBaAsky HeobOXOAMMO yAanuTb, WCMNOMb3YMTE KHOMKY
Delete (Yoanutk). KHonka Select all (BeiGpaTb BCe) N03BONUT yaanuTb cpasy

BC€E MNpuBA3KN, HACTPOEHHbIE paHee.

DD~
DD~
DD~
DD~
oepo
i

0e 68
s 10

- Switch
‘ #{J System Configuration
#{_1 Port Configuration
=3 MAC Binding
%) MAC Binding Configu
&) MAC Auto Binding
#{_ MAC Filter (MAC Address Format: HHHH.HHHH.HHHH)
%1 VLAN Configuration
] SNMP Configuration [ MAC Address I VLAN D ]
#{_J ACL Configuration
#{_1 QOS Configuration
#(1 IP Basic Configuration
#_1 AAA Configuration
#1_J MSTP Configuration
#{ IGMP SNOOPING Confi
#{_J GMRP Configuration
#{_1 EAPS Configuration
< >

Port: Vv

MAC Address VLAN ID [0

Refresh’ Select-all Apply Delete Help

v

11.5.2 MAC Auto Bind (ABTomaTn4yeckas npuBsizka MAC agpecoB)

Ha paHHOM cTpaHuue Haxogatcs cBefeHust o6 aBToOMaTU4eCcKoMn
npusaske MAC agpecoB k noptam. [lokaszaHa gnHamuyeckasn npmesska MAC
appecos k noptam (MAC koTopble 6binm 3aHeceHbl B Tabnuuy MAC agpecoB
KommyTaTtopa), a Takke K VLAN oTHocsWwMUMCS K 9TMM nopTaMm. Bel MmoxeTe
BblOpaTb OAHY W3 [OMHAMWYECKUX NPUBS30K M KOHBEPTUPOBaTb €€ B

NOCTOSAHHYIO NpuBA3KY (static binding).
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2 4 s 38
caoan i
o000 0860
13 s 7 s 10 O link down
~
- Switch
#_] System Configuration
#_] Port Configuration Port: v
=3 MAC Binding —
£) MAC Binding Configu (The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
&) MAC Auto Binding then press apply to bind those mac addresses to that port.)
] MAC Filter 0 MAC Address | VLAN ID
#_ VLAN Configuration
#{_] SNMP Configuration Refresh Select-all Apply Help

#_] ACL Configuration

#_1 QOS Configuration

#_] IP Basic Configuration
#_] AAA Configuration

#_) MSTP Configuration

#{_] IGMP SNOOPING Confi
#_) GMRP Configuration

#(_) EAPS Configuration ¥
< >

[Mocne OKOHYaHWA peaakTUPOBaHUSA 3HAYEHWUN, HaXKMUTE KHOMKY
Apply (NpuHaTh). Ecnn 3anuck HeobxoanMo yaanuTb MCMONb3yMTe KHOMKY
Delete (Yganute). KHonka Select all (BeiGpaTh BCe) NO3BONUT yaanuTb cpasy

BCeE 3anuncu.

11.6 MAC Filter (®dunbTp MAC apgpecoB)

11.6.1 MAC Filter Configuration (HacTtporka domnbTpa MAC agpecoB)

HacTtporikmn Ha 9TOM  CTpaHuue MO3BOMAKT  MPOU3BOAUTL
dunbTpaumio MAC apgpecoB pans noptoB. 3anmcn ¢ MAC agpecamm
ucnonb3ytotca ans Bxoga B GuneTp MAC agpecos, a VLAN ID
ucnonb3yetca ansa punetpauun MAC agpeca cootseTcTBytoLen VLAN.

[ns Toro 4Tobbl N3MEHEHNS BCTYMUIN B CUMY HaXXMUTe KHomMKy Apply
(MpuHATB), ecnu 3anucb HeobxoaMMO yganutb, HaxkmuTe KHonky Delete
(Ypanutb), kHonka Select all (BbibpaTb BCE) NO3BONUT yganutb cpasy Bce

3anucu.
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‘3 Switch MAC Filter Configuration
#{ ] System Configuration
#{] Port Configuration
#{] MAC Binding
=<3 MAC Filter
&) MAC Filter Configurat
MAC Auto Filter (MAC Address Format: HHHH.HHHH.HHHH)
(] VLAN Configuration
(] SNMP Configuration [ MAC Address [ VLANID ]
(] ACL Configuration
=] QOS Configuration
# (] IP Basic Configuration
) AAA Configuration
#_] MSTP Configuration
=] IGMP SNOOPING Confi
# {1 GMRP Configuration
#(] EAPS Configuration
< >

Port: v

MAC Address | VLANID 0 |

Refresh Select-all Apply | Delete Help

11.6.2 MAC Auto Filter (ABTomaTtnyeckumn counstp MAC agpecoB)

2 4 6 3
aoaoao a linkup
caooa o & dsable
A e ) 0  link down
~
‘3 Switch MAC Auto Filter
#{_) System Configuration
#( Port Configuration Port: v
#(_] MAC Binding
=3 MAC Filter (The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
B MAC Filter Confi then press apply to filter those mac addresses from that port.)
%) MAC Auto Fiter I MAC Address [ VLAN ID ]
#(_ VLAN Configuration
#{1 SNMP Configuration Refresh Select-all Apply Help

#{_] ACL Configuration

#11 QOS Configuration

#{J IP Basic Configuration

# (] AAA Configuration

%] MSTP Configuration

% IGMP SNOOPING Confi

#(] GMRP Configuration

#(_1 EAPS Configuration b
< >

Ha aTtom cTpaHuue npenctaBneHbl AaHHble 00 aBTOMaTMYECKOM
KoHsepcun MAC agpecos.

MokasaHa avHamuyeckasa npueaska MAC agpecos k noptam (MAC
KoTopble Oblnn 3aHeceHbl B Tabnvuy MAC agpecoB koMMyTaTopa), a Takke
K VLAN oTHocsawumca K aTum nopTam. Bbl mMoxeTe BbiOpaTb OfHY U3
NPUBA30K N KOHBEPTUPOBATL €€ B NOCTOSHHYIO NpUBA3KY (Static binding) ans
dunbTpa MAC agpecos.
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Bce HacTpovikm Ha [aHHOW CTpaHuue NoATBEepXOatTCsl KHOMKOW
Apply (NpuHATE), ecnn 3anucb HeOBXo4MMO yaanuTb WUCMONb3yNTEe KHOMKY

Delete (Yoanuts), kHonka Select all (BoibpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucu.

11.7 VLAN Configuration (Hactpomnka VLAN)

11.7.1 VLAN information (vncpopmauumsa o VLAN)

2 4 5 3
caaoan B i
onoo0 0660
o T 0O link down
) ~
3 Switch VLAN Information
@{] System Configuration i i .
A 2 (Note: The drop-down box displays all current VLANSs. The list Displays up to 30 VLANSs. If you select a VLAN in the drop-down box, the
(] Port Configuration list will show all VLANS greater than the selected VLAN butnot more than 30 VLANS.)
©(] MAC Bindng _ (t=tagged member, u=untagged member)
(] MAC Filter Cer Y
BEY VLAN G VID VLAN Namo Stato Port Member
; - 8 [ulge1/1 [ulge1/2 [ulgel/3 [u]ge1/4 [ulgel/5 [ulge /6 [u]ge/7 [u]gel/E [u]
B VLAN Information 1 i active  |[9819 [ulge1/10 [ulge/11 [ulge1/12 [ulge /13 [ulge1/14 [ulge/15 [ulgel/16
B VLAN Configuration y [ulge1/17 [ulge/18 ulge1/19 [u]ge1/20 [ulge121 [u]ge1/22 [ulge1/23 [u]
B VLAN Port Configurat |oe1/24 [uge1725 [ulge1/26
®{] SNMP Configuration Refreshl Help
(] ACL Configuration
#{_] QOS Configuration
{1 IP Basic Configuration
#{] AAA Configuration
©{] MSTP Configuration
#{1 IGMP SNOOPING Confi
{1 GMRP Configuration ¥
< >

Ha aTon cTpaHuue npeactaBneHa MHGPOPMaUMA O CYLLECTBYHOLUMX

VLAN. [aHHble npepocTaBrfieHbl TOMbKO ANS YTEHWss U He MOryT ObiTb
u3MeHeHbl. VMIHdopmaumsa o Tekywen koHdpurypaumm VLAN BbibupaeTtcs B
BblNagaloLleM MeHI0 B TEBOM BEPXHEM yriy W BKMoyaeT B cebs:

- VID (VLAN ID);

- VLAN Name (Mms VLAN);

- State (COCTOsiHME aKTMBHOE NN HEAKTUBHOE);

- Port member (noptel — yyactHukn VLAN, MoryT Bknoyatbk B cebs Kak

TermpoBaHHble NopThl (t) U He TernpoBaHHbIe (U)).
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11.7.2 Static VLAN Configuration (Hactponka VLAN)

2 4 6 3 -
& link up
ases s ~
13 8 7 s 10 o lnk
- 2 2
‘3 Switch Static VLAN Configuration
,_’ System Configuration ) ”VLAN Name |
(] Port Configurati
s [ ] Er— |
#{] MAC Binding = =

#{] MAC Fitter vianl
By VLAN Configuraton
B VLAN Information
[ VLAN Configuration
& VLAN Port Configurat
#{] SNMP Configuration
(] ACL Configuraticn
#{_| QOS Configuration
{1 IP Basic Configuration
#{ ] AAA Configuration
®{] MSTP Configuraiion
#{7 IGMP SNOOPING Confi
{1 GMRP Configuration ¥
< >

Ha aton ctpaHuue moxHo co3gate VLAN. [Ina atoro 3agante VLAN
ID B cTpoke VID (o1 2 go 4094, sHadeHue 1 - 3ape3epBUpOBAHO CUCTEMOW).

Mmsa B ctpoke VLAN Name 3agaetcs aBToOMaTU4ECKN N 3aBUCUT OT
VLAN ID. OAns noareepxaeHusa cosgaHma VLAN Haxmute kHomky Apply
(MpuHATB).

B TekctoBoM none nosiButca cosgaHHas VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3s W3MEHUTb WNUM  yaanutb, [daHHOEe UMS
3ape3epBMpoOBaHO CUCTEMON.

Ona ypaneHus cosgaHHou paHee VLAN notpebyeTcs BbiGpaTh
HY>XHYIO 3anuMcb M3 cnucka U ganee HaxaTb kHornky REMOVE (yoanuthb).

3anuck 13 cnucka Tarke bygeTt yaaneHa.
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11.7.3 VLAN Port Configuration (KoHdurypaumsa noptoB VLAN)

2488
[ l-N-Na]
aooo
R

HH

A Switch AN
#{_] System Configuration
#{_]1 Port Configuration (p=default VLAN member, t=tagged member, u=untagged member)
(] MAC Binding Port [Mode (Current VLAN |PortMembers |
4] MAC Filter lanl
=l* VLAN Configuration

Z) VLAN Information

E) VLAN Configuration

2 VLAN Port Configurat
4] SNMP Configuration Default VLAN => |
#_] ACL Configuration
#{_] QOS Configuration tagged =>
#_] IP Basic Configuration
#{_] AAA Configuration
4] MSTP Configuration T
#_] IGMP SNOOPING Confi
| #0J GMRP Configuration

< >

<
<

untagged =>

Ha oatom  cTpaHuue npeacTaBneHb BO3MOXHOCTU no
KOHpurypmposaHuto noptoB ansa VLAN, a Takke npoCMOTPY pe3ynbTaToB.
OTa cTpaHuua C HacTponKaMm cocTouT 13 8 pa3genos:

- Port (Bbibop noprta);
- Mode (Pexwum, B koTopom nopt 6yaet pabotate B VLAN. Pexum Access
nogpasymeBsaeT, 4TOo noptT OyaeT nomeyeH, kak untagged (He
TEerMpoBaHHbIN) K1 aBNATbCA  4dneHoM  VLAN1, Pexwum  Hybrid
nogpasymeBaeT, 4To nopT OydeT sBnsaTbeca uneHom VLAN1 u Gyger
nomeyveH, kak untagged (He TermposaHHbi). Pexum TRUNK
nogpasymeBaeT, 4To nopT OydeT saBnsaTbea uneHom VLAN1 u Gyger
nomeyeH, kak tagged (TerMpoBaHHbINn));

Current VLAN (nmsi VLAN. lNossonseT BblibpaTb OOHY WM HECKONbKO
VLAN, K KOTOpbIM 6YAEeT OTHOCUTBCS BbIOPaHHbIV NOPT);

Port Members (nopTtbl — yyacTHukn VLAN);

Knonku Default VLAN (go6aeute 3anunck B VLAN no ymonyanuto), tagged
=> (gob6aBuUTbL NOPT Kak TErMpoBaHHkIN), untagged => (4o6aBuTbL NOPT Kak
He TerMpoBaHHbI), unMember <= (yganute nopT wu3 nona Port
Members).
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11.8 SNMP Configuration (Hactponka SNMP npoTtokona
ynpaBneHus)

11.8.1 SNMP Community Configuration (O6wme HacTpomnku gnsa SNMP)

s 8
oo
oo
s 7

2
[+]
o 06 06
1 s 0

15

- Switch
#{_] System Configuration

=] Port Configuration Item [Community Name |[ReaaWrite [
#{_] MAC Binding

— | —
# (] MAC Filter public I ReadOnly active
.
L1 "VUAN Configuration Refresh Apply Delete Help
=3 SNMP Configuration
B Community Name
B) TRAP Target
# ] ACL Configuration

Ha oaToMm cTpaHuMue npeacTaBneHbl oOWMe HacTponku  Ans
ynpasneHus kommytatopoMm 4Yepe3 SNMP. 1o ymonyaHuio B KOMMyTaTope
cosgaHa ogHa 3anuce Public ¢ npaBamu Tonbko Ha yTeHue (ReadOnly).

Bcero moxeT OblITb co3gaHo 8 3anucein. Ecnu npegnonaraetcs

ynpaenaTb kKommyTtatopom 4epe3s SNMP cnegyer cospaTe 3anucb C
npaBamu Ha YteHune/3anucb (Read/Write).

11.8.2 TRAP Target Configuration (Hactponka TRAP yBegomMmneHui)

2 4 &
coon A fnkip
cooa o M el
T3 8 7 s 10 @ link down
A

- Switch

#(_] System Configuration

*_J Port Configuration item _|[Name |[Transmit IP Address |[SNMP Version | state

#_1 MAC Binding New v ” ‘ v "

# (] MAC Filter

Refresh Apply Delete Help
#_J VLAN Configuration
=* 3 SNMP Configuration
Z) Community Name
B TRAP Target
# (] ACL Configuration

HacTpovikn Ha paHHOW cTpaHuue Mno3BOMAIT CKOHMUrypuposaTb
nonyderHne TRAP coobuieHnii. [ing atoro Heo6xoanmo:

- Beibpatb B none Name ums gns nonyveHuns TRAP coobLueHui;

- Bwibpatb IP apgpec (Transmit IP Address), koTopbin Oyget -
ncnonb3oBatb TRAP npoTokon;

- Beibpatb Bepcuto SNMP (SNMP Version);

Korga Bce HacTpovikum OyaoyT npov3BedeHbl YCNewHO B CTPOKe
coctosiHua (State) nosiButca Active. Tenepb KOMMyTatop CMOXET
nepecbinate TRAP coolLeHus Ha yka3aHHbIv IP agpec.
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11.9 ACL Configuration (HacTtponka Access Control List)

11.9.1 ACL Standard IP Configuration (Hactponka ACL gns IP)

2 4 6 8
aoaon
aoaoo
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it

- Switch

#{_] System Configuration
+1_1 Port Configuration ACL Standard 1P Group Num:| 1~
#J MAC Binding
#_1 MAC Filter

#{_1 VLAN Configuration

(e.g.: If input Source IP Address 192.168.1.2, ACL
FHL] SNMP Configuration want to control 192.168.1.0, then Wildcard should be
=‘ ACL Configuration 0.0.0.255)

B standard IP
8 Extended IP ® Deny Permit
B macip [[][_Group Num || Deny/Permit |[_Source IP Address || _Source Wildcard |
B mAC ARP
B ACL Information Refresh Select-all Add Delete Help
[B) ACL Reference
#{] QOS Configuration
#_1 IP Basic Configuration
#{_] AAA Configuration bt
< >

Source IP Address Source wildcard‘

3pecb npenctaBneHbl  HacTtporkm ACL  agna  IP npoTtokona.
Monb3oBaTtenb MOXeT 3agaTbk camoctoATensHo ACL 6a3y ¢ npaBunamu ans
IP appecoB. CTtaHOapTHble npaBuna KOHTPOMNWPYIOT nNepeHanpasneHune
ucxoAHbix IP nakeTtos.

Monb3oBaTenb MOXET HacTpauBaTb npasuna, UcxogHeln |IP agpec
JormkeH OblTb yKasaH C MacKow, NMpaBuio MOXeT coBnagatb ¢ Habopom IP
agpecos. Kaxpoe npaBuno [OMKHO coaepxaTb napameTp unbTpaunu:
3anpeTuTb (deny) unu paspewnts (allow).

Monb3oBaTtenb MOXeT co3gaBaTb MNpaBuUo B rpynne, UMmsa Ang
npaeuna asTomMaTudecku 3apjaetcd. [lpu yaaneHunm ofHoro npasuna,
ocTanbHble npaBuna He M3aMeHsloTcd. [na yaaneHus Bcex npasun cpasy
ucnonb3dynte kHonky Select all (BoibpaTb Bce), a 3atem kHonky Delete

(yoanuts).

57



11.9.2 ACL Extended IP (PacwmnpeHHas HacTponka ACL npaBun gns IP)

2 4 88
0 link
coaa B dsabe
[ = = I = B o[ofiolo] down
8 56 s 10 L
~ A
- Switch ACL Extended IP Configure
#{1 System Configuration
#1 Port Configuration [AcL Extended IP Group Num:[100 v
*_] MAC Binding
# (] MAC Filter
%1 VLAN Configuration [source 1P Il |[source witdcard I ]
S SNMP G [pestinationte || [[pestination wildcara IL ]
=<3 ACL C:
) Standard IP
B Extended IP Protocol Type & A
B macIP tep v
&) MAC ARP
=
B ACL Information Source Port ) A |[Destination Port a ]
[B) ACL Reference ey v Pty v
ftp-data(tcp ftp-data(tcp)
®(] QosC
#{_] IP Basic Configuration TCP Control Flag
1 AAAC Vi fin syn Orst Opsh Oack urg
= v
< >

3pecb nNpeacTaBneHa BO3MOXHOCTb Ans cosgaHuss ACL npaeun ¢
paclUMpeHHbIMU HacTpoikamu IP agpecoB. KOHTpOmb Mepecbisikv nakeToB
yepes ucxoaHblii IP agpec, agpec HasHayeHus, TN NPOTOKoNa, CrNyKeGHbIN

noprT.

11.9.3 ACL Configuration (Hactponka ACL npaBun ¢ nomouwbio MAC)

30ecb npeactaeneHbl HacTporiku ACL npasun gng rpynnsel P
agpecos, cBA3zaHHbIMM ¢ MAC agpecamu. [paBuna MoryT ObITb CO34aHbl Ha
ocHoBe ncxogHoro IP agpeca, ucxogHoro MAC agpeca, a Takke IP agpeca
Ha3HayeHus.

Bce HacTpouku Ha AaHHOW CTpaHuue NoATBepXOalTCA KHOMKOMW
Apply (NpuHATL), ecnu 3anMcb HEOOXOAMMO YyAanuTb UCMONb3YNTE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy

BCe 3anuncu.
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ACL MAC IP Configure

A
be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
HHHH.HHHH.HHHH)
® peny O Permit

[—|IWIIWIW|IW| w

11.9.4 ACL MAC ARP Configure (Hactponka ACL npasun gna ARP ¢
nomouwbio MAC agpecoB)

OSNOVO

cable transmission

ACL MAC ARP Configure

(n.o. lllw‘lpmmz 1uummmmwuun,mmmmu
Address is the same, MAC Address and MAC Address Wildca

IIHIGLIII!III.HHHH)

[Refresh| | Selectall | [ Add | [Delete| [ Help |
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Ha aton ctpaHuue npeacTtasneHsl HacTponkn ACL npasun ana ARP
naketoB ¢ nomowpo MAC agpecoB. [MpaBuna moryt ObiTb CO3AaHbl Ha
ocHose |P agpeca otnpasutensa, MAC agpeca otripaBuTend.

Bce HacTpoikum Ha QOaHHOW CTpaHuue NoATBEpXOaloTCH KHOMKOMN
Apply (NpyHATB), ecnn 3anMcb HEOOXOAMMO yOanuTb UCMONb3YATE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb Bce) NO3BONUT yaanuTb cpasy

BCe 3anucu.

11.9.5 ACL information (Habop genctByrowmx ACL npaBun)
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3 Switch
#{1 System Configuration
#{_1 Port Configuration
(1 MAC Binding
#{_ MAC Filter
% VLAN Configuration
#{_1 SNMP Configuration
=y ACL Configuration

8 Standard IP

5 Extended IP

B MACIP

%) MACARP

£) ACL Information

5 ACL Reference
%] QOS Configuration
#{_1 IP Basic Configuration
#{_] AAA Configuration ™
< >

Refresh Help

Ha paHHOM cTpaHuue oTobpaxeHbl AeUCTByOLME B TEKyLUU
momeHT ACL npasuna.

WHdopmauus npeactaBneHa TOMbKO AN YTEHUS U MOXeT OblTb
ob6HoBrneHa kHonkon Refresh (06HOBUTB).
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11.9.6 ACL reference configuration (Hactpownka ACL npaBun)

Ha atoi cTpaHuue npegctaBneHbl Hactpowkun ACL npasun ans
dunbTpaumMmM nakeToB, nonyvyaemMblx noptamu. Beibepute nopT, BbIbGepuTe
ALC rpynny u3 cnmucka n Haxmute Add=>. [Ina yganeHus Bbibepute ALC

rpynny n3 cnucka gobasneHHbIX 1 HaxxmnTe Delete<=.

2 . L ' a link
cooon P P,
cooa e & o
~
3 Switch
#{_1 System Configuration
#(1 PortC Port [ Aadctomes ) )
#{_) MAC Binding
#{J MAC Filter
#{_J VLAN Configuration
() SNMP Configuration
=<3 ACL Configuration
8 Standard IP Lo
5) Extended IP ad Delete

B mACIP

E) MAC ARP

2) ACL Information

5 ACL Reference
#{_1 QOS Configuration
#1 IP Basic Configuration
#_1 AAA Configuration
< >

v
Refresh Help

11.10 QoS Configuration (HacTponka npegoctaBneHus Tpacpuka
C pa3HbIM NPUOPUTETOM)

11.10.1 QoS Apply (HacTpoika npuoputeToB Tpacuka oNnsA NopToB)

Ha aTon cTpaHuue HaxogsTcs OCHOBHble HacTpovikun QoOS. Bebl
MoxeTe BblOpaTb nopT B Bbinagatowem meHio PORT, 3atem QoS pexum
(QOS Type) ana Hero (Bkn/BbIK) U NpuopuTeT Tpaduka (User Priority). Mo
ymon4yaHuio QoS oTKNI0YEH Ha BCex NopTax a NpuopuTeT Tpadumka HyneBon.

lMocne BHECEHWs U3MEHEHWU B HACTPOWKWU, HaXMuTe KHOMKy Apply

(MpuHATE). YTOOBLI OGHOBUTE 3HaYEHWs Nonen HaxmuTe kHonky Refresh.
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OSNOVO

cable transmission

_ QOS Apply
= [pore [ Vlaostype: [0 s < ]user prionty:
]
=
< : E i _QOSType [ User Priority 1
B S gel/l NO QOS 0
- ge NO QOS
=N ge NO QOS
gell! NO QOS
gell: NO QOS
gellt NO Q0S
gelli NO QOS
gel/8 NO QOS 0
gel/9 NO QOS
gel/10 NO QOS
get/1 NO QOS g
gel/12 NO QOS

11.10.2 QoS Schedule Configuration (HacTponka pacnucaHus
npumMeHeHusa QoS)

Ha aTol cTpaHuue npeacTaBneHbl HACTPOWKM NO3Bonsowme
npumMeHsTb QOS npuopuTesaLmio No pacnmncaHuio.

[Mocne BHeCEHMS M3MEHEHMI B HACTPOWKU, HaXmuTe KHomky Apply
(NpyHATL). YTOOBI 0BGHOBUTL 3HAaYEHUs Nonen HaxmuTe kHomKy Refresh.

OSNOVO

cable transmission

CLDRDODRDD .

|Q0S Schedule Mode: |¥XE v I[
IWeight of queue 0 (1~127): [0 | Weight of queue 1 (1-127): [0
|Weight of queue 2 (1~127): 0 IMGW!(!%H}: 0

e

B S IS -4
Mele|e

B EES

iz 7
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11.11 IP Basic Configuration (ba3oBas HacTpo#ka IP)

11.11.1 IP Address Configuration (Hactpowka IP agpeca kommyTaTopa)

2 4 6 8
[=Nalala] a linkup
caooa 006 o Rrleses
ALy Gan s O link down

-

- Switch

# () System Configuration .

() Port Configuration Lineftem | VLANID 1P Address / Subnet Prefix || DHCP Client || MAC Address

#{_1 MAC Binding I A8 1 192. 168.0.3/24 x| Disable v 0028.2411.bdf1

# (1 MAC Filter 1 1 192.168.0.1724 Disable 0028.2411 BDF1

#{_1 VLAN Configuration

#(_) SNMP Configuration Refresh Create VLAN Interface Delete VLAN Interface

(1 ACL Configuration Set IP Address/DHCP Client Delete IP Address Help

#{_1 QOS Configuration

= IP Basic Configuration
8 1P Address Configural
B ARP Configuration an
&) Host Static Router Co

# {1 AAA Configuration

#{_] MSTP Configuration

#(_] IGMP SNOOPING Confi

#(] GMRP Configuration ¥

< >

[ns nameHeHus IP agpeca:
- yctaHoBuTe Line Item «1», DHCP Client «Disabley;
- BBeguTe HOBLIN agpec B none IP Address/Subnet Prefix (agpec gomkeH
ObITb YHUKAmNbHBIM N HE AOIMKEH MOBTOPSATLCS);
- HaxxmuTe Set IP Address/DHCP Client (yctaHoBUTb agpec), cmapsbiu |P
adpec aemomamu4ecKu nepecmaHem delicmeoeamsb;
- BbinonHume noemopHbIli 8xo0 e WEB uHmepdgelic, ucnonb3ys
HoeblIll |IP adpec.
Ons coxpaHeHuss HoBoro [P apgpeca B 3HEProHe3aBMCMMOW MaMATU
kommyTaTtopa B pasgene 11.3.7 Current Configuration (MpocmoTp TekyLien
KOHUrypauum) CoxpaHUTe HacTpoOWkW, B MPOTUBHOM Criydae npwu
nepesarpyske kommyTaTtopa 6ygeT ycTaHoBneH npeabigywmii I[P agpec.

Takke Ha aTon cTpaHuLe HaxoaaTcs HacTponkn VLAN nHtepdenca.
Bbl MoxeTe cosgate VLAN wuHTepdenc, ypanuTb ero, WU3MeHUTb.
CyuwectBytowime VLAN umHTepdelcbl MOryT ObiTb HAaCTPOEHbI TOSIbKO €Criu
3ajaHbl ocTanbHble NapaMeTpbl Takme Kak IP agpec, macka, n MAC agpec.
KommyTtaTop no ymonuyaHuio nmeet VLAN1 nHTepdeinc, KoTopblin He MOXeT
ObITb yOoaneH.
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11.11.2 ARP configuration and Display (HacTtponka npotokona ARP un
oTobpaxeHue Tabnuubl ARP)

Ctpannua  HacTpoek ARP  npegoctaBnder  BO3MOXHOCTb
oTobpaxaTb Bcto Tabnuuy ARP kommyTaTopa, MeHsTb Static ARP, yganatb
ARP, meHaTb Dynamic ARP Ha Static ARP.

Mpwn HacTpoiike static ARP Heobxoammo ykasaTb IP agpec u MAC
agpec. MAC apgpec pomkeH 6biTb Tuna unicast. [locne 3Toro Haxmure
kHonky Add (go6aBuTb).

2 4 & 8
) b
seea wuw 8
A ~
- Switch
#_1 System Configuration
1 Port Confguaton
%1 MAC Binding [P Adaress — [ Jacasins |
#{_] MAC Filter
#( VLAN Configuration Add
®{_1 SNMP Configuration
#{_ ACL Config
©(] QOSC [Delete ARP Ttem:]|
563 1P Basic Configuration \Anp Ttem } v| |[1P Address (1P Network Segment) ||
&) 1P Address Configural
B) ARP Configuration an Deiets
8) Host Static Router Co
#(1 AAA Configuration |change Dynamic ARP List Item into Static ARP List Item : |
#() MSTP Configuration [ARP List Item I v][1P Network Segment|
# 1 IGMP SNOOPING Confi
#() GMRP Configuration ¥ Apply 2
< > < >

- MNpwn yoaneHnn ARP Bbl MOXeTe BblIOpaTb, YTO UMEHHO yAanuTb:
- YacTtb 3anucn B ARP Tabnuue kommyTatopa (4ns a1oro Heobxoanmo
ykasaTb IP agpec unu IP cermeHTa ceTn);
- Static ARP 13 Tabnuupl;
- Dynamic ARP u3 tabnuupbi.
[Ona noaTBepxaeHus yaaneHus ucnonb3ynte kHorky Delete (YoanuTts).
Mpu nepeHoce Dynamic ARP B Static ARP Bbl MOXxeTe BbIOpaTb
Kakow nubo cermeHT cetn unun Bce Dynamic ARP 3anucu B Tabnuue. Ons
nepBoro criyyasi cneayet ykasaTh |P agpec cermeHTa ceTu.
lMocne BHECEHWsT U3MEHEHWW B HACTPOMKM HaXmu KHomky Apply
(NpUHATB).
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11.11.3 Host Static Route Configuration (HacTponka Tabnuubl Static
MapLpyTmusaumum)

Bbol moxeTe pobaBnsate v yganaTe 3anucu B Tabnuuy Static
MapLipytusaumm C NOMOLLbID HacTpoek Ha 3Ton cTpaHuue WEB-
nHTepdenca. Mo ymonyaHnio KOMMyTaTop HEe MMEET Kakmx Nubo 3anucen B
Tabnuue mapwpyTM3auun. Ytobbl  HAcTpoOWTb  MapLlpyTM3auulo Mo
ymon4yaHuto Heobxoamnmo gobasutb 0.0.0.0 / 0 3anmck B Tabnuuy.
lMocne BHECEHWS W3MEHEHUWn B HACTPOWKW, HaxMuTe KHOMKy Apply

(MpuHATL). YTOOLI 0GHOBUTL 3HAYEHUS MONen HaXxXMUTe KHomnky Refresh.
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13 8 7 s 10 0 link down
~
- Switch Host Static Route Configuration
%1 System Configuration
%1 Port Configuration [Target Address/Subnet perfix|[Next Hop ]
#(_) MAC Binding | ‘
#{] MAC Filter =———
#_1 VLAN Configuration =
Target Address/Subnet
#1 SNMP C: Item | perfix “ Next Hop || Distance ” State
#(J ACL Configuration Refresh Apply Delete Help

#_1 QOS Configuration

=3 IP Basic Configuration
B 1P Address Configurat
B ARP Configuration an
&) Host Static Router Co

#_1 AAA Configuration

#{_1 MSTP Configuration

#_) IGMP SNOOPING Confi

#_] GMRP Configuration

< >

v
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11.12 AAA Configuration (HacTponka cuctembl ayTeHTU(pUKaLmm
aBTOpU3aLMU U y4YeTa CoOObITUNI)

11.12.1 Tacacs+ configuration (HacTponka npotokona Tacacs+)

R L
aoaan o
et B0 O inkdown
~

- Switch

#{J System Configuration

#() Port Configuration Tocacss | Gisable v

#{_] MAC Binding Tacacs+ Server IP |00.00

#{_) MAC Filter Authentication Type  [pop v

#{J VLAN Configuration Shared Secret |

#_1 SNMP Configuration e " Ty

#{_1 ACL Configuration

() QOS Configuration

#{ IP Basic Configuration

=/ AAA Configuration
B) Tacacs+ Configuratior
%) Radius Configuration
&) 802 1x Configuration
& 802 1x Port Configura
B 802 1x User Auth-Info

#(] MSTP Configuration

| < >

v

CTtpaHuua HacTpoek [Ans UCnonb3oBaHuMsA npoTokona Tacacs+
(Terminal Access Controller Access Control System plus — ceaHcoBbIl
npoTtokon, paspabotaHHoro Cisco). YnydweHa 6e3onacHOCTb MpoTokona
(wndbpoBaHme), a Takke BBeAEeHO pasfeneHne yHKUMN ayTeHTUdUKauum,
aBTopM3auMm UK y4éTa, KOTOpble Tenepb MOXHO WCMONb30BaTb MO
OTAENbHOCTM.

- Tacacs+ (disable/enable) — rno6anbHoe BkN/BbIKN NpoTokona Tacacs+
- Tacacs+ Server IP — IP agpec cepsepa Tacacs+
- Authentication Type — Tuna ayteHTMdrKaumnm Ha cepBepe.

- Shared Secret — ko4 Ans wWndposaHna/gewnpoBaHns NakeToBs.

lMocne BHECEHUSI 3BMEHEHUI B HACTPOMKW, HAXXMUTE KHOMKY Apply
(NpuHATL). YTOOBLI OBGHOBUTL 3HAYEHMS Nonen HaxmMuTe kHonky Refresh.
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11.12.2 Radius Configuration (HacTpomnka Radius cucrtembl AAA)

2 4 & 8
aooon )
cooon oo 03 Gl
T3 s 7 s 10 0O link down
~
- Switch
#{_] System Configuration
(1 Port Configuration Primary Server 0.0.0.0 |
# (1 MAC Binding —
%] MAC Filter Option Server L 9: L
#(J VLAN Configuration __UDP Port | |
#{_1 SNMP Configuration Accounting v
. ACL Configuration Accounting UDP Port; :[1573
() QOS Configuration P T
#( IP Basic Configuration T
=3 AAA Configuration veadox |
B Tacacs+ Configuratior NAS Port 50003 |
%) Radius Configuration NAS Port Type 5 |
8 802 1x Configuration NAS Service Type |
5 802 1x Port Configura =
Roaming Disable v
&) 802 1x User Auth-Info
#() MSTP Configuration ¥ Refresh Apply Help
< >

Ha aton ctpannue WEB wuHTepdenca npencraBneHbl HaCTPOWMKM

RADIUS (cuctema wuvcnonb3ywuwias npoTokon  ANA  peanusauum
ayTeHTMdmKauumn, asTopmsaumm n cbopa cesegeHun).

Ana koppekTHon paboTel cuctembl RADIUS Heo6xoammo:

- BbbiTb yBepeHHbIM, 4TO IP agpec Radius cepsepa (Primary Server)
3afaH npexae, YeMm BbINOMHATb ayTeHTUMKALMIO 1 aBTOPM3aLmio;

- 3agaTtb gononHutenbHbin IP agpec Radius cepsepa (Optional Server);

- Ykasatb UDP nopt ayteHTudukauum (UDP Port). Mo ymonyaHuio 3aTto
3Ha4eHue paBHO 1812 06bIYHO M3MEHSTL 3TO None HET He06XO4MMOCTY;

- YKkasaTb cnegyeTt N BbIMOMHATb ayTEeHTMdUKaLMIO U y4eT B LeNom B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkn.);

- YkasaTb nopT BbINonHeHus ydeTa (Accounting UDP Port). 3HayeHne no
ymon4yanumio 1813, 06bI4HO U3MEHATL 3TO NOJSie HET HEOBXOANMOCTH);

- Kntou (Shared key) ucnonb3yetca ans yctaHoBku oOLiero napons
WwndpoBaHMa Mexay kommyTaTopoM K Radius cepBepom. Y6eauTecs,
YTO HacTpouvikum ayTeHTudmkaumm n ydyeta (Accounting) mmelT Te Xxe
3HayeHus, YTo 1 Ha cepeepe Radius;

- NHdopmaums o nocraswmke (vendor). OBblMHO, 3TO MOME He CTOUT
N3MEHSTb;

- NAS Port, NAS port type, NAS type of service. 3T 3HayeHUsa He
MEHSIIOTCS;

- Roaming oTtBe4vaeT 3a Bkno4eHue/oTKNoYeHUe ¢yHKUMM Roaming
npotokona Radius.
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lMocne BHeECEHWSI WM3MEHEHUM B HACTPOWMKM, HaXmute KHOMnky Apply
(MpuHATBL). YTOOBI 0GHOBUTL 3HAYEHUS MONEn HaXxXMUTE KHomKy Refresh.

11.12.3 802.1x Configuration (HacTponka napameTpoB CUCTEMbI
aBTopMu3auuu 1 ayteHTUdMKaumm no ctaHgapty 802.1x)

2

o

(=]
g

DD~

3 Switch
* 1 System Configuration
¥ Port Configuraion
#) MAC Binding
#_1 MAC Filter :
) VLAN Configuration Reauthentication Period || 360
4 _] SNMP Configuration Quiet Period 60 Sec)
() ACL Configuration [ I |
#{J QOS Configuration
3 IP Basic Configuration
= ‘3 AAA Configuration supplicant timeout 30 Sec)|
® Tacacs+ Configuration Max Request 3
&) Radius Configuration
5 802 1x Configuration
5 802 1x Port Configurati
5) 802 1x User Auth-Inforr Check Client Ensble v
() MSTP Configuration N Refresh Apply Help
< >

802.1x Disable v

Reauthentication

Tx-Period 30 Sec)

Server timeout 10 Sec)

Reauth Max 3

Client Version

Ha aton ctpannue WEB wuHTepdenca npencraBneHbl HacTPOWMKM
cUCTeMbl ayTeHTUdUKaLumm n aBTopusaumm Ha ocHoBe cTaHgapTa 802.1x:

- 802.1x - Bknwovaet/BolkntovaeT (Disable/Enable) npumeHeHne
ayTeHTMdMKauun 1 asTopmsauumn no ctaHgapty 802.1x;
- Reauthentication — BkntovaeTt/BbikntoyaeT (Disable/Enable) nosTopHyto
ayTeHTudukaumio. o ymMonyaHuwo OTKMYeHo. BkroyeHne agaHHOMU
YHKUMN caoenaeT ayTeHTUduMKaumio nonb3oBaTenen 6onee HagexHoMN,
HO HE3HaYUTENbHO YBENUYUT CETEBON TpaduK;
- Reauthentication period — 3agaeTcst Bpems B CekyHAax A5 NOBTOPHON
ayTeHTudukaumm. AKTMBHO TOMbKO MPW  BKMHOYEHHOW  (PyHKUMU
Reauthentication;

- Quiet Period — BpeMs B cekyHaax, He TpebyeT 3MeHeHUs;
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- Tx-Period — He TpebyeT n3aMeHeHus;

- Server timeout — He TpebyeT M3MEHEHUS;

- Supplicant timeout — He TpebyeT n3meHeHus;

- Max request users — He TpebyeT N3MeHeHUs;

- Reauth Max — oTobpaaeT MakcMMarbHOE KONMMYECTBO MOBTOPHbIX
ayTeHTudmKaLumi;

- Client Version — oTobpakaeT TeKyLLyo BEPCUIO KNNeHTa ANst yaaneHHon
aBsTopu3aumm n ayteHTudmkaumm Yyepes 802.1x;

- Check Client — BKkn/BbIkN NPOBEPKM MNPOXOXAEHMS cepTudumkata oT
KnueHTa.

lMocne BHECEHUS W3MEHEHM B HACTPOWMKW, HaXMuTe KHOMKy Apply
(MpuHATB).

11.12.4 802.1x Port Configuration (Hactpoika nopToB AnA CUCTEMbI
aBTOpM3auun u ayteHTUdMKauum no craHaapty 802.1x)

2 4 & 8 -
aoon |
9 t,: ? 9 l.l lml B linkdown
~ ~
N Switch 802.1x Port Configuration
B System C i
(] PotC 5 Port Num Port Mode Support Host Num
E{1 MAC Binding [ v] v o
{] MAC Filter gl N/A 256
50 VLAN G i go1/2 NA 256
501 SNMPC elld NA 256
B ACLC gell4 N/A 256
&1 Q0SC gel/s NIA 256
C1 1P Bask Configurati gellb NA 26
B3 AMAC gelll N/A 256
B TacacstC gelid N/A 256
B Radius G gellg N/A 256
B 5024xC gel/10 N/A 256
s gel/t N/A 256
2 3021 User Authnf gel/12 N/A 256
e e geli13 N/A 256
= gel/14 N/A 256 v
< > PR ] NIA 26

C nomoubto aton ctpaHuubl WEB nHTepdeinca nonb3oBartenb
MOXET MW3MEeHUTb pexum paboTbl nopta Ans paboTbl CUCTEMBI
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aBToOpU3auMM 1 aytTeHTMdukauum no ctaHgapty 802.1X. MNopT moxeT
paboTaTtb B 4X pexumax:

- N/A State (N0 ymonyaHui);

- Auto state (aBTomaTU4eckmn);

- Force-authorized (npuHyanTenbHas aBTopusaums);

- Force-unauthorized (npuHygMTEnbHLIN OTKa3 OT aBTOpM3aLmn).

Ecnn Ha nopte TpebyetrcA BbINONHATL ayTeHTUdUKAUMIO MO

ctaHgapty 802.1X Heobxogumo BbICTaBUTb pexmm Auto state. Ecnm He
TpebyeTca penatb ayTeHTUdMKauMl [ns Joctyna K ceTu, cneayet
BboicTaButb pexmm N/A. OcTanbHble 2 pexuma penko WCNonb3yTcs B
CTaHAapTHbIX cuTyauusx. MakcumanbHoe 3HaueHue ans nons Support Host
Num — 100.

11.12.5 802.1x User Authentication Information (UHdopmaums o Bcex
npoueccax ayteHTudukaumm no ctaHpapty 802.1x)

2 4 & 8 1
oooo
@ disablo
coao e & ikdom
| ~
3 Switch 802.1x User Auth-Informatior
#(1 System Configuration :
203 PortC . pot[ [Port Mode: | accepted Host Num: 0 |

#{] MAC Binding
#{_1 MAC Filter | Applicant state Maching || Back-End state Maching _|[_ Retry Request state |
= Request state it
#{1 VLAN Configuraton | state | Retry RequestNum || state Request Num state
*{1 SNMP Configuration Reftesh Help
*( ACL Configuration
%[ QOS Configuration
{1 IP Basic Configuration
=73 AAA Configuration
=] Tacacs+ Configuration
3 Radius Configuration
3 802 1x Configuration
2 502 1x Port Configuratii
) 802 1x User Auth-Inforr
#{] MSTP Configuration b
< >

MAC Address

{ User name

Ha aTton cTpaHuue npeactaBneHbl cBefeHust 060 Bcex npoleccax
ayTeHTMdVMKaUUM Ha nopTax, HacTPOeHHbIx pAns Hee. WHdopmauus
npegocTaBrieHa TOMbKO Anst 4YTeHus. YTobbl OGHOBUTHL MHGOPMaLMIO

HaxxmuTe kHonky Refresh.
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11.13 MSTP Configuration (Hactpomnka pabotbl npoTtokona STP)

11.13.1 MSTP Configuration (OcHoBHble HacTponku MSTP)

« 3 B linkup
[a Q=] | dissble
oo eg 6o 1 link down
s 7 s 10

‘3 Switch

®(] System Configuration

®{_1 Port Configuration

#{_] MAC Binding

(] MAC Filter

#{) VLAN Configuration

#{_] SNMP Configuration

#() ACL Canfiguration

#{1 A0S Configuration

#{_] IP Basic Configuration

() AAA Configuration

1423 MSTP Configuration
[ MSTP Configuration
[E] Port Configuration
B Pon Information

#{_1 IGMP SNOOPRING Confi

() GMRP Configuration

() EAPS Configuration

< >

Ha paHHOM

MSTP Configuration

msTp

Priority

Portfast Bpdu-Fiitar

Portfast Bpdu-Guard

Forward-Time

Hello-Time

Errdisable-Timeout

Errdisable-Timeout Interv,

_Max-Age 20

Max-Hops 20

[ cisco Pt v

Refresh Apply

cTpaHnue WEB wuHTepdenca npeacTaBneHbl

rnobanbHble HacTpolkn npoTokona MSTP (Multiple Spanning Tree

Protocol):

- MSTP (Disable/Enable) — Bkn/Bbikn nogaepxky npotokona MSTP;

- Priority — HacTpowka npuoputesauun. Yctponctsa ¢ 6onee HU3KUM
NpYOPUTETOM NOAXOAAT BonbLue Ans pony KopHeBoro mocta(root bridge);
- Portfast BPDU Filter (Disable/Enable) — Bkn/Bbikn uneTpaumio BPDU
nakeToB Ha nopTe;

- Portfast BPDU Guard (Disable/Enable) — Bkn/BbIkn hyHKLMIO 3aLUUTbI
BPDU nakeTos,;

- Forward Time — HacTpoWka 3a4ep>KKn NepechIyiki NakeTos;

- Hello Time — HacTpolika nHtepeana otnpaskn MSTP HELLO nakeTos;

- Errdisable Timeout (Enable/Disable) — Bkn/Bblkn ¢yHkumm Errdisable.
Ecnv nopt c BkmoyeHHbiIM BPDU Guard nonyyaet naketel BPDU
3anyckaetca Errdisable Tanmep. Mo ncTeyeHum 3agaHHOrO BpPEMEHU
(Errdisable timeout) nopt 6ygeT nepesanyLueH;

- Errdisable timeout — Bpemsi nocne kotoporo 6ygeT nepesanyieH nopt
nony4msLunin naket BPDU;
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- Max Age — BpemMda B CeKyHOax B Te4YeHUe KOTOpOoro KOMMyTaTop

oXuaaeT uHopmaumo o KoHdurypaumm ST(spanning tree) npexane 4yem

3anyCTtuTb

npoLecc KoHUrypaLmm 3aHOBO;

- Max Hops — konu4ecTtBo nepexonos (xonoe) Ao otbpacbiBaHns BPDU

nakeToB B
- CISCO |

JOMeHe;

nteroperability (Enable/Disable) — Bkn/Bbik&T COBMECTUMOCTb C

HacTponkamu STP CISCO.

lMocne BHECEHWS W3MEHEHU B HACTPOWKW, HaxMuTe KHomky Apply

(MpuHATD).

11.13.2 Port configuration (HacTponka MSTP Ha nopTax)

2 4
oo
oo
0y

15

- Switch

#(_1 System Configuration

# () Port Configuration

#(_) MAC Binding

#{_] MAC Filter

(1) VLAN Configuration

# () SNMP Configuration

# (] ACL Configuration

#{J QOS Configuration

% IP Basic Configuration

4() AAA Configuration

=1{3 MSTP Configuration
B MSTP Configuration
& Port Configuration
8 Port Information

#{_1 IGMP SNOOPING Confi

#{_1 GMRP Configuration

4(_) EAPS Configuration

< >

Port L v

Portfast

Portfast bpdu-filter

Portfast bpdu-guard

<Ji<li<li<

Root Guard

Link-Type

Priority

Path-Cost

Force-Version [STP v

Refresh Apply

v

Ha paHHoun cTtpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPONKU
MSTP (Multiple Spanning Tree Protocol) ans noptos.
- Port — BbIGOp nopTa Ans HaCTPONKMK;

- Portfast

(Enable/Disable) — Bkn/Bblkn coctosiHua Portfast ans

BblOpaHHOro paHee nopta. B coctosHun Portfast nopt nepexoauT n3
COCTOsIHMSA BNOKNPOBKK B cocTosiHMe nepecbinku(forward) nakeToB MUHYS
cocTtosiHne obyyeHusi(learning) n npocnywmnanus (listening);

- Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn dpunbTpauuio BPDU
nakeToB Ha BbIOGpaHHOM MopTe;
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- Portfast BPDU GUARD (Enable/Disable) — Bkn/BbIkn oyHKLNIO 3aLUThI
BPDU nakeToB Ha BbiGpaHHOM NopTe;

- Root Guard (Enable/Disable) — Bkn/Bblki oyHKLMM 3aLLMUTHI KOPHEBOTO
mocTa (root bridge) ot npuema BPDU nakeToB OT YCTPOWCTB C Gornee
BbICOKMM MPUOPUTETOM, YEM MOCT;

- Link Type — HacTpowka Tvna nogkntoveHus. Point to Point (Touka-To4ka)
nossonsieT ObICTPO MEHATb COCTOsiHME nopTa. Shared nogknioyeHve He
nossonseT 6bICTPO MeHsTb cocTodHue nopta. Heobxoammo nponTu
802.1D npouenypsl, 4TOObI ONpeaennTb cTaTyc NopTa;

- Priority — HacTponka CIST npuopuTeTa, 3Ha4YeHNE MOXET ObiTb TOSbKO
KpaTHbIM 16 B AnanasoHe oT 0-240. Mo ymonyaHuio 3HayeHne paBHo 128;
- Path Cost — ot 0 — 200 000 000. Bonee Hu3kue 3HayeHUsA OObIYHO
COOTBETCTBYIOT root’am;

- Force Version — Tvn oTnpaBnsembIX NakeToB.

lMocne BHeECEHUST M3MEHEHUN B HACTPOWKM,

(MpuHATB).

HaXMute

kHOMKy  Apply

11.13.3 Port information (O6was nHcdopmaumsa o koHdurypauum MSTP)

2 4 s 8
caao & i
[ = = B = B oo folo) B link down
=3 W R 9 10
MSTP All Port Information ~
‘3 Switch
200 System Config [Port_|[ Postfast |[ Bpdu Filter || Bpdu.Guard || Root Guard || Link-Type || Priority || Path-Cost ||_Force-Version
5101} Port Confiy 32111 || Disable || Defaul Default Disable || Point.To-paint | 128 20000 | wste |
HLT MAC Birdag 92112 | Disable ]| Dafault Dafault Disable || Point-To-point |_128 | 20000 NSTP,
E0 MAC Filter g3el/3 | Disable || Default Dafault Disable Point-To-point |_ 128 20000 MSTP
S0 VLAN Configuration gel/d || Disable Default Dafault Disable Point-To-point || 128 20000 MSTP.
1] SNMP Configuration gel/s || Disaole Default Default Disable Point-To-point 128 20000 MSTP
1] ACL Configuration ge1/6 || Disable Default Default Disable Point-To-point || 128 20000 MSTP
11 QOS Configuration ge1/7 ][ Disable Dafault Dsfault Disable Point-To-point || 128 20000 MSTP
B{7 IP Basic Configuration ge1/8 | Disadle Default Default Disable Point-To-point 128 20000 MSTP
{7 AAA Configuration ge1/9 || Disable Default Default Disable Point-To-point 128 20000 MSTP
B3 MSTP Configuration 0el/10 || Disavle || Default Default Disable Point-To-point 128 20000 MSTP
B mstr Configuration gel/11 || Disable [ Default Default Disable Point-To-point 128 20000 MSTP
B Port Configuration 0el/12 || Disable Default Default Disable Point-To-point 128 20000 MSTP
) Port Information ael/13 || Disable Default Default Disable Point-To-point 128 20000 MSTP
=] IGMP SNOOPING Confi gel/14 | Disable Default Default Disable Point-To-point | 128 20000 MSTP
#{_] GMRP Configuration gel/15 || Disable Default Default Disable Point-To-point 128 20000 MSTP
B{7] EAPS Ci gel/16 || Disable Default Default Disable Point-To-point 128 20000 MSTP )
< by ge1/17 || Disable Default Default Disable Point-To-point 125 20000 MSTP

Ha paHHon cTtpaHuue WEB uHTepdbernica npencrasreHa cBogHasi
WHopmauns o KoHpurypaumm MSTP.
WHdopmaLma npegocTasneHa TonbKo AN YTEHUS.
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11.14 IGMP Snooping configuration (HacTtporka oTcnexvBaHus
IGMP Tpacwmka)

11.14.1 IGMP Snooping configuration (Hactponkn doyHkumnmu IGMP
snooping)

oRD
gz
ik

4 Managed Switch

Global IGMP SNOOPING Disable v
VLAN 1D
VLAN IGMP SNOOPING

) MAC Binding

411 MAC Filter
Fast Leave

Fast Leave Timeout

+ _J ACL Configuraton Query Member ship Timeout
%1 QOS Configuration

% (12 IP Basic Configuration

¥ AAA Configuration

%) MSTP Configuration

=4 IGMP SNOOPING Configuration

Group Membership Timeout

411 GMRP Configuration
#_) EAPS Configuration
#_J RMON Configuration
# () Cluster Management
#_J ERPS Configuration
#(_1 Log Management
< >|

Ha paHHon ctpaHnue WEB unHTepdenca Bbl MOXeETe BKAYUTbL UMK
Bblknountb  (Enable/Disable)  dyHkumio IGMP  snooping  (mpouecc
oTcrnexuvsaHung CeTeBoro Tpaduka IGMP, npenoTBpaLlaroLL i
wmpokoBewaTensHyto (broadcast) peTpaHcnauuio multicast  Tpaduka

KOMMbIOTEPAM-NOTPEOUTENAM, KOTOPLIM HE HY>XHO ero obpabaTbiBaTh).

BknoyeHne pgaHHOrO npoTOKOMa SABMSeTcs ob6sA3aTenbHbIM  MpU
nepepave Tpadumka OT GOMbLIOrO KonuyecTsa nepenaTymMkoB OonMbLUOMY
konunuyectsy npuemHukoB (HDMI no Ethernet). PekomeHnayetcsa Takke
BktouynTb IGMP gns VLAN.

lMocne BHeCEHWs U3MEHEHWU B HACTPOWKWU, HaXMuUTe KHOMKy Apply

(MpuHATE). YTOGBLI 0GHOBMTBL MHOPMaLMIO HaxMuTe KHomnKy Refresh.
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11.14.2 Multicast Group Information (O6was nHcpopmauus o IGMP)

2 4. :
@ linkup
Slaas me ~ g
o b (g &1 link down
N

3 Switch

#{_] System Configuration

#{ Port Configuration

(] MAC Binding [ VLANID ][ Multicast Address || Member Ports

B{] MAC Filter Refresh|

B{_] VLAN Configuration
#{] SNMP Configuration
#{ ] ACL Configuration
#{_] QOS Configuration
#(] IP Basic Configuration
#{] AAA Configuration
#{_] MSTP Configuration
=43 IGMP SNOOPING Confi
B IGMP SNOOPING Co
B Mutticast Group Inforn
# {1 GMRP Configuration
#{] EAPS Configuration
#{] RMON Configuration

< >

Ha paHHow ctpannue WEB wHTepdenca npeactaeneHa obuias
nHdopMauusa o Multicast gns sBcex VLAN’oB.
WHdopmaLma npegocTaBrneHa ToNMbKo AN YTEeHus.

11.15 GMRP Configuration (HacTtpouka paboTbl npoTokona
GMRP)

11.15.1 GMRP Global Configuration (Frno6anbHble HacTponku GMRP)

Ha paHHoM cTpaHMue WEB wuHTepdenca npegcraBreHbl
rnobanbHble HacTponku paboTbl npoTtokonia GMRP (GARP Multicast
Registration Protocol), npegHasHa4YeHHoOro ans yrnpoLleHus
pacnpocTpaHeHuss Mo CeTu MHGOPMAUUM O HanMuum OonpeaerieHHON
Multicast rpynnebil.

BkntoueHue/oTknoveHne nognepxkm GMRP - ocyulectBnsieTcs ¢
nomouwibto Bblbopa Disable/Enable wn nocnegywowero nogTBepXaeHUst

kHoMnkon Apply (NpyHATB).
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0 fnkup
@ disable
fink down

3 Switch
(] System Configuration
{7 Port Configuration
{1 MAC Binding
@] MAC Filter
={] VLAN Configuration
#{3 SNMP Configuration
{1 ACL Configuration
{1 QOS Configuration
{3 IP Basic Configuration
@() AAA Configuration
#{_] MSTP Configuration
E{] IGMP SNOOPING Confi
=43 GMRP Configuration
E) GMRP Global Confige
"B GMRP Ports Configur
B GMRP State Machine
#={_] EAPS Configuration
< >

GMRP Global Configuration

Global GMRP)

["Apoly

11.15.2 GMRP ports configuration (Hactpoka GMRP Ha nopTax)

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTPOWKK
GMRP gns otaenbHbix nopTtoB. [MopT BbibMpaeTca B BbiNagatoweM MEHHo
Port, Bkn/otkn nogaepxkn GMRP peanusyetca ¢ nomowbio GMRP Status

Disable/Enable.
lNocne BHeceHMss N3MEHEHUI B HaCTPOUKN, Ha>XMUTE KHOMKY Apply
(NpuHATB).
2 4 s 8 -
coaon a e
oooa 0088 Sl
13 8 7 10 ik
- & Q
1 Switch GMRP Ports Configuration
(] System C ;
(] PortC |Pon: [ V||[GMRP status: [Diszbl= V||
(] MAC Binding
{1 MAC Filter Apply
#L1 VLAN C Port Name | GMRP Status ][ Join Ti Leave Ti LeaveAll Timer(centiseconds)
#{J SNMP Configuraton gellt Disable
#{_] ACL Corfiguration gell2 Disable
#{1 QOS Configuration gel3 Disable
%] IP Basic Configuration gelld Disable
(] AAA Configuration gells Disable
#(3 MSTP Configuration 901/6 Disablo
1] IGMP SNOOPING Confi gel/7 Disable
=43 GMRP Configuraton gel/s Disable
) GMRP Glcbal Configt gell9 Disable
B) GMRP Ports Configur ge1/10 Disable
B GMRP State Machine cet/1 Disable
(] EAPS C: M gel/12 Disable o)
< > oel/i3_ | Disable
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11.15.3 GMRP State machine (O6wasa nHdopmauma o GMRP)

2 4 5 8 3
link
anaan o,
[ = I = B = B {00} i
T N T 9 10 1 link down
la)
‘2 Switch ! GMRP State Machine
#{_] System Configuration
B Port C
#{] MAC Binding [PortName | VLANID || icast MAC Address | Applicant State || Registrar State

5] MAC Filter
B{] VLAN Configuration
{1 SNMP Configuration
B{] ACL Configuration
{1 QOS Configuration
#(] IP Basic Configuration
#{] AAA Configuration
#{] MSTP Configuration
#{ ] IGMP SNOOPING Confi
=3 GMRP Configuration
B GMRP Global Configt
B GMRP Ports Configur
5 GMRP State Machine
B{_] EAPS Configuration
< >

Ha paHHOM cTpaHuue WEB wuHTepdernica Haxogutcss cBogHas
uHpopmauums o pabote npotokona GMRP. Homep nopta, VLAN ID, MAC
agpec multicast rpynnbl 1 7.4.

WHdopmaums npegoctaBneHa TOMbKO ANs YTEHUS.

Refresh!

11.16 EAPS Configuration (Hactponka pabotbl npoTtokona EAPS)

11.16.1 EAPS Configuration (OcHOBHbIe HacTPOWKKU paboThbl NPoToKona
EAPS)

Ha paHHoi ctpaHuue WEB nHTepdeinica npeactaBneHbl HaCTPOMKM
npotokona  EAPS  (Ethernet  Automatic  Protection  Switching),
npegHasHayYeHHOro Ans 3aluThbl OT 3auUMKNMBaHUA Tpaduka B CETHU.

- EAPS Ring ID - BbI6op ID ansa EAPS ring;

- Mode — HacTpolika pexuma paboTel pabodyero yana gns EAPS gomeHa;
- Primary Port — BbiGop kntoyeBoro nopta ans EAPS;

- Secondary Port — BbiGop BTOpMYHOro nopta ans EAPS;

- Control VLAN - BbiGop VLAN ID ans EAPS;

- Protected VLANS — BbIGOp OOHOMO MM HECKONbKUX 3awmiiaembix VLAN
B JomeHe EAPS;

- Hello Time Interval — HacTporika EAPS gomMeHa Ans nepuoauyeckomn
otnpasku naketoB HEALTH. 3agaBaemoe 3Ha4yeHue B CekyHAax AOMKHO
ObITb MeHbLLE YeM BpeMsi Jo ownbku (fail time);
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- Fail Time — Bpemsi 0O UCTeYeHUst cpoka gencTeus B EAPS gomeHe.
[omkHo 6bITb 6onbLue, yem Hello Time;
- Extreme Interoperability (enable/disable) — Bkn/Bbikn coBMecTUMOCTb €
extreme ycTporcTBamu.
- Enable status - BkntoyeHue/oTkntoveHne EAPS Ring.

lMocne BHECEHWS W3MEHEHUW B HACTPOWKW, HaxMuTe KHomky Apply

(MpuHATD).
2 4 s 8
coaan ok e
disable
ceoe ww 8 brdem
" "
N Switch EAPS Configuration
(] System Configuration
1o Contenraton EAPS Ring ID 1 V]
LlMAC Bt Creale Status Not Created
(3 MAC Filter =
(3 VLAN Configuration Vode oz v
1 SNMP Configuration primary port v
:u ACL Configuration secondary port i
Lf' QOS Configuration L= R
#{] IP Basic Configuration
1 AAA Configuration Protected VLANS | Format: 2,46 01 3.m|
(1 MSTP Configuration Hello Time Interval _ [[¢ | s |
(1 IGMP SNOOPING Confi Fail Time 0 s |
L‘J GMRP Configuration Data Span
=12y EAPS Configuration
B EAPS Configuration Extreme Interoperability
) EAPS Information Enabie Status
73 RMON Cenfiguration Refiesh | Create | [ Apply | [ Remove v
< >

11.16.2 EAPS information (CBogHas nHcpopmauus o paboTte npoTokona

2 4 6 8
coan Sk i
@ disable
cooe wa e
~
3 Switch EAPS Information

{1 System Configuration
#{] Port Configuration
#{] MAC Binding

1 MAC Filter

#{] VLAN Configuration

5 {1 SNMP Configuration
#(] ACL Configuration
#{_] QOS Configuration
#{_] IP Basic Configuration
# (] AAA Configuration
#{(_] MSTP Configuration
#{] IGMP SNOOPING Confi
#{] GMRP Confguration
=13 EAPS Configuration
) EAPS Configuration
B EAPS Information
#{] RMON Configuration
< >

[ Refresh|
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Ha paHHOM cTpaHuue WEB wuvHTepdeinica npeactaBneHbl obuine
cBefieHus o pabote npotokona EAPS.
WHdopMaLmsa npeacTaBneHa TONbKO ANl YTEHUS.

11.17 RMON Configuration (HacTponka paboTbl npoTokona
RMON)

11.17.1 RMON statistics (HacTtponka rpynn ctatuctukm gnss RMON)

Ha paHHoi ctpaHuue WEB uHTepdelica npefcraBneHbl HaCTPOVKK
rpynn cratuctukm (Statistics) pna pabotel RMON  (ancTtaHuMOHHbIN
MOHWTOPWHT CETH).

Bbibepute nopT 13 Beinagawuwero cnucka Port, 4Tobbl HacTpouTb
rpynnbl  daHHblX cTatuctukn. MHgekc O o3HayaeT, 4TO nMOpPT He
ckoHdurypuposaH ansgs RMON. NHgekc moxeT ObiTb B Npeaenax ot 1-100.
3anonHeHue nonsa Owner (Bnagernew) He siBNAeTcA 06s13aTeNbHbIM.

Haxmute Apply ona nogteepxaeHus. B Ttabnuue Statistics Data

6yp,eT Nnokas3aHa CTaTUCTUKa pa6OTbI nopta.

2 4 &
aocoo el
cooe wa 8
#_1 MAC Binding = A
#{_] MAC Filter RMON Statistics
=] LANC ;
#_1 SNMP C: |p°": VI
#_] ACL Configuration
#] QOS C [ RMON Statistics ]
#{ IP Basic Configuration } Inqel“ 0 m Ovmer“ ]
#_) AAA Configuration
#{_] MSTP Configuration Refresh Apply Delete Help
#{) IGMP SNOOPING Confi Statistics Data
1) GMRP Configuration etherStatsDropEvents [o][etherStatsOctets
¥ EAPS Configuration etherStatsPkts [o][etherStatsBroadcastPits
=/ RMON Configuration etherStatsMulticastPkts [0][etherStatsCRCAlignErrors
B statistics Configuratio etherStatsUndersizePKts [0][etherStatsOversizePkts
B History Configuration letherStatsFragments o] etherStatsJabbers
B Alarm Configuration letherStatsCollisions [0][etherStatsPkts640ctets
B Event Configuration letherStatsPkis65t0127Octets 0] etherStatsPkts 125 ts
#{_] Cluster Management letherStatsPkis256t05110ctets [0][etherStatsPkts512t010230ctets
#_1 Log Management it etherStatsPkts10241015180ctets 0 )
< >
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11.17.2 History Configuration (HacTtpowka rpynn npeabicTopuu ans
RMON)

Ha paHHoi ctpaHuue WEB uHTepdelica npefcraBneHbl HaCTPOVKK
rpynn npegpictopum  (History) ana pa6otei RMON  (OuCTaHUMOHHbLIN
MOHWUTOPWHT CETH).

BbiGepuTte nopT 13 Bhinagatowero cnucka ansa Port ansa HacTpownku.
Ecnu nopt He ckoHdurypuposaH ansa RMON, B none INDEX oto6pasutca 0.
3HauveHne Index moxeT 6bITb B npegenax ot 1 go 100. None Bnagensua
(Owner) He 06s3aTeNbHO K 3aMOSTHEHUIO.

B none Interval yctaHaBnuBaetcs Bpemsa ot 1-3600 B TeuyeHue
KoToporo cobupatoTcs AaHHble. Bucket — aTo BblgeneHHoe xpaHunuile ans
cbopa 3anucen. 3HadueHne MoxeT ObITb OT 1 — 100.

Haxmute Apply ans nogteepxaerus. B tabnuue History Data 6yaet

nokasaHa nctopwusi paboTbl nopTa.

#() MAC Binding I
#() MAC Filter RMON History
#{ ] VLAN C
#(1 SNMP C [port: [ S|
(] ACL Configuration
®(1 QOS¢ RMON History

(] IP Basic Configuration Index : Interval

#{_ AAA Configuration Request - ]
#{] MSTPC Buckets -
#{1 IGMP SNOOPING Confi
#(_1 GMRP Configuration
#{_] EAPS Configuration History Data
=3 RMON Canfguraton [me T el T [— H [
. s I 1 | I I i |
® Slstory Sonbaurebn First Prev Next Last
&) Alarm Configuration -
B) Event Confguration Total: Opages, Current Page is No
#_] Cluster Management
#{ ] Log Management
< > < >

Owner

Refresh [ Apply Delete Help

DropEvents|
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11.17.3 Alarm Configuration (HacTponka rpynn aBapuiHbIX CUTHaNoB)

2 4 5 8
abaa s
ecoe s & niom
(] MAC Binding
#{] MAC Filter RMON Alarm
{7 VLAN Configuration
#{) SNMP Configuration Alarm)|_Risin i i !
9 Falling 4 oy
#( ACL Configuration Index |Interval| Variable Sample Type|(yo) 0 IEn?::: ﬂ:‘"’:
#{1 QOS Configuration n 0 ol 1 e 1 1o
£ 1P Basic C g ‘ = ‘ \
#() AAA Configuration Refresh| Apply Delete Help
#{] MSTP Conf - -
2 Sample Rising Falling Rising Falling
#{] IGMP SNOOPING Confi !*““‘"C"H '“““||""°“’"” Yolable l Type ” A Veive ” Threshold ” "Event ” ImlexH Dmer |

#{_] GMRP Configuration
#{ EAPS Configuration
=<3 RMON Configuration
8 Statistics Configuratio
&) History Configuration
5 Alarm Configuration
2 Event Configuration
#{] Cluster Management
#{J Log Management
< >

<

>

Ha paHHoi ctpaHuue WEB nHTepdenica npeacraBneHbl HaCTPOMKK
rpynn aBapuiiHbix curHanoB (Alarm) anst pabotsl RMON (guctaHuuoHHbIN
MOHWUTOPWHT CETH).

Bbibepute cyuwiecTByOLyO Tpynny u3 BbiNagatoLwero crnvcka ans
nNpocMoTpa COObITUIN UMM BHECEHMS UBMEHEHUI B HAcTponku. [ina co3gaHus
HoBoW rpynnbl BbibepuTe New. Index [ormkeH HaxoauTbCcs B Mpegenax
1...60, Interval gomkeH HaxoauTbea B npegenax 1...3600 (cekyHab!).

11.17.4 Event Configuration (Hactpomnka rpynn co6bituin ans RMON)

DD~
DD~

s

=]

2]
7

9 10

B linkup
i@ disable
1 link down

#{] MAC Binding

#{] MAC Filter

£ VLAN Configuration
(1 SNMP Cq

RMON Event

®{] ACL C

Index

Description

Type IC

Last Time
Sent

Owner

#{] QOS Configuration
(] IP Basic Configuration
#{] AAA Configuration
#{] MSTP Configuration
=3 IGMP SNOOPING Confi
#{] GMRP Configuration
#{] EAPS Configuration
=4 RMON Configuration
) Statistics Configuratio
& History Configuration
& Alarm Configuration
8 Event Configuration
(] Cluster Management
#{] Log Management
< >

none

M|

1970/01/01
00:00:00

Refresh|

Apply | Delete

Help

|[Index |

Descripti Il

Type [ C

Last Time Sent

Owner
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Ha paHHoM cTpaHuue WEB nHTepdenca npeacTaBneHbl HAaCTPONKM
rpynn cobbitun (Event) ana patotel RMON (aAncTaHUMOHHBIA MOHUTOPWUHT
ceTn).

M3 Beinagawowero cnucka BbibepuTe rpynny coObITUA, 4YTOObI
npocMoTpeTb Unn Hactpoutb ee. Haxmute (NEW), ecnn xoTute cosgaTb
HOBYIO rpynny.

[nana3oH BO3MOXHbIX 3HadeHurn B none Index 1-60. B none
Description (onuMcaHue) 3agaeTcs TEKCTOBOE OnucaHme rpynmnbl COObITUNA.
Tun cobbiTun MoxeT BbITb hone (He pearmpoBsaTb), log (coxpaHuUTb 3anuce),
snmp-trap, log and trap. [lMone Bnagenbua (owner) 3anonHATb He
obsazaTencHo.

Mone Last time sent (nocnegHee Bpemsi OTNPaBKW) AOCTYMHO TOJbKO
ONS 4YTeHMs W nokasbiBaeT, Korga B nocnegHui pas cobbiTue Obino
OTnpaBrneHo.

11.18 Cluster configuration (Hactpounka knacrtepa)

11.18.1 NDP configuration (HacTtporka npotokona NDP)

Ha paHHoun cTtpaHuue WEB nHTepdenca npeacraBneHbl HaCTPONKU
NDP (Neighbor Discovery Protocol). [aHHbIn NpOTOKOMN WCMNOMb3yeTcs
coBMecCTHO C IPv6 1 oTBeTCTBEHeH 3a OBHapyXeHue KOH(IIMKTa agpecos,
OpYrvX y3noB B knactepe, nouck goctynHeix DNS cepsepos u T.4.

- Port — BbIGOp nopTa;

- Port Enable (enable/disable) — Bkn/Bbikn nogaepxkun npotokona NDP Ha
BbIGpaHHOM NopTe;

- Global Enable (enable/disable) — Bkn/Bbikn rrno6anbHOM noaaepXku
npoTokona NDP;

- Hello Time — uHtepsan otnpaBkn NDP naketoB, 1-4096 cek, 3HayeHne
no ymonyaHuio 60cek;

- Aging time — nHTepBan «cTtapeHusi» oTnpasneHHblx NDP naketoB He
NPUHATBLIX  yaaneHHbIM ycTpouctBoMm, 1-4096 cek, 3HaveHue o
ymonyanuio 180 cek.

Haxmute Apply ons noaresepxaeHus.
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& B linkup
& dsable
o ool & linkdown

{3 Port Configuration "~
#{_] MAC Binding
B{] MAC Filter
B{1 VLAN Configuration Port:
#{] SNMP Configuration FoiF Enabie
#{] ACL Configuration
B{ ] QOS Conhguration
B} IP Basic Configuration Hello-time
#{_] AAA Cenfiguration Aging-time 180 ‘ (1-4096 sec)
#(] MSTP Configuration
B{] IGMP SNOOPING Confi Refresh Apply Help
#(_] GMRP Configuration
B{] EAPS Configuration
#{] RMON Configuration
=43 Cluster Management
) NDP Configuration
[ NTDP Configuration
B Cluster Configuration
(] Log Management
< >

Global Enable

| (1-4096 sec)

11.18.2 NTDP Configuration (Hactponka npotokona NTDP)

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTPOMKK

npotokona NTDP (Network Topology Discovery Protocol). aHHbIn npoTokon

ncnonb3yeTcd Aand NoCTPOEeHUA TONOJIOrMn B Kiactepe.

- Port — BbIGOp NopTa;

- Port Enable (enable/disable) — Bkn/Bblkn nogaepxkun npotokona NTDP
Ha BblOpaHHOM nopTe;

- Global Enable (enable/disable) — Bkn/Bbikn rrnobanbHOM noaaepXku
npotokona NTDP;

- Hops — poctynHbiv guanasoH Tornonoruun 1-6. Mo ymonyaHuio 3HayeHne
paBHo 3. KonuyecTBO nepexofoB (XOMoB) OT caMOro YyaaneHHoro
YCTPONCTBA A0 YCTPONCTBA, KOTOPOE KOHTPONUPYET BCHO TOMOMOIMIO;

- Interval Time — Bpemsa cbopa Tononorm B MuHyTax. 3HadyeHue Mo
ymon4yaxuio 1;

- Hop delay — ponyctumblin MHTepBan 3afepXku mexay nepexogamu.
HocTynHblie 3HaveHus 1-1000mc. 3HaveHme no ymonyanuo 200mc;

- Port delay — gonycTumbli MHTepBan 3afepXku nepen nepecbinikon
NnakeToB Ha nepsbin nNopT. [JocTynHble 3HayveHus 1-100mc. 3HayeHne no
ymonyanuto 20Mmc.

Haxmute Apply ans noateepxaeHus.
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56&& £ linkup
(sl ool
C N T

00 08 i disable
s 10 1 link down
#{ ] Pori Configuration N
1 MAC Binding NTDP Configuration
#(] MAC Filter
#{] VLAN Configuration Port:
5 {1 SNMP Configuration Port Enable
#{) ACL Confi ti
t’ el “_m Global Enable
*{_1 QOS Configuration =
(] IP Basic Configuration Hops 9 (1-6)
#{ AAA Configuration Interval-time | [1 (0-65535 min)
e aoudoy Hop-delay 200 (1-1000 milsec)
®{] IGMP SNOOPING Confi >
#{ GMRP Configuration Port-delay 20 (1-100 milsec)

#{) EAPS Configuration
E{] RMON Configuration
-3 Cluster Management
) NDP Configuration
E) NTDP Configuration
Cluster Configuration
#{_] Log Management e
< >

Refresh| Apply Help

11.18.3 Cluster Configuration (Hactponka knactepa)

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTPOMKK
KOHdurypauumn knactepa. Bbl mMoxeTe npocmMoTpeTb U OTpeaakTMpoBaTb

Tabnuuy ¢ ydacTHMKaMu knacTepa.

- Cluster enable (enable/disable) — Bkn/BbIKN Knactepa;

- Management VLAN — gnana3oH goctynHbix VLAN’0oB oT 1-4094. 3HaveHne

no ymonyaxuio 1;

- IP pool — guanasoH (nyn) IP agpecoB yyacTHUKOB knacTtepa. JocTynHbIn
aunanasoH ot 0.0.0.0 go 255.255.255.255. Jonyctumas gnvHa mackm 0 go
32;

- Handshake time — nHtepBan otnpaBku handshake naketoB. [JonycTuMbIN

OunanasoH 3HaveHun 1-255. 3HayeHne no ymonyanuio 10;
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- Handshake hold time — BpemMs «ygepxusaHusy. [JonycTuMbI AManasoH

3Ha4veHun 1-255. 3HauyeHne no ymonyanutio 60.

Utobbl HacTpouTb Knactep BaM Heobxoaumo BbibpaTb uMs
knactepa un BblbpaTb coeanHeHue c knactepoM. CyLlecTBYHOT pydHbie U
aBTOMaTU4eCKNEe METOAbl COeQMHEHNS C KNacTeEpPOoM.

Nocne noaTBepxgeHus  co3gaHMst  Knactepa Bbl  MOXETE
aBTOMaTUYECKN MEPEKITIYNTCA Ha pydHON MeTod. Bbl He MOXeTe B py4HYyHO
NepeknounTca Ha aBTOMaTMyeckun Metod. PydyHom meToa nosBonsieT
MEHSATb MMSI KracTepa.

Haxmute Apply ans noaresepxaeHus.

£

#({ Port Configuration A
[ MAC Binding ter Configurat
#() MAC Filter '
#_J VLAN Configuration
0]
3,;3 izr z;::::z:on Management-vlan [1 (1-4094)
#(_] QOS Configuration 1P-pool [0.0.0.0/0 (AB.C.D/M)
# {7 IP Basic Configuration
f‘d o St Handshake hold-time | [60 1-255 sec)
#{] MSTP Configuration
#{) IGMP SNOOPING Confi A
#{_ GMRP Configuration
#(1 EAPS Configuration
() RMON Configuration
=13 Cluster Management
&) NDP Configuration
&) NTDP Configuration Apply
B Cluster Configuration
#0J Log Management Cluster Member List v
< > :

Cluster Enable [disable v

Handshake time [10 (1255 sec)

Cluster Name l[ | ” Type " v

Delete
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11.19 ERPS Configuration (Hactponka ERPS)

11.19.1 ERPS Configuration (HacTtponka npotokona ERPS)

Ha paHHon ctpaHuue WEB wuHTepdenca HaxogaTcss HacTpPOWKK
npotokona ERPS — BbicokoadhdekTnBHOM anbTepHaTtMBe npotokona STP
(Bpema BoccTaHoBneHust nmHka 50mc). [aHHbIA  ceTeBOM MpPOTOKON
ucnonb3yetcd  AnNA  UCKMYeHua  obpasoBaHus  KOMNU3WA,  npu
NCNONb30BaHUN KONbLEBOW TOMNONOMMN NOAKIOYEHNS.

2 4 &

caaa & lokup
cooo o086 L
R T 7 s 10 Q  link down

_i Managed Switch
+ 3 Industral Such Monton

ERPS Doenain v

ERPS Domain Status

ERPS Dormain Nose Role o nterconnacton v

£RPS Ring v
ERPS ing Statis

g Mode v
e Mo v
Raps VAN

Trate VLA

R port -

AL Pon v

Reverive Benavicer v

o oft Teme
Guard Time

WIR Tone

WIE Tune

Rap vemd Time

EKPS Hing Enatse .~

Forced Swhch KB and K1 Port v v

Manuat Swach Port v

- Raps VLAN — VLAN ID, B koTopon byaeT nepegaBaTbCs CryXeOHbIN
Tpaduk ERPS;
- Traffic VLAN — VLAN ID, koTopble Heob6xoaMMo 3aluumiaTe OT NeTenb 1
KONNn3um.
lMocne BHeceHUs U3MEHEHUI B HACTPOWKU, HaXmuTe KHomky Apply
(MpuHATL). YTOOBLI 0GHOBMTL MHOPMaLMIO HaXXMuTe KHonKy Refresh.

11.19.2 ERPS Information (MHcpopmauusa o pabote ERPS)

Ha paHHon cTtpannue WEB wHTepdbenica HaxogaTcs cCBOAHble
OaHHble 0 pe3yrnbTate paboTbl npoTokona ERPS.

Bca uHopmaums gocTynHa TOMbKO AN YTEHUs, YToObl OOHOBUTL
nHdopmaumo Haxmute kHonky Refresh.
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2 4 6 .
caon & linkup
cooa oo hpden
T T T s 10 QO  link down
‘3 Managed Switch ERPS Information
# (1 Industrial Switch Monitoring
{2 Clustor Managomont Refresh Help

3 ERPS Configuration
® ERPS Configuraton
8 ERPS Informaton

4 (1 Log Manzgement

11.20 Log management (YnpaBneHue 3an1cbio JI0ros)

Ha paHHoln cTtpaHuue WEB nHTepdenca npeacraBneHbl HACTPONKU
dunbTpa BbIBOAA 3anMcaHHbIX foroB. B none Log Priority moryt ObiTb
cnegylowmne 3HavYeHus:

- Critical — BbIBOAWUT UHbOPMALMIO, OTHOCSLLYIOCS TOSNBKO K KPUTUHECKOMY
YPOBHIO BaXXHOCTHU;

- Debugging — BbIBOOUT MHOPMaLMIO ANSA OTNagKu;

- Informational — BbIBOAUT wWHpOPMaUMIO ANA OTnagkM u obuwyio
WHdOopMaLmIo B norax;

- ALL — BbIBOOUT BCIO MHpOpMaLMIO.

YT06bl NPUMEHUTE (PUNLTP NOroB HaXXMUTE KHOMKy Refresh (0OHOBUTB).

2 4 &
caoa O lokvp
coona oo Shideste
T3 8 7 s 10 0O link down
3 Managed Switch
(1 Incustrial Switch Monitoring
() System Confguration T < [Refiesn

# ] Port Configuration
+{) MAC Binding
=1 MAG Filler
{1 LAN Configuration
+{2) SNMP Configuration
* L) ACL Configuration
{1 Q0S Configuration
(1 IP Basic Configuration
* ] AAA Configuration
#{2) MSTP Configuration
# 1 1GMP SNOOPING Configuration
% () GMRP Configuration
(] EAPS Confguraton
%1 RMON Configuration
# (1 Cluster Management
+{) ERPS Configuration
=<3 Log Managament

B Log Information
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11.21 POE Power Control (YnpaBneHue napametpammu POE)

11.21.1 POE Port Configuration (HacTponka napameTtpoB PoE)

e
oooo = :;
i 0 Q inkdown
- Managed Switch
% (2 Industrial Switch Monitoring
%) System Configuration
# (1 Port Configuration Selected Ports
&) MAC Binding POE Mode Automatic v
® MAC Filter POE Admin Status Enable v
% VLAN Configuration IAciive Voltage (V) Fr
) SNMP Configuration ReReFscTme e
Tl AL Coligsicn Passive Voltage (V) %13
#{) QOS Configuration TS —
(22 IP Basic Configuration
%(1 AAA Configuration [Fos Eower (1) 120
) MSTP Configuration Power Consumption (W) 0.00
# {1 IGMP SNOOPING Configuration [Power Usage (%) 000
) GMRP Configuration N
03 EAPS Configuration Refresh Apply Restore Default Port Restarting
#1_1 RMON Configuration Select All Port Type Mode Admin Status | Operation | Active PSEType = Passive PSEType | Current(mA) | Voltage (V) | Power (W)
7S] Chster Mariagwrhont ( getit Ao | Automatic Enable OFF AT AT NA NA NA
=1 ERES Boohgakon gei2 Auto Automatic Enable OFF AT AT NA NA NA
43 Log Management
) Log Information ge13 Super Enable OFF BT NA NA NA
=3 PoE Power Control gelid Super Enable OFF BT NA NA NA
%) PoE Port Configuration
) PoE Policy Configuration gel/s Normal Enable OFF AT NA NA NA
% PD Query Configuration gel6 Norma Enable OFF AT - NA NA NA
gell7 Norma - Enable OFF AT NA NA NA
gel/’8 Normal Enable OFF AT NA NA NiA

Ha paHHom cTpaHuue WEB wuHTepdbenica npeacrtasneHa
KOHMrypauusi HacTpoek noaayn nNUTaHus K NOAKNIOYEHHOMY K KOMMYTaTopy
obopygosaHuio No TexHonorun PoE. [ng HacTponkv AOCTYMNHbI cregyowme
napameTpbl:

- Total Power - cymmapHaa MowHocTb PoOE. lMone ana BHeceHus
MHOPMaLUM O MaKkCMMarbHOW MOLLHOCTM ucnonb3yemoro bBll,
uHdopmauns Heobxoauma ONd aBTOMaTUYECKOro pacyeTa TeKylwen
Harpy3ku PoE kommyTaTopom;

- POE single port power - mowHocTb POE Ha ogHOM nopTy;

- PoE on / off — BkntoueHune / oTkntodeHne nogadn PoE;

Tawke Ha OaHHOW CTpaHuue oTpaxeHa WHgopmauus O Tekywewm
coctosiHun PoE obopynoBaHus. MimeeTcs BO3MOXHOCTbL 06HOBUTL (Refresh),
noaTBepavTb u3MeHeHus (Apply), BepHYTbCA K 3aBOACKMM HacTpourKam

(Restore Default), nepesanyctutb nopthl (Port Restarting).
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11.21.2 POE Policy Configuration (HacTpomnka pacnucaHusi POE)

4 Managed Switch

& (1 Industrial Switch Monitoring

#{_1 System Configuration

#{) Port Configuration

#) MAC Binding

% MAC Filter

() VLAN Configuration

() SNMP Configuration

%] ACL Configuration

#{] QOS Configuration

(] IP Basic Configuration

{3 AAA Configuration

#1{2) MSTP Configuration

41 IGMP SNOOPING Configuration

%1 GMRP Configuration

#{_1 EAPS Configuration

%3 RMON Configuration

%] Cluster Management

#{_1 ERPS Configuration

544 Log Management
8 Log Information

=44 PoE Power Control
[B) PoE Port Configuration
B PoE Policy Configuration
[E) PD Query Configuration

2 4 & 3
cooa = Lo
oaooao 8880
$ 8 8T 0O link down
Conf
POE Port [ v
Policy Status | disable v
Refresh Apply
Clock( (Ja) | Monday Tuesday Wednesday Thursday Saturday Sunday

[}

o
NSSNNSNENE&SNS&;

':’:
[ < BB T J < < <D< < I < B < < <]
[ B IR BE< TN < <D< BT < J < < <]
[ L < I BT J < < D B T < B < < <]
[<BE I I <M< T H <D< <D< < T < T < I < <]
[ << T B < A< DN < T < T < < <]
[ NE< < B T T < A< < < T < B < < i< ]

Ha paHHom cTpaHuue WEB wuHTepdbenica npeacrtasneHa

KOHpurypaums

HacTpoek nogayvM nutanmsa PoE «k nogknovyeHHomy

060py,D,OBaHVIIO no pacnncaHuio. Ons HaCTpOVIKM pacnucaHna LOOCTYMNHbI

cneaywwe napamMmeTpbl:

- hour — yachl;

- week — gHM Hegenu;

[ns HacTpomku pacnucaHus cnegyeT BblbpaTb HOMep noprta w3

BbinagawLlero meHw POE port, aktuBmpoBaTb QyHkuuio Policy Status

BKITtoveHusi/oTknodeHmns (enable/disable); Beibpate Bpems B konoHke Clock

1 oeHb Hegenu Monday...Sunday B COOTBETCTBYHOLLIEN KOMOHKE.

Haxmunte

Apply gna  nopgtBepxgeHus, 4Tobbl  OBHOBUTHL

WHpopmaumo Haxmnte kHornky Refresh.
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11.21.3 PD Query Configuration (KoHTponb POE o6opypnoBaHus)

2 4 &
(sl 0O linkup
ocoa o th e
S 1 0O link down
_i Managed Switch PD
# (1 Industrial Switch Monitoring
(] System Configuration
# (1 Port Configuration PoE Port v
(2] MAC Binding PD IP Address |
% MAC Filter PD Query Interval 0 | (2~30 sec)
& {_] VLAN Configuration IPD Timeout Number 5 T2-10)
#{2) SNMP Configuration
% () ACL Configuration £0 Dot Time 0 ] (30~600 Sec)
#(_] QOS Configuration A [
(] IP Basic Configuration
#(_] AAA Configuration PoE Port | PDIPAddress | PD Query Interval (Sec) PD Timeout Number PD Boot Time (Sec) |  PD Reboot Times
# () MSTP Configuration gel NA [ 5 3 120 B
# (1 IGMP SNOOPING Configuration gel2 N/A 3 120 0
# (2] GMRP Configuration gel3 NA 3 120 0
# (11 EAPS Configuration gelld [ NA [ 5 3 120 0
# (] RMON Configuration gelis NA 5 3 120 0
# (] Cluster Management gel’ NA 5 3 120 0
# (1] ERPS Configuration gel/7 | NA 3 120 0
geli NA 3 120 0

=3 Log Management
2 Log Information

=3 PoE Power Control
5 PoE Port Configuration
) PoE Policy Configuration
) PD Query Configuration

Ha paHHom cTpaHuue WEB wuHTepdbenica npeacrtasneHa
KOHpUrypauusi HacTpoeK KOHTPOMsl aHTu3aBWCaHMsA MOAKIHYEHHOMY K
kKommyTatopy POE oGopygoBaHus. [nsi HacTpoWku OOCTYMNHbI crnegyolime
napameTpbl:

- POE port — Bbibop HOMepa nopTa (U3 BbinagaroLero cnucka);

- PD IP address — IP agpec PoE nogkntoyeHHoro o6opyaoBaHus;

- PD Query Interval — wHTepBan oTnpaBku 3anpocoB K PoE
obopynoBaHuio B npegenax 2...30 cek (MpegycTaHOBNEHHOE BpeMmsi 5
CeK);

- PD Timeout Number — konuyecTtBo 3anpocos k POE obopyaoBaHuio,
KOTOpoe MOXeT ocTaBaTbcsi 6e3 otBera B npegenax 2...10
(NnpepycTaHoBneHHoe 3HayeHune 3);

- PD Boot Time — makcumanbHOe Bpemsi Ans nepesarpy3ku PoE
obopynoBaHua B npegenax 30...600 cek (NpeaycTaHOBNEHHOE BPEMS
120 cek).
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12. UameHeHue |IP agpeca koMMmyTaTopa

: oo
[ =10 = ol lolo]
o
~
3 SW-80802/L(150W)
E{3 System C il
B Basic Line ltem VLAN ID 1P Address / Subnet Prefix DHCP Client MAC Address
B Serial Information | 1 v 1| 192. 168. 0. 3/24 x\ Disable V| 0028.2411.bdf1
B User Management 1 4 192.168.0.1/24 Disable 0028.2411.BDF1
&) Safe Management
B SNTP Configuration Refresh Create VLAN Interface Delete VLAN Interface

8 Jumbo Frame Configuratio
B Save Current Configuratior
B Configuration File
B File Upload
B System Reboot

B{] Port Configuration

#{] MAC Binding

&) MAC Fiter

() VLAN Configuration

(] SNMP Configuration

(] ACL Configuration

#{] QOS Configuration

1€ IP Basic Configuration
B 1P Address Configuration
&) ARP Configuration and Dis
[ Host Static Route Configur

() AAA Configuration

Set IP Address/DHCP Client Delete IP Address Help

[na nameHeHwns IP agpeca kommyTaTopa:

— BbinonHute Bxog B8 WEB uHTepdenc kommyTtatopa;

— Bownagute B pasgen meHto IP Basic Configuration, nyHkT IP Address

Configuration (Hactporika IP agpeca);
— yctaHoBuTe Line Item «1», DHCP Client «Disabley;

— BBeguTe HoBbIM agpec B none |IP Address/Subnet Prefix (agpec

OOITKEH bbITb YHUKanbHbIM U HE OOJ1KEH I'IOBTOpHTbCFl);

— Haxmute Set IP Address/DHCP Client (yctaHoBuMTb appec),

cmapbil IP adpec asmomamu4ecku nepecmaHem

delicmeosama;

— BbinonHume noemopHbil exod 8 WEB uHmepgbelic, ucnosnb3ysi

HoebIl |IP adpec.

BHumaHue!
[ns coxpaHeHus Hosoro IP agpeca B 3HeproHe3aBUCMMOW NaMsTH

KoMMyTaTopa B pasgerne meHio System Configuration, nyHkt Save Current

Configuration (IMpocmoTp TekyLlen KoHdUrypauumn) CoxpaHuTe HacTponKn, B

NPOTUBHOM Clly4ae npu nepes3arpy3ke KommyrtaTtopa 6yp,eT yCTaHOBIEH

npeablaywmn IP agpec. O6patute BHMMaHe, YTO HOBbIEe NapameTpbl,

nomumo camoro IP agpeca, JomKHbI cogepXaTb Flpe(bl/IKC MacCKu noaceTu

(3HayeHwue B BuTax nocne cumeona "/". (Hanpumep: 192.168.0.1/24)
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13. TexHn4YecKue xapakTepucTuku*

Mogaenb

SW-80402/ILS SW-80802/ILS
(port 90W 180W) (port 90W 300W)

O6Lee Kon-Bo NOpTOB

6 10

Kon-Bo noptoB FE+PoE

Kon-Bo noptoB FE

Kon-Bo noptoB GE+PoE

4 8

Kon-Bo noptoB GE
(He Combo noptbl)

Kon-Bo noptoB Combo
GE (RJ45+SFP)

Kon-Bo noptoB SFP
(He Combo nopTbl)

BcTpoeHHble onTuyeckme
nopTbl

Tononornn Nnoaknt4eHns

3Be3na
Kackag
KOmnbLIO

Bydep naketoB

41 M

Tabnumubl MAC-agpecoB

8K

MponyckHas
CMOCOBHOCTb
KOMMYTaLMOHHOW
MaTpuubl
(Switching fabric)

56 but/c

CkopocTb 0b6CnyxmBaHus
naketoB (Forwarding
rate)

1000 M6wuTt/c — 1488,000 nakeToB/c
100 Méut/c - 148,800 nakeTtos/c
10 M6ut/c- 14,880 naketos/c

Moppepxka jumbo frame

16 K

CTaHp,aprl N NPOTOKOIbI

IEEE 802.3 10Base-T Ethernet

IEEE 802.3u 100Base-TX

IEEE 802.3ab 1000Base-T

IEEE 802.3z 1000Base-X

IEEE 802.3x Flow Control & Back Pressure

IEEE 802.3af/at/bt Power over Ethernet

IEEE 802.1S IEEE 802.1d IEEE 802.1w IEEE 802.1X
RSTP/MSTP( Rapid Spanning Tree Protocol)

EPPS ring network protocol

EAPS ring network protocol
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Mogenb

SW-80402/ILS
(port 90W 180W)

SW-80802/ILS
(port 90W 300W)

DYHKUUKN YPOBHSA 2

802.1Q VLAN

IGMP/MLD Snooping

DHCP Snooping

Internet Protocol Version 6 (IPv6)

Port Status, Statistics, Monitoring, Security, and Rate
Limiting, Loop Detection, Port Mirroring

KauecTtBo obcnyxmnBaHus

(Qos)

CoS

ToS

Diffserv mapping

802.1p port queue priority algorithm;
WRR, weighted priority rotation algorithm;
SP, WFQ priority scheduling modes

BesonacHocTb

User Name / Password Protection

MAC Based Authentication

User port+IP address+MAC address Support
ACL (Access control list)

YnpaeneHue

WERB interface;

CLI, Telnet, TFTIP, Console;

SNMP V1/V2/V3 management

RMONV1/V2 management; RMON management

WHaukaTopbl

P1, P2: oCHOBHOE 1 pe3epBHOEe NUTaHue;
PWR: nigmkaTtop owmnbkyn cuctemsl;
Link: Ethernet;

SFP: SFP-nopTthbl;

PoE: nogava PoE;

HW: Tononormsa «KonbLo»

Pene aBapuiHom
curHanusauuu

DC24V,1A(HO, H3)

Cranpgaptbl PoE

IEEE 802.3af/at
IEEE 802.3bt

Metog nogauun PoE

AL/2(+) 3/6(-)

A1/2(+) 3/6(-) B4/5(+) 7/8(=) nepsbIi nopT

MotHocTtb PoE Ha oguH 30 Bt

nopT (Makc.) 0o 90 BT nepsbit nopT
CyMmapHasi MOLLHOCTb 180 BT 300 BT
PoE Bcex noptoB (Makc.)

OHepronoTpebneHne

(6e3 Harpy3ku PoE) 10Br 158Br
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Mogenb

SW-80402/ILS
(port 90W 180W)

SW-80802/ILS
(port 90W 300W)

Mutanne™*
(c pesepBupoBaHneEM)

DC 12-57V(2A) (6e3
ncnonb3oBaHusa PoE)

DC 12-57V(2A) (6e3
ncnonb3oBaHusa PoE)

DC 37-57V(4A)

DC 37-57V(6.5A)

[atynk TemMnepatypbl 1
BNaXXHOCTU

Temnepatypa (pe3aunctuBHbin); -40...+80°C (x 0.5°C)
BnaxHocTb (emkocTHoR): 0...99% (£3%)

Pasbem — TRS 3.5mm

WHTepdenc (ungposon): 1-Wire, nutarue (3.1-5.5V)

BcTpoeHHas 6 KB
rpososawmra
BcTpoeHHas
anekTpocTaTtnyeckas 8 kB
3awmTa
OxnaxpgeHue KoHBekunoHHoe (6e3 BeHTMNsTopa)
Cnocob MoHTaxa Ha DIN-penky (BepTvKanbHO)
Knacc 3awmtol IP40
Paswmepb! (LUxBxI), mm 41x157x115 50x162x130
Bec (6e3 ynakoBku), kr 0.9 1.1
Paboyas Temnepartypa -40...+80°C
OtHocuTeneHas 80 90% 6e3 koHaeHcaTa
BMNa)XHOCTb
Mepenaya nHpopmauum o Temneparype u
BMaXXHOCTW OKpY)KatoLLel cpeabl C BHELLHErO
JononHutensHo Aarduvka.

Pexxum yBenuyeHust 4ansHOCTW Nepefayun curHanos
Ao 250m. (Ckopocmb nepedadu 10 M6um/c).

* [pon3BoaMTENb MMEET NPABO U3MEHSITb TEXHUYECKME XapaKTEPUCTUKN N30ENNS U
KomnnekTaumo 6e3 npeaBapuTENbHOTO YBEAOMIIEHMS.
**BrnokM NNTaHNA B KOMMMEKT NOCTaBKM HE BXOAAT.

14. F'apaHTUA

lapaHTMs Ha Bce obopynoBaHne OSNOVO — 7 net (84 mecsaua) ¢
OaTbl NPOAaXM, 3@ UCKIIOYEHMEM aKKyMYNATOPHbIX GaTtapewn, rapaHTUNAHbIN

CpoK - 12 mecsLeB.

B TeuyeHune FapaHTMIZHOFO CpOKa BbIMNOJIHAETCA OecnnarHbIn PEMOHT,
BKNIOYas 3anyacTtu, Unu 3aMmeHa nsgenun npn HEBO3MOXXHOCTU UX PpEeMOHTa.

Moapo6GHas

4
231122 (4)

MHopMaums o0
o6CcnyXnBaHUSt HAXOAMUTCS Ha calTe WWW.0SNoVO.ru

ycnoBsuax

rapaHTUNHOrO
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MpunoxeHne A

Mpumep ncnonb3oBaHusa Bxoga Alarm Input kommyTaTopoB cepuu ILS ¢
BHELUHMM JAaTYMKOM BCKPbITUSI.

,D,BT‘-IMK BCKPBITUA

| N |
L1
BITOK MMTAHWUA
L
+
— B1—
- -DC48V = AC 195-265V
N
: [ononHuTenbHbIA =
8 WCTOYHKUK CUCTEMA
H nuTaHusa
OMNOBELWEHWA

Cxema nogknoyeHns BHELLHEro gaTymka BCKpbITUs K Bxogy Alarm Input
KOMMYyTaTopoB cepum ILS.

Jdatyuk BCkpbITUA aNnsg ynuyHbix ctaHuun OSNOVO cepum OS un OSP
no3BomnsieT opraHu3oBaTb CUCTEMY OMOBELeHMS 00 OTKpbITUM ABepwu
YAVYHOW CTaHuun. JaTyuk BCKPbITUSA NpeacTaBnseT cobon BblkMnoyaTens C
HOpMarnbHO 3aMKHYTbIMW / Pa3OMKHYTbIMW KOHTakTamu. B 3aBucumoctu ot
CXeMbl MOAKIIOYEHMSA N TUMA NCMOMNb3yeMbIX KOHTAKTOB daT4yuka, Tpebyetca
nNpoBecTu COOTBETCTBYIOWME HacTponkn Alarm Input Configuration n Alarm
Output Configuration B pasgene MoHutopuHr gatumkoB (Industrial Switch
Monitoring) WEB-uHTepderica kommyTaTopa.

CornacHo NpuBEAEHHON BbILLIE CXeMe MOAKIIOYEHNs,, KOMMYyTaTop nuTaeTcs
oT Bl HanpspkeHnem DC48V (knemmbl P1). Ha Bxog IN knemmMHOWM konogku
KOMMYyTaTopa MofaeTcs HanpshkeHme ¢ Toro e ©Onoka nuTaHua DC48V
yepes3 [JaTuMK BCKPbITUS C HOPManbHO Pa3OMKHYTbIMW  KOHTaKTamu
(BHumaHue! Kamezopudyecku 3anpeujaemcsi nodasamb Ha kKremmbi [N
HanpsbkeHue 6onee 56V). [Ons KoppekTHonm paboTbl OMoBeLLEeHUs Mo
NpVBELEHHOW CXEME AOMKHbI OblTb CAenaHbl criefylLme yCTaHOBKMU:
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g omce

i SW-70402/1LS ® @ Menus

=4 ndustra Swich Monorng
5) incstral Swten Montorng

Systor Temperaturs (°C)

Master V1 Voltages (V)

#1 MSTP Confguration Nermal
1 IGMP SNOOPING Conguration System IV
) GMRP Configurston 32

#_J GVRP Configuration

sang s
Marus

Systom Temperature Upper

£0-100°C)

Aembient Temperature Upper

& (60- 100°C)

Amieect Humaty Upper

) 0- 100%)

System Tempecatisa Lower
% =

System Power Upper

Powar in (Master V1, Siave V2) System Current (A)

Siave V2 Votages (V) System Power (W)

Neemal
System 12V

2

1 EAPS Configuraton
Aiarm Detoction Metrod

*# _J ERPS Configuration

# _J LLDP Configuration

- 3 Log Management
8 Log Contguration
%) Log ormaton

2%

Copynght (C) 2020 Alsem Outpes Mode
GSNOVO

A rght reserned

Port Faiurs

‘Alam input Configuration

Close Pod

‘Alarm Output Contiguration

Executve Acton

Pasgen MoHuTopuHr gatumkos (Industrial Switch Monitoring) WEB-
nHTepdgenca KommyTartopa.

Alarm Input Configuration

Alarm Detection Method

Upload Faut Message

Close Port Reboot Port
i1 Dieiz a1t (ge12
Figh Level v o Normal getls Noma
ge13 Oge 0_ . :
Minutes 95l
Alarm Output Configuration Upload Faut Message
Asarm Output Mode Port Fadure Executive Action Condition Failure Executive Action

B Avarm Input

- Alarm Input Configuration: cpabaTtbiBaHue (nepesarpyska nopta GE1/3,
OTMEYEH rarnkon) Npu nogave HanpsXeHUs1 BbICOKOrO YPOBHs (YCTaHOBIEHO
High Level, 5V < U <56V) Ha Bxog, IN KneMMHON KOMNOAKMW.

- Alarm Output Configuration: 3ambikaHne koHTakToB pene Al+ Al- Bbixoga
Alarm Output (yctaHoBneHo Often Open) npu nogade curHama BbICOKOTO
HanpsbkeHus Ha BxoA IN knemmHon konogku (yctaHosneHo Alarm Input,

OTMEYEHO rankomn).

Takum 0b6pas3om, Npu 3amblkaHWM KOHTAKTOB BHELLHETO AaTymMka BCKPbITUSA Ha
knemmbl IN KONogkM nUTaHMS MNOAAETCs HanpsbKeHWe BbICOKOrO YPOBHS,
npovcxoauT nepesarpyska nopta GE1/3 u 3amblkaHue KOHTakToB pene Al+

Al- Bbixoga Alarm Output.

96



