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1. Ha3HayeHue

Ynpasnsembin (L2+) «kommyTatop Ha 52 nopta SW-74804/L
npegHasHayeH Ans obbeanHeHus CeTeBbIX YCTPOWCTB W nepedavn AaHHbIX
Mexay HUMM.

YnpaBnsiemblii KOMMyTaTop (4arnee no TEKCTy - KOMMYTaTop) OCHaLleH
48 noptammn Gigabit Ethernet (10/100/1000Base-T), a Tawke 4-ms Gigabit
Ethernet SFP-cnotamum (1000Base-FX).

KommyTtatop rmbko HacTpamBaeTtcs Yepe3 WEB-uHTepdeiic n nveet
MHOXeCTBO (byHKuun L2+ ypoBHs, Takmx kak VLAN, IGMP snooping, QoS u
Aap-

Kpome TOro  KOMMYyTatop  nopgepxvsBaeT  aBTOMaTU4ecKkoe
onpegenenne MDI/MDIX (Auto Negotiation) Ha Bcex nopTtax - pacnosHaeT Tun
NMOAKITIOYEHHOr0 CeTeBOro  yCTpPOMCTBA M Npu  HeobxoaumocTn MeHseT
KOHTaKTbl Mepefayun AaHHbIX, YTO MO3BONSET Ucnomnb3osaTtb kabenu, obxaTble
nobbiM cnocodoM (KpoccoBble 1 MPAMBIE).

KommyTtatop SW-74804/L pekoMeHOyeTCcs UCMNofb3oBaTh, €Cin eCcTb
HeobXxoaMMOoCTb 00beaMHUTL BoMbLLIOE KONMMYECTBO ceTeBbIX ycTpouncTts (IP-
kamepsbl, IP-TenedoHbl 1 Np.) B O4HY CETb C €4MHBIM YMpaBeHUEM.

Kpome Toro kommytatop SW-74804/L MOXET BbICTynaTb B Ka4yecTBe
KOMMyTaTopa ypoBHS siapa (KOPHEeBOro KOMMyTaTtopa) ASif foKanbHOW ceTw,
OCHOBaHHOW Ha BOMbLIOM KONMYECTBE MEOHbIX JIMHWUIA CBS3N.



2. KomnnekTtauus

1. KommyTatop SW-74804/L — 1wr;

2. Kabenb nutanus — 1wWT;

3. MoHTaXHbI KOMNNEKT Ansa kpennexuus B 19” ctoiky — 1T,
4. KpaTtkoe pykoBOACTBO MO 3Kcnnyaraumm — 1r;

5. YnakoBka — 1WwT.

3. OcobeHHOCTU O6OpyAOBaHUSA

e bBonbluoe KoNM4ecTBO OCHOBHbLIX NOPTOB — 48;

e [loctato4yHoe konun4vectBo SFP cnotos — 4;

e [ubkoe ynpaeneHune 4yepe3 WEB nMHTepdelic;

o T[logpepxka dyHkumn L2+ (VLAN,QOS,LACP,LLDP,IGMP snhooping);

e  ABTOMAaTMYECKUI/PYyYHOW BbIOOP peXmMMa yBeNMYeHUs 4arnbHOCTH
nepegauun curHanos o 250m. (Ckopocms nepedayvu oepaHudeHa 10
M6um/c).

e AKTMBHOE MHTennNeKkTyanbHoe oxnaxaeHue.

4. BHelHWW B4 1 onucaHue 3rieMeHToB

4.1 BHelwwHnn BUA

Puc.1 KommyTtaTop SW-74804/L



4.2 OnucaHue pa3beMOB, KHOMOK U UHONKATOPOB

7 65

48G+4SFP Managed Switch

SYs

51
Console PW RET

1

Puc.2 Kommytatop SW-74804/L , pa3beMbl, KHOMKN U MHAUKATOPbI

Tab. 1 KommyTtaTtop SW-74804/L , Ha3Ha4YeHWEe BHYTPEHHUX 3rIEMEHTOB

Ne

/n O6o3Ha4yeHne HasHayeHne

LED nHAamkaTopbl CETEBON aKTMBHOCTU 1 POE Ha
1-48 noptax 1-48

1
H Coput/mMUraeT 3eneHbIM — YCTaHOBMEHO

coeanHeHune.

MopTbl RJ-45 ¢ 1 no 48. MNpeagHasHa4veHbl s
2 1-48 NOAKMIOYEHUSA CETEBBIX YCTPOMCTB HA CKOPOCTU
po 1 ourt/c.

SFP cnotbl. lNpegHasHayeHs! 4ns noaknioyYeHns
KOMMYyTaTopa K ONTUYECKOW TMHUM CBA3M Ha
ckopocTtu 1Iéut/c ucnonbadya SFP-moaynu 1,25
6ut/c (NnpnobpeTatoTcs OTAENBHO).

3 49 50 51 52

MwkpokHonka. NpegHasHayveHa ans copoca
KOMMyTaTopa K 3aBOACKAM HacTponKam.
Heobxoammo npogonmkutensHoe HaxaTtue ~3 cek
NPV BKIIOYEHHOM MUTaHUK.

4 RET




Ne

a/n O6o3Ha4yeHne HasnaueHne

LED uHaukaTop paboTbl kKOMMyTaTOpa.

Mwuraet — paboTta B LUTAaTHOM peXUME;

CopuT — aBapunHas cuTyauns (3aBncaHme
KoMMmyTartopa);

5 BbICTPO MUraeT — naeT 3arpyska nNpoLUUBKMY.

PW LED-nHAnKaTop NOAKMHYEHUS NUTaHUA

FOQVIT — NnTaHne nogaeTcH.
He ropuT — NnTaHne Ha Bxoae OTCYTCTBYET.
Bo3aMoxHo, KOMMYTaTOp HE UCrnpaBeH.

Pasbem RJ-45. [NpegHasHaveH ons noaknoveHns
kommyTaTopa k COM noprty. Nossonset
3arpyxaTb B KOMMYyTaTOp NPOLUMNBKY B Criy4ae
aBapuHOM cUTyaLumm

6 Console

LED vHamKaTopbl CETEBOW aKTUBHOCTU U
ckopocTu SFP cnoTtos.

Link roput — yCTaHOBMEHO COEANHEHNE;
Giga roput — ckopocTb coeanHerus 1 F'out/c
Giga He roput — CKopocTb coeanHeHnsa 155
Mo6wuT/c

Link
7 | Giga
49 50 51 52

5. NoaknoyeHune
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Pabouve mecTa coTpyaHukoB

Puc. 4 Cxema nogkntoveHus kommyTtatopa SW-74804/L Ha npumepe ceTu
Ans 6onbLUoro pa3BeTBNEHHOrO oduca

6. MNMpoBepka paboTOoCNOCOGHOCTU CUCTEMbI

Mocne nogkntoveHusi kabenen K pasbémMamM M NOAAYN NMUTAHUS MOXKHO
ybeamTbcsa B paboTocnocobHOCTU KOMMYyTaTOpa.

Mopkmounte  KommyTaTop Mexay aAsymsa [1K ¢ u3BecTHbiMu |P-
agpecamu, pacnonaralolwmMmca B O4HOW noaceTw, Hampumep, 192.168.1.1 un
192.168.1.2

Ha nepsom komnbioTepe (192.168.1.2) 3anycTtute KOMaHOHYH CTPOKY
(BbINONHMTE KOMaHAy cmd) 1 B MOSIBUBLUEMCS OKHE BBEAUTE KOMaHay:

ping 192.168.1.1
10



Ecnu Bce noakntoveHo npaBuUIibHO, Ha 3KpaHe MOHUTOpPAa 0T06pa3I/ITCF| OTBET OT
BTOPOro KoMnbroTEPA. 310 cBmaeTenbCcTByeT 06 MCNpaBHOCTK KOMMYyTaTOpa.

WINNT'\System32' command.com

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: byt 32 time<{1Bms TTL=255
Reply from 192.168.1.1: bytes=32 time<{1Bms TTL=255
Reply from 192.168.1.1: hyt 32 time<18ms TTL=255
Reply from 192.168.1.1: bytes=32 time<{1Bms TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received
Approximate round trip times

Minimum = Bms, Maximum = @ms, Average

IC=\>

Ecnn oteBetr ping He nonyyeH («Bpemsi 3anpoca ucTekno»), TO
cnegyeT NpoOBEPUTb COeAMHUTENBHLIN kKabenb n IP-agpeca KOMMNbIOTEPOB.
Ecnu He BCe nakeTbl BbINN NPUHATDLI, 3TO MOXET CBUAETENbCTBOBATL!
- 0 HM3KOM Ka4yecTBe kabens;
- 0 HeucnpaBHOCTM KOMMYTaTopa;
- 0 MoMexax B fIMHUN.

MpumeyaHue:

Mpu4MHBI NOTEPU B ONTUYECKON NMHMU MOTYT ObITb BbI3BaHbI:
- HencnpasHoCTbO SFP-Moaynen;

- nsrmbamu kabens;

- 6ONbLUMM KONMYECTBOM Y3M0B CBapKY;

- HEeMCnpPaBHOCTbLIO UMW HEOAHOPOAHOCTLIO OMTOBOSIOKHA.

11



7. NMoproToBka nepen ynpaBreHNEM KOMMYTaTOpPOM
yepe3 WEB.

3pecb OypeT nokasaHa pJetanbHasi HacTpowka cetu ansg MK nog
ynpasneHvem Windows 8 (noxoxun mHtepdenc y Windows 10, Windows 7 u
Windows Vista).

1. Ortkpovite «LeHTp ynpaBneHna cetamm u obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «/3MeHeHVe napameTpoB
apantepa» (Change adapter setting) kak Ha pUCyHKe HUXe.

1 % < Network and Internet » Network and Sharing Center v e P

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Accesstype  No network access
settings Public network Connections: [ Ethemet

Change your netwerking settings

See also
digi Setup a new connection or netwark
Bonjour =
Set up a broadband, dial-up, or VPN connection; ar set up a router or access paint,
HomeGroup
Internet Options [ Troubleshoot problems

Windows Firewall Diagnese and repair network problems, or get treubleshoeting information.

2. B nosBuBwemca okHe «CeTeBble nogkmodeHusay  (Network
Connections) oTobpaeHbl BCE CETEBbIE MOAKIIOYEHUS, OOCTYMHbIE
Bawemy K. Coenaiite OBOMHOW KIMK Ha MOLKIIOYEHUU, KOTOPOE Bbl
ucnoneayete ansa cetu Ethernet

B *
1 & « Networkand Intenet + Network Connections v & | Search Network Connections O
Organize « B I @
", Bluctooth Network Connection " Ethemet I VirtslBox Host-Only Network
. Not connected ME  Unidentified network M= Disabled
% @ Bluetooth Device (Personsl Ares . @7 Qualcomm Atheros ARBIT1/8175.. @9 VirtualBox Host-Only Ethemet Ad...
.: VPN Connection = Wi
S5 Disconnected X Not connected
& WAN Miniport (KEv2) ® ] Qualcomm Atheros ARS4ESWE-E..
5items =S

3. B nosiBuBLLemMmcs okHe «CocTosiHMe - [NoaknoYeHne no nokanbHOW ceTn»
(Ethernet Status) HaxxmuTe kHOMKy «CBoncTBay (Properties) kak
NMoKa3aHO HUXe.

12



General

Connection
IPv4 Connectivity: Mo network access

IPv6 Connectivity: No network access
Media State: Enabled
Duration: 00:03:17
Speed: 1.0 Gbps

=
Sent — %‘;!' ——  Received

Bytes: 81,247 | 234,299

|®Eroperﬁes| @Qisable || Diagnose |

4. B nossuBiemcs okHe «[logknoveHne no nokanbHon cetn — CBoncTea»
coenamte [OBOMHOW KWK Ha «NpPOTOKON WHTepHeTa Bepcun P V4
(TCP/IPv4)» Kak nokasaHO HuXe

Networking | Sharing

Connect using:
@ Qualcomm Atheros AR8171/8175 PCI-E Gigabit Ethemet

This connection uses the following items:

431 005 Packet Scheduler

<& Microsoft Metwork Adapter Multiplexor Protocol
& Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper /0 Driver

REROX

& Link-Layer Topology Discovery Responder

Intemet Protocol Version 4 (T

Install... Uninstall

Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

13



5. B nossuBLiemcs okHe «[MpoTtokon uHtepHeTa sepcun IP V4 (TCP/IPv4)»
ckoHurypupyite IP agpec Baluero MK 1 macky noaceTu Kak nokasaHo

HWXe
) Ethernet Properties
X
= | temet Protocol Version 4 PPue) properes [ |
General
Connect using:

¥ Qualcomm Atheros AR8171/8175 PCIE Gi You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

This connection uses the following items:

W QoS Packet Scheduler
[J -2 Microsoft Network Adapter Muttiplexor P 1
-4 Microsoft LLDP Protocol Driver e DISIE 0
«a. Link-Layer Topology Discovery Mapper || Subnet mask:
. Link-Layer Topology Discovery Respond|
1 = Intemet Protocol Version & (TCP/IPVE) Defaitosienay:

-4 Intemet Protocol Version 4 (TCP/IPv4)
<

() Obtain an IP address automatically
(@) Use the following IP address:

255 .255 ,255 . 0 |

Obtain DNS server address automatically

(@ Use the following DNS server addresses:
Install... Uninstall
s Preferred DNS server:

Description

Transmission Control Protocol/Intemet Protocol Alternate DNS server:

wide area network protocol that provides comm
across diverse interconnected networks.

[[validate settings upon exit Advanced...

OK

Mo ymonuanuio IP agpec kommyTtaTopa 192.168.0.1 Bl MOxeTe 3agaTb
nodon IP agpec B none «IP agpec», B Tol e noacetn 4to u IP apgpec
kommyTaTopa. Haxkmmte kHonky OK, 4ToObl COXpaHWUTb U MPUMEHUTE HAaCTPOVKM.

6. BaeawuTe B agpecHyto cTpoky 192.168.0.1 (IP-agpec kommyTaTopa) 1
Haxkmute Enter Ha knasuaType.

(=] ||

5
{n v o

e" )| @ hipynszicaoy 9 - B¢ X || @ smartswitch Web-Base ...

7. Tloasutca chopma ayTeHTUmKauum.
Mo ymonuaHumio Login: admin Password: admin

5
Authentication Required [~
e http://192.168.0.1 is requesting your username and password. The site says:
: “Networks”

User Name: m

Password: eeeee

=)
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8. [locne KoppekTHOro BBOAa UMEHM NONbL30BaTENSA(NTOMMH) 1 Napons
nosiBuTcA rnasHoe okHo WEB uHTepdenica kommytaTopa

Amw o i
¥

]
=]

[=11
0

a] fa] [=1 [
2 48

2 44 46 48

- Managed Switch
=3 System Configuration

2] Basic Information |$ystem Description
Serial Information [system Object 1D
& User Management |system version
Safe [Num
SNTP Configuration EE
Save Current Configuration e
Configuration File P Address
B File Upload |System Start Time
8 System Reboot e ——
{1 Port Configuration [System Name
#1211 MAC Binding
[ (CICER = [system Location
# 1] VLAN Configuration
#] SNMP Configuration
#1{3 ACL Canfiguration [S¥stem Contact
#1{1 QOS Configuration

=11 IP Basic Configuration
=11 AAA Configuration

System Configuration

Managed Switch 302
136141122841

Managed Switch 3.0.2

52

12020028CNO0D1

100:00:00.00-88 99

192.168.0.20

\0-Days 0-Hours 3-Minutes 41-Seconds
206702152236 12 | (Format: YearMonihiDoy Hourkinure:Second)

Switch

Refresn| | Apply Help

8. OnucaHue HacTpoek u ¢pyHkumm B WEB-uHTepcence

KOMMyTaTopa

8.1 KoHdmrypaumsa cuctemnl (System Configuration)

8.1.1 Basic Information (O6was nHcpopmauus)

i Managed Switch
=3 Systam Configuration
2 Basic Information System Description
B Serial Infarmation System Object ID
) User Managament System Version
B snte
2} Save Current Configuration m::"
2 Configuration File
B Fite Upload System Storl i
) system Reboot Syiem Deta Time
#{ Port Configuration System Name
{0 MAC Binding
S System Location
# () VLAN Configuration
) SNMP Configuration
1 ACL Configuration System Contact

#{_1 QOS Configuration

#1 IP Basic Configuration

#1 AAA Configuration

={1 MSTP Configuration

L1 IGMP SNOOPING Configuration
%] GMRP Configuration

# (1 EAPS Configuration

#1) RMON Configuration

#1{1 Cluster Management

#{) Log Management

System Configuration

[Managed Switch 3.0.2
[136141122841

|Managed Switch 3.0.2

[s2

[2020028CH0001

[00-00-00:00:88: 95

(192 168 0.20

|0-Days 0-Hours S-Minutes 41-Seconds
206702115 22 38:12 (Format: Year/Month/Day Hour:Minute: Second)
Suitch

Refresh| [ Apply Help
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» System Description (OnucaHue cuCTeEMbI) coaoepXuT — obLLyio

WHpopmMaLmio 0 cucTeme;

» System Object ID (MoeHTudmkaTop CUCTEMBI) OTOOpaXaeT CeTeBOW

naeHTUgmKaTop CUCTeEMBI;

» System Version (Bepcus npowwmBkM) oToBpaxaeT TeKyllyl Bepcuto

yCTaHOBJ'IeHHOVI Ha KOMMYTaTOp MNMPOLUNBKU;

» Num network interfaces (KonuyectBo nopTtoB B KOMMYyTaTope)
oTobpaxkaeT KONMYECTBO BCEX MOPTOB A1 COEANHEHWSI C CETbIO;

» System start time (Bpemsi 3anycka cuctemMbl) OTOGpa)kaeT CKOJbKO

BPEMEHW NPOLLIIO C MOMEHTA BKITHOYEHUS;
» System name (ViMs kommyTatopa) oTobOpaxaeT MMsi KOMMyTaTtopa.
Monb3oBaTenb MOXeT NepenMmeHoBaTb KOMMYTaTOP;

» System location (MecTononoxeHne komMmyTaTtopa) oOToGpaxaeT

¢huamyeckoe MeCTOMNONOXeHne KOMMyTaTopa. 3apaetcsa
nonb3oBaTenem;
» System Contact (KoHTakTHble AaHHble) oTobpaxkaeT nms Bnagensua u

€ro KOHTaKTHble AaHHble. 3agaeTcs Nonb3oBaTeNeM.

8.1.2 Serial Port Configuration (Hactponka nopta Console gns
ynpaBneHus)

o
Managed Switch o um
C

3 Managed Switch Serial Port Configu
543 System Configuration
51 Basic Information
) Sexial bnormaiion —_— H
Bl ser Management Parity Code Nane
51 Safe Management Stop Bits. il
81 SNTP Configuration [Flow Cantrol
&) Save Cusrent Configurasion
) Contiguration Fie
Bl Fae Uploas
B System Reboot
%1 Port Configuration
13 MAC Binding
(3 MAC Fitar
1) VLA Configuration
&3 SNMP Configuration

[Baud Rate 30400

5 Community Nama
] TRAP Target
%01 ACL Configuraton
%(J QOS Configuration
#C IP Basic Configuration
(1 ABA Canfiguraton
%(J MSTP Configuration
L1 1GMP SNOOPING Configuration
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OaHHasa cTpaHuua WEB-nHTepdenica oTobpaxaeT napameTpbl
yrnpaBneHnss KOMMyTaTopom vepes nHtepdenc RS232/485 (COM nopTt B [1K),
ucnonb3yd ero nopt Console. [lpu ynpaBneHMn KOMMYTaTOpOM 4epes
HyperTerminal ybeantecb, YTO HAaCTPOWKM COOTBETCTBYIOT NPUBEAEHHbLIM Ha
3TON CTpaHuLe 3HAYEHUSIM.

Baud rate (ckopocTb nepeaayun gaHHbIX)
Character Size (pa3amep cCMMBOMNOB)
Parity code (61T 4eTHOCTK)

Stop bits (ctonosble 6UTLI)

YV V V V V

Flow control (ynpaBneHne noTokom).

8.1.3 User Management (UHcpopmauus o nonb3oBaTensix)

R Enghsh

. sarname fous pasewor e passmcrs Raanter passwors psege

- semn = Friage
B

B SNTP Candguraton

19 Save Camer Canbguraton
B Contqursion Fie

5 Fie Upiond

8 5ysiem Rt

* 21 Part Contiuetion

* 21 MAC Bindng

# 21 Mac Ftar

# 2 VLA Confueston

=21 S Conguraien

g
L1 A Contgeratan

%1 MSTP Configueatien

L1 1GP SNOOPING Configurstien
%1 GURP Contguation

0 E4PS Contguraton

13 RN Centguritien

13 Cxsstar Management

1 Lag Mansgemant

Ha paHHon cTpaHmue WEB wuHTepdenca MOXHO M3MeHUTb/3agaTb
HOBbI Maponb (new password) Ans TeKywero nonb3oBaTtens, WU3MeHUTb
npaBa AOCTyna K ynpaBfeHuto kommyTaTopom (privilege) v gp.

Maponu Hy>kHO BBOAMTb C y4eTom peructpa. OHu MoryT cogepxaTb OO
16 cumBornoB. [ns BBOAa napons Heobxooumo [OBaXabl BBECTU HOBLIN
naponb B none New Password n B Re-enter Password. [ns Toro 4toObl
N3MEHEHUsI BCTYNUNN B CUINY, HEOOXOAMMO HaxaTb KHonky Apply (MpuHATL).
Mocne aToro nonb3oBatento notpebyetca 3aHoBo BonTM B WEB mnHTepdeiic,
NUCNonb3ys HOBbLIW Naporib.
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C nomoLLb0 HAaCTPOEK Ha 3TOW CTpaHULe Nomnb3oBaTerb MOXeT 3aaaTb
MHOTrOMOJIb30BATENBbCKUI PEXUM yNpaBneHnss KomMmyTaTtopoM (multi-user).

[na ynpaBneHus 4yepes Telnet n WEB gns nonb3oBaTtens A0MKeH BbITb
BbIOpaH MHOrononNb30BaTENbCKUN PEXUM.

8.1.4 Security Management Page (YnpaBneHue 6e30nacHOCTb}0)

Managed Switch

4z Engisn

1 MSTF Cosguraien
01 IGMP SNDOPIG Centigeatisn

Ha panHon cTtpanuue WEB wuHTepdpenca HaxogsTcs HaCTPOMKM,
no3BonsWme agMUHUCTPATopy MOKO ynpaenAaTb AOCTYNOM K yrNpaBreHuio
kommytatopom (WEB, TELNET wnim SNMP) Ha ocHoBe ACL (nwuct
yrnpaBreHus JOCTYrnom)

EcTb BO3MOXHOCTb MOMHOCTLIO OTKIMOYNUTb yrnpaBneHue
KOMMYTaTopoM A5is KOHKpeTHoro metoga ynpasnenus (WEB, TELNET wnu
SNMP). Tlo ymonuaHuio ynpaeneHve C MOMOLBI KaXXAoro Mertoga
paspetueHo n ACL dounbTpaums He NpUMeEHsIeTcs.

AOMUMHUCTpPATOP  MOXEeT  4aCTUYHO  3anpeTuTb  yrpasBneHue
KOMMYTaTOpOM C MOMOLLbIO OAHOrO UMM HECKOJSTbKUX MeTooB, ucrnonbdya ACL
dunsTpaumio.

Mpu npumeHeHnn ACL dwunbTpaumm aOng  Kaxpgoro  mertofa
ynpaBneHus Heobx0AMMO yka3aTb 3TOT METOA B CMMCKe Service type, a 3atem
BbiGpaTb ACL oT 1 go 99. NmaBHoe ycnoBue — BbibpaHHbIi ACL formkeH ObiTb
co3faH 3apaHee.

O6paTtute BHUMaHWE, eCcnv agMMHUCTPaTOp 3aKpPOoeT BO3MOXHOCTb
ynpaenaTte KommyTtatopom no WEB, sTa cTpaHMua C  HacTponkamu
nepectaHeT ObiTb AocTynHa. Torga MOXHO BOCMNOMb30BaTbCA APYrUM
MEeTOAOM ynpaBneHus, Hanpumep yepes Telnet unu SNMP.
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8.1.5 SNTP Configuration (HacTponka npoTokora CUHXPOHU3aLumn

BpPeMeHMN)

=i Managed Switch

=3 Systsm Confguration
51 Basic Infarmation
Bl Seril nformation
81 User Maragement
) Safe Management
B SNTP Configuraton
1 Save Cusrent Canfiguraton
5 Configuration File
5 File Upload
Il System Rboot

#3 Post Caniguraion

|| Server i Adaress 1
| sorvar p agaress 2
| server o agavess 3
| Time nerva tcona
| rime zone

| Enstle stanus

| Last Update Time.

| systom st Time

SNTP Configuration

21111516621
1082825
15243 204 18
1600
a0

Disabie v

[a0sT215 2251 00

1 WAC Binding Refiesh| [ Apply
11 MAC Filter
1 WLAN Configuratian
/4 SNMP Configuration
B Community Name
B TRAP Target
1 ACL Confguration
#1_1 08 Configuration
03 1P Bask Canfiguration
1 ARA Configuation
% MSTP Configuration
#1_1 IGMP SNOOPING Configuraion
=01 GMRP Configwason
%1 EAPS Cansguraticn
#_J RMON Canfiguraticn
11 Cluster Management
21 Leg Mansgement

Ha aton cTtpaHuue HaxoasaTca HacTponkm SNTP (MpOTOKON CUHXPOHU3aLMM
BPEMEHW MO KOMMbOTEpPHOM ceTu). [locne HeobxoouMbIX HacTpoek
HeobxoaMMo HaxaTb kHonky Apply (MpuHATb).

8.1.6 Current Configuration File (MpocmMoTp u coxpaHeHue TeKyLlen
KOH(pUrypauum B naMATb KOMMyTaTopa)

[=] Linkup

Managed Switch & Linkan
[] Disable

‘3 System Configuration
Basic Information
Serial Information
User Management
Safe Management

1
usemame admin enc-password == S privile ge.
|

vian database
'

SNTP C:
Save Current Configuration
Configuration File
File Upload
System Reboot

1 Port Configuration

1 MAC Binding

3 MAC Filter

{1 VLAN Configuration

1 SNMP Configuration

+(1 ACL Configuration

1 QOS Configuration

(1 IP Basic Gonfiguration

+(1 AAA Configuration

{1 MSTP Configuration

{1 IGMP SNOOPING Configuration

+(1 GMRP Configuration

{1 EAPS Configuration

1 RMON Configuration

1 Cluster Management

(3 Log Management

mst

|
interface vian1

ip address 192.168.0.20/24

ipv6 address f280::200:ff200:8899/64
|

interface ge1/1
poe high-power bt
!

interface ge1/2
poe high-power bt
|

interface ge1r3
poe high-power bt
|

interface gelia
poe high-power bt
|

interface gel/s
poe high-power
|

interface gel/
poe high-power
|

interface ge1/7
poe high-power
|

interface ge1/8
poe high-power

atra

‘3 Managed Switch . Save Current Configuration
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Ha paHHOM cTpaHuue WEB wHTepdenca oTobpaxaeTcs Tekyllas
KOHGUrypaums kommyTtaTopa. KHonka Save (CoxpaHuTb) MO3BOSIUT COXPaHUTb
TeKyLLY KOHUrypaLmio KOMMyTaTopa B NaMaTb KOMMyTaTopa.

Mockonbky 3anuce dpanna TpebyeT ypaneHus/zanvcm Ha FLASH
namsTb KOMMYyTaTopa, onepaums MOXeT 3aHSATb HEKOTOPOE BPEMS.

8.1.7 Configuration file (CtapToBas koHcurypaums, coxpaHeHue cpanna c
HacTponkamm)

=z, Eng

01 TP Contyurasca
1 IGHP SNOOPING Configunaton
L1 GURR Confipuratan

01 EAPS Contguratan

=1 RMON Canfguradon

L1 Choste Mamagement

L1 Log Mamagemest

CrapTtoBas koHurypauus npencraensiet cobow darnn, 3anncaHHbIN
Bo FLASH namdAtn kommyTatopa. Korga koMmyTaTop 3anyckaetcs W He
HaxoAuT 3anucaHHbIn paHee ann KoHdurypaumm Bo FLASH namaTw,
YCTPONCTBO UCMOMb3yeT dann ¢ HacTponkamu no ymonydanuio (default).

KHonka Delete (yoanuTb) Nno3BonsieT Bbi3BaTb AManoroBoe OKHO, rae
OygeT npeanoxeHo yganutb Tekywuin dann koHdurypauum w3z FLASH
namsatu. Ecnn Bbl nepegymanu 9TO Aenatb, Haxmute KkHonky Cancel
(oTmeHa).

KHonka Download (ckauvMBaHMe) MWCMONb3yeTcs QANniA  CKaunBaHus
KoHdurypaumoHHoro canna Ha K n3 namatn kommyTtatopa. B gnanorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTem NyTb K Kartanory ¢ darnnamm
KoHGurypaumm. Mo ymonyaHuio nvs danna switch.cfg

20



8.1.8 File upload (3arpy3ka chainna c koHdurypaumen)

= Eoghoh

e |sasaame Upioas| [ reip

Ha aTom cTpaHuue npeactaBnsdeTca [JOCTyN K 3arpy3ke paHee
CO30aHHbIX hannioB KOHPUrypaLmm B NnamaTb KOMMyTaTopa.

HaxmuTte kHonky Path (nyTe), 4TOObl BbIOpaTb HYXHbIM dhann c
KoHdurypauuen Ha K. 3atem HaxmuTe kHonky Upload (3arpy3uTtb). ®ann
AOIKEeH UMeTb paclumpeHue: .cfg

Ecnu y Bac ecTb 06pas gncka ¢ HacTporikamu, TO Bbl MOXETE 3arpy3utb

ero. Obpas gormkeH UMETb pacluMpeHue danna: .img

BHumaHue

Bo epems 3aepy3ku halna KoHgbuaypauuu 6 namsimb KOMMymamopa He
nepexodume Ha Opyeue cmpaHuubi WEB-uHmepelica, He nepesazpyxalime
U He omkrroyalime KOMMymamop, UHadye HacmpouUKu mMoa2ym bbimb 3arnucaHsl

€ owubkamu, 4mo Moxem roesieds 3a coboli cbou 8 pabome KoMMymamopa.
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8.1.9 System reboot (Mepe3arpy3ka koMMyTaTopa)

. =] Linkup. é
Managed Switch ] Linkan &l
[ Disable B

‘3 Managed Switch System Reboot
3 System Configuration
Basic Information Reboot Reboot Factory Help
Serial Information
User Management
Safe Management
SNTP Configuration
Save Current Configuration
Configuration File
File Upload
System Reboot
1 Port Configuration
1 MAC Binding
1 MAC Filter
1 VLAN Configuration
L SNMP Configuration
1 ACL Configuration
1 QOS Configuration
L1 IP Basic Configuration
1 AAA Configuration
1 MSTP Configuration
1 IGMP SNOOPING Configuration
1 GMRP Configuration
(1 EAPS Configuration
1 RMON Configuration
{1 Cluster Management

(3 Log Management

Ha paHHow ctpaHuue WEB wHTepdenca npegoctasnseTca JocTyn K
nepesarpyske kKommyTaTopa Unu 3arpyske 3aBOLCKNX HaCTPOEK.

Ons atoro Haxmwute KHOMKy Reboot (nepesarpyska) wmnm Reboot
Factory (cbpoc k 3aBOACKMM HacTpoikaMm). B nosiBMBLLEMCS OMANOroBOM OKHe
noaTBepavTe ceoe AenctBue kHomko OK WM OTMEHWUTE ero C MOMOLLbH
kHorku Cancel (oTmMeHa).

8.2 Port configuration (HacTtponka nopToB)
8.2.1 Common Configuration (O6was HacTpoika NopToB)

Ha paHHown ctpaHuue WEB uHTepdenca npeacrasneHa nHdopmaums
0 HaCTpOMKax No Kaxxgomy NopTy kommyTaTopa. [Nonb3oBaTenb MOXET MEHATb
CKOPOCTb Nepefaydv AaHHbIX, BKMYaTb MW OTKMNoYaTb TOT UM MHOW NOpT,
npocmartpusaTtb 6a3oByto MHDOPMaLMIO.

Ona HacTpoWkym KOHKpPEeTHOro nopta Heobxogumo BbIOpaTb ero
HasBaHWe 13 BbinagaroLwero cnucka.

Mo ymonyaHuio Bce nopTbl BktoYeHbl (UP), 4Tobbl BbIKNIOYMTE NOPT
HeobxogmMMo Bblbpatb nyHKT DOWN (Bbikntounte). YTOOBI M3MEHEHMS
BCTYMUIM B CUIY, HaXXMuTe KHOMKy Apply (MpuHsTb). Takmm ke obpasom
BblIOUpaeTcsa 3Ha4YeHUs CKOPOCTM AN BbibpaHHOro nopra.
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Ecnn gna kakoro-nnbo nopta BeibpaTth Full-10 (Ckopocmeb nepedayu
10 M6um/c, Oynnekc), TO MNOPT MEPEKIIIOYNTCS B PEXMM YBENUYEHUS
AanbHOCTW nepefayn curHanos o 250Mm. Takke NopTbl MaTpuubl CMOCOOHbI
aBTOMaTUYECKN NEepPeXoauTb B 9TOT PEXUM MPW NOAKIIOYEHUN K NIMHUW ONTMHON
100-250Mm, 0bmeH aaHHbIMK nogaepxmBaeTcs Tonbko ¢ Uplink noptamu.

lMocne BHECEHUSI M3MEHEHUI HaXXMUTeE KHOMKY Apply (MPUHSATB).

Haxatue kHonku Refresh (o6HOBWUTL) OBHOBUT 3HaueHWUs HacTpoek
Ons NopToB A0 TEKYLLUX.

Managed Switch

4 Managed Switch Port Common Configuration/Show

Dutau VLAN
[ ¥
gtz N
18 OM informatien e »
%1 mac Binsing sed w

w

0

* 21 VLAN Conbiurstion e
gott
s »
© 211P Bask Cantgraton (a0 '
1 20 Contgaaton gt i
L MSTP Contaeation E v
# L1 1GHP SNODPING Canguraton gtz
* 1 GUAF Contguraion s

genna

1 Log Managemant [T

[ nken
Managed Switch () uman

i Managed Switch Port Statistics Information
L1 Systam Coniguraion
24 Por Canfiguration

Commen Configuration L= hd

B port Stasissics.
B [Port Staisics Information
1B roadeaa Som Recerved Total Bytes (AInOctets) 0 Recaveg Unicsst Packsts Num (nUCaStPRIS) 0
B Port Ratelimit Recerved Non.Unicasi Packsds Num (ifinNUcasiPkis) o Received Discard Packeis Num (il Discards) 9
B Protected Port Received EMor Packsts Num (INErO1S) Ll Received UNKONWL Protocol PAcksts Num (i UnknownProtos) 0
8 Lean Limit Send Total Bytes (01D tets) [ Semi Unicast Packets Num (fOuUcastPhis) 0
Pert Trnkhg Send Non-Unicas Packets Num (HOuNUcastPhts) 0 Send Discard Packets Num (IOutDiscards) ]
Mimor
Sana Error Packets Num (#OutEmors) n

B 0om information

1 MAC Binding Refresn| | Heip

L1 MAC Fiter

1 VLAN Canfiguration
%L SHMP Canfiguration
1 ACL Configurstion
11 00S Configuaton
L1 IP Basic Configuration
L1 AAA Coniguration
15 MSTP Configuration
11 18MP SNOOPING Configuration
1 GMIRP Configuration
151 EAPS Configuration
1 RMON Configuration
L1 Cluster Managermert
L1 Log Managament

Ha paHHow ctpaHuue WEB uHTepdenca npeacraBsneHa HakonneHHas
nHdopmaumsa no pabote NopTos..
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Ona BbiGopa KOHKPETHOro nopTa BOCMOb3YUTECh BbiNadatolwem

MeHio Port (nopTt). B Tabnuue Hwke oTOOpasMTca BCSA  OOCTynHas
WHpopmaLms:

» Received Total Bytes (konmyecTBo NpuHATLIX 6anT);

» Received Non-Unicast Packets Num (KOMMYeCTBO MNPUHATBLIX «HE
Unicast» nakeTtoB);

» Received Error Packets Num (KonnyecTBO MPUHATBLIX NAKETOB C
owmnbkon);

» Send Total Bytes (konu4ecTBO OTNpPaBIEHHbIX 6anT);

> Send Non-Unicast Packets Num (KonMyecTBO OTMNpPaBMEHHbIX «HE
Unicast» nakeToB);

» Send Error Packets Num (konu4ecTBO OTNPaBIi€HHbIX C OLUMBKON
nakeToB);

» Received Unicast Packets Num (konmnyectBo nonydeHHbix Unicast
nakeToB);

> Received Discard Packets Num (konnyecTBo «OpOMHYTbIX» MaKeToB
npuv Nony4yeHnn);

» Received Unknown Protocol Packets Num (konnyectBO Mofy4YeHHbIX
NakeToB C HEM3BECTHBLIM MPOTOKOSIOM Nepeaayn);

» Send Unicast Packets Num (konmyectBo oTnpaBneHHbix Unicast
nakeToB);

» Send Discard Packets Num (konnuyectBo oTOpacbiBaeMblX MakeToB

npu oTNpaBke).
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8.2.3 Flow Control (YnpaBneHue noToKoM Afifi NOPTOB)

OanHaa cTpaHvua WEB wHTepdpelica nossonsieT HacTpauBaTb
dyHkumio Flow Control (ynpaBneHme NnOTOKOM) Ansi KOHKPETHOro nopTa.

YToObI BKMOUYMTDL MK OTKNIOYMTL Flow Control BeiGepuTe KOHKPETHbIN
nopT U3 BbiNagarwLwero MeHto, a 3atem coctosHne ON (Bkn) unun OFF (Bbikn.)

JdaHHaa HacTpoka MOXET BbIMOMHATECA ANA OTNpaBku U Ans
nonyyYeHns nakeTos.

Bce nsmeHeHus noaresepxgatotcsa kHonkon Apply (MpuHATS).

) s
Managed Switch 1) umean
2

i Managed Switch Flow Control
403 Sysem Configuration
124 Port Configuration
61 Comman Configuratin e 3
B pon stataties
B Flow Control Flow Contal Off .
B Broadeast Storm
B Por Rt Reiesh| | Appiy Help
5 Protacted Port Port Name Flow Contrl State
B Leam Limit getrt
B Pont Trunking 12
51 e ot
B 0OM information getid
L1 MAC Binding oets
¥ MAG Fier o1
L1 VLAN Configurstion o7
#2 SNMP Configuiation e
#03 ACL Condguraton 18
L1 Q0S Configuration geti
1 1P Basic Configration gttt

501 Ar Comtguraion getriz
#01 USTP Configurston il
4 IGMP SHODPING Canfguration Fal]
) GMRP Configuration

% EAPS Canfiguration o
921 AMON Canfuraion =
#1 Clustee Manageenent -
#J Lug Management Tl

gel1e

222 LL TR L8

8.2.4 Broadcast storm control (Hactpo#nka 3awmTtbl oT NetStorm)

Ha paHHol cTpaHuLe HaxoaaTcs HacTPOWKM, MO3BONSOLWMNE BKITOYNTD
WM BBLIKIIOYMTb 3alUMTy OT BIMSIHUS  LUMpOKOBeLWaTenbHbiX (Multicast)
naketoB 1 DLF nakeToB Ha nepeaaBaembli/nony4yaemMblii Tpaduk.

OLF Suppression DLF Raiotot i

P Chut Mgt
L re— e

RRAREARSARIRRIRRAR
FIIIIILIRILRAIRLLR
ez eeerze ez
preerreEerEERERR DR
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B Bbinagawowem cnucke PORT (nopT) BbIOEpuUTe HYXHbIA MOPT,
Bkmtounte (ON) wmnm BbikntoumTe (OFF) 3awmty Ons KOHKpPEeTHoro Buaa
naketoB Broadcast, Multicast nnu DLF.

Tawkke MOXHO 3agaTb ckopocTb (KBuT/C) Ans KOHKpeTHOro Buaa
nakeToB. 3HaveHus ckopocTn DLF n Multicast gomkHbl ObITb 0ANHAKOBLIMMU.

Bce nsmeHeHus noaresepxgatotcsa kHonkon Apply (MpuHATS).

8.2.5 Port rate limit (OrpaHunyeHue NnponycKHON CNOCOBGHOCTM Ha NopTax)

Ha paHHOWM CcTpaHuue MOXHO TMOKO oOrpaHMumMBaTb CKOPOCTb
npvema/nepegayn naketoB Ha BbibpaHHOM nopTe. [ng atoro BeiGepute nopT
B BbiNagawwem cnucke PORT, ykaxuTe 3HauveHue (KOut/c) gns ckopoctu
nepegayn AaHHblXx (Send Packets Rate Control) n ana ckopoctu npuema
paHHbIX (Receive Packets Rate Control).

[ns noatBepxaeHUs BbIOpPaHHbLIX HAcTPOEK HaxmuTe KHomky Apply
(NpuHATB).

[ns oTMeHbl orpaHnyYeHnst NPONYCKHOW CMOCOBHOCTU HaXXMUTE KHOMKY
Cancel (oTmeHa).

BT
Managed Switch
e

= Managed Switch ort Rate Limil
1 Sysiom Confguraton
4 Part Confqurston
B Common Configuration [Port:
8 poa statsies
B Fiow Contal S404 Pocasts Rre Control [0 Woos (1-1024000p [ Gancel | icancel Sen0 Packets Rats Contol
(Cancel Recetes Packets e Conto)

B Bruoccast Siorm Recene pactats Rate Cortro | OF s 1.1621000)
5 Post Ratsimt . .
B Procsed Port Retiesh] | Apply Help

B Leam Uit Por hame Semd Pachets Rete Coatrol k) Beceive Pockets Rere ot k)

) DDM Infoemation
%1 MAC Binding
L3 MAC Filer
# 1 VLAN Configuration
) SHAMP Configuration

%1 005 Confgursson
(1 1P Basic Configuralion
(22 AAA Configuration
%1 MSTP Confgurs
L KSMB SNOOPING Configuration

(3 G Confguration
() EAPS Corfiguration
%1 RMCM Conguration
#(J Causter Management
# 1 Log Managemant
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8.2.6 Protected Port (3awwmTa nopTtoB)

-] Linkup. r‘ ,-’ r’ ’.’ ’.‘"1 2 kL E rn’_;szz‘;%q‘u a5 a1
Managed Switch g‘rgﬂﬂhan_ & slsfofalslalals]
r T & ]

Inkdn
7 Oleatin 3% 3 40 4 44 48

i Managed Swirch Protected Po
%L1 System Confguraton
123 Pon Configuration
) Gornrmon Corsiguraion
B on Statasics
) Fiow Contol
B roaceast stom
8 Port Ratelimt
8] Froected Port
B Loam Limit
Port Trunking
B Mirror
B DOM information
L1 MAC Binting @
1 MAC Fiker ge1r1e o
11 VLAN Configuration el Mo
L1 SHMP Configuration getiiz Ho
L1 ACL Canfiguraion P o
L1 Q0S Configuration i -
¥ IP Basic Configuration
L1 A4 Cariguraion -
1 WSTP Configration
L1 IGMP SNOOPING Canfigurstion L.
%L1 GMRP Corfiguration gerrte "
L1 EAPS Canfiguration getits o
C
C
C

Part Name s Protecisd Port

81115 Mo
o116
geiit?

I RMON Canfguration geti2e
®11 Cluster Management o1zt
%L1 Log Mansgement T

Ha paHHonm cTtpaHvue WEB wuHTepdpelica MoxHO BblbpaTb MopT,
KOTOpbIN ByoeT n3onupoBaH OT OPYruX.

M30nupoBaHHbIV NOPT HE MOXET 0OMEeHMBATLCA AaHHBIMU C APYTMMU
N30MMpOBaHHbIMK NOpTamu.

M3onupoBaHHbI NOPT MOXET OOMeHMBATbCA [aHHbIMU TOSMbKO C
HEen30NMpoOBaHHLIM NOpPTOM/NoOpTaMM.

8.2.7 Learn Limit (OrpaHn4yeHne MakCUManbLHOro Konnm4yecTsa
3anomunHaemMbix MAC agpecoB)

Ha paHHown cTpaHunue WEB nHTepdenca npegcrasneHa BO3MOXHOCTb
ynpaBneHus MakcumanbHbiM konundectBom MAC agpecoB, C  KOTOPbIMU
cnocobeH paboTaTb NoprT.

Mo ymonyaHuio 3TO 3HadeHue pasBHO 8191. [na u3ameHeHus 3TOro
3HayeHus BbliGepuTe NOpPT B BbiNagawlwem MmeHwo Port (nopT), a 3atem B
ctpoke MAC Address Num Able to Learn (makc. konmdectBo MAC agpecos)
YKaXXmTe CBOe 3HayeHue.

[na npyuMmeHeHua HacTpPoeK Ucnonb3aynTe KHoNkKy Apply (MpuHATL), Ang
OoTMeHbl — Cancel Limit (OTMEHUTb IUMUT).
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i

i Managed Switch Learn Limit
% 1 System Confguration
=3 Port Canfiguration

Be Jport:| v

) Pont Statssics

B o ot WA Address Mum Abie To Lear{ waton)

B Broadcast Stom metesh] [ Apply | [ Cancellimit | | Heip

B Port Aatelinit

B Protected Port Port Narwe: WAC Address N Able To Leam

B Laamint getlt w191

B For Tomting 12 w191

5 Mirror 813 (151

) DOM Information B L1
e 15 191

el 191

SO et a191
e gt atst
) SNMP Configuation ) T
%03 ACL Conigurtion - .
=3 005 Conguration it a1e1
1 IP Basic Configuration gtz (T
) AAA Configuralion getits 8191
3 ST Confguation e w1
%1 1GMP SNODPING Configurstien geits B191
) GMRP Cansguraton pailic w191
(1 EAPS Configuration e 8191
11 RMON Configuration geli1E 8191
*1J Clusler Management. geig a9
%023 Loo Mensgsment guii20 atat

8.2.8 Port Trunk Configuration (KoHdurypupoBaHue trunk’oB)

Ha paHHon ctpaHnue WEB wmHTepdenca npeactaBneHbl HACTPOWMKK
ans koHdwurypaumm trunk nopTos.

Bbl MoxeTe 06beanHATb MX B rpynnbl (arpermpoBaHmne), HasHavatb ID
ans noprta, MeHATb cnocob Beibopa Trunk u T.4.

Managed Switch (-

=4 Pon Camiguration. Trunk. Groes 1D Trunk Mo Al Comt Port Wambes Fort

Create Trunk Group
Member Fort =
L) MAC Binding Sk Trunk Mt Unmemoer Fort <=

,
;
!
:
:
;
:
;
:
!
;

#13 METP Canfiuradion
% L1 IGMP SNOCFING Configuraton

L0 EAPS Configuestion pron 15008 marmber portwhes 5 U alfeady exiss. Delee rusk Qs Whan they hsve i member )

Refiesh| | Help

UTtobbl cospaTtb trunk gns nopta unM M3MEHWUTb CYLLECTBYHOLLWNA,
Heobxoammo BblbpaTh ID o1 1 go 8.

UToObl BHECTM M3MEHeHus wunu cosgaTb trunk-rpynny BbibepuTte
cooTtBeTcTBYytOWMIA trunk group ID (ot 1 go 8) mu3 cnmcka. WHdopmauusa o
trunk-rpynne 6ynet otobpaxeHa B none member port.
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Onsa cosgaHus trunk-rpynnel BeibepuTe ID B trunk group ID u HaxmuTe
Create Trunk Group, B ckobkax NosiBUTCS COOTBETCTBYHOLAA nHopMaums).

[ns HacTpoVikMm MeToda TpaHKMHra nopToB  Bblibepute K3
BblNMafaloLllero Ccrnucka HeobXoOUMbIA U HaXMUTe Ha KHOMKy Set up
agaregation method.

YTtob6bl fo6aButb nopT B trunk-rpynny BbiGepuTe COOTBETCTBYIOLLMIA
nopT M3 crnucka u Haxxmute Member Port =>. [Ins yganeHus nopTta u3 rpynnbi
BbIOepuTe COOTBETCTBYIOLLMI NOPT U HaxxmuTe Unmember port <=.

Ons ypaneHus cywecteytowen trunk-rpynnbl UCNOMb3yNTE KHOMKY
Delete trunk group (yaanutb trunk-rpynny).

KommyTaTtop nos3BonsieT MCnonb3oBaTb LIECTb METOOOB CO3[AaHus
trunk’os:

» MerTtoa, ocHoBaHHbIN Ha ncxogHom MAC agpece;

» MeTtoa, ocHoBaHHbIN Ha MAC agpece HasHadYeHus;

» MeTtoa, ocHOBaHHLIM Kak Ha ncxogHom MAC, Tak n Ha MAC agpece
Ha3HaYeHus.

» MeTtoa, OCHOBaHHbIN Ha ucxogHom IP agpece;

» MeTtopa, ocHOBaHHbIN Ha IP agpece HasHavyeHus;

» MeToa, ocHOBaHHbLIM Kak Ha ucxogHom IP, Tak n Ha IP agpece

Ha3Ha4eHuA.

KommyTaTop nogaepxumsaet Makcumym 8 trunk-rpynn, 0o 8 nopToB B Kaxaow
rpynne. Trunk- rpynnbl MOTyT UCMOMb30BaTh pa3Hble METOAbLI arpernpoBaHusl.
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8.2.9 Port mirroring configuration (3epkanMpoBaHue NOPTOB)

Mo Pt ile Contg Mimored Ports Mo inection Miror Confi info

) Port Raistmii
) Pratecsed Port
B Loarm Limit

51 DOM nformation
L) MAG Binding o par o ke get ]
L MAC Ftar
3 VLAN Configraten
L3 SHMP Canbiguration
(3 ACL Cortaastan
#0005 Contigratin
00 1P Basic Contguraton
L AsA contguaien
L MSTP Confipwstin

11 1GM SNODPING Configuration
1) GURP Configuration

) EAPS Canfiguraion

%L1 RMON Canfiguratin

901 Chustar Management

2 Log Managsmest

Remesn| | Agply Help

Ha paHHon cTpaHnue WEB wHTepdenca [oCcTynHbl HacTpPOWMKM
3epkanupoBaHusa (mirroring) noptoB. Belbupaetcs ognH nopT (Mirror Port),
KoTopbli BydeT pAybnupoBaTb TpaduK APYrMX MOPTOB, YKa3aHHbIX B
HaCTpOMKax 3epKanmpoBaHus.

> Bblbepute nopT (nopTt-3epkano), kotopbii Oygetr aybnuposatb
TpaduK opyrux nopToB;

> Bblbepute noptbl, Tpaduk KoTopbiXx GyaeT AyGnupoBaTtbcs Ha NopT-
3epkano;

> Bblbepute, KakMe MMeHHO nakeTbl OyayT AyGnupoBaTtbCs Ha MopT-

3epkano B BbiNagawowem MeHo Mirror Direction (RECEIVE -

nony4yaemsble naketol, TRANSMIT — oTnpaBnsemble naketsl, BOTH —
nornyvyaemsble n otnpaesndemsle nakeTsl, NOT RECEIVE — oTmeHsieT
aybnuposaHue nonyyaembix nakeToB Ha nopT-3epkano,

NOT TRANSMIT — oTmeHseT oybnvpoBaHue oTnpaBrisieMbiX MakeToB

Ha nopT-3epkano, NEITHER — oTmeHsieT gyGnmpoBaHune kakmx nmbo
nakeToB Ha NOpPT-3epKaro);

> PesynbTtaThl 6yayT oTobpaxeHsl B none Mirror Config Info.
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8.2.10 DDM information (KoHTponb napameTtpoB SFP mogynen)

Ha paHHown ctpaHuue WEB uHTepcbelica npeacrasneHa nHgopmawms
0 Takmx napameTpax pabotbl SFP moaynen kak HanpsikeHue nutaHus,
TemnepaTtypa MOAyNd, TOK CMeLlleHWss U MOLLHOCTb Nnasepa, YpPOBEHb
npUHUMAEMOro curHana.

[aHHble napameTpbl MO3BOMAKT OMNpefeNnnTb COCTOSHWE NVMHUN B
uenom. (Mcrionbsyembie SFP  modynu QomkHbl noddepxusams My

yHKYUI.)

- Managed POE Switch DDM Information
# ) System Configuration
=y Port Configuration Interface gel/9
5 Common Configuration
8 Port Statistics
B Flow Control
) Broadcast Storm The interface gel/10 hasn’ t optical medule.
5 Port Ratelimit
8 Protected Port
5) Leam Limit
8 Port Trunking
8 Mirror
&) DDM Information
# ] MAC Binding
# ) MAC Filter
#_] VLAN Configuration
# ] SNMP Configuration
* _] ACL Configuration
+{_] QOS Configuration
#J IP Basic Configuration
# ) AAA Configuration
#_] MSTP Configuration

Th

terface ge1/9 hasn't optical module

ce gel1/10

8.3 MAC binding (Mpuesaska MAC agpeca)
8.3.1 MAC binding configuration (Hactpowka npuBsasku MAC agpecoB)

Ha panHon cTtpaHvue WEB uHTepdeinca HaxogsaTcss MHCTPYMEHTHI,
nossonswoLwme cosgatb npmeasky MAC agpeca k nopty (MAC Address) unu k
VLAN (VLAN ID).

Bce wusmeHeHns Ha cTpaHuue noaTBepXaalTca KHomkon Apply
(MpuHATB).

Ecnu npuBsisky Heob6xooumo yganuTb, UCMOMb3ynTe KHOMKy Delete
(Yoanutb).

KHonka Select all (BbibpaTb Bce) MNO3BONWT yganuTb cpasy Bce
NPUBS3KN, HACTPOEHHbIE paHee.
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olole
1214 W 18

i Managed Switch MAC Bind Configuration
# ) Systam Configuration
<32 Pon Coniguiation [pore =
8 Cammon Cansguraticn
B Pon Statstes MAC Address. VLAN 1D [0
B Flow Cantrol
8 Bruadcast Stom
B Port Ransiimit
B Protected Port
B Leam Lt
8 Post Trunking
1B Warror
B DDM information
= A MAC Binding
18 MAC Binding Canfiguration
1B MAC Auto Binding
# 0 MAC Fiter
0 VLAN Configuration
) SNMP Configuration
) ACL Configuration
(1 QOS Canfiguration
%0 1P Basic Confiquration
%) AA Configuraion
) MSTP Configuration
() KGMP SNOOPING Configuration
%) GMRP Caniguration
) EAPS Configuration
() RMON Configuiation
¥ Cluster Managemant
# ) Log Management

(MAC Address Format: HHHH,HHHH.HHHH)
MAC Address VLANID

Refresn) Seiect-al Agply Detete Help

8.3.2 MAC Auto Binding (ABTomaTtuyeckas npuesska MAC agpecoB)

Ha paHHow ctpaHuue WEB uHTepdenca HaxogaTtcs csBegeHus ob
aBTomMaTuyeckoun npmeaske MAC agpecos k noptam.

MokasaHa gmHamwunyeckas npueaska MAC agpecoB k noptam (MAC
KoTopble Oblnn 3aHeceHbl B Tabnuuy MAC agpecoB KOMMyTaTopa), a Takke K
VLAN oTHocsAwmmMca K 3TuMm noptaM. Bbl mMoxeTte BbiOpaTb OgHYy Wu3
ANHaMMYeCcKnx NpMBSA30K M KOHBEPTMPOBAaTL €€ B MOCTOSHHYIO NPUBA3KY (Static

binding).

FEEEEEE
S 1 W2 W W ma N

B Pt Staeicn (e bt sy o MAC You can. ma diresaes o that part)

5 Plowr Conbot AC Addres ki

B0 MAC Bning Congursson
51 MAC At Bincing

L MAC Fiber

#/3 WLAN Confgueation

11 SHUE Confiuraion

0 ACL Canfgurstin

%03 005 Canfiguration

#L31P Basic Canfiguration

13 ARA Canbiguraton

#/1 METF Contgquraian

#11 IGHP SNCOPING Confgursion

) GURP Canfigaton

03 EAPS Contguration

/L3 RMON Canfguraton

11 Cloter Msnagerment

#11 Log Managemani

Mocne okoHYaHMS pefaKkTUPOBaHUS 3HAYEHUIA, HAaXMUTE KHOMKY Apply
(MpuHATE). Ecnn 3anucb HeobxooMMo yganuTb UCMONb3ynTe KHOMKy Delete
(Yoanutb). KHonka Select all (BoibpaTb Bce) no3BonuT yaanuTb cpasy Bce
3anwucum.
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8.4 MAC filtering (PunbTpoBaHne MAC agpecoB)
8.4.1 MAC Filter Configuration (Hactpouka dunbtpa MAC agpecoB)

HacTtporikn Ha paHHowm cTpaHuue WEB wuHTepdgenca nos3sonstoT
nponsBoauTb GunbTpaumto MAC apgpecoB ans noptoB. 3anmcn ¢ MAC
agpecamn ucnonb3ytoTcs ans Bxoga B ¢unetp MAC agpecos, a VLAN ID
ucnonb3yetca ansa punetpauun MAC agpeca cootseTcTBytoLen VLAN.

Ons Toro 4to6bl M3MEHEHUS BCTYNWUAN B CUMY HaXXMUTE KHOMKY Apply
(MpuHATE), ecnu 3anMcb HeobxoAMMO yaanuTb, HaxmuTe KHOMKy Delete
(Yoanutb), kHonka Select all (BeibpaTe Bce) no3BonuT yganutb cpasy Bce
3anucum.

M35 7R DA AN

77 i 3335 31 3 41 43 45 4T

] sk A alalolalaiaiaisialalalialalalalalialalo)
=]

L

itch © :
Managed Switch 2 uakan THEAEE DEEAGDEEARE FEEEEE
] Disatie 0 12 14 16 18 20 22 24 26 2 W0 32 M 36 3B 40 42 M

‘A Managed Switch MAC Filter Configuration
1 System Configuration
=3 Part Configuration pon: v
Common Configuration
. MAC Address VIANTD [0
Flow Contral
Broadcast Storm (MAC Address Format: HHHH.HHHH.HHHH)
Pon Ratelimit
Protected Port
Leam Limit
Pon Trunking
Mirror
DOM Information
=3 MAC Binding
MAC Binding Configuration
MAC Auto Binding
3 MAC Filter
MAC Filter Configuration
MAG Auto Filter
(1 VLAN Configuration

| | MAC Address. I VLANID

Refresn Select-ail Apply Delete Help

8.4.2 MAC Auto Filter (ABTomaTtnieckun counbtp MAC agpecoB)

WU WA DB AT AN MW H N M
Salaalealalalalalale

Slalalalalalalalalalale [AE BHEE
3 0 72 3 38 2 % 32 4 % 38 4 4 @ 48 50 a1 52

Managed Switch

3 Managed Switch MAC Auto Filter
(1 Systam Comfiguration
3 Port Configuration por: 5
) Common Configuration
B Pon Statistics {The list wil dispiay the MAC adaresses an 1 VLAN (D) that the port has dynamicaily learned. You can select one or more items and then press appty tn eter those mac addresses from that port.)
B Flow Contol [ aC Adaress LMD
B Breadcast Stom
B Port Aatalit Reten] | Semcal Aoy W
B Protactad Font
B Loam Limit
B} Pon Trunking
B Miror
B DM indormation
53 MAC Binding
) MAC Binding Configuration
B} MAC Awto Binding
=13 MAC Fiter
K] MAC Filter Configuration
B} A Ao Fier
(1 VLAN Configuraion
(1 SNMP Configuration
(L1 ACL Configuration
%111 Q0S Canfiguraton
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Ha paHHon ctpaHuue WEB uHTepdperica npeacrasneHbl aHHble 06
aBTomaTtunyeckon punstpaumm MAC agpecos.

MokazaHa guvHamuyeckas npussska MAC apgpecos k noptam (MAC
KoTopble Bbinu 3aHeceHbl B Tabnuuy MAC agpecoB koMMmyTaTopa), a Takke K
VLAN oTHOCAWMMCA K 9TUM nopTam. Bel MmoxeTe BbiGpaTe 0OHY U3 NPUBA30K
N KOHBEPTUPOBATb €e B NOCTOSIHHYI0 NpmBA3KY (static binding) ana dwuneTtpa
MAC agpecos.

Bce HacTponku Ha gaHHON cTpaHuLue NoATBepXaalTca KHoNkon Apply
(MpuHATE), ecnn 3anucb HeO6XxoAMMO yAanuTb MUCMONb3ynTe KHOMKy Delete
(Ypanutb), kHonka Select all (BbibpaTe BCe) nMo3BonuT yaanutb cpasy Bce
3anucu.

8.5 VLAN Configuration (Hactpownka VLAN)

8.5.1 VLAN information (UHcbopmauus o VLAN)

== Engin

i Managed Switch N Int
#1 Systam Cantyueation

o VLAN Ramo saae

13 GMAP Comtgeration
3 EAFS Carty

Ha gaHHon ctpaHuue WEB uHTepdgenca npeacrtasneHa nHgpopmaums

o cywectBytowmx VLAN. [laHHble npefocTaBrieHbl TONMbKO ANst YTEHUS N He
MOryT ObiTb M3MeHeHbl. WHdopmaumss o Tekywen koHdurypaumm VLAN
BbIOMpaeTCca B BbINagaloleM MEHIO B JIEBOM BEPXHEM YrNy M BKIOYaeT B
cebs:

> VID (VLAN ID);

» VLAN Name (Mmsa VLAN);

» State (COCTOSIHME aKTMBHOE UMM HEAKTUBHOE);

» Port member (noptbl — yyacTHukn VLAN, moryT Bkntoyatb B cebsi kak

TermpoBaHHble NopThl (t) U He TernpoBaHHbIe (U)).
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-1 Linkup
Managed Switch 21 Linkan
71 Disatis

= Managod Switch Static VLAN Configuration
# ) System Configuration
#L1 Pont Canfiguration WD
# ) MAC Binding [t
{1 MAC Filler
=53 VLAN Configuration viant
Bl VLAN Information
Bl VLAN Configuration
E) VLAN Port Canfiguration
=] SNMP Configuration
# 1 ACL Configuration
1 QOS Configuration
0 P Basic Configuration
{1 AAA Configuration
=1 MSTP Configuration
# 1 IGMP SNOOPING Configuration
2 () GMRP Configuration
# ] EAPS Configuration
#{J RMON Configuration
# ) Cluster Management
# 1 Log Management

[VLAN Name
| vian1

Ha aton ctpaHuue moxHo cosgatb VLAN. [nsa atoro 3agante VLAN
ID B cTpoke VID (o1 2 go 4094, 3HadeHue 1 - 3ape3epBUpPOBAHO CUCTEMOW).

Mmsa B ctpoke VLAN Name 3agaeTcsi aBTOMaTU4eckn u 3aBUCUT OT
VLAN ID. Ona noateBepxaeHusa co3gaHus VLAN Haxmute KHonky Apply
(MpuHATL).

B TekctoBoMm nomne nosiButca cosgaHHas VLAN (VLAN ID+ VLAN
Name). VLAN1 Hemnmb3s U3MEHUTb WU yaanuTb, [AaHHOe  UMS
3ape3epBMpPOBaAHO CUCTEMON.

Ons ypaneHus co3gaHHon paHee VLAN notpebyetcsi BbiGpaTb
HY>KHYIO 3anmcb U3 CNMCKa M Janee HaxaTtb kHonky Delete (Yaanute). 3anucb
n3 crnucka Takke OyaeT yganeHa.

8.5.3 VLAN Port Configuration (KoHcurypaumsa noptos VLAN)

S Eegieh

121 Par Contigurrion, (p=default VLAN membes, t=tagged member u=urtagged mamber}
Pt

H
H
i
£

B LA Por Cadiguraton

DR VAN ==

o1
oot
et
o
o+
el
o1
e
el
el
e

Untagged =>

41 IGHP SNDOPIMG Canfiguraion.
503 o cansguitin

1 EAPS Cantgaatin

1 RMON Confiursion

L1 Cuter Managemene

L1 Log Mamagammant

Unidamber <=
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Ha aToun CcTpaHuue npeacTasneHsbl BO3MOXHOCTHU no
KoHurypuposaHuto noptoB ang VLAN, a Takke npocMOTpy pe3yrnbTaTos.
OTa cTpaHuua ¢ HacTponKaMu cCoCcTounT M3 8 pa3genos:

» Port (Beibop nopra);

» Mode (Pexum, B koTopoM nopT 6yget pabotate B VLAN. Pexum
Access nogpasymeBaeT, 4To NOpT OydeT noMeyeH, Kak untagged (He
TerMpoBaHHbIN) U aBnATbcA  yneHom VLAN1, Pexum Hybrid
nogpasymeBaeT, 4UTo nopTt OyaeTt saBnatbes yneHom VLANL n G6yget
nomeyeH, kak untagged (He TernpoBaHHbin). Pexum TRUNK
nogpasymeBaeT, 4YTo nopT O6yaeTt saBnatbes yneHoMm VLAN1 n 6yget
nomeyeH, kak tagged (TerMpoBaHHbIN));

» Current VLAN (umsa VLAN. No3BonsieT BbiGpaTb O4HY MM HECKONBbKO
VLAN, K KOTOpbIM ByAeT OTHOCUTCS BbIGpaHHbIN NOPT);

» Port Members (nopTbl — y4acTHukn VLAN);

» KHonku Default VLAN (gno6aButb 3anuck B VLAN no ymonuyaHuio),
tagged => (pobaBuTb MOPT Kak TernpoBaHHbIf), untagged =>
(BobaBWTb NOPT KaK He TermpoBaHHbIN), unMember <= (yganuTb nopT
u3 nonga Port Members).

8.6 SNMP Configuration (HacTtponka npotokona SNMP)

8.6.1 SNMP Community Configuration (O6wue HacTpoiku ana SNMP)

[RENCRE T
(lumkis P o8 o o
Managed Switch ijume 31 0TI
1ttt

lelelolols!

o Commsity Harva Ruadmen sue

Ha aToln cTpaHuue npeacTtaBneHbl o0Lmne HaCTPOVKK AN ynpaBneHus
kommyTatopom yepe3 SNMP. Mo ymonyaHuio B kKOMMyTaTope cosfjaHa ogHa
3anuck Public ¢ npaBamu Tonbko Ha YTeHune (ReadOnly).

Bcero moxeT ObiTb co3gaHo 8 3anucen. Ecnv npepgnonaraetcsa
ynpaBnaTb KOMMyTaTopom Yepe3 SNMP cnefyeTt co3gaTth 3anncb C NpaBamu
Ha YteHne/3anuck (Read/Write).
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8.6.2 TRAP Target Configuration (Hactponka TRAP yBeaomneHum)

o o
Managed Switch 1 e alolalalalalélsl

alalaalalolale)
24 82 8@

01 poa Conguraton m Hara Tt 2 Acsss AN Vrsion s

01 VLAN Cangueaton

/23 SHUP Comfigurasion
B Cormusty Nams:
B TRAP Toget

1 ACL Confguratin

HacTtporikn Ha paHHoW cTpaHvue WEB wuHTepdenca nos3sonstoT
CkOHdUrypupoBaTb nonyyveHne TRAP coobueHun. [1na aToro Heob6xogumo:

» BblbpaTtb B none Name nvsa ansa nonyveHms TRAP coobleHun;

» Bbibpatb IP apgpec (Transmit IP Address), kotopwii 6yger -

ucnonb3oBaTb TRAP npotokon;
» Bbibpatb Bepcuto SNMP (SNMP Version);

Korga Bce HacTpowikum OyayT npov3BedeHbl YCNEWHO B CTPOKe
cocTosiHuA (State) nossutca Active. Tenepb KOMMYTaTop CMOXET NepechinaTb
TRAP coobLieHus Ha ykasaHHbIn IP agpec.

8.7 ACL Configuration (Hactponka Access Control List)

8.7.1 ACL Standard IP Configuration (HacTtpomnka ACL gns IP)

Managed Switch

1 Por Contiguation ACL Staogard P Group Num: 1+

1 MAC Binding

I MAC Fller Source IP Address Source Wagcard

21 VLAN Consguraten

21 SNMP Contigurain (691 mput Source P AGaess 192.160.1.2, ACL Want 10 control 192.188.1., then Widcard should be 0.0.255)

=3 ACL Confgurason
B sandard #
B Extended 1P Group Num. OenyPemma Source ® Addess. ‘Source Widcard

® Derry O ermit

B MacARP Refresn | Selectan Adg Delete Help

£ MSTP Configurstion

1 IGUP SNOOPING Configuraton
23 GMRP Confguraton

1 EAPS Configuration

1 RMON Confguration

1 Clustar Manageensat

1 Log Mansgement
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30ecb npeacrtaBneHbl  HacTponku ACL  agna  IP npoTtokona.
lMonb3oBaTenb MoOXeT 3aaatb camocTtoATensHo ACL 6a3y ¢ npaBunamu ans
IP appecoB. CrtaHpapTHble npaBuna KOHTPONUPYIOT nepeHanpasneHne
ucxogHbix IP nakeToB.

Monb3oBaTene MOXeET HacTpamBaTb MNpaBuna, UcxogHbin IP appec
OOIMKeH ObITb yka3aH C Mackow, NMpaBuno MOXET coBnagaTb ¢ Habopom IP
agpecoB. Kaxpoe npaBuno [OMMKHO coAepxaTb napamMeTp unbTpauuu:
3anpeTuTb (deny) unu paspewntsb (allow).

lMonb3oBaTenb MOXeT co3gaBaTb MNpaBuno B rpynne, wumsa Ans
npaeuna asToMaTuyeckn 3agaetcsa. [lpu yganeHunm opfHoro npaswna,
ocTanbHble npasuna He M3MeHsTCA. [na yganeHus Bcex npasun cpasy
ucnonb3ynte kHonky Select all (BoibpaTb Bce), a 3arteM KkHomky Delete
(Ypanuts).

8.7.2 ACL Extended IP Configure (PacwmnpeHHasa HacTponka ACL npaBun
ansa IP)

Managed Switeh =1 um
it

A Monaged Switch
1 Systam Confguration

1 Pon Confgunton AEL Exioaded 1P Gevus Harn 100+

23 MAC Binding

1 MAC Fiter

1 VLAN Confiurzion Soura [ p—
3 ShuP Contgurssan Dustinason ® m———

Source Por ' Destation Port

B ACt Ratersnce

n reap - SewrcalP | SowcAWAGS | OGN | DeeasmeaWRICHS | Proksced Typh ssorce Pt Ceatiaticn Bont Tcorsg
923 Chster Managemam
1 Log Mmagesert Refresn| | Selectal Add Dote | | Hop

3p4ecb npeactaBneHa BO3MOXHOCTb Ans cosgaHus ACL npasun ¢
paclmpeHHbIMU HacTporkamu [P agpecos. KOHTpoOmb nepechinky nakeTos
yepes ucxogHblvi IP agpec, agpec HasHadeHus, TUMN NPOTOKoNa, ChyXebHbIv
nopT.

38



8.7.3 ACL MAC IP Configuration (Hactpoika ACL npaBun ¢ NnoMoLybo
MAC)

30ecb npeacraeneHbl HacTpowku ACL npasun gna rpynnel P
agpecos, cBazaHHbiMM ¢ MAC agpecamu. NMpaBuna moryt 6bITb CO34aHbl Ha
ocHoBe ucxogHoro IP agpeca, ncxogHoro MAC apgpeca, a Takke IP agpeca
Ha3Ha4YeHus.

Bce HacTpolkn Ha JaHHOW CTpaHuLe NOATBEPXAaTCs KHomkon Apply
(MpuHATL), ecnn 3anMcb HeobBXoAMMO YyAanuUTb MUCMONb3yhNTe KHOMKy Delete
(Ymanutb), kHornka Select all (BbibpaTb BCe) MO3BONUT yaanuTb cpasy Bce
3anvcm.

Managed Switch

%% Engian

1 Pan Contiiestisn IACL MAE 1P G Moam: 700

83 VAN Configueaion arce MAC. Source MAC Wakcana
# 2 59048 Cortgaration seurce Source ? waccara
[— vt tscars
fan 0 4094, moans it LAY

Bwcr 18- 11 MpuR 1P Asdress 192.168.1.2, ACL Want 10 cntrol 192.158.1.0, e 8855, MAC AT Raaress and MAC

B ACL informarion ® Oury 0 parmit
e —,
%L1 008 Coguraton
3 1P Baic Confgueatsn —
1 AAA Cortgeratan
3 MSTP Centiqueatisn
1 GNP SHOOFING Confguratisn

Group emyiBeami Sowos MAC | Source MAC Wikicand Fuctocal Trpe. Souron B Souce B Wikicand | Gesinabon B | Destiaton IF Wikcard VLANTD

8.7.4 ACL MAC ARP Configure (Hactponka ACL npaeun ansi ARP ¢
nomoubio MAC agpecoB)

Managed Switch

# Pt Configuraton ACLMAT A Group e 1150 v

#1J VLAN Comdguration sansarmac [Sancer A Wascare
11 SHM Canfiguration sansar o sengar 0 waacara

00 g 1 s 142.468.1.2. ACL wan 0 comirl 302164.1.0, hen Wadeary shosks WA e sama. WAC pRe———

® eny ©) permit

0 wac are Grsup b ey Penmit Saniar NAC Sener MAC Wikdcard Sender B Sansan 1P Widcard

) ACL Refarerca Remen| | Sewctan w5 e | g

* ) MSTP Configuration
* 1 I5MP SHOCPING Canfguration
=3 GuRP Canbgurssen

=L EAPS Canfurnion

1 RMON Cofigaration

= Cluste Manmgaroent

#11 Log Management

Ha aton ctpaHuue npeactaBneHsl Hactponkn ACL npasun ana ARP
naketoB ¢ nomowpsto MAC appecoB. [MpaBuna MoryT ObiTb CO3[4aHbl Ha
ocHoBe IP agpeca otnpasutensa, MAC agpeca oTnpasuTens.
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Bce HacTpolkun Ha JaHHOW CTpaHuLEe NOATBEPXKAAKTCS KHoMKon Apply
(MpuHATL), ecnn 3anMcb HeOBXOAMMO YyAanuUTb MUCMONb3ynTe KHOMKy Delete
(Ypanutb), kHornka Select all (BbibpaTb BCe) MO3BONUT yaanuTb cpasy Bce
3anvcum.

8.7.5 ACL information (MHdopmanuumsa o ACL)

Link 1 3 5 7 9 11 13 15 17 19 21 23 25 271 29 31 33 35 37 39 41 43 45 471
Managed Switch rq”"k:" (o e 8 o o ot B f o f e e ot s s |
am" Y AEREREREERE EBEEEEEERE EEEEEEEER G
isable 2 4 6 & 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 49 50 51 52
3 Managed Switch ) ACL Information
+{1 System Configuration
(1 Port Configuration
{1 MAC Binding
0 MAC Filter

1 VLAN Configuration
{1 SNMP Configuration
23 ACL Configuration
Standard IP
Extended IP
MAC IP
MAC ARP
ACL Information
ACL Reference
{1 QOs Configuration
(1 IP Basic Configuration
{1 AAA Configuration
1 MSTP Canfiguration
1 IGMP SNOOPING Configuration
{1 GMRP Configuration
(3 EAPS Configuration
*C1 RMON Configuration
(1 Cluster Management
{1 Log Management

Ha gaHHow cTpaHuue oTobpaxeHbl AEVCTBYIOLLME B TEKYLLMIA MOMEHT
ACL npaBuna.

VHdopmaLuma npenctaBneHa TOMbKO AM1S YTEHUSs U MOXeT ObiTb
o6HoBrneHa kHonkon Refresh (O6HOBUTB).

40



8.7.6 ACL reference configuration (Hactponka ACL npaBun)

Ha aTton cTpaHuue npeactaeneHbl HacTpowkum ACL npasun gns
dunbTpaLmMm NakeToB, NONTydaeMbIX NOpTamu.

Bbibepute nopT, Boibepute ALC rpynny ns cnucka n Haxmute Add=>.
Onsa ynaneHus Bbibepute ALC rpynny u3 cnmucka JobaBreHHbIX U HaXMuTe
Delete <=.

Managed Switch .

#3 Pun Coatgaatin pun AiAcL G Fwancad ACL Greusa

8.8 QoS Configuration (HacTpounka npepoctaBneHus Tpaduka c
Pa3HbIM NPUOPUTETOM)

8.8.1 QoS Apply (HacTpoika npuoputeToB Tpacuka AN NOPTOB)

Ha aTon cTpaHuue HaxoasaTcst OCHOBHbIe HacTporiku QoS. Bel moxeTe
BbIOpaTh nopT B Bbinagatowem meHo PORT, 3atem QoS pexum (QOS Type)
ansa Hero (Bkn/Bbikn) v npuoputeT Tpadwmka (User Priority). Mo ymonyaxuio
QoS oTkoYEH Ha Bcex nopTax, a npuopuTeT Tpadumka HyneBow.

Mocne BHeCEHWSI M3MEHEHUI B HACTPOWMKW, HaXMuTe KHoMKy Apply
(MpuHATL).

E £ a8
S FRTPRFAT ARTRRET

Managed Switch iy

4 Managed Switch QOS Apy
1 Systom Contigraton

I MA Biniog pore | foos e 15 G55  umarprocy: (6 %
22 VLA Cantastisn

* 03 SHHP Contguaion Porbama 08 T s Py
#01 act Consguscn peint WO 0% 0

= 1 G0 Configurmton

8a8 &
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8.8.2 QoS Schedule Configuration (HacTpoika pacnucaHna npuMeHeHus

QoS)

Ha paHHown cTtpaHuue WEB wnHTepdenca npenctaBneHbl HAaCTPOMKU
no3BonsawLLmne NpuMeHaTb QOS NpruopuTe3aLnio MO PacnUcaHuio.
lMocne BHECEHMS U3MEHEHWUA B HACTPOWKW, HaXMUTE KHomky Apply

(MpuHATL).

Managed Switch

5 Managed Switch
11 Sysam Comtgeration

QDS Schaoue Mode: 7155
Wit ot aueue 111275 0
wetgne o queue 2 1-127%.
WaighE o e & (1127 O
PR —

gt ot aesee 1 1-121)
gt ot esee 3 1127
gt ot geose 5 1127 =
gt o o 7 1127 =

mewesn| | Agply

11 Lag Mamagement

Wegh of qurse

dEHER K

=z Engal

Weluhd o qurae & Vg o queue.
0 ur
o 2
o w
) ur
o 2
- r

8.9 IP Basic Configuration (basoBasa HacTpomka IP)

8.9.1 IP Address Configuration (Hactpowka IP agpeca)

=] Unkup.
[=] Linkdn

Managed Switch

33 35 37 39 41 43 45 47
(][] [=] (=] (=]

21 23 25 21 29 ¥

alalalalalal ¢

7 Disable

‘3 Managed Switch
#() System Configuration

IP Address Configuration

EIEIE R CR R ER R
44 46 48 49 50 51 52

BE) Port Configuation Line ltem VLAN ID 1P Address / Subnet Prefix DHCP Client MAC Address
1 MAC Binding | 1 v T | 192.168.0.3/24] x| [Diseble v 0028.2411.bdf1
#{) MAC Filter -
53 VLAN Coutgwetion 1 1 192.168.0.1/24 Disable 00262411 BDF1
#{) SNMP Configuration

Refresh Create VLAN Interface Delete VLAN Interface

#(21 ACL Configuration
%21 QOS Configuration

=<3 IP Basic Configuration
) 1P Address Configuration
) ARP Configuration and Display
&) Host Static Route Configuration

#{) AAA Configuration

#{7) MSTP Configuration

[nsa nameHeHwns |IP agpeca:

Set IP Address/DHCP Client

Delete IP Address

- yctaHoeuTe Line Item «1», DHCP Client «Disable»;
- BBeguTe HoBbIN agpec B none IP Address/Subnet Prefix (agpec pomkeH
ObITb YHUKANbHBLIM N HE JOJIKEH NOBTOPSITLCS);
- Haxmute Set IP Address/DHCP Client (yctaHoBuTb agpec), cmapsbitl |P
adpec aemomamu4ecKu nepecmaHem delicmeoeamb;
- BbinonHume noemopHsbIli exo0 e WEB uHmepgbelic, ucnonbsys

Hoebll |P adpec.

Help
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Ons coxpaHeHuss HoBoro IP apgpeca B 3HEProHe3aBWCMMOW MNaMSTU
KommyTatopa B pasgene 8.1.6 Current Configuration ([lpocMoTp TekyLlen
KOHUrypauum) CcoxpaHuTe HacTpOWKM, B NPOTMBHOM Crnydae npu
nepesarpyske koMmmyTaTopa byaeT ycraHoBneH npeabiaywimi I[P agpec.

Takke Ha 3TOM CTpaHuLe Haxogatca HacTponkn VLAN uHTepderica.
Bbl moxeTe cosgatb VLAN wuHTepdenc, ypanutb €ro, W3MEHUTb.
CyuwectBytowme VLAN uHTepdenicbl MOryT GbiTb HACTPOEHbI TONbKO €ecnu
3aJaHbl ocTanbHble napameTpbl Takue kak IP agpec, macka, n MAC agpec.

KommyTtatop no ymonyanuto umeet VLAN1 mnHTepdenc, KoTopbin He
MOXeT ObITb yoaneH.

8.9.2 ARP configuration and display (Hactporka npotokona ARP u
oTtoGpaxeHue Tabnuubl ARP)

CtpaHuua HacTpoek ARP npepocTtaBnsieT BO3MOXHOCTb OTOOpaxaTb
Bcto Tabnuuy ARP kommyTatopa, meHsaTb Static ARP, yoanate ARP, meHaTb
Dynamic ARP Ha Static ARP.

Mpun HacTpomnke Static ARP Heobxogumo ykasatb IP agpec n MAC
agpec. MAC agpec gomkeH 6bITb TUNa unicast. locne aToro HAXMNUTE KHOMKY
Add (JobasuTb).

) = unkup.
Managed Switch ) umkas

7] Disatss

i Managed Switch
%02 System Confquration
#3 Post Configuration Static ARP o configuration:
#(21 MAC Binding 19 nadress. MAC Asdress
%1 MAC Fiter
%3 VLAN Confguration o
%21 SNMP Configuration
%03 ACL Coniguraion
#(J Q0S Configuration
43 IP Basic Conguration
81 1P Address Canbguration
) ARP Conquration and Display L
) Host Sttc Route Configuration
%2 M, Coni o Oy List e it Staac ARP List Hom:
%1 WSTP Contiuration ARP List1sm ~ 1P Notmork Seqmant
%L1 IGMP SNOOPING Configuraion
() GMAP Configuration o
#(1 EAPS Configuraion
(3 RMON Configratin
1 Cluster Managsment
%01 Log Management

Delete ARP e
ARP tiem v P Address (IP Network Segmen)

1P Aarsss MAC Address. Trpe
18216801 081075181517 dynamic
192 168013 B0cfall4a 4442 dunarmic
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Mpu yoaneHun ARP Bbl MoXeTe BblbpaTh, YTO UMEHHO yaanuTh:

» Yactb 3anmcu B ARP Tabnuue kommyTtaTtopa (anst 3Toro Heobxogumo
ykasaTb IP agpec unu IP cermeHTa ceTn);

» Static ARP n3 tabnuupbi;

» Dynamic ARP n3 tTabnuubi.

» [Ona noatBepxaeHus yganeHus  uUcnonb3ynte kHonmky Delete

(Ypanuts).

Mpn nepeHoce Dynamic ARP B Static ARP Bbl MoXxeTe BbiGpaTb
kakon-nnbo cermeHT cetm unu Bce Dynamic ARP 3anucu B Tabnuue. [ns
nepBoOro criyyas criegyeT ykasaTb [P agpec cermeHTa ceTw.

lMocne BHECEHWs W3MEHEHWW B HAaCTPOWKM HaXmu KHoOmMKy Apply
(MpuHATB).

8.9.3 Host Static Route Configuration (Hactponka Tabnuubl Static
MapLIpyTU3aLum)

Bol moxeTe pobaBnate M yganate 3anucu B Tabnwuuy  Static
MapLUpyT13aLmumn ¢ NOMOLLbIO HaCTPOeK Ha 3Toun cTpaHuue WEB-uHTepderica.
Mo ymonyaHuio KoMMyTaTop He MMeeT Kakux nNnbo 3anvcen B Tabnuue
mMapwpyTtusaumm. Ytobbl  HAcTPOWTb  MapLUpyTU3auUMIO MO  YMOSYaHWUio
Heobxogmmo gobasute 0.0.0.0 / 0 3anuck B Tabnuuy.
lMocne BHeCEHWNSI U3BMEHEHUI B HACTPONKMK, HaXXMUTE KHOMKY Apply (NPpUHATB).

9 1 13 1
[=] (=] <]
=] (=] [<]

0 12 14 1

]

17 19

=[]
==
20

i

25 21

29 35 37 39 41 43 45
=] (=] [<] = [<] [=] (<] [<] (<]
=1 (=1 (=] = [£] [=] (1 [=] (]
26 28 30 36 38 40 42 44 46

2

[=] Linkup
Managed Switch (] Linkan
[ Disable

B{o|

50 51

R[] [
o[
2] [8
&[] [53
B

13 5 7T 21
[ = 5 =] =]
EEE = =
2 4 6 8 2

m
3

3 Managed Switch Host Static Route Configuration
{3 System Configuration
{3 Port Configuration [Target Address/Subnet perfix |Next Hop
(1 MAC Binding ‘
0 MAC Filter
(3 VLAN Configuration Refresh Apply Delete Help
1 SNMP Configuration
3 ACL Configuration | [ select All Item | Target Address/Subnet perfix
{3 Qos Configuration
‘3 IP Basic Configuration
IP Address Configuration
ARP Configuration and Display
Host S

£ AAA Pt

fte Configuration
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8.10 AAA Configuration (HacTponka cucrtembl ayTeHTU(pUKaumm
aBTOpMU3aLMM U yYeTa COObITUN)

8.10.1 Tacacs+ configuration (HacTtpomnka npotokona Tacacs+)

[] Link 1 3 5 7 9 1 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47

Managed Switch m”"k:" [=] [ [3] (&1 [&] [a] [ [&] (2] [a] ] (] (€] (] (&1 (=] [ (a1 (a1 (=] [<] ] [ (]
s alalolalalalalaNalalolalalolalaNalalaolalal alafoNaoloolaolas)
[IDissbls 2 4 6 8 10 12 14 16 18 20 22 24 2 28 30 32 34 36 38 40 42 44 456 48 49 50 51 52
3 Managed Switch ) Tacacs+ Configuration
{3 system Configuration
{1 Port Configuration | Tacacs+
g MAC Binding | Tacacss severip [0.0.00
MAC Fiter
i (pap v|

3 VLAN Configuration ‘ Authentication Type | Pap
{1 SNMP Configuration ‘ Shared Secret 1
1 ACL Configuration

1 QOs Configuration
{1 IP Basic Configuration
‘23 AnA Configuration
B Tacacs+ Configuration
Radius Configuration
802 1x Configuration
B 802 1x Port Configuration
802.1x User Auth-Information
{1 MSTP Configuration
1 IGMP SNOOPING Configuration
{1 GMRP Configuration
(1 EAPS Configuration
1 RMON Configuration
3 Cluster Management
(1 Log Management

CTpaHvua HacTpoek Ans Wcrnonb3oBaHWs MpoTokona Tacacs+
npenocTtaBnseT BO3MOXHOCTb MNOSMb30BATENO BKNOYaTb M OTKMHOYaTb
Tacacs+, ycraHaBnuBaTtb Tacacs + server IP agpec, Tun ayTeHTudumkauum un
KINIOY rpynnbl Nonb3oBaTenen.

lMepen BHeCEHMEM WU3MEHEHW B YCTaHOBKW, Yybeautecb, 4TO
dyHKUMA Tacacs+ akTMBMpOBaHa.

Beegnute IP  agpec Tacacs+ cepBepa. Bbibepute  Tun
ayteHTudukauumm (PAP nnn CHAP). Beegute kntod rpynnel nonb3oBaTtenen B

none Shared Secret. Haxxmute kHonky Apply (MpuHATE).
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8.10.2 Radius Configuration (Hactponka Radius cucrtembl AAA)

[<]
Managed Switch ] Linkan

9 1 131
[<1[<] [<]
[£1 (4] [=]

0 12 14 1

@

17 19 7

[<] [=] [<]
[£] [=] =]
18 20 2

25 27

1[5
(01|
%6 28

35 3T

1[5
(o]
36 38

41 43 45

[<1[<] [<]
[ [&] [=]
2 44 %6

Linkup

3 5 7
[ [E 4]
1[5
26 8

=)}

- D{D
) [
o (e
2 (g
DDt
-pipk

1
<]
=] [T [T
E3 29 50

LE

ag|

[ Disable 52

E

3 Managed Switch
{1 System Configuration

Radius Configuration

1 Port Configuration Primary Server 0.0.0.0
0 MAC Binding Option Server 00.0.0
1 MAC Filter o
2 viAN Contiguraon Lhgk] IR
1 SNMP Configuration ACCORHEY]
(1 ACL Configuration Accounting UDP Port 1813
(1 QOS Configuration Shared Key ]
1 IP Basic Configuration — |
3 AAA Configuration 0003
Tacacs+ Configuration NAS Port
Radius Configuration (OIS
802.1x Configuration NAS Service Type
802.1% Port Configuration [

01 IGMP SNOQPING Configuration
1 GMRP Configuration

1 EAPS Configuration

1 RMON Configuration

{1 Cluster Management

1 Log Management

Ha aTon cTtpaHuue WEB wuHTepdernica npencraBneHbl HacTPOWKK

RADIUS  (cuctema  ucnonb3ylowas  nNpotokon  Angd peanun3aumun
ayTeHTUdmKaumm, aBTopusaumm n cbopa cseaeHun).
[nsa koppekTHo paboTbl cucteMbl RADIUS Heobxoammo:

» bBbiTb yBepeHHbIM, uTO IP agpec Radius cepsepa (Primary Server)
3agaH npexae, YeM BbINONHATb ayTeHTUMMKALMNIO U aBTOPMU3aLmio;

» 3apatb pononHuTensHbln IP agpec Radius cepsepa (Optional
Server);

» Ykasatb UDP nopt ayteHTudmkaumm (UDP Port). Mo ymonyaHuio ato
3HayeHMe paBHO 1812, O0ObIMHO U3MEHATb 3TO MNone  Het
HeobXxoaMMOoCTW;

> YKasaTb criefyeTt nu BbIMOMHATL ayTEeHTUMUKAUMIO U y4eT B LenoM B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkn.);

> YkasaTb NopT BbiNonHeHus yveta (Accounting UDP Port). 3HayeHne
no ymonyanuio 1813;

> Knou (Shared key) ucnonb3yetcs Anst ycTaHOBKM 0OLlero napons

WwndpoBaHMa Mexay kommyTaTopoM M Radius cepepoM. Ybeaurtecs,
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YTO HaCTPOVKU ayTeHTUuduKaumm n yyeta (Accounting) MMeKOT Te xe
3Ha4eHus, 4YTO 1 Ha cepBepe Radius;

» WHdopmauusa o noctaBwmke (vendor). OBbIYHO, 3TO Nofie He CTOUT
N3MEHSITb;

> NAS Port, NAS port type, NAS type of service. 3T 3Ha4yeHusa He

MEHSA0TCS;
» Roaming oTBevyaeT 3a BKMOYEeHUe/OTKNOYeHe dyHKuMM Roaming

npoTtokona Radius.

Mocne BHECEHUS| UBMEHEHUIA B HACTPOWKW, HaXKMUTE KHOMKY Apply (MPUHATB).

8.10.3 802.1x Configuration (HacTponka napameTpoB CUCTEMDI
aBTOpM3auun u ayteHTUdMKaumm no craHaapty 802.1x)

41 Link e
Managed Switch ] unkan

i Managed Swhch

% 1_J System Configuration

%L1 Por Confguration w2 Oisais v
%L1 MAC Binding

%1 MAC Fitar

% (11 VLAM Configurasion
%L1 SNMP Canfiguation Guiet Pariod £ sec)

Reaumenticaton Disabia v
Reaumanticanon Pariod | 3600 B

(L1 ACL Configuration TxParioa £ sec
%121 ©OS Configuration
00 1P ke Configration Suppacant Timaout 30 Sec
=d AAA Confguration

B Tacacs Configuration Max Roquest 3

B Radus Conguratin Resuth Wax 3

) 842 1x Configuration Client Version 20

B) 502 1x Port Configuration

82 602 1x User Autvinfommation
() MSTP Configuration i
(1 KGMP SNOOPING Configuraion
%L1 GRP Configuraon
() EAPS Configuration
#(_1 RMON Canfiguration
%01 Cluster Management
¥ ) Log Managamant

Ha aTton cTtpaHmue WEB wuHTepdenca npeactaBrieHbl HaCTPOWKK
CcuUCTeMbl ayTeHTUdUKaLmm n aBTopusaumm Ha ocHoBe cTaHgapTa 802.1x:

Sarvor Timoost 10 sec)

‘Crack Caent Enabla «

» 802.1x — Bkmoyvaet/Bbikntoyaet (Disable/Enable) npumeHeHune
ayTeHTudukaLmm n agTopmsauum no ctaHaapty 802.1x;

» Reauthentication - BKIMOYaeT/BblkNovaeT (Disable/Enable)

NMOBTOPHYIO  ayTeHTUduKauuo. [lo  ymMOnyYaHuio  OTKITHOYEHO.
BkntoueHune [JaHHOWN OYHKLMN cagenaet ayTeHTUUKaLnio
nonb3oBatenen 0Oonee HaAeXHOW, HO HE3HAYUTENbHO YBENMYUT
ceTeBon Tpaduik;
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> Reauthentication period — 3agaetcs BpemMss B cekyHOax Aans

NOBTOPHOW ayTeHTUMKauun. AKTUBHO TOMBKO MNPU  BKMOYEHHOM
dyHKunn Reauthentication;

Quiet Period — Bpems B cekyHaax, He TpebyeT N3MeHeHus;

Tx-Period — He TpebyeT nsmeHeHus;

Server timeout — He TpebyeT N3MeHeHus;

Supplicant timeout — He TpebyeT nsmeHeHus;

Max request users — He TpebyeT N3MeHeHus;

YV V. V V VYV V

Reauth Max — oTobpaxaeT MakcumanbHOE KONMYeCTBO MOBTOPHbIX

ayTeHTudmKaLumi;

» Client _Version — oTobpaxaeT TeKyllyl0 Bepculo KnueHTa Aansi
yAaneHHown aBTopusaummn n ayteHtndukaumm yepes 802.1x;

» Check Client — BKkn/BbIkNn NPOBEPKM MpoOXoxAeHus cepTudmkata oT

KInneHTa.

lMocne BHECEHWSI UBMEHEHUI B HACTPOWMKK, HAXXMUTE KHOMKY Apply (NpUHAT).

8.10.4 802.1x Port Configuration (HacTponka nopToB ANA CUCTEMbI
aBTopu3auuu u ayteHTudukaumm no ctaHaapty 802.1x)

S
Managed Switch -
&l

3 Managed Switch 2.1x Port Configuratic
%00 Sywem Confgurstin
%L1 Por Confguraion
I MAC Binding
L1 MAT Fiker
L1 VLAN Confiuraton
%00 sMP Coniguration
%L1 ACL Canfiguraion
L1 G0S Cantguratan
L1 Bask Confuraton
4 ARA Canfiguraton s
(Y r— - A %
e w1 i o
s Canfueation a1 Wi 255
16l #52 1x Configurstion gotitd WA =6
8] 802,12 Pot Cankgurstion e Ty =
B 902 1x User AutInformation o1z A 6
L1 MSTF Canfguraion ey A 20
L1 KGMP SNOGPING Canfigurain e A =
L1 GURS Canfaueation it A #
%11 EAPS Configuration geiiie
11 RMON Configuraton gelii?
L1 Chstzr Managoment C
L1 Log Manageman w
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C nomoupbto aton ctpaHuubl WEB nHTepdenca nonb3oBaTernib MOXeT
NU3MEeHUTb pexum paboTbl nopta Ans paboTbl CUMCTEMbI aBTOpU3aLUU U”
ayTeHTudumkaumm no ctaHgapty 802.1x. MopT moxeT paboTaTh B 4X pexumax:

N/A State (no ymonyaHuio);
Auto state (aBTomaTtuyeckn);

Force-authorized (npuHyanTensHas aBTopusaums);

YV V VYV V

Force-unauthorized (MpuMHyanTenbHbIA OTKa3 OT aBTopm3aLmm).

Ecnm Ha nopte TpebyeTcss BbIMONHATbL ayTeHTUduMKaumio no
ctaHgapTy 802.1x Heob6xoanmo BbICTaBUTb pexum Auto state.

Ecnu He Tpebyetcs genaTb ayTeHTMdMKaumoo Ansg AocTyna K cetu
cnegyet BbiCTaBUTb pexum N/A.

OcTanbHble 2 pexuma peako WUCMNOoMb3ylTCAa B CTaHAAPTHbIX
cuUTyauusx.

8.10.5 802.1x User Authentication Information (UHcpopmaLma o Bcex
npoueccax ayteHTudukaumm no ctaHgapty 802.1x)

Rairy Ragunst Siain
sae

Aecicar s Machine e Exc Stte achine
e sama Az aosess e suse
= Foeues | M

St [N e m

11 1GMP SNODPING Conliguration
#1J GMRP Corgwaton
13 EAPS Contgarason
1 RMON Canfguratisn
11 Custor Managament
#11J Log Mamagement
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Ha aToii cTpaHuue npeacTaBneHbl cBedeHWs 060 Bcex npoLeccax
ayTeHTUdMKaLUMM Ha MopTax, HACTPOEHHbIX AnA Hee. WHdopmauus
npeaocTaBneHa ToMbKO AN YTEHUS.

8.11 STP Configuration (HacTtpowka npotokona STP)

8.11.1 MSTP Configuration (OcHoBHble HacTporku MSTP)

=] Linkup
Managed Switch ra] Linkan
1 Disable

1 AMA Configuration

3 MSTP Configuration
MSTP Configuration
Fort Configuration Max-Hops
Port Information Cisco-Interoperability Disable v

1 1GMP SNOOPING Configuration Refresh

{1 GMRP Configuration

{1 EAPS Configuration

{1 RMON Configuration

(O Cluster Management

Errdisable-Timeout Interval

Max-Age

Q3 Managed Switch MS TP Configuration
{1 System Configuration
{1 Port Configuration msTP
(O MAC Binding prioniy
8 Uf:;gfr:ﬁgmﬁu" Portfast Bpdu-Filter
{1 SNMP Configuration ECTasH B E Gl
{3 ACL Gonfiguration Forward-Time
1 QOS Configuration Hello-Time |
1 IP Basic Configuration e —
[Disable ]

Apply

{1 Log Management

Ha gaHHon ctpaHuue WEB mnHTepdeinca npeacTtaBneHbl rnobanbHble
HacTponku npotokona MSTP (Multiple Spanning Tree Protocol):

» MSTP (Disable/Enable) — Bkn/Bblkn nogaepxky npotokona MSTP;

A4

Priority — HacTpolika npuopuTesaumn. YCTponcTBa ¢ Gonee HU3KUM
npuoputeTom noaxoaat 6Gonblle Ans ponuM KOPHEBOro MocTa(root
bridge);

» Portfast BPDU Filter (Disable/Enable) — Bkn/Bbikn dounbTpaumio BPDU

NaKeToB Ha NopTe,;

> Portfast BPDU Guard (Disable/Enable) — Bkn/Bbikn OyHKUMIO 3aWUThI

BPDU nakeToB;
» Forward Time — HacTpoKnka 3aepXXKn NePECHINKN NaKeTOB;
» Hello Time — HacTpowka nHtepsana otnpaskm MSTP HELLO nakeTos;
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> Errdisable Timeout (Enable/Disable) — Bkn/Bbikn ¢yHkumu Errdisable.

Ecnn nopt ¢ BkntoveHHsiM BPDU Guard nonydvaet naketsl BPDU
3anyckaetcsa Errdisable Tanmep. Mo ucteyeHun 3agaHHOrO BPEMEHMU
(Errdisable timeout) nopT 6yaeT nepesanylueH;

> Errdisable timeout — Bpemsa nocne kotoporo 6yaeTt nepesanyLleH nopT

nony4ymsLnin naket BPDU,;

» Max Age — BpeMd B CeKyHOax B TeYeHwe KOTOpPOro KOMMyTaTop
OXuaaeT MHpopmaunio o koHdurypauum ST(spanning tree) npexage
Yem 3anycTUTb NPOLECC KOHUrypaLunm 3aHOBO;

» Max Hops — Konn4ecTBo nepexodoB (XonoB) Ao otopackiBaHus BPDU
NakeToB B AOMEHE;

» CISCO Interoperability (Enable/Disable) — Bkn/Bblkin COBMECTUMOCTb C
HacTponkamu STP CISCO.

lMocne BHECEHWSI UBMEHEHUI B HACTPOWMKX, HAXXMUTE KHOMKY Apply (NpUHAT).

8.11.2 MSTP port configuration (Hactponka MSTP Ha nopTax)

113 1

bl

17 19 3¢

&

3

&

39 43 45

I=] Linkup 1 3 5 7 9 21 23 29 31 33 41 AT
Managed Switoh o e [ (2] (2101 3 FS1 G FY ) 020 £ 29 [ 59 (2] 9 ) 29 £ 23 [=1 G )

3 o [51 (51 (41 (51 [31 (&1 [&1 [3] [ [&] 4] [ ] (4] [ [£] (=] (=] (=] (=] (=] (=] (=] (=]

sale 7 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 49 50 51 52
3 Managed Switch STP Port Configuration

{1 System Configuration
{1 Port Configuration | port
21 MAC Binding ‘ Portfast Disable v

1 MAC Filter
21 VLAN Configuration
{1 SNMP Configuration
{1 ACL Configuration
1 QOS Configuration | Link-Type Shared
1 IP Basic Configuration | priority
{1 AAA Configuration | path-cost
3 MSTP Configuration

~E) MSTP Configuration

Port Configuration

~8 Port Information
{3 IGMP SNOOPING Configuration
1 GMRP Configuration
{2 EAPS Configuration
1 RMON Configuration
{1 Cluster Management
{1 Log Management

| Portrast bpdu fitter Enable v
| Portrast bpdu guard Enable v
| Root Guara Disable v

DDIIIIII

7]

TP

<

| Force.version

Refresn| [ Apply

Ha paHHom ctpaHnue WEB wuHTepdeinca npencraBrieHbl HAacTPOWKM
MSTP (Multiple Spanning Tree Protocol) ans nopTtos.

» Port — BbIOOp nopTa Ans HACTPOWKM;
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>

Portfast (Enable/Disable) — Bkn/Bbikn coctosHus Portfast ans

BblBpaHHOro paHee nopta. B coctosHuu Portfast nopT nepexoavT u3
COCTOsIHMSA OnoKMpoBKM B cocTosHue nepecbinku(forward) nakeTtos
MUHYS cocTosiHne obyveHus(learning) n npocnywmsanus (listening);

Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn domnbTpaunto BPDU

nakeToB Ha BblbpaHHOM MopTe;
Portfast BPDU GUARD (Enable/Disable) — Bkn/Bbikn yHKLMIO

3awntbl BPDU nakeToB Ha BblIGpaHHOM MopTe;

Root Guard (Enable/Disable) — Bkn/BbIKN pyHKLNM 3aLLMTHI KOPHEBOTO

mMocTa (root bridge) ot npuema BPDU nakeToB OT yCTpPOWCTB ¢ Bonee
BbICOKMM MPUOPUTETOM, YEM MOCT;

Link Type — HacTporika Tuna nogkntoyeHus. Point to Point (Touka-
ToYka) no3BonseT ObICTPO MeHATb cocTodHue nopTta. Shared
NOAKITIOYEHNE He Mo3BonseT ObICTPO MEHsITb COCTOsIHME nopTa.
Heobxoaumo npowitv 802.1D npoueaypbl, 4Tobbl onpegenuTb cTaTyc
nopra;

Priority — HacTpoiika CIST npuopuTeTa, 3Ha4eHNne MOXET ObITb TONbKO
KpaTHbIM 16 B AnanasoHe ot 0-240. No ymonyaHuio 3HaYyeHne pasBHO
128;

Path Cost — ot 0 — 200 000 000. Bonee Hu3kMe 3Ha4yeHUs 0ObIYHO
COOTBETCTBYIOT root’am;

Force Version — Tun oTnpaBnsieMbIX NakeToB.

[Mocne BHeceHUS U3MEHEHWI B HACTPOMKK, HaXXMUTE KHOMKY Apply (MPUHATB).
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8.11.3 MSTP information (O6was nHcgpopmauus o koHcpurypaumm MSTP)

) VLAN Canfguraton Pat Bpe Fnar ot Gt Pam.cast Forea Version
2 500 i o et .
S, brea u
e B
S o trea g
Joee o o “
Htraem o m
T = m
= BN Centguraten i i Dot 200 T
) Chte Masagamant genn Ot R 20000 e
=) Log Mumagerant B B L =y  abi ansan uers

Ha panHon ctpaHnue WEB wHTepdbeinica npeactaesneHa csogHas
MHdopMauusa o koHdurypauun MSTP. MIHpopmaunsa npegoctaBreHa Tomnbko
Ona 9YTeHus.

8.12 IGMP snooping configuration (HacTponka oTrcnexmBaHus
IGMP Tpacpuka)

8.12.1 IGMP snooping configuration (Hactponku cpyHkuumn IGMP
snooping)

[+] Linkup
Managed Switch

‘2 Managed Switch IGMP SNOOPING Configuration
81 System Configuration
#C1 Pont Canfiguration IGMP SNOOPING | Disable v |

20 MAC Binding

Refresh| [ Apply

Ha pgaHHon cTtpanHunue WEB wmHTepdhenca Bbl MOXETE BKIHOUUTE UMK
Bblknounte  (Enable/Disable)  dyHkumio  IGMP  snooping  (npouecc
oTcnexuesaHnd CeTeBoro Tpaduka IGMP, npegoTepaLlaloLLIni
wmpokoBewaTensHyto  (broadcast) petpaHcnaumio  multicast  Tpacdhmka
KOMMbIOTEPAM-NOTPEOUTENAM, KOTOPLIM HE HYXXHO ero obpabaTbiBaTh).

lMocne BHECEHUS U3MEHEHUN B HaCTPOWKM, HaxXmuTe KHomky Apply
(NpuHATB).
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8.12.2 Multicast Group Information (O6wasa nHdopmaumsa o IGMP)

33 35 37 30 41 43 45 41
nlalolalalalalol]

[21(=] (=11 [} (a1 [&] [a] (elc] o] ofe o]
3436 36 40 42 44 46 48 49 50 51 52

%) Linkup
Managed Switch o) umen

4 Managed Switch Multicast Group Information
# ] Systam Configuration
# 1 Port Configuration
(1 MAC Binding VLANID Multicast Address Member Ports
1) MAC Finar Refresh
(1 VLAN Configuration
(1 SNMP Configuration
(1) ACL Configuration
(1 Q0S Configuration
(1 1P Basic Configuration
(3 AAA Coniguration
(] MSTP Configuration
=3 IGMP SNOOPING Configuration
B 1GMP SNOOPING Configuratio
B) Muticast Group Information
%] GMRP Canfiguration
=1 EAPS Configuration
/() RMION Canfiguration
*{3 Cluster Management
%1 Log Management

Ha paHHom ctpaHuue WEB wuHTepdgenca npeacTtaBneHa obuias
uHdopmaumsa o Multicast ansa scex VLAN'oB.
MHdopmaLmsa npegocTaBreHa TONbKO ANS YTEHUS.

8.13 GMRP Configuration (HacTtponka pa6otbl npotokona GMRP)
8.13.1 GMRP Global Configuration (frmo6anbHble HacTpoiku GMRP)

Ha paHHon ctpaHuue WEB mnHTepdgelnca npeacTtaBneHbl rnobanbHble
HacTpowku paboTbl npotokona GMRP (GARP Multicast Registration Protocol),
npegHasHayeHHoro Ars YNpoLleHUs pacnpocTpaHeHus no ceTu MHgopmauum
0 Hanu4unu onpegerneHHon Multicast rpynnbi.

BkntoyeHue/oTknoueHne nogaepxkkn GMRP - ocyulectensietca C
nomowbto  Bbibopa  Disable/Enable  (Bkn/Beikn) w  nocrnegytoLiero
noaresepxaeHus kHonkon Apply (MpuHaTb).
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[=] Link 1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47
Managed Switch F3ueear [ (0 (21 021 (21 P 1 P £ 20 0 120 [0 (2 £ 9 £ (0 £ £ 121 [ 1

S alalalalalalaloBalalolalalalalaRalalalalalolsiafoslokg

sable 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 49 50 51 52
I Managed Switch . GMRP Global Configuration

{1 System Configuration
“C1 Port Configuration ‘ Global GMRP ‘
{1 MAC Binding
(1 MAC Filter

1 VLAN Configuration

“C] SNMP Configuration

{1 ACL Configuration

*(] QOS Configuration

{2 IP Basic Configuration

+(] AAA Configuration

{2 MSTP Configuration

(1 IGMP SNOOPING Configuration

33 GMRP Configuration
B GMRP Global Configuration
-8 GMRP Ports Configuration
B GMRP State Machine

() EAPS Configuration

“] RMON Configuration

{3 Cluster Management.

{3 Log Management

8.13.2 GMRP ports configuration (Hactporka GMRP Ha nopTax)

Ha paHHou ctpaHnue WEB wmHTepdenca npeactaBneHbl HaCTPOWMKK
GMRP gns otaenbHbIX NOPTOB.

MopT BbIOMpaeTca B Bbinagalwowem MeHo Port, BKI/OTKN noaaepKku
GMRP peanusyeTtcsa ¢ nomowibto GMRP Status Disable/Enable.

lMocne BHECEHWUSI U3MEHEHWUA B HAaCTPOWKW, HaXXMUTE KHOMKy Apply
(MpuHATB).

Managed Switch

S Managed Switch GMRP Ports Configuratior
423 Sysam Contgurston
S —
50 MAG Bindig e < jeamp s G v |
0 A il -
i . Renesn| | Apoly
=23 NP Cantipeatin soanans G s R — Losve Tarcsnnsconas) [P ——
Emmo oo sot Disatie E - 5
%21 008 Contiguaton gei2 Diatie
23 1P Bosc Conturaton g1 Diatie E =
423 A% Contiuaton golis Disatis
20 MSTP Gontguratin i Disatie
21 16MP SNOOPING Coeiguratan w15 Disaie - -
L e gt Disatie - :
e ot Diatie
B e Purs Cansunsian ot Diatle - -
B o s acton o Ban
" e = = =
et cotuntn gerns Diatie
A2 gelia Dizable
T3 Log Manogement aetits Disabis E -
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8.13.3 GMRP State machine (O6was nHdégopmaumus o GMRP)

7 it
Managed Switch s uman
2

GG
Pa e

Pt Harme. VLANID Mkicast MAC Addrass Appicant State Regisuior Stase

#1_1 1GMP SNOOPING Canfipurstion

Ha paHHon cTpaHuue WEB wuHTepdgenca HaxoguTcs cBogHas
wHpopmaums o pabote npotokorna GMRP. Homep noprta, VLAN ID, MAC
agpec multicast rpynnbl n 74.

WHdopmaLmsa npegocTaBneHa ToNMbKO ANs YTEHUS.

8.14 EAPS Configuration (Hactponka pabotbl npoTtokona EAPS)

8.14.1 EAPS Configuration (OCHOBHbIe HaCTPOWMKM paboTbl NPOTOKONAa
EAPS)

Ha paHHown ctpaHnue WEB wnHTepdenca npeactaBrneHbl HaCTPOWMKK
npoTokona EAPS (Ethernet Automatic Protection Switching),

npegHasHa4eHHoro Angd 3awuTbl OT 3aUlUKNBaHuA Tpa<1)|/||<a B ceTu.

» EAPS Ring ID — Bbi6op ID anst EAPS ring;

A\

Mode — HacTporka pexuma paboTbl pabodero ysna gns EAPS
OOMEHa;

Primary Port — Beibop kntodeBoro nopta ansg EAPS;

Secondary Port — Bbi6op BTOpryHOro noprta ansa EAPS;

Control VLAN — Bbi6op VLAN (2-4094) gna EAPS;

Protected VLANS — BbIOGOp OAHOrMO WM HECKOSbKMX 3allmliaeMblX
VLAN B gomeHe EAPS;

YV V V V
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» Hello Time Interval — HacTpoiika EAPS gomeHa ons nepuoguyeckomn

otnpaBku naketoB HEALTH. 3agaBaemoe 3HaueHuMe B CeKyHAax
OOJIMKHO ObITb MeHbLUE YeM BpeMs 4o ownbku (fail time);

» Fail Time — BpemMsi g0 1UcTeyeHuss cpoka gencteust B EAPS gomeHe.
[omnxHo 6bITb 6onbLue, yem Hello Time;

> Extreme Interoperability (enable/disable) — Bkn/BbikST COBMECTUMOCTb

C extreme ycTponcTBamu.

» Enable status - Bknoyenune/otknioueHne EAPS Ring.

lMocne BHECEHWSI UBMEHEHUI B HACTPOWMKMW, HAXXMUTE KHOMKY Apply (NpUHATH).

Managed Switch ] Lnkan

& Managed Swich EAPS Configuration
811 System Confiquration

#L1 Port Canfiguration | eaps Ring 0 1>

%01 MAC Binding | Create status Mot Created
%1 MAC Fiter o None

# 1 VLAN Configuration

5] SNMP Configuration ‘ S >
3 ACL Configuration | seconaary pen v
#{1 QOS Configuration | convol vian o
®
£11P Bosic Confguraton | Protectsd viANs Format: 24,8 or 310
1 AAA Configuration [ =
] MSTP Configuration Hello Time Interval .
& 1 IGMP SNOOPING Configuration ‘ Fail Time Ll s
1 GMRP Canfiguration | Data span Disable v
53 EAPS Configuration | Extreme Ineroperability Dable

]
1 RMON Configuration Refresn’ Create Apply Remaove

# 3 Cluster Managemant
1 Log Management

8.14.2 EAPS information (CBogHas nHdopmauumsa o pabote npoTokona
EAPS)

17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47

1 3 5 7 9§ 15

Managed Switch oy [ [ 1 (=3 [0 [ £ [0 e ) i i ] e i i i) ] ] ] ] ] ]

S alaialalalalclaNalalalsiaialale BalalaialalalalaNonlaciooios

Isable 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 49 50 51 52

‘ Managed Switch . EAPS Information
(3 system Configuration
{3 Port Configuration
B{] MAC Binding
(0 MAC Fiter

B{ VLAN Configuration
{1 SNMP Configuration

B ACE O anfmentinn

Ha paHHoi cTpaHuue WEB uwHTepdierica npefcTaBrieHbl obuive
cBefeHus o paboTte npotokona EAPS.

WHdopMaLmsa npeacTaBneHa TOMbKO AN YTEHUS U HE MOXET ObiTb
N3MeHEeHa C 3TOW CcTpaHuLbl/
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8.15 RMON configuration (HacTponku ancrtaHuMoHHOro
MOHUWUTOPUHIa ceTu)

8.15.1 RMON statistics (CTatuctnka AMCTaHLUMOHHOIO MOHUTOPUHTra
ceTn)

Ha paHHown ctpaHunue WEB uHTepdeinica npeactaBneHbl CBeAEHNS O
cTtatucTmke paboTbl NOPTOB.

Bbibepute nopT u3 BbiNagawwero cnucka, chopmupynite rpynny
cTatTUCTuKM ansa atoro nopta. KoppektHoe 3HavyeHue uHgekca: 1...100, none
OWNER onumoHaneHoe.

Haxmute Apply aona noatesepxaeHus. B Tabnuue Statistics Data
OygeTt nokasaHa ctatucTvka paboTel nopTa.

Managed Switch - uma

- Managed Switch RMON Statistics
() System Configuration
%11 Post Configuration
() MAC Binding

%1 MAC Fiter

#(_J VLAN Configuraion S

(3 SNMP Configueation — 9 —

(1 ACL Configuration

il Refresn| | Apply Detete | | Hep
(3 1P Baslc Configuation :

(3 ARA Configuration Statsncs Dot
) MSTP Configuration £ 0 [omorss
¥ 1 IGMP SNODPING Configuration

() GMAP Canfiguration
%1 EAPS Configuration
=3 RMON Configuration
1 Statistics Configuraticn
&) History Configuration
81 tlarm Consguration
) Evem Configuraton
% Cluster Management
#1_1 Log Management

"s12002550ctets
F 0 [emerStatsPhis12i010230cets
etharStatsPins 1024015 180ctsts o

8.15.2 RMON history (XKypHan pa6oTsl RMON)

Ha paHHon cTpaHuue WEB uHTepderica BO3MOXHO npocMaTpuBaTtbh
XypHan paboTbl NOpTOB.

Bbibepute nopT M3 BbiNagarolero cnvcka Ans nNpocMoTpa XypHan
paboTtbl aToro nopta. KoppektHoe 3HayeHue uHgekca: 1...100, nons Interval,
Request Buckets 1 OWNER onunoHanbHble.

> Tlone Interval noka3biBaeT 3aTpayeHHOe BpeMsi Ha cOOp AaHHbIX B
cekyHaax (1...3600).

> Tlone Request Buckets cooepXuUT KONMMYECTBO COXPAHEHHbLIX 3anucen
(1...100).
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» B Tabnuue Historical Data cogepXxuTcsi ocTanbHas MHdopmauus n3

XypHarna ¢ MoMeHTa hopMMpPOBaHMSA NocreaHeln KoHdUrypaummu.

Haxwmnte Apply ons noatBepxaenus. B Tabnuue History Data 6yayt
nokasaHbl AaHHble 13 )XypHana paboTbl nopTa.

Managed Switch

== Engish

3 Managed Switch RMON History

RN story
1 SHMF Configuraion moes [0 e 0
01 ACL Consgursiin [ 0 o

01 9 Bawc Cosiurston Rotiesn| [ Agply | | Dolsie

ouen
01 MSTE Contprion e e L
91 IGHP SNOGPING Confiqursten

11 GURR Cantguation Fist | [Py
H1C1 EAPS Cantgueatsn Totn & pags,
3 RMON Corfipuraion

Managed Switch

5 Managed Swirch RMON Alarm
1 Sysiem Configuration
L3 Pan Canfiguratien [Sequancs Indes paeeval  Vostable Samla Type [Alarm Vol Rising Threshold [Falling Throshold  [Rising Event Index  Falliog Evant e [Owner
11 MAC Bingng Hew v ] [0 o absants v 0 0 0 0 0
¥ MAC Fiter
=11 VLAN Confguration
.1 ShANP Confguration [Secusnce s fotews a8l
11 ACL Configuration fpe
1 QO Configuraton
L3 1P Basic Confguration
1 A% Conligurstion
=11 MSTP Configuration
1 IGMP SNOOPING Configuration
L3 GMRP Configuration
1 EAPS Configurstion
=13 RMON Conguration
B} saatistics Configuration
B History Configuration
B} Alaem Configuration
B) Evem Configuration
1 Cluster Management
13 Log Management

Refresn| | Apply Dekele Help

Bisg Falling Rising_[Falling
Aarm VSR fuochold  Throshosd  Evant index Event Indax 7S

Ha paHHoun ctpannue WEB wmHTepdenca npeactaBrneHbl HaCcTPOWMKK
ONS Co34aHuNst TPEBOXHBIX IPYMM U NPOCMOTPa TPEBOXHbBIX CODLITUN.

Bbibepute cyuiecTBytoLWyO Tpynny W3 BbiMagaloLWero crnucka ans
npocMoTpa COObITUI UM BHECEHWUS] U3MEHEHMI B HACTPOWKW. [na co3gaHus
HoBOW rpynnbl Bbibepute New. Index [ormkeH Haxoautees B npegenax 1...60,
Interval gomkeH HaxoguTbea B npegenax 1...3600 (cekyHapl).
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8.15.4 RMON event ()KypHan co6biTuit)

57 9 M ouwn 3 m

2
E
o)

alalalc [(=1(<) [+] [ (<] (4] (<] [ [<]
193

Sequence | index Bescription Tyme Comemunny Last Tima Semt Oumar
Haw ~] [0 none - 187101 000000

23 1P Basic Conigaration
=] AaA Confgursion
1 MSTP Configuration

1 IGMP SNOOPING Configuraion
1 GMRP Canfiguration
1 EAPS Confiuration
1.3 RMON Conbouratin
B stustics Consgursion
) History Corfiguration
B Asrm Confguration
1) Event Configuration
1 Chister Managersent
1 Log Management

Ha paHHon ctpaHnue WEB wuHTepdeinca npenctaBrieHbl HAacTPOWKK
AN NPOCMOTpPa U Co3AaHus XXypHana cobbITUi.

Bbibepute cyuiecTBytoLWyO Tpynny W3 BbiMagalroLwero crnucka Ans
NpocMoTpa COOLITUI UM BHECEHWUS] U3MEHEHMIN B HACTPOWKW. [Ns co3gaHus
HOBOW rpynnbl BoibepuTe New.

» Index pormkeH HaxoguTbeAa B npegenax 1...60,

» Description (onMcaHne) oomkHO 6bITe He 6onee ogHOM CTPOKM,

» Type (Tun onepauun) gormkeH ObiTh BbiOpaH 13: none (6e3 onepauun),
log, SNMP-trap nnu log-and-trap.

» Tlone last send time (BpemMsa oTnpaBKku MNOCNeLHEr0 COObITUSA) TOMbKO
ONS YTeHus, none owner He 06a3aTenNbHO AN 3anoNIHEHUS.

Haxmute Apply ons noatBepxaeHus.
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8.16 Cluster configuration (YnpaBneHue knactepamu)
8.16.1 NDP configuration (NDP koHdurypawms)

Ha paHHon cTpaHnue WEB wuHTepdeinca npenctaBrieHbl HAacTPOWKK
NDP. Hactpoiku BkniovaoT B cebs Bblibop nopta, NDP dyHkumio nopTa,
rnobanbHyto NDP dyHKUM0, MHTepBan otnpasneHusi naketoB NDP, Bpems
xpaHeHus NDP nakeToB Ha npuvHMMatoLemM 06opyaoBaHUu.

Bbibepute nopt n Bkntoumte yHkumio NDP. OgHOBpEMEHHO LOMXKHbI
ObITb BkNtoveHsbl NDP nopTta v rmobansHas NDP.

» YcraHoBuTe Bpemsi xpaHeHuss NDP nakeToB Ha MpuMHUMAalOLLEM
obopygoBaHun B npegenax 1...4096 cekyHa (mpegycTaHOBIEHHOE
Bpems 180 cekyHn).

> YcrtaHoBuTe WHTepBan oTnpasBnsembix NDP nakeToB B npegenax
1...4096 cekyHp (NpegycTaHoBreHHoe BpeMs 60 cekyHn).

» Haxmnte Apply ona noaTBepXXaeHus.

1 13

1 3 5 7 9 15 21 29
Managed Switch Et::::: QA AA) Sl Al B BB Bl Al ALAN D) L]

[&1 [&] &1 (&1 (] (&1 ] (&1 (=] (] (] (] (€] [ [ =] [] (&) (&) (&) (&) Ca] G (] (o) (Gl (ol (o]

(] Disable 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 49 50 51 52
3 Managed Switch NDP Configuration

1 System Configuration
"1 Port Configuration
{31 MAC Binding |P”": ‘
1 MAC Fitter |PuﬂEnah\e ‘
£ VLAN Configuration | Glovai Enavie |
1 SNMP Configuration | Heno.ame | (1-4096 sec)
1 ACL Configuration
{21 QOS Configuration |“9‘“9'“'“° ‘ 180 (1-4096 sec)
‘1 IP Basic Configuration

{1 AAA Configuration
Q) MSTP Configuration
{1 16MP SNOOPING Configuration
] GMRP Configuration
1 EAPS Configuration
21 RMON Configuration
2 Cluster Management
NDP Configuration
NTDP Configuration
Cluster Configuration
‘1 Log Management
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8.16.2 NTDP configuration (NTDP koHdurypaums)

Ha paHHon cTtpaHunue WEB wnHTepdenca npencraBneHbl HAaCTPOWKU

NTDP. Hactponku BknoyatoT B cebs Bbibop nopta, NTDP dyHKkuuio nopTa,
rnobanbHyto NTDP dyHkuuio, topology collection range, topology collection
time interval, Bpemsa 3agepxku OTnpaBneHWst NakeToB AN NepBOro nopTta,
BpeMS 3alePXKKU OTNPaBfeHUs NakeToB Ansi OCTarnbHbIX NOPTOB.

Bbibepute nopt u Bknouute yHkumo NTDP. OpHoBpeMeHHO

OOIMKHbI ObITb BKItoYeHbl NTDP nopta u rmobansHas NTDP.

>

al
Managed Switch & Linkan

YcTtaHoBute KONNUYeCTBO nepexoaos B npegenax 1...6,
(NnpeaycTaHOBNEHHOE YMCIIO NePexonos;

YctaHoBUTE BpemeHHoM wHTepsan B npegenax 0...65535 muHyT
(npegycTaHOBNEHHbIV MHTepBan 1 MuHyTa).

YcTaHoBUTE BpeMs 3adepXKu OTMpaBfsieMblX NakeToB Al NepBOro
nopta Hop-delay B npegenax 1...1000 mcek (npegycTaHOBNEHHOE
Bpems 200 Mcek).

YcTaHoBUTE BpeMsi 3a4epXKKn OTMpaBreHns NakeToB Ans OCTanbHbIX
noptoB B npegenax 1...100 mcek (npegyctaHoBneHHoe Bpems 20
MCEK).

Haxmute Apply onst noaTBepXxaeHus.

9 1M 13 15 17
[ [ [ 0= [+
[ [ (=1 =1 %

10 12 14 16

8y 1 80
Doewe 5 0EE

‘3 Managed Switch NTDP Configuration
{2 System Configuration
12 Port Configuration
{21 MAC Binding

{11 MAC Filter

[po |

{2 VLAN Configuration

21 SNMP Configuration

{1 ACL Configuration

21 QOS Configuration

11 IP Basic Configuration

{1 AAA Configuration

{21 MSTP Configuration

{1 IGMP SNOOPING Gonfiguration

1 GMRP Cenfiguration

{21 EAPS Configuration

21 RMON Configuration

3 Cluster Management
NDP Configuration
NTDP Configuration
Cluster Configuration

12 Log Management

|PortEnable |

| Giobal Enabte |

[ —E
[mtervattime [ [T | (065535 min)
[Hopgelay [ [200 | (1-1000 misec)
[portdetey [ 20 (1100 mitsec)

Refresh| [ Apply Help
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8.16.3 Cluster configuration (KoHdurypaumsa knactepoB)

Ha paHHon cTtpaHunue WEB wnHTepdenca npencraBneHbl HAaCTPOWKU
KOHGMrypawmm Knacrtepa. HacTpowku BKMNtOYaT B cebs
BKMIOYEHNE/OTKIIOYEHE KnacTepa, HacTponku VLAN, nyn agpecos knacrtepa,
WHTepBanbl oTtnpasneHns handshake naketoB, wma knactepa, nyTb
BKMIOYEHNS B KNacTep, U yaaneHue knacrepa.

» B none management VLAN ycTaHoBWTE 3HayeHuMe B npegenax

1...4094 (npegyctaHoOBMNEHHOE 3Ha4eHue 1);

» YcTaHoBMTE noKanbHbli IP agpec Ons yCTPOWCTB BKMIOYEHHbLIX B
knactep (B gnanasoHe 0.0.0.0 - 255.255.255.255, anuHa mackn 0 —
32);

» YctaHoBuTe uHTepBan otnpaBku handshake naketoB B npegenax
1...255 cekyHpa (NnpeaycTtaHoBneHHoe 3HadveHne 10 cekyHa);

» YcraHoBuTe Bpemsa yaepxaHusi handshake naketoB B npegenax
1...255 cekyHpa (NpeaycTaHoBMNEeHHOe 3HaYeHne 60 cekyHa).

Ona cosgaHua knactepa HeobxoouMo 3agaTb eMy umsA BbiOpaTb
aMNeMeHTbl Knactepa U NyTb AN MNOAKIMHOYEHUst K Krnactepy (B py4yHOM U
aBTOMaTU4eckoM pexmme). [locne HaACTPOMKM Knactepa OH  MOXeT
aBTOMaTUYECKN NEPEXOANTb B PYHHON PEXMM.

Py4yHon pexum nos3BonsdeTr wu3MeHATb uMsA knactepa. [locne
dopMMpOBaHUS Knactepa MMeEETCs BO3MOXHOCTb NPOCMATpMBaTh SMEMEHTHI
Knactepa v KaHOMOATOB Ha BKMNOYEHME B knactep B Tabnuue, pobaenaTb
HOBbI€ 3J1EMEHTbI B KNnacTep.

Haxmute Apply ons noaTBepXaeHus.

ke
Managed Switch -1 ukar
77 Otassie

3 Managed Switch {

23 System Configurstion

23 Pon Configuration Cluser Enabie Saatla v

) WA Biming

0 MAC Fillr

13 VLN Contguration

0 SNP Conkguraon Handshake time 0 1255 sec

23 ACL Coniguation [rr————] 255 5ec

1 QDS Confimration

20 1P Basic Confuration A

123 ARA Cantguaation

L) MSTP Configuration

2 IGMP SKOOING Canfiguraion

# _1 GMRP Configuration Chaster Name Tyoe >

L) EAPS Confqursion

3 RO Configu

= Custe Management
Bl MOP Contgurston
8l NTDP Confguration
81 Guuser Confiuraion seil g 0 s

123 Lg Managemant

Management.vian 1 1-4054)
1P-poct 53000 ABCOM)
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8.17 Log management (YnpaBneHue xxypHanamm 3anucemn)

Ha paHHon cTpaHnue WEB wuHTepdenca npegctaBrieHbl HAacTPOWKK
dunbTpa BbiBOAa 3anucen. B nome Log Priority moryt 6bITb crnegytouime

3Ha4YEeHNA:

» Critical — BbIBOOUT MHbOPMaLIMIO, OTHOCSILLYIOCS! TOJNIBKO K

KPUTUYECKOMY YPOBHIO Ba>XHOCTW;

> Debugging — BbIBOAMT MHOPMaLUIO ANA OTNAAKY;

» Informational — BbIBOAMT UHpOPMaLMIO AN OTNaaku 1 o6LLyro

MHpopMaLMIo B florax;

» ALL — BbIBOOUT BCO MHOPMaLNIO.

YTo6bl NPUMEHUTE hUNbTP 3anucen Haxkmmute KHonky Refresh (06HOBUTB).

. =1 Linkup
Managed Switch (] Linken
[ Disable

3 Managed Switch
{2 System Configuration
121 Port Configuration
{32 MAC Binding
1 MAC Fiter
{21 VLAN Configuration
{20 SNMP Configuration
0 ACL Configuration
{21 Qos configuration
{21 IP Basic Configuration
{21 AAA Configuration
0 MSTP Configuration
{0 IGMP SNOOPING Configuration
{21 GMRP Configuration
{21 EAPS Configuration
{0 RMON Configuration
32 Cluster Management
3 Log Management
Log Information

Log Information

Logprority [ [ Refresn)
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9. UsmeHeHue IP appeca kommyTaTopa

: afan
- [0 = = = Jolololof
i A
34 SW-80802/L(150W) nfiou
{3 System Configuration
B Basic Information Line item VLAN ID 1P Address / Subnet Prefix DHCP Client MAC Address
B Serial Information | [1 v |t 192. 168. 0. 3/24] x\ Disable V| 0028.2411.bdf1
B) User Management 1 1 192.168.0.1/24 Disable 0028.2411.BDF 1
[ Safe Management
E) SNTP Configuration Refresh Create VLAN Interface Delete VLAN Interface
B Jumbo Frame Configuratio Set 1P Address/DHCP Client Delete IP Address Help

) Save Current Configuratior
B Configuration File
B File Upload
B system Reboot

#( Port Configuration

& {1 MAC Binding

%) MAC Fiter

#(] VLAN Configuration

#(] SNMP Configuration

#( ACL Configuration

#(1 QOS Configuration

=3 IP Basic Configuration
[B) P Address Configuration
B) ARP Configuration and Dis
[E) Host Static Route Configur

#{ AAA Configuration

Ins naMeHeHus IP agpeca koMmmyTaTopa:

— Bbinonnute Bxog B WEB uHTEpdENC KOMMYTaTOPa;

— Bowngute B pasgen meHto IP Basic Configuration, nyHkT IP Address
Configuration (Hactpoiika IP agpeca);

— ycTtaHoBuTe Line Item «1», DHCP Client «Disabley;

— BBeguTe HoBbLIN agpec B none IP Address/Subnet Prefix (agpec
OOIMKEH ObITb YHVKArNbHBIM U HE OOMKEH NOBTOPATLCSA);

— Haxmwute Set IP Address/DHCP Client (yctaHOBUTbL agpec), cmapbil
IP adpec aemomamu4ecku nepecmaHem delicmeogamab;

— BbinonHume noemopHbIli 8xo0 8 WEB uHmepdgbelic, ucnonb3ys
HoeblIll |IP adpec.

BHumaHue!
[nsi coxpaHeHus HoBoro IP agpeca B 3HepProHe3aBMCMMON NaMaTH
KOMMyTaTopa B pa3gerne meHo System Configuration, nyHkT Save
Current Configuration (lNpocMoTp TekyLLeln KoHUrypaumm) coxpaHuTe
HaCTPOWKK, B NPOTMBHOM Cly4ae npu nepesarpy3ke kommyTtaropa
Oyaet yctaHoBsneH npegbligywni IP agpec. ObpatuTe BHUMaHWe, YTo
HOBble NapaMeTpbl, NOMUMO camoro |IP agpeca, [omkHbI cogepxaTb
npeduKc Macku NoaceTn (3HadveHne B Outax nocne cumeona "/".
(Hanpumep: 192.168.0.1/24)
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BHumaHue'!

KayectBeHHOe  3a3emneHve  dABnseTcsd  obsA3aTenbHbIM  YCIOBUEM
NOAKITIOYEHUS.
10. TexHUn4YecKue xapakTepucTuKu*

Mopenb SW-74804/L
OO0uee kon-Bo NOPTOB 52
Kon-Bo noptoB FE+PoE -
Kon-Bo noptos FE -
Kon-Bo noptoB GE+PoE -
Kon-so noptos GE 48

(He Combo nopTbl)

Kon-so noptos Combo GE
(RJ45+SFP)

Kon-Bo noptoB SFP
(He Combo nopTbl)

4 GE (1000M6uT/c)

BcTpoeHHble onTuyeckue nopTol

3Besna
Tononornv NoAKMoYeHNs Kackag
KOmnbLO
Bydep naketos 12 Mb
Tabnuubl MAC-agpecos 16 K
MponyckHas cnocobHOCTbL
KOMMYTaUMOHHOW MaTpuLbl 256 out/c

(Switching fabric)
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Mogenb

SW-74804/L

CkopocTb obcnyxusaHusi
naketoB (Forwarding rate)

1000 M6wuTt/c — 1488,000 naketos/c
100 MouT/c - 148,800 naketos/c
10 M6wut/c- 14,880 nakeTos/c

Mopaepxka jumbo frame

16 Kb

Pasmep flash namatun

128 Mb

CTaHﬂaprl N NPOTOKOIbI

o |[EEE 802.3 — 10BaseT

o |[EEE 802.3u — 100BaseTX

o |[EEE 802.3ab — 1000BaseT

¢ |[EEE 802.3z — 1000 BaseSX/LX

¢ [EEE 802.3x — Flow Control

¢ |[EEE 802.1q — VLAN

¢ [EEE 802.1p — Class of Service

¢ |[EEE 802.1d — Spanning Tree

¢ [EEE 802.1w — Rapid Spanning Tree

o [EEE 802.1s — Multiple Spanning Tree

¢ |[EEE 802.3ad — Link Aggregation
Control Protocol (LACP)

o |[EEE 802.1ab — LLDP (Link Layer
Discovery Protocol)

o [EEE 802.1¢c — Access Control

PyHKUMMM YPOBHSA 2

o |[EEE 802.1d (STP)

¢ |[EEE 802.1w (RSTP)

¢ |[EEE 802.1s (MSTP)
¢VLAN / VLAN Group 4K
¢ Tagged Based

e Port-based

¢ \oice VLAN

e Link Aggregation IEEE 802.3ad with
LACP

¢ IGMP Snooping v1/v2/v3
¢ |GMP Static Multicast Addresses
e Storm Control

KauectBo obcnyxunaHusa (QoS)

IEEE 802.1p
CoS/ToS, WRR, WFQ
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Mogenb

SW-74804/L

¢ Management System User
Name/Password Protection
o |EEE 802.1x Port-based Access

BesonacHocTb
Control

oHTTP & SSL (Secure Web)

o SSH v2.0 (Secured Telnet Session)

o YnpasneHue 4yepe3 Web-nHtepdeiic
YnpasneHue * CL

o Telnet

o SNMP

PW (nutanwue), SYS (pabota

WHaukaTopbl KommyTtaTtopa), Link (coeamHeHune

ecTtb/HeT), Giga (100 nnm 1000 M6uT/c)
lpo3o3awmTta 3 kV
MuTtaHune AC 100-240V
OHepronoTpebnexune <30 Bt

AKTUBHOE

OxnaxpgeHve (2 BeHTUNSAITOPA C aBTOMATUYECKUM

N3MEHEHNEM CKOPOCTU BpaLIJ,eHVIFl)

Cnocob mMoHTaxa

B 19” cTomnky, 1U

Pabouas Temnepatypa 0..+55°C
Bec (6e3 ynakoBku), Kr 4.7
Pasmepbl (LLUxBxI") (Mm) 440x45x360

[ononHuTtensbHo

Pexum yBenuueHnst 4anbHOCTU
nepegayv curHanos 4o 250m.
(Ckopocmb nepedayu ozpaHuydeHa 10
M6um/c).

* rlpOI/I3BO,D,VITenb MMeET NpaBo N3IMEHATb TEXHNYECKUE XapaKTEePUCTUKN n3nenna 1
KomnnekTauuo 6es npeaBapuTenibHOro yseaomneHus.
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11. MapaHTHUA

lapaHTns Ha Bce obopygoBaHne OSNOVO - 7 net (84 mecsua) c
AaTbl NPOAaXW, 3a WCKMIOYEHWEM aKKyMYnATOpHbIX 6aTtapei, rapaHTUHbIN

CpoK - 12 mecsiues.
B TeueHue rapaHTMMHOrO cpoka BbINOMHAETCSH GecnnaTHbI PEMOHT,

BKIlOYasi 3an4acTu, UK 3amMeHa U3genuii Npyu HEBO3MOXHOCTM MX PEMOHTA.
MogpoGHas MHopmauus 06 YCroBUAX rapaHTUAHOTO 0BCMYyKUBaHUSA

HaxXOAUTCA Ha canTe WWW.0SNOoVO.ru

230329 (2)
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