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BHumaHue

Ona 3awmTbl 060pygoBaHMsa OT MMNYNbCHBIX NEPEHaNpPsKeHUn, B T.4.
rPO30BbLIX pa3psoB, PEKOMEeHAyeM yCTaHaBNMBaTb YCTPONCTBA
rpo3o3allnThl.

[ns aTux uenen MOXHO UCMOMNb30BaTb YCTPOMCTBA rpo303aLlmnThl,
npegHasHavYeHHble Ans 3awWwuTbl NMHWMI nepegayn Ethernet+PoE.




1. Ha3Ha4yeHue

Ynpasnsemsble (L3) kommyTtaTopbl ¢ 10G noptamm SW-32G4X-2L n
SW-32G4X-3L Ha 28 noptoB (8GE Combo + 16xGE RJ-45 + Uplink 4 x
1G/10G «SFP+») npegHasHayeHbl Ans obbeanHEeHUs1 CETEBbIX YCTPOWCTB U
nepegayn JaHHbIX MeXay HUMW.

4 «SFP+» nopta paboTtatoT Ha ckopocT Ao 10G m cnocobHbl 6e3
3aepxeKk nepedaBaTb Becb 00bem Tpadmka Ha cepBep uwnm  gpyroe
yCTponcTBo. Takke KOMMyTaTopbl 060pyaoBaHbl 1610 GE RJ-45 noptamu 1 8io
GE Combo noptamn. Bce 24 RJ-45 nopta kommytatopa SW-32G4X-3L
nogaepxmeatoT ctaHaapTel POE IEEE 802.3 af/at ¢ MmakcmanbHON MOLLIHOCTLIO
Ha nopT — 30 Bt. CymmapHbIn POE 6ioaxeT kommyTaTopa Ha 24 nopta — 375 BT
(no 15.6 BT Ha nopT), kommyTaTop SW-32G4X-2L POE He nogaepxusaer.

KommyTaTopbl UMEIOT 3HaYMTEmNbHbLIN 3anac no Npon3BOAUMTENBHOCTH
fnarogapsi yHvBepcanbHbiM MHTEpdENCaM M KOMMYTALMOHHOW MaTtpuue C
NPOMNYCKHOW CnocobHocTbo Ao 512 'out/c.

KommyTaTopbl MMET BO3MOXHOCTb MMOKOW HAacTPOWKU NapameTpoB
yepe3 WEB-uHTepdeiic, umetoT MHoxecTBo pyHKumin L2+ ypoBHs (VLAN,
IGMP snooping, Link aggregation un 14.) u L3 yposHsa (ARP, DHCP).

Kpome TOro kommyTtaTopbl MoadepxuBaloT paboTy B KOMbLEBOW
Tononorun (Ring) Gnarogaps wucnonb3oBaHuio npoTtokonos |EEE 802.1s
(MSTP) n IEEE 802.1w (RSTP).

lMutaHne kommyTaToOpoB ocylecTtenaetrca oT cetn AC90-265V c
BO3MOXHOCTbIO pe3epBUpOBaHus A5 obecneveHns 6ecnepebonHoi paboTsl
(SW-32G4X-2L), makcumanbHas notpebnsemas MOLLHOCTb 3aBUCUMOCTY OT
mogenu. Kommytatops MoryT BbiTb ycTaHOBMEHbI B 19” CTOMKY.
KommyTatopbl SW-32G4X-2L n SW-32G4X-3L moryT 6bITb MCMONb30BaHbI
Ha NpeanpuaTMaAX Manoro u cpegHero busHeca:

" 0N NOAKMIYEeHMs K CeTsiM OnepaTopoB CBHA3M U K ceTsMm Gonee

KpynHbIM Npeanpuatn (MHTepdericel 10G);

* B BbICOKOMPOM3BOAUTENbHbLIX cucTemax IP BugeoHabniogeHus (B

TOM 4uncne ¢ nutaHuem IP kamep no PoE (SW-32G4X-3L));

ans opraHmsauumn VolP tenedoHun (B TOM 4Mcne — C NUTaHWEM Mo
KOHEeYHbIX ycTponcTs no PoE (SW-32G4X-3L)).



2. Komnnektauua*

1. KommyTtatop — 1wT;

2. KpenneHue B 19” cTonky — 1Kk-T;

3. Kabenb ana nogkntoveHuns k cetn AC230V — 2uwT;
4. KpaTKkoe pyKoBOACTBO MO aKchnyaTauum — 1wr;
5. YnakoBka — 1wWT.

3. OcobeHHOCTU 06OpPYyAOBaHUA

e  BbicokonpounssogutenbHble Uplink-noptbl 10G (4 x 1G/10G «SFP+y);

o PoOE 6ropxeT (SW-32G4X-3L) — 375BT, ctaHgapTtbl POE IEEE 802.3
af/at;

o [logoepxka Ai POE — aBTOMaTnyeckoe onpeaeneHme «3aBuUcLUmxX»
PoE ycTtponcTts (SW-32G4X-3L);

o BosmoxHocTb Nnepegaym gaHHbIX Ha 250M (9-24 nopTbl, cKOPOCMb
oepaHuyeHa 10 M6um/c);

e YnpasneHue 4Yepe3 WEB nHTepdenic, TELNET, RS-232;

o [Moppepxka dyHkuun L2 (VLAN, QOS, LACP, LLDP, IGMP
snooping) n L3 (ARP, DHCP);

o [lopgoepxka KonbLeBOW Tononorun nogknovenns (STP, RSTP,
MSTP, EAPS, ERPS);

¢ BosmoxHocTb pesepBupoBaHusa nutaHusa (SW-32G4X-2L).

4. BHelHWW BMA 1 onucaHue aneMeHToB

4.1 BHelwwHnn BUA

Puc.1 Kommytatopbl SW-32G4X-2L, SW-32G4X-3L, BHELLUHUA BUA.



4.2 OnncaHue 3NeMeHTOB KOMMYTaTOpPOB

Puc.2 KommyTtaTtopbl SW-32G4X-2L, SW-32G4X-3L, pasbembl, KHOMKA 1
WHOWKATOPbI Ha NepeHen naHenu

Tab. 1 KommyTtatopbl SW-32G4X-2L, SW-32G4X-3L HasHavyeHne pa3beMoB,
WHAMKATOPOB M KHOMOK NnepeaHen naHenm

Ne

nln O6o3HavyeHne Ha3HauyeHue

PWR - LED wHgukaTop nutanus 1. Floput — nutaHme
PWR Ha KOMMYyTaTOp NOAAETCH, HE TOPUT — NUTaHKe He
nogaeTcs UM KOMMYTaTop HEUCNPaBEH.

1000M / 10G - LED nHgmukaTopbl paboTbl MOPTOB Ha
1000M / 10G | ckopocTax 1000M / 10G. Noput — nget nepegada
AaHHbIX Ha COOTBETCTBYHOLLEN CKOPOCTMU.

1 Link/Act — LED nHgukaTopbl CETEBON aKTUBHOCTM
Link/Act noptoB 1-28. Noput/mMunraeT — yCcTaHOBMEHO
coeavHeHne, naeT nepefaya AaHHbIX, He ropuT —
COeQIHEHMNE HE YCTaHOBJIIEHO.

PoE (SW-32G4X-3L) — LED nHankaTopbl POE nopTtoB
1-24. 'opuUT — K COOTBETCTBYIOLLIEMY MOPTY

PoE nogkrtoyeHo PoE ycTtponcTteo, nutaHue PoE
nogaetcd. He roput — nogkntoyeHo yCcTporcTBo 6e3
nutaHuna no PoE.




Ne
n/n

O6o3HaueHne

Ha3HauyeHune

Console

KoHconbHbI nopT (pa3bem RJ-45), ncnonbsyetcs ansi
yrnpaBrneHnst KOMMYTaTOpPOM.

1-8

SFP cnotel Combo nopToB 1-8 Ans nogkno4eHns
KOMMYyTaTopa K ONTU4ECKOW NMUHMKN CBA3N.

1-8

Pasbembl RJ-45 Combo nopTtoe 1-8 Anst nogkntoyeHns
KOMMYyTaTopa K MegHOW NUHUN.

9-24

Pasbembl RJ-45 nopTtoB 9-24 ons nogknNtoYeHns
ceTeBbIX YCTPONCTB Ha ckopocTth 10/100/1000 MbuT/c,
(8 Tom uncne ¢ PoE IEEE 802.3 af/at (SW-32G4X-3L)).

25-28

«SFP+» nopTbl 4ns NOAKNIOYEHNST KOMMyTaTopa K
ONTUYECKON NUHUM CBA3M Ha ckopocTn 10 [BuT/c ¢
ucnonb3oBaHuem SFP+ mogynen 10G
(npuobpemaromcesi omoesibHO).

SYS

SYS - LED uHgukaTop paboTbl cuctembl. Muraet —
cuctema paboTaeT KoppeKTHo. He roput — cuctema
paboTaeT B HenpasunbHoM pexume. lNpolmeka
KOMMyTaTopa noBpexaeHa.

PWR

PWR - LED nHgukaTop nuTaHusa 2. FlopuT — nutaHme
Ha KOMMYyTaToOp NOAAaeTCs, He ropuUT — NUTaHne He
nogaeTcsa UM KOMMyTaTop HEUCNpaBeH.

MukpokHomnka anst copoca koMMyTaTopa K 3aBOACKMM
HacTpoMKam.
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1

2 5

SW-32G4X-2L

1 2 3 4
SW-32G4X-3L

Puc.3 Kommytatopbl SW-32G4X-2L, SW-32G4X-3L, pasbembl 1 KHOMKK Ha

3agHen naHenu.

Tab.2 KommyTtatopbl SW-32G4X-2L, SW-32G4X-3L, HasHavyeHne pa3beMOB,
KHOMOK W Ha 3aJHeln naHenu.

:ﬁl O6o3HauyeHue HasHauyeHue

1 I@I BuHTOBas knemma 1 Ana noaknioyYeHns 3aseMneHns
Paszbem UAC ans nogknoyeHms KomMmyTaTopa K NMHUK

2 AC110-240V | nutaHua 1 AC 100-240V ¢ nomoLLbio kabenst u3
KOMMNJieKTa NocTaBKu.

3 @ BuHTOBas kneMma 2 ons nogknioyeHns 3asemneHms
(modenb SW-32G4X-2L)
Pasbem UAC ons nogknioveHus KommyTtaTopa K NMHUu

4 AC110-240V | nutaHusa 2 AC 100-240V c nomMoLlbio kKabensa s
KomMnriekta noctaBku (Modesib SW-32G4X-2L).

5 u Knasuwa Bkn. nutaHus (Mmodess SW-32G4X-3L).

5. Cxema nogknroyeHus

MNopagok NoAKNHYEHUS MUTAaHUS:

- Moakntounte kKOMMyTaTOP K WKHE 3a3emneHus (1, 3) Puc.3;

- Mopkntounte Kabenu NUTaHWsi B COOTBETCTBYIOLLME pa3beMbl Ha
kKommyTaTope (2, 4) Puc.3;

- Moakntounte BUIKKN Kabenen NMTaHUS K OCHOBHOWM U pe3epBHON NTIMHUK
nepemeHHoro Toka AC 230V.
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6. MNMpoBepka paboTOCNOCOOHOCTN CUCTEMDI

Mocne nogkntoyeHnst kabenewn kK pasbémaM M nogayn nNnNTaHnAa MOXHO

ybeounTbcs B paboToCnocobHOCTN KOMMYTaTOpa.

Mogkntounte  kommyTatop mexgy asymst MK ¢ usBecTHbimn [P-
agpecamu, pacnonaralowmMmnca B ogHOW NoaceTn, Hanpumep, 192.168.0.3 u

192.168.0.2.

Ha nepBom komnbtoTepe (192.168.0.2) 3anycTute KOMaHOHYH CTPOKY

(BbINONHMTE KOMaHAy cmd) 1 B NOSIBUBLUEMCS OKHE BBEAUTE KOMaHAy:
ping 192.168.0.3

Ecnv Bce NoakmoYeHo npaBunbHO, Ha 3KpaHe MOHUTOPa OTOBPAa3UTCs OTBET OT

BTOPOro KOMMbIOTEPA. DTO CBUAETENBLCTBYET 00 UCMPABHOCTU KOMMYTaTopa.

INNT' System32 command.com

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

1 4, Los
Approxinmate round tr ip times in milli-
inimum = @ms, Maximum = @ns, Ruex age =

Puc.7 JaHHble, oTOOpaxatLlmecs Ha SKkpaHe MOHUTOpPa, nocne
ncnonb3oBaHnsa KoMaHgel Ping.

Ecnu otBeT ping He nony4yeH («Bpems 3anpoca UCTEKNo»), TO

cnenyet NnpoBepuUTb CoeanHNTENbHbIV Kabernb n IP-agpeca KoMnbOTEPOB.

Ecnu He Bce nakeTbl Obinn NPUHATBLI, 3TO MOXET CBUOETENIbCTBOBATb.
- O HU3KOM KadecTBe Kabens;

- O HeuncnpaBHOCTU KOMMYyTaTOpa,

- O Nnomexax B JIMHUN.

MpumeyaHue:

MprynHbBI NOTEPU B ONTUYECKON JIMHUN MOTYT ObIThb Bbi3BaHbI:
- HeucnpasHocTblo SFP-mogynen

- n3rmbamm kabens

- 6ONbLUMM KONTMYECTBOM Y3110B CBapKu

- HENCMNPAaBHOCTbIO UM HEOAHOPOAHOCTbLIO ONTOBOJSIOKHA.
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7. MoproToBKa nepepn ynpaBneHMeM KOMMYTaTOpPOM Yepes
WEB-uHTepdenc

Hwke OymeT npuBegeHa petanbHas Hactpovika cetn gns K nog
ynpasrieHem Windows 8 (noxoxun uHtepdenc y Windows 10, Windows 7 un
Windows Vista).

1. Ortkpovite «LleHTp ynpaBneHus cetamm n obmm aoctynom» (Network
and Sharing in Control Panel) n HaxmuTte «3meHeHne napameTpos
apantepa» (Change adapter setting) kak Ha pUCyHKe HUXe.

T E¥ « Metwork and Internet + Network and Sharing Center v G P

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Access type: Mo network access
settings Public network Connections: @ Ethernet

Change your netwarking settings

Seealsa
4G Set up a new connection or network

Bonjour Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

HomeGroup
Internet Options @ Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get traubleshoating information.

2. B nossuBwemca okHe «CeTeBble nogknoyeHusa»  (Network
Connections) oTobpaxeHbl BCe CETEBbIE MOAKIMIOYEHUS, OOCTYMHbIE
Bawemy K. Coenavite 4BOMHOW KWK Ha NOAKMOYEHMUN, KOTOPOE Bbl
ucnoneayete ansa cetu Ethernet

= x
Ly @ <« Metwork and Internet » Network Connections v & Search Network Connections @
Organize * sE- M @
—h‘ Bluetooth Metwork Connection —h‘ Ethernet l: VirtualBox Host-Only Metwork
X Mot connected r Unidentified network PS=  Disabled
Bluetooth Device (Personal Area ... L Qualcomm Atheros ARB171/8175 ... @7 VirtualBox Host-Only Ethemet Ad...
y
l: VPN Connection "h‘ Wi-Fi
- .":” Disconnected . Mot connected
18> WAN Miniport (IKEv2) b4 il Qualcomm Atheros ARS485WE-E...
5 items ==

15



3. B nosiBuBlUEeMcA okHe «CoctosiHue - [loakntodeHwe Mo nokarnbHOn
cetu» (Ethernet Status) HaxxmuTe KHonKy «CBoncTBax» (Properties) kak
nokasaHo HUXe.

il x
-
General
Connection

IPv4 Connectivity: Mo network access
IPv6 Connectivity: Mo network access
Mediz State: Enabled
Duration: 00:03:17
Speed: 1.0 Gbps

Activity

|
Sent —— &F_‘ —— Received
=

Bytes: 81,247 | 234,299

I‘@Eroperhes ‘I @Q\sable || Dizgnose |

4. B nosBuBweMca okHe «[logknioveHne Mo nokanbHOM cetn —
CsovicTBa» caenavite 4BOVNHOW KUK HA «MPOTOKON MHTEPHETa BEpCUm
IP V4 (TCP/IPv4)» kak nokasaHo Huxe

Networking | Sharing

Connect using:
I? Qualcomm Atheros ARB171/8175 PCI-E Gigabit Bthemet

This connection uses the following items

U8 005 Packet Scheduler N
[ & Microsoft Network Adapter Multiplexor Protocol

& Microsoft LLDP Protocol Driver

<t |ink-Layer Topology Discovery Mapper 1/0 Driver

-4 |ink-Layer Topology Discovery Responder

Intemet Protocal Version 4 (Tt 4) v

Description

Transmission Contral Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks
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5. B nossuBLiemcs okHe «[1poTokon nHTepHeTa Bepcun IP V4

(TCP/IPv4)» ckoHdurypupymnte IP agpec Bawero K n macky nogcetu
KaK nokasaHo Hipke

Cets

o

Csoitcrsa: MNpotokon UntepHeTta sepcuu 4 (TCP/IPv4) ? X

Obwyme

a napane'rpu IP MOrYT HA3HAYATHLCR ABTOMATHUECKH, ECAN CeTh
NOAAEPXHBAET 3TY BOSMOXHOCTL. B npoTHBHOM Cyyae napameTpsl P
MOXHO NOMYYHTh y CETEBOro aagMUHUCTpaTopa.

MonyunTe IP-3apec aBTOMATUHECKH
Q) Ucnonbzoearh cnepylowmit IP-agpec:
IP-agpec: 192 .168. 0 .1
Macka noaceru: 255.255.255. 0

OCHOBHOM WNI03:

Q) Wcnons3oBate cnegylowme aapeca DNS-cepeepos:
NpeanounTaemeit DNS-cepeep:

AnbTepHaTHBHbIi DNS-cepeep:

MoATeepaAnTL NApaMETPbl NPH BLIXOAE

LONONHHTENbHO...

lr oK ‘ [ OTMeHa

Mo ymonyanuio IP agpec kommyTtaTtopa 192.168.0.1 Bl MoxeTe 3agaTb
nodon IP agpec B none «IP agpec», B Ton e nogcetu 4to u IP agpec
kommyTaTopa. Haxkmmte kHonky OK, 4ToGbl COXpaHWUTb U MPUMEHUTE HACTPOWKM.

Tenepb Bbl MOXETE MCNOMNb30BaThb Ntobow Bpaysep Ans Bxoga B MEHIO
HacTpoeKk KoMMmyTaTopa.

Mo ymonyaHuio:

v" Login: admin
v' Password: admin
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8.MoaroTtoBKka nepea ynpasBreHNEM KOMMYTaTOpPOM Yyepes
nopt CONSOLE

YnpaBneHune kommyTatopom 4Yepe3 COM-nopt (RS-232) wmoxer
noTpeboBaTbCs, €CnM Mo KakuM-nNbo npuuMHam ynpaeneHue 4depes WEB-
HEeLOCTYMHO.

Ckavante n ycrtaHoBute Ha [1K, c koToporo OyaeT npoBOAUTLCS
KOHCMrypvpoBaHue kKoMMyTaTopa nporpammy-amynatop HyperTerminal wnu
PuTTY. Tlocne ycrtaHoBkM Heobxoammoro [MO ucnonb3yite cnegyoLlyto
MOLLIAroByt0 MHCTPYKLMIO:

1. CoepauHute nopt Console kommyTtaTtopa ¢ COM-NopTOM KOMMbOTEPA C
NoMOLLbIO Kabens.

2. 3anyctute HyperTerminal Ha K.
3apawTte nmsi 4Nt HOBOrO KOHCOSBbHOMO NMOAKITHOYEHMS.

% New Connection

Enter a name and choose an icon fer the connection:

Name:

Icon

Erter details for the phone number that you want to dial:

Country/region: | United States (1) =1

Area code: 123

Phone number: |

Connect using:  |[se] &} ha
oK | Cancel |
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Hactpovite COM-nopT cneayroLmm obpasom:

BuTbl AaHHbIX (Data bits) — 8;

YeTHocTb (Parity) — Her;

Cron 6utel (Stop bits) — 1;

YnpasneHue notokom (flow control) — HeT.

SN NN

Port Settings I

Bits per second: =
Data bits: m
Pay: [Nore =]

Stop bits: Iﬁ

Flow control: Iﬁ

Restore Defaults

CkopocTb nepefaum gaHHbIX (Baud Rate) — 115200;

ok | cancel | Acok

6. Cwucrema npegnoxut Bontu Bam B uHTepdeiic CLI (ynpasnexue

Yyepes3 KOMaHOHYH CTPOKY).

Mo ymonuaHuio:

v' Login: admin
v' Password: admin

Fle Edit Miew Call Iransfer Help
O ™3 05| 0

Username: admin

Password:

Login in progress... )

Welcome to Vitesse Command Line Interface (v1.0).
Type "help’ or *?" to get help.

>

Connected 00:0%:12 Auto detect | 115200 8-N-1
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9. MNoaroTroBKa nepen ynpaBneHneM KOMMyTaTOpoOM 4yepes
Telnet/SSH

Mpotokonbl Telnet wn SSH npepocTaBnsAlT  MONb30OBaATENO
TEKCTOBbIA MHTEpP(ENC KOMaHAHON CTPOKM OSs yNpaBreHns KOMMyTaTopoM
(CLI). Ho Tonmbko SSH obecneunBaeT co3gaHne Ge3onacHoOro kaHamna c
MOrHbLIM WnpoBaHnem nepeaaBaembiX AaHHbIX.

UTtobbl nony4ntb goctyn k CLI kommyTaTopa vepes Telnet/SSH, Baw
MK n KoMMyTaTop AOMKHbI HaxoaUTLCst B ogHOM ceTu. MNogpobHee, Kak aTo
cdenaTtb paccMaTpvBanocb B pasfene MHCTpykuum «[llogrotoBka nepef
ynpaBneHnem kommytaTopom Yeped WEB-uHTepdenicy.

Telnet nHTepdenc BcTpoeH B KomaHaHyo ctpoky CMD cemencrtea
onepauuoHHbix cuctem Microsoft Windows. SSH wuHTepdelic pocTyneH
TONbKO C MOMOLBIO Mporpammbl  amynaTopa SSH TepmuHana. Hwuxke
nokasaHo, kak nony4mtb goctyn K CLI kommyTtatopa 4Yepe3 SSH ¢ nomoLLbio
nporpammbl PUTTY.

1. 3amgute B MeHto PuUuTTY Configuration. Beegute I[P apgpec
kommyTatopa B none Mma xocra (Host Name) (unu IP agpec). Mo
ymon4anuio IP agpec kommyTtaTtopa 192.168.0.1

2. Bbibepute Tvn nogkntoveHus (Connection type) — SSH.

Basic options for your PuTTY session
Specey the destination you want to connact to

1 Pot
192 .168 . 0 . 1 2

Connection type
G Clore O[S 551

Load, save or delete a stored session
Saved Sessions

Defaut Settings
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3. Ecnu Bbl nogknoyaeTecb K KOMMyTaTopy yepe3 SSH Bnepsble, Bbl
yBuante okHo PUTTY Security Alert. Haxwmute Yes ([a) ans
NPOAOIMKEHNS.

PuTTY Security Alert “

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1040 dd13:6b:be:26:1d:b0:0cefiaf 39.F 2183678747
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want te carry on connecting just once, without
adding the key to the cache, hit Mo,

If you do not trust this host, hit Cancel to abandon the
connection.

4. PuUuTTY obecneunT Bam AOCTYN K ynNpaBfieHU0 KOMMYTaTOPOM Mnocrie
Toro kak Telnet/SSH noakntoyeHne 0yaeT yCTaHOBMNEHO.

Mo ymonyaHmio:

v" Login: admin
v" Password: admin

£ 192.168.2.1 - PuTTY = E
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10. YnpaBneHue yepe3 WEB-uHTepdenc, oCHOBHble
3NeMeHTbI

10.1 CtpykTypa uHtepdcemnca

Ons Bxoga B WEB-HTepdenc kommyTaTopa 3anyctute Gpaysep u
BBEONTE B adpecHy CcTpoky IP agpec kommyTtaTtopa 192.168.0.1 (no
yMOM4aHuio), nocne asTopusauum (MMs nons3osartens: admin, napone: admin
Mo YMOMYaHMIO) OTKPbIBAETCA rMaBHasi CTpaHuua MeHIo:

FORT VLAR SECURITY = MULTICAST RING ADVARCED TOOLS
* System Information SYSTEM->System Information
= 1P Address -
System Information
° User Management Product Description [sw-32G64x-1L
= Serial Information Hardware Version 1.0
T @ £ Firmware Version 1.8.6
s
s Base MAC Address [00:28:01:01:01:01
= SNMP Community Serial Number 028000001
= SNMP TRAP System Uptime 100-Days 00-Hours 11-Minutes 10-Seconds
System Clock 2020/10/01 12:10:41 (Format: YYYY/MM/DD HH:MM:5S)
® Log
Refresh Apply Help

B BepxHen CTpoyKke rnaBHOW CTpaHULUbl HaxOO4ATCA BKNaAKu
OCHOBHbIX pasfenoB MeHK WHTepdenca, MNpyU HaxaTuMm Ha KOTopble
OTKpbIBalOTCA COOTBETCTBYIOLINE pasaensi.

B neBoi vyactu CTpaHuubl HaxoguTCAd CMUCOK noapasaesioB MeHHo,
COOTBETCTBYHOLLNX OTKprTOIZ BKnagke, nNpuM HaXaTtun Ha KOTOopble
OTKpbIBalOTCA HeobxoauMble nogpasgernbl.

10.2 OnucaHue kHonok WEB uHTepdeica

BonbLIMHCTBO KHOMOK AN UBMEHEHMS! HAaCTPOEeK KOMMYyTaTopa Yyepes
WEB-vHTepeic yalle BCero BbIMOMHAT OAHY U Ty Xe ponb. B Tabnuue
npueeaeHbl onMcaHnsa YHKUMIA, KOTOpbIE KHOMKM BbINOMHSAOT.
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KHonka HasHauyeHune

OOHOoBNsAET 3HaA4YeHMe BCexX TEKCTOBbIX

Refresh (O6HOBUTL .
( ) nonew 1 napamMeTpoB Ha CTpaHuLe.

Yucnosoe 3HayeHne Gyaet obGHOBNEHO B
namsiTu. BeeneHHble 3HaYeHus
napameTpa BCTynalT B CUIY TOMbKO
nocrne Haxatua 3TOW KHonku. Ecnn
JaHHble  BBeOeHbl HEe  KOPPEKTHO,
nosiBuTCcs coobLieHne ob owmnodke.

Apply (MpuHATE/NOOTBEPANTD)

Delete (Yganutb) Yaanset Tekylwee 3HayeHue
OTkpbIBaET CTpaHuly crpaBKu.
Help (Momowwb/cnpaBka) OTgenbHag  cTpaHuua  cripaBkuM  Anis

KaXxaoro 3anpoca.

10.3 CooOLeHns o6 owmnobkKe

Mpv BO3HMKHOBEHMM OWMOKM nNpu 00paboTke 3ampoca OT
nonb3oBaTenss K KoMmyTaTopy (BBedEeHbl HE KOPPEKTHble 3HauyeHust)
NOSIBNAETCS OKHO C ONCaHWEM OLLUGKM.

X|

Microsoft Internet

Error: Ip address error

10.4 NMonsa gna BBoAa MHOpMaLMU UMK 3HAYEHUN

HekoTtopble cTpaHuubl WEB-uHTepdenica kommyTaTopa cogepxart
nons Ana Beoda TOW UMW MHOW WHdopMaunn unm 3HadeHun. C nomMoLLbHo
3TMX 3HAYEHMI MOXHO NMOSYYUTb AOCTYM K Pa3fUYHbIM CTpoKam B Tabnumuax.
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Ecnu noHapobutcs nobaButb HOBYHO CTPOKY Heobxoaumo BbibpaTb
u3 Bbinagawowero cnucka NEW (HoBasl) M HaxaTb Ona nogTBEPXAEHMS
kHOMKy Apply (MpuHATS).

Ecnn HYXHO M3MEHUTb YXe CYLLECTBYHLLY CTPOKY, Heobxooumo
BblOpaTb M3 BbiMafgaloLWEero Ccrnmcka COOTBETCTBYHOLUMA HOMEP CTPOKMU,
BBECTM HYXHble 3HAYEHWA U HaxaTb ONs MOATBepXAeHus KHonky Apply
(MpuHATD).

Ona yoaneHus cTpoku v3 Tabnuubl, Bbibepute M3 BbiNagaroLlero
CMUCKA HY>KHbIN HOMEpP CTPOKM M HaXkMuTe KHorky Delete (yoanuTb).

SYSTEM FORT VLAN | MULTICAST RI¥G ADVARCED TOOLS

» MAC SECURITY->ACL->ACL Based Source IP

" ACL ACL Based Source IP

8 ACL Based Source 1P JACL Group ID [+~ [Filter [deny ~
ISource IP Address | |Scur(e Wildcard |
|attention: Wildcard should be the format such as 0.0.0.255.

o ACL Based Extended IP

9 ACL Based MAC IP

Refresh Apply Delete Help
5 ACL Based MAC ARP

5 ACL Group Select All ACL Group ID Filter Source IP Address

= ACL Resource
» AAA

» 5afe Management

10.5 NMonsa co 3Ha4YeHUsAMU TeKyLlero cratyca

HekoTopble cTpaHuubl (Mnu nonsa Ha ctpaHuuax) WEB-uHTepderica
npegHasHaveHbl TONbKO A5s 0TobpaxeHust gaHHbIX 0 paboTe KoMMyTaTopa.
OTobpaxaeMble 3HaYEeHUA Ha 3TUX CTPaHMLAx NpeaHasHadYeHbl TOMNbKO OIS
YTEHUS U HEe MOTYT ObITb N3MeHeHbI (Hanpumep none cTpodku Serial Number

Ha PUCYHKE HUXe).
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e
PORT YLAN SECURITY MULTICAST EIRG ADYARCED TOOLS

© System Information SYSTEM->System Information

= 1P Address -
System Information

° User Management Product Description SW-32G4X-1L
= Serjal Information Hardware Version 1.0
Y £ Firmware Version 1.8.6
s
SHUEEn Base MAC Address 00:28:01:01:01:01
= SNMP Community Serial Number 028000001
= SNMP TRAP System Uptime 00-Days 00-Hours 11-Minutes 10-Seconds
System Clock 2020/10/01 12:10:41 (Format: YYYY/MM/DD HH:MM:5S)
° Log
[Refresh| [ Apply | [ Help |

11. OnucaHue paspenoB meHo WEB-uHTepdenca
KOMMyTaTopa
11.1 maBHas ctpaHuua WEB nHTepdenca

Mocne Toro, kak Obinn BBeAEHbI KOPPEKTHbIE AaHHbIE ANs BXoAa (MM
none3oBatens: admin, naponk: admin nNo ymonyaHuio)

192. 168. 0. 1

Switch

User Name: |€ admin v|
Password: | |

[ ok ][ cancel |

oTobpasutcs rmaeHas ctpaHuua WEB-uHTepdeiica ynpaeneHus
KOMMYTaTOpPOM:
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)
FORT YLAR SECURITY  MULTICAST

RIBG ADYARCED TOOLS

= System Information

SYSTEM-=System Information

= IP Address

System Infarmation

° User Management Product Description SW-32G4X-1L
= Serial Information Hardware Version 1.0
. . Firmware Version 1.8.6

ST G Base MAC Address 00:28:01:01:01:01
= SNMP Community Serial Number 028000001
= SNMP TRAP System Uptime 00-Days 00-Hours 11-Minutes 10-Seconds

System Clock 2020¢10/01 12:10:41 (Format: YYYY/MM/DD HH:MM:SS)

® Log

[Refresh| [ Apply | [ Help |

11.2 KoHdourypauusa cuctembl (SYSTEM)

11.2.1 System Information (O6wasa nHcpopmaums)

i)
PORT YLAN SECURITY MULTICAST

EIRG ADYARCED TOOLS

= System Information

SYSTEM-=System Information

= IP Address

System Information

° User Management Product Description SW-32G4X-1L
= Serial Information Hardware Version 1.0

. Firmware Version 1.8.6
* SNTP Configuration Base MAC Address 00:28:01:01:01:01
= SNMP Community Serial Number 028000001
= SNMP TRAP System Uptime 00-Days 00-Hours 11-Minutes 10-Seconds

System Clock 2020410/01 12:10:41 (Format: YY¥Y/MM/DD HH:MM:55)

® Log

- Product Description

WHopmMauumo o cucteme;

[Refresh| [ Apply | [ Help |

(OnucaHne cuctembl) CcoaepXuT  oOLLYIO

- Hardware Version (Bepcua nnatbl ycTponcTBa) oTobpaxkaeT TeKyLuyto

BE€pPCUK YCTAaHOBJ1€HHbIX B KOMMYTAaTOpP KOMMOHEHTOB;

26



- Firmware Version (Bepcus npoluvBkn) oTobpaxaeT TeKyLLy Bepcuto

MPOLUMBKY SHEPrOHE3aBMCUMON NaMAT KOMMYTaTopa;

- Base Mac Address (Mak-agpec);

- Serial Number (cepuiiHbIn HOmep);

- System Uptime (Bpemsa 3anycka cuctembl) oTobpaxkaeT CKOSbKO

BpeMeHU NpoLLsio C MOMEHTa BKITHOYEHNA KOMMYTaTopa,

- System Clock (Tekywee Bpems) Takke nokasbiBaeT dopmart

0T06pa)KeHI/IFI AaTtbl N BpEMEHN;

11.2.2 IP address configuration (Hactpouka IP agpeca)

'm PORT ¥LAH SECURITI | MULTICAST

RING ADVARCED

TOOLS

B System Information SYSTEM->IP Address

@ IP Address

IP Address

o User Management (rdmin VLAN

1

. N IP Address
8 Serial Information

192.168.0.1

Subnet Mask

255.255.255.0

2 SNTP Configuration (Gateway

0.0.0.0

2 SNMP Community [MAC Address

00:28:01:01:01:02

2 SNMP TRAP jon with the new TP Address.

|sttention: Please configure carefully. If WEB connection interrupted after the configuration, try establish a new connect|

9 Log

Refresh

Apply

Help

HanHasg ctpannua WEB-uHTepdenca nossonsieT usmeHaTb |IP adpec

KommyTaTtopa, Subnet mask n Gateway address. OTU yCTaHOBKM KacaloTcs

VLAN 1 kommyTtaTopa (MO ymomn4yaHuio), npu aTom Homep VLAN He moxeT

OblTb M3MeHeH. [ocrne BHECEHWSI W3MEHEHWNA HaXMUTE KHOMKY Apply

(MpuHATB).

lMocne usmeHeHusi |IP adpeca komMmymamopa coeduHeHue ¢ WEB-

uHmepgbeticom npepeemcs. [nsi noemopHo20 rnodK4YeHus noHadobumcs

ocywecmseums 8x00 ¢ HoebIM |IP adpecom u asmopu3sauyus.
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11.2.3 User Management (MHcdbopmaLuma o nonb3oBaTensx)

FORT VLAR SECURITY = MULTICAST RING ADVARCED ToOLS

= System Information SYSTEM->User Management

= IP Address

User Management

= User Management User Name

= Serial Information ey e nomsl

Password
= SNTP C

(Confirm Password

= SNMP Community Attention: User name and password are case sensitive.

“ SNMP TRAP Refresh Apply Help

= Log

[ Ttem | User Name | User Level | Operation |
[ 7 | admin | piviege [ elete ]

Ha oaToM cTpaHuue MOXHO MW3MEHWUTb/3agaTb HOBbIM  Napornb
(Password) ans Tekywero none3oBatenst admin (Mo yMON4aHuio), U3MEHUTb
npaea gocTyna K ynpasneHuto kommytatopom (User Level) n ap.

Maponu HyxHO BBOAWTb C y4eTom pernctpa. OHu MOryT cogepxaTtb 0
16 cumBornoB. [Ans BBOAa napons HeobXOAMMO ABaXabl BBECTU HOBbIV
naponb B none Password n B Confirm Password.

[na Toro, 4tobbl M3MEHEHUS BCTYNUNM B CUIY, HEOBXOONMO HaxaTb
kHonky Apply (MpuHATk). MNocne aToro nonb3oBaTtento NoTpebyeTcst 3aHOBO

BonTM B WEB MHTepdelc, ncnonb3ys HoBbIN Naporib.
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11.2.4 Serial Information (MHcdopmaumna 06 nHtepcence ynpaBneHums
KOMMYTaTopoOM)

| sem RS VLAH SECURITI = MULTICAST RIKG ADVARCED TOOLS

+ System Information SYSTEM-=Serial Information

@ IP Address Serial Information

o User Baud Rate [z8a00

[Character Size I
= Serial Information

Parity Code one
= SNTP Configuration [Stop Bits i1

« SNMP Community Flow Control pione

° SNMP TRAP Refresh| Help

° Log

[aHHaa cTpaHvua WEB-nHTepdenca oTobpaxaeT napameTpbl
yrnpaBreHnss KOMMYTaTopoM Yepe3 uHTepdenc RS232/485, ucnonb3ys nopT
CONSOLE. Tlpu ynpaBneHun kommyTatopom u4epe3d HyperTerminal
ybeauTech, YTO HACTPOWKN COOTBETCTBYIOT NPMBEAEHHBIM Ha 3TOW CTpaHuue

3HaYeHnaM.
- Baud rate (ckopocTb nepefayn gaHHbIX)
- Character Size (pasmep cMMBONOB)
- Parity code (6ut 4yeTHOCTH)
- Stop bits (cTtonoBble 61THI)

- Flow control (ynpaBneHne noTokom).
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11.2.5 SNTP Configuration (CUHXpOHU3aLNA BPEMEHM)

m FOKT VLAY SECUKITY  MULTICAST KLNG ADYANCED TO0LS

= System Information SYSTEM->SNTP Configuration

* 1P Address SNTP Configuration
[Server IP Address 1
[Server IP Address 2
[Server IP Address 3

© User

= Serial Information

* SNTP Configuration frime Interval 1800 (60-65535 seconds)
* SNMP Community [rime Zone 8
« SNMP TRAP Enable Status Disable W
Last Update Time
500 Kystem Date Time 020/10/01 12:03:00
Refresh Apply Help

Ha atoi ctpaHuue HaxoaaTcs HacTponku SNTP (MpoToKon CUHXPOHM3aLMn
BPEMEHW MO KOMMNbIOTEPHON CETK).

- Server IP Address 1 — |IP agpec OCHOBHOIo cepBepa CUHXPOHU3auuu;
- Server IP Address 2 — |IP agpec pe3epBHOro cepeepa CUMHXPOHM3aunm,;
- Server IP Address 3 — IP agpec elie ogHOro pesepBHOro cepsepa
CVMHXPOHM3aUUN BPEMEHM;

- Time Interval — MHTepBan 3anpPocoB Ha CUHXPOHN3ALNI0 BPEMEHM
(3HayeHwne no ymonuanumio 1800 cek);

- Time Zone — BbIGOp YacoBOro nosica;

- Enable Status — none otobpaxkeHns TekyLlero ctaTyca;

- Last Update Time — none otobpaxkeHns nocrnegHero npowuecca
CMHXPOHM3aLMK

lMocne BHeceHMs U3MeHeHW HaxxMuTe KHonky Apply (NpyHATB).

11.2.6 SNMP Community (O6wme HacTpounku ansa SNMP)

ﬁ PORT VLAN SECURITY MULTICAST RING ADYARCED TOOLS

@ System Information SYSTEM-»>SNMP Community
0 Rlifess SNIMP Community
9 User Management Community Name |
. . Read and Write Purview | read-write ¥
o Serial Information
o SNTP Configuration Refresh Apply Help
= SNMP Community | Ttem | Community Name | Read and Write Purview | Operation |
& SNMP TRAP | public | read-only | — |
o Log
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Ha oaTtom cTpaHuue npeactaBneHol o0OLMEe HACTPOWMKM  Ans
ynpasneHus kommytatopoMm yepe3 SNMP. Mo ymonyaHuio B KOMMYyTaTope
cosgaHa ogHa 3anuce Public ¢ npaBamu Tonbko Ha yTeHue (ReadOnly).

Bcero moxeT ObiTb co3gaHo 8 3anucein. Ecnu npegnonaraetcsi
ynpaenate kommyTtatopom 4epe3d SNMP cnegyer cospate 3anucb C
npasamu Ha YteHune/3anuck (Read/Write).

11.2.7 SNMP TRAP Configuration (HacTtpoika TRAP yBegomneHun)

|m PORT VLA SECURIT! = MULTICAST RIFG ADVARCED TOOLS

o System Information SYSTEM->SNMP TRAP

o 1P Address SNMP TRAP

2 User Management [TRAP Mame
[transmit Ip Address
ISNMP Version v3 v

@ Serial Information

@ SNTP Configuration

Refresh Apply Hel
9 SNMP Community L B

O S T [[em T traP Name Transmit Ip Address SNMP Version Operation

° Log

HacTpoikn Ha [aHHOW cTpaHuue nO3BOMAKT CKOHMUrypupoBaTb

nonyyenne TRAP coobuieHnir. na aToro Heobxoanmo:

- Beibpatb B none TRAP Name ums gnsa nonydernmss TRAP coobLueHuni;

- Bbibpatb IP agpec (Transmit IP Address), koTopbin OygmeTt -
ucnons3osatb TRAP npoTtokon;

- Beibpatb Bepcuto SNMP (SNMP Version);

Korpa Bce HacTpowiku 6ygyT npomsBefeHbl YCMELHO, KOMMYyTaTop
cMmoxeT nepecbinatb TRAP coobuieHnss Ha ykasaHHbii IP agpec. [Ons

BHECEHUS U3MEHEHUIA crieflyeT yaanuTb TeKyLLy KOHUrypaumio u cosaaTb
HOBY!O.
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11.2.8 Tacacs+ configuration (HacTpoika npotokona Tacacs+)

I | PORT VLAN SECURITY MULTICAST RIFG ADYANCED TOOLS

= System Information SYSTEM->TACACS+ Configuration

= IP Address TACACS+ Configuration
ITACACS+ Disable v

9 User Management

Master Server IP

= Serial Information
Backup Server IP

@ SNTP Configuration Shared Secret

= SNMP Community lAuthentication Type

> SNMP TRAP IAccounting

® TACACS+ Configuration Refresh| [ Apply “Help |

€ Log

CtpaHuua HacTpoek [Ansd wucnonb3oBaHWs npoTokona Tacacs+
npefocTaBnsieT BO3MOXHOCTb MOSib30BaTENio  BKMNOYaTb W OTKMOYaTb
Tacacs+, yctaHaBnuBaTb agpeca Master server IP, Backup server IP, Tun
ayTeHTUduKaumMm un KoY rpynnsl  nomnb3oBaTtenen. [lepen BHeceHuem

N3MEHEHUI B YCTaHOBKM, y6eﬂ,V|Ter, 4yTO beHKLI,I/IFI Tacacs+ aKTunBMpoBaHa.

Beeawute IP agpec Tacacs+ cepeepa. Boibepute TN
ayTteHTudukaumm (PAP unu CHAP). BeeauTte kntod rpynnbl nonb3oBaTenemn

B none Shared Secret. HaxxmuTe kHonky Apply (MpuHATS).
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11.2.9 Log management (YnpaBneHue 3an1chbio JI0roB)

Ha paHHoi cTpaHuue WEB nHTepdenica npeacraBneHbl HaCTPOMKM
dunbTpa BblBOAA 3anucaHHbIX noros. B nome Log Priority moryT ©ObiTh

cnepywuine 3Ha4vyeHud:

- Critical — BbIBOQMT MHpOPMAaLMIO, OTHOCSILLYHCS] TONBbKO K KPUTUHECKOMY
YPOBHIO BaXXHOCTU;

- Debugging — BbIBOOUT MHpOpMaLMIO AN OTNaaKK;

- Informational — BbIBOOMT WHOpMauMo ONs oTnagkM u obwyto
MHpopmMaumto B forax;

- ALL — BbIBOAMT BCIO UH(pOpMaLuIO.

'm PORT VLA SECURITY = MULTICAST RIFG ADVARCED TOOLS

@ System Information SYSTEM-=Log

o IP Address Log

@ User Management Priority All M Refresh Help

o Serial Information

2 SNTP Configuration
8 SNMP Community
= SNMP TRAP

® Log

YT106b!I NPUMEHUTL (PUNLTP NOroB HaXXMUTE KHOMKY Refresh (0OHOBUTB).
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11.3. Port configuration (KoHdurypmpoBaHue nopToB)
11.3.1 Port Configuration (KoHcurypaumsa noptoB)

Ha aTton cTpaHuue npeactaBneHa nHgopmMaumsa no Kaxaomy nopry
kommyTaTtopa. Monb3oBaTenb MOXET MEHsITb CKOPOCTb Mepefayn AaHHbIX,
BKIIOYaTb MMM OTKMKYaTb TOT unmM WHOW nopT, dyHkumo Flow Control,
pasmep Jumbo Frame, npocmaTtpuaTb 6a30Byt0 MHbopMauuio.

[ns HacTpOMKM KOHKpETHOro nopta Heobxooumo BbibpaTb ero u3
cnucka (nmbo BbIObpaTh BCe NopThl). 1o ymMonyaHMio BCe MOPThl BKIHOYEHbI
(ENABLE), u4ToGbl BbIKMOYMTL nNOpPT Heobxoaumo BbibpaTb DISABLE
(BbIKNIOYMTE). YUTOOBLI M3MEHEHMSA BCTYNMWUMAM B CUMY, HaXMUTe KHomKy Apply
(npuHATe). Takum xe ob6pa3om BbIOMpaeTcss 3HA4YeHUs CKOpOCTM AONns
BblOpaHHoro nopta. Ecnn pgna  kakoro-nnbo nopta BbiOpate Full-10
(Ckopocmb nepedaqu 10 M6um/c, Oyrnnekc), TO NOPT NEPEKIOYNTCS B
pexvM yBenuyeHus 4anbHOCTM nepedayn curHanos o 250m. Take nopTol
MaTpuLbl CMOCOOHbI aBTOMAaTMYeCKM MepexoauTb B 3TOT pPexum npwu
NMOAKMIOYEHUN K NVHWUX  ONWUHOWN 100-250m, o0OMeH  [OaHHbIMK
nogaepxusaetcsa Tonbko ¢ Uplink noptamu.

Mocne BHeCeHWs N3MeHeHWI HaxxmuTe KHonky Apply (MpuHATB).
HaxaTne kHonkn Refresh (0OHOBWTL) OOHOBUT 3HAYEHUSA HACTPOEK
Ans NopToB.

SYSTEM m VLAN SECURITY  MULTICAST RIHG ADVARCED TOOLS

® Basic Configuration PORT-=Basic Configuration

© Port Statistics Basic Configuration

© Storm Control [Selected Port(s)
[Enable/Disable v

ISpeed/Duplex v

o Protected Port [Flow Control M

fumbo Frame Bytes 1522 (1522-16318)

© Port Rate

2 Port Mirror

 Port Trunking Refresh Apply Help

° DDM Information Select All |Port| Link Status Speed/Duplex Enable/Disable Flow Control Jumbe Frame Bytes

AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522

@ ~|o|u|s|w|m]|—
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11.3.2 Port statistics (CtatucTuka paboTbl NOPTOB)

—
o TN v

SECURITY  MULTICAST

EING ADYARCED

ToOLS

2 Basic Configuration
8 port Statistics

a Storm Control

3 Port Rate

= protected Port

a Port Mirror

> Port Trunking

= DDM Information

PORT->Port Statistics

Port

Send Packets Num

Send Octets Num

Received Packets Num

Received Octets Num

Error Packets Num

Discard Packets Num

Ha aton ctpanuue WEB nHTepderica npeactaBneHa BCA AOCTyMNHas

nHcpopMaumst no paboTe NOPTOB B BUAE TabnuLbI:

- Send Packets Num - konm4ecTBO OTNpaBMEHHbIX NAKETOB;

- Send Octets Num - KONM4eCcTBO OTNPaBIEHHbIX 6anT;

- Received Packets Num - konn4ecTBO NPUHATBLIX NAKETOB,;

- Received Octets Num - kKONM4eCTBO NPUHATLIX O6alT;

- Error Packets Num - Konn4ecTBO NPUHSATBLIX NAKETOB C OLLMOKON;

- Discard Packets Num - konuyecTtBoO

nony4yeHuu;

«APOMHYTHIX»

nakeToB nMpu
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11.3.3 Storm Control (ynpaBneHue nogaBrneHueM «LWITOpMa»)

[aHHasa cTpaHuua no3BonseT HacTpamBatbh yHKUMo Storm Control
(3awuTy OoT BnMAHWMSA LWMpokoBeLlaTenbHblix (Multicast) naketoB m DLF
nakeToB Ha nepefasaeMblii/nonyyaemsin Tpadmk) ANd KOHKPETHOro nopra.

YToObl BKMOUUTD UM OTKMOUNTL hyHKUMIO Storm Control BeiGepute
KOHKpPEeTHble MOpTbl U3 CMnWUCKa, fanee 3awuTy And KOHKPEeTHOro Buaa
naketoB Broadcast Suppression, Multicast suppression n DLF suppression,
a TaKkke yCTaHOBUTb YPOBEHb UHIMOMPOBaHWsA (NnodasrneHus) B npegenax 1-
1024000 KéwuT/c.

Bce nsmeHeHua noaresepxgatotca kHonkon Apply (MpuHATS).

SYSTER m VLAR SECURITY = MMLIICAST RING. ADVANCED ToOLS

© Basic Configuration PORT->Storm Control

© port Statistics Storm Control

= Storm Control ISelected Port(s)
lBroadcast Suppression v Multicast Suppression | v DLF Suppression v

Ratelimit (1-1024000 kbits)

© port Rate

@ Protected Port

Refresh Apply Help
® Port Mirror

» Port Trunking Select All | Port Broadcast Suppression Multicast Suppression DLF Suppression Ratelimit(kbits)
Disable Disable Disable 64
Disable Disable Disable 64
Disable Disable Disable 64
Disable Disable Disable 64
Disable Disable Disable 64
Disable Disable Disable 64
Disable Disable Disable 64
Disable Disable Disable 64
Disable Disable Disable 64
Disable Disable Disable 64

= DDM Information

wlo|u|o|u|s|wn]n

H
5

11.3.4 Port rate (OrpaHM4yeHMe NPonyCKHOW CNOCOOHOCTU Ha NnopTax)

Ha paHHOM cTpaHuMUue MOXHO T[MOKO oOrpaHuMuMBaTb CKOPOCTb
npvema/nepegayn naketoB Ha BblOpaHHOM nopTe. Ond atoro BbibepuTe
nopT, ykaxuTe 3HadeHue (K6ut/c) ans ckopocTu nepepayn gaHHbix (Send
Packets Rate Control) n ana ckopoctu npuema AaHHbix (Receive Packets
Rate Control). Ans noarBepxaeHus BbIGpaHHbIX HACTPOEK HAXXMUTE KHOMKY
Apply (npuHATb). Ons OTMEHbl OrpaHMyeHust MPOMYCKHOM CNOCOBHOCTU

HaxkmuTe kHonky Cancel (oTmeHa).
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SYSTEM E VLAN SECURITY MULTICAST EING ADYVARCED TOOLS

© Basic Configuration PORT->Port Rate
o Port Statistics Port Rate
5 Sterm Control Selected Port(s)
0 (e Receive Packets Rate Control ¥ enable (1-1024000 kbps)
ort Rate
Send Packets Rate Control # enable (1-1024000 kbps)
o Protected Port
Refresh Appl! Hell
> Port Mirror | | [CApoy p
> Port Trunking Select All | Port Receive Packets Rate Control(kbps) Send Packets Rate Control(kbps)
1
2 DDM Information 3
3
4
5
3
7
8
9
10

11.3.5 Protected Port (3awuTta nopToB)

SySTEN E VLA SECURITY  MULTICAST RITG ADVARCED TOOLS

© Basic Configuration PORT-=Protected Port
© Port Statistics Cselect All Port 1s Protected Port
= Storm Control . i Ko
] 2 o
© Port Rate 0 3 o
= Protected Port = 8 =
L s o
8 Port Mirror ] 5 o
[ 7 No
> Port Trunking =
] 8 Ho
8 DDM Information 0 9 Ho
0 10 o
] 11 Ho.
B 12 o
O 13 No
m| 14 No
] 15 Ho.
0 16 o
0 17 No
O 18 Ho
[Refresh] [ Protected Port | [ Unprotected Port | [ Help |

Ha paHHOM cCTpaHuue MOXHO BbiOpaTb MOPT, KOTOpbIM 6ygeT
N30MMpOoBaH OT APYruX.

M3onupoBaHHbI NOPT He MOXeT obmeHMBaTbCA [AaHHbIMUM C
OPYrMU M30NMPOBAHHBIMK NOpTaMMu.

M3onvpoBaHHbI NOPT MOXeT 0bMeHMBaTbCH AaHHbIMU TOSbKO C
HEeM30MMpOBaHHbIM NOPTOM/NOPTaMMU.
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11.3.6 Port mirror configuration (3epkanupoBaHue NOPTOB)

som TN v

SECURITY  MULTICAST

RING ADVARCED

TOOLS

@ Basic Configuration
@ Port Statistics
2 Storm Control
“ Port Rate
© Protected Port
@ Port Mirror
Port Trunking

2 DDM Information

PORT-=Port Mirror

|Listen Port

[y

Listen Direction

Port Listen Direction

Refresh|

Apply

Ha paHHOW cTpaHuue [OCTYMHbI

Help

HaCTPOMKM  3epKanmpoBaHus

(Mirroring) noptoB. Beibupaetca oguH nopt (Listen Port), koTopbin 6yget

aybnupoBaTtb TpaduK ApYrux NOpToB (MPUHMMAaEMbIV / Nony4aemblii).

- Bbibepute nopt-3epkano (ListenPort), koTopbili GygeT gybnuposaTtb
Tpaduk Apyrux nopTos;

- BbibepuTe nopTbl, Tpaduk KoTopbix GyaeT AybnvMpoBaTbCs Ha MopT-

3epkKano;

- BbibepuTe, kaknme MMeHHO nakeTbl OyayT AybGnuMpoBaTbCs Ha NoOpT-
3epkano RECEIVE — nonyyaemble nakeTbl, TRANSMIT — oTnpaBnsemble

nakeTbl.

Ona noateepxaeHUsi BbIGpaHHbIX HAaCTPOEK HaxmuTe KHomky Apply

(I'IpI/IHHTb). Ons yoaneHma npeabioyumx HacTpoeK 3epkanunpoBaHuna B

BbiNagatowem meHo Bbibepute Unset (0oTMeHa) M HaxmuTe KHOMKY Apply

(MpuHATB).
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11.3.7 Trunk Group Configuration (KoHcdurypupoBaHue Trunk rpynnbl)

Ha gaHHOW cTpaHuue npeacTaBneHbl HACTPOMKK ANs KoHdurypaumm
trunk rpynnel (arpervpoBaHue): BbiGop rpynnel, Beloop Metoda Trunk u T.4.

SYSTEM m VLAH SECURITY = MULTICAST KL ADVARCED TOOLS

= Basic Configuration PORT->>Port Trunking->Trunk Group

® Port Statistics Create Trunk Group

= Storm Control [Trunk Group frunk1 v
ICreate Status Uncreated
[Trunk Method src-dstmac ¥

= Port Rate

@ Protected Port
= Port Mirror Refresh Apply Delete Help
Port Trunking
= Trunk Group
= Trunk Configuration

= Trunk Information

= DDM Information

Onsa cosgaHus trunk-rpynnbl BelbepuTe M3 BbinagaroLwero cnucka
trunkl1...32.  Trunk-rpynnbl  MOryT wucnonb3oBaTb pasHble  MeToAbl
arpermpoBaHus. [Ina  HacTpoOWMKM MeToda TpaHKMHra nopToB  rpynnbl
BblOepuTe n3 Boinagatowero cnucka Trunk Method Heo6xogumbii.

- SRC-MAC meToa, 0OCcHOBaHHbIN Ha ncxogHom MAC agpece;

- DST-MAC meTogn, ocHoBaHHbI Ha MAC agpece Ha3HadeHus;

- SRC-DST-MAC meToa, OCHOBaHHbIN Kak Ha ucxogHom MAC, Tak un
Ha MAC agpece HasHayeHus.

- SRC-IP meToa, ocHOBaHHbIN Ha ucxogHom IP agpece;

- DST-IP meTopn, ocHoBaHHbIN Ha IP agpece HasHaveHus;

- SRC-DST-IP meToa, ocHOBaHHbIA Kak Ha ucxogHom IP, Tak u Ha IP
agpece HasHayeHwus.

Ona noateepxaeHUs BblOpaHHbIX HAacTPOEK HaxmuTe KHomky Apply
(MpuHATL), ANS yaaneHus cywecTtsyowen trunk-rpynnbl UICNOMb3YNTE KHOMKY
Delete (yoanutb trunk-rpynny).
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11.3.8 Port Trunk Configuration (KoHdurypupoBaHue trunk’oB)

Ha gaHHOW cTpaHuue npeacTaBneHbl HACTPOMKK ANs KoHdurypaumm
trunk noptoB. Bbl MoxeTe [obaBnATb uUX B co3gaHHble Trunk rpynnbl
(arpernpoBaHue).

SYSTEM E VLAH SECURITY = MULTICAST RING ADVARCED TOOLS
= Basic Configuration PORT->Port Trunking->Trunk Configuration
Port Statistics Trunking Configuration
5 Storm Control runk Group created | v
= Port Rate ember Port B M|

® Protected Port Refresh| | Apply Delete Help
= Port Mirror

Member Port

= Trunk Group
= Trunk Configuration
= Trunk Information

° DDM Information

YT06bl fO6aBNTL NOPT B trunk-rpynny BbibepuTe COOTBETCTBYOLLNIA
nopT 13 cnucka. Nocne BknoveHns nopToB B trunk-rpynny Haxmute Apply
(npuHaTe). Ona yganeHus nopTta v3 rpynnbl BoibepuTe COOTBETCTBYIOLLUIA

nopt u HaxxmuTe Delete (yganutb).

11.3.9 Trunk Information (MHcpopmanumsa o Trunk)

Ha paHHon cTpaHuue WEB wuHTepdbeiica Haxogmutcs cBoAHas
nHdopmaums o trunk-rpynnax noprax u 1.4.
MHdopmaumsa npegocTaBrieHa TOMbKO ANS YTEHUS U MOXeT OblTb

ob6HoBrneHa kHonkon Refresh (06HOBUTB).
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SISTEM ﬁ YLAR SECURITY  MULTICAST RIFG ADVARCED TDOLS

= Basic Configuration PORT-=Port Trunking-=>Trunk Information

Port Statistics | Trunk Information

= Storm Control | ‘

= Port Raty — S
ort Rate Refresh! m

“ Protected Port

@ Port Mirror
Port Trunking
= Trunk Group
= Trunk Configuration
= Trunk Information

@ DDM Information

11.3.10 DDM information (koHTponb napameTpoB SFP moaynen)

Ha 9aToM cTpaHuue npeacTaBrieHa WHgopMauuMs O  TaKux
napameTpax paboTbl SFP Moayneii kak HanpsbkeHne NUTaHus, TemnepaTypa
MOAYNsl, TOK CMELLEeHMs1 M MOLUHOCTb Jflasepa, YPOBEHb MPUHUMaEMOro
curHana. [laHHble napameTpbl MO3BOMSAT ONpPeaeniTb COCTOSHUE NUHUK B

uenom. (Mcnonbdyembie SFP moOynu OomkHbI n000epxxueams 3my

yHKYUI0.)

SUSTEM ﬁ YLAH SECURTITY  MULTICAST RIBG ADVARCED TDOLS

* Basic Configuration PORT->DDM Information

* Port Statistics DDM Information

@ Storm Control
a Port Rate @
@ Protected Port
= Port Mirror
Port Trunking
= Trunk Group
= Trunk Configuration
= Trunk Information

= DDM Information
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11.4 VLAN Configuration (Hactpomnka VLAN)
11.4.1 VLAN Configuration (Hactponka VLAN)

SYSTEM PoRT  ERTHL RN SECURITY | MULTICAST RING ADVARCED TOOLS

= VLAN Configuration VLAN->VLAN Configuration

= Access Port VAN ‘

= Trunk Port |vian D | (2-4084), format: 2-4 or 3,5,7 |

£ AT B Refresh] [ Apply Delete All Felp

[U] untagged member of VLAN; [T] tagged member of VLAN
[ viano | Member [ operation |
[0 : 128 | ‘
1 -
‘ |[T] :

Pagel / 1

Previoug Next

Ha aton cTpaHuue npeactaBneHa MHPOPMaUMS O CYLLECTBYHOLUMX
VLAN. Takke Ha aTOM cTpaHuue MoxHo co3gatb VLAN. [ins aToro 3agante
VLAN ID B cTtpoke VID (oT 2 go 4094, 3HavyeHue 1 - 3ape3epBUpPOBaHO
cuctemon). [nsa nogreepxaeHus cosgaHus VLAN HaxmuTe KHOMKy Apply
(MpuHATB).

Ons ypnanenuss cosgaHHow paHee VLAN noTtpebyetcs BbiGpatb
HYXXHYIO 3anuMcb W3 CrnMcka W Janee HaxaTtb KHonky Delete (ypanutb).
3anucb u3 cnucka Tarkke byget yganeHa (kpome VLAN 1 3apesepBupoBaHO
CUCTEMON).

B cnucke nokasaHbl Bce co3gaHHble VLAN u members noptbl
kaxxgoro VLAN. Port member (nopTbl — y4acTHukm VLAN), MOryT BKntovaTh B
cebsa kak TernpoBaHHble nopTel (T - tagged) Tak U He TerMpoBaHHble (U -

untagged).
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11.4.2 Access port Configuration (KoHdwurypauusa noptoB VLAN)

SYSTEM PORT |m| SECURITY = MULTICAST RING ADVARCED TOOLS

2 VILAN Configuration VLAN->Access Port

—
-
-
w
N
[}
wn

8 Trunk Port
Port

B~ B~
B-Dw
GoDw
Go B~
Bt DB
(v Jofl

C: I

[+ g i
[+l 1]
[+ -0 4
(-1l )

[+ 3 v 4
(-

[+ ER e 3

9 Hybrid Port

VLAN 71

Refresh Apply Help

Ha aTon CTpaHuue npeactaBneHsbl BO3MOXHOCTU no
KoHdurypuposaHuio Access noptoB ans VLAN. Beibepute nopt, oTmeTuB
€ro Ha gmarpamme NOpPTOB KOMMYTaTOpa, a 3aTtem ykaxuTte, kakon VLAN
OaHHbI NopT OyAeT NpuMHaanexarb.

Pexum Access nogpasymeBaeT, 4YTO nopT OygeT MNOMeYeH, Kak
untagged (He TernpoBaHHbIN). B pexume access nopT MoXeT OTHOCUTLCS
TOonbKO K ogHomMy VLAN.

Ons nogTBepxAeHWst BbIOBpaHHbIX HAaCTPOEK HaxXMUTe KHOMKy Apply

(MpuHATB).

11.4.3 Trunk port Configuration (KoHdurypaumsa nopto VLAN)

Ha  otom  cTpaHuue npeacTaBneHsbl BO3MOXHOCTU no
KoHdurypupoBaHmio TRUNK noptoB ana VLAN, a Takke npocmMoTpy

pe3ynbTaToB.
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Pexum TRUNK nogpasymeBaeTt, 4To nopT OyaeT mnomeyeH, Kak
tagged (TermpoBaHHbIN) U NpuHaanexaTb BolbpaHHon VLAN.

B Ttabnuue oTobpaxaeTcsa CnMCOK MOPTOB (PeXMMoB ux paboTbl) u
VLAN, MOXHO nepeBecTv NopT B pexum trunk n yctaHoButb ang Hero VLAN.
B pexume trunk noOpT MOXeET OTHOCMTbCA K HeckonbkuMm VLAN

OOHOBPEMEHHO.
[ns noaTBepKAeHUsl BbiOpaHHbIX HACTPOEK HaxmuTe KHomnky Apply

(MpuHATD).
STSTEM FORT m SECURITY = MULTICAST RIHG ADYARCED TOOLS
2 VLAN Configuration VLAM-=Trunk Port
° Access Port
= Trunk Port 1 3 5 7 9 11131517 1% 21 23 25 27
. Port OO0 nn
= Hybrid Port 2 4 6 8 10 12 14 16 18 20 22 24 26 28
OO0 0n
Default VLAN 1
tagged VLAN 1
(Al
Refresh Apply Help

11.4.4 Hybrid port Configuration (Kondurypauus noptoB VLAN)

Ha aTton CTpaHuue npeacTaBneHsbl BO3MOXXHOCTHU no

KoHurypuposaHuto Hybrid noptos ans VLAN
Pexum Hybrid nogpasymeaet, 4to nopTt OygeT nomedeH, Kak

untagged (He TermpoBaHHbIN) 1 NpuHagnexaTts VLAN.
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B Ttabnuue oTobpaxaeTcsa CnMCOK MOPTOB (PeXMMOB MX paboTbl) 1
VLAN. Tllpu Bbibope nopta B pexume hybrid otobpaxaetcs VLAN «k
KOTOPOMY MOPT OTHOCMUTCSl, MOXHO nepeBecTn nopT B pexum hybrid un
ycTaHoBUTbL Ans Hero VLAN. B pexume hybrid nopt moxeT oTHocuTbes

TONbKO K ogHoMy VLAN.

[
SYSTEM FORT ‘m] SECURITY = MULTICAST RING ADVARCED TOOLS
o VLAN Configuration VLAN->Hybrid Port
8 Access Port
. 5 1 3 5 7 9 11 13 15 17 19 21 23 25 27
R (3 Port ffalaafelalaalalaQalalsls]
3 Hybrid Port 2 4 6 8 10 12 14 15 18 20 22 24 26 28
sl olaN e aalslal

Default VLAN

Tagged VLAN 1
(Ehan

Untagged VLAN 1
()

Refresh Apply Help

B BepxHew cTpoke Tabnuubl NpeacTaBneH CNMCOK NOPTOB:
- Port - Beibop nopTa Ha gnarpamme NopToB KOMMYyTaTopa;

B HWXHUX cTpokax Tabnuubl MOXHO BblIGpaTb peXxMm B KOTOPOM MopT GyaeT
pabotaTtb B VLAN:

- Default VLAN - po6aButb 3anuck B VLAN N0 ymon4yaHuio;
- Tagged VLAN - 0o6aBuTb NOPT Kak TErMPOBAHHbIN;
- Untagged VLAN - go6aBuTb NOPT Kak He TErMPOBaHHbIN.

Ons noateBepxaeHust BbIOpaHHbIX HACTpOeK Haxmute KHomky Apply

(MpuHATB).
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11.5 SECURITY (KoHdurypauus 6ezonacHocTH)

11.5.1 MAC binding configuration (HacTtponka npuBssku MAC agpecoB)

[aHHaa cTpaHuua npegocTaBnsieT BO3MOXHOCTb npuBA3km MAC
agpeca k nopty (MAC Adress) nnn k VLAN (VLAN ID).

Bce un3MeHeHMs Ha cTpaHuue noaTBepxaalTcs KHomkon Apply
(MpvHATE). Ecnu npuBaAsky HeobOXoAMMO yOanutb, WCMNONb3YNWTE KHOMKY
Delete (Yoanutk). KHonka Select all (BeiGpaTb BCe) N03BONUT yaanuTb cpasy

BC€E MNpuBA3KN, HACTPOEHHbIE paHee.

SYSTEM PORT VLA ‘m| MULTICAST RIEG ADVARCED T00LS
» MAC SECURITY->MAC->MAC Bind
2 MAC Bind Port
2 MAC auto Bind
13 5 7 0 1113 15 17 10 21 23 25 27
2 MAC Filter afiafafafafafsfalafalafalalal
2 4 6 8 10 12 14 16 18 20 22 24 26 28
P ACL 0006 hodhhhdhobhh
» RAA
Bind Infomation
» Safe Management MAC Address | (Format: HHHH. HHHH.HHHH)
LAN ID | (1-3004)
Refresh Apply Delete Help
List MAC bindings on the selected port
select All MAC Address VLAN ID

11.5.2 MAC Auto Bind (ABToMaTtuyeckasa npuBsaska MAC agpecoB)

Ha paHHOM cTpaHuue HaxoOsaTcs cBefeHuss o6 aBToMaTu4eckown
npusaske MAC agpecoB k noptam. [lokaszaHa anHamuyeckasn npmesska MAC
agpecos k noptaM (MAC koTtopble 6binm 3aHeceHbl B Tabnuuy MAC agpecos
KommyTaTtopa), a Takke k VLAN oTHocsawmMMcs K 3TMM noptam. Bel moxeTte
BblIOpaTb AMHAMWYECKYID MPUBSA3KY M KOHBEPTMPOBaTb €€ B MOCTOSIHHYIO

npmBA3Ky (static binding).
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SYSTEM PORT

‘ MULTICAST RING ADVARCED

& MAC
2 MAC Bind
9 MAC auto Bind
2 MAC Filter

» ACL

b AAA

» 5afe Management

ToOLS

SECURITY->MAC->MAC Auto Bind

Port

Be

35 7
==l a]
4 8 8 1
=l ala]

[ Rl vl
=15
)

11

w

1

n}

1

=}
o
~

B
=4
B

1 1

o

1

= 4
=D
=50
= 3l o 1
B% D5
Bs DY

]
)

List MAC table learned from the selected port

Select All

MAC Address

VLAN ID

Refresh Apply Help

lMocne oOKOHYaHUS pefaKTUPOBAHWA 3HAYEHUW, HaXKMWUTE KHOMKY
Apply (npuHaAT). KHonka Select all (Bbi6paTh BCe) no3BonseT Boibpath cpasy

BCe 3anucu.

11.5.3 MAC Address Filter (HacTpounka ¢ounbTpa MAC agpecoB)

HacTtpovikn Ha 3TOM  CTpaHuue NO3BOMSAKT  MNPOM3BOAUTH
dunbTpaumto MAC apgpecoB gns noptoB. 3anucm ¢ MAC agpecamu
ucnonb3ytotca ansa Bxoga B ¢GuneTp MAC agpecoB, a VLAN ID
ucnone3yetca anga punstpauun MAC agpeca cooTtseTcTBytowwen VLAN.
[nsi Toro 4ToObl U3MEHEHWSA BCTYMUIN B CUIY HaXXMUTe KHOMKy Apply
(MpUHATL), ecnu 3anucb HeobXoaMMO yganuTb, HaxxmuTe KHonky Delete
(Ymanutb), kHonka Select all (BbiOpaTb Bce) no3sonseT BblibpaTbk cpa3y Bce

3anuncu.
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]
SYSTEH PORT VLR MILTICAST RIFG ADVARCED TOOLS
» MAC SECURITY->MAC->MAC Filter
2 MAC Bind Port
2 MAC auto Bind
12 5 7 © 1113 15 17 10 21 23 25 27
a3 MAC Filter [sRsQafafafafafafalalalalals]
2 4 6 8 1012 14 16 18 20 22 24 25 28
P ACL 0000 hhdhhhhhodbh
¥ RAA
Filter Information
» Safe Management MAC Address | (Format: HHHH.HHHH.HHHH)
LAN ID | (1-4094)
| Refresn| | Apply | | Delete | [ Help |
List MAC filtered on the selected port
Selectal | MAC Address [ VLAN ID
11.5.4 ACL Based Source IP (Hactpownka ACL ans IP)
SYSTEM PORT VLAH SECURLITY MULTICAST RING ADYANCED TOOLS
= MAC SECURITY->ACL->ACL Based Source IP
*ACL ACL Based Source IP
8 ACL Based Source IP [ACL Group ID | 1 v |Fi|ler |deny v

2 ACL Based Extended IP
o ACL Based MAC IP
2 ACL Based MAC ARP
= ACL Group
@ ACL Resource
©AAA

> Safe Management

Source IP Address

|Snun:e Wildcard |

[attention: Wildcard should be the farmat such as 0.0.0.255

|Reflesn\ \ Apply \ \ Delete|

[(Hep |

Select All ACL Group ID | Filter | Source IP Address

| Source Wildcard

3aecb npegcTasneHbl HacTponkn ACL and ctaHgapTHow rpynnbl IP.

Monb3oBaTenb MOXeT 3aaaTte caMmocToaTensHo ACL rpynny (¢ Homepamu 1-

99 unu 1300-1999) c npasunamu ansa IP agpecos. CtaHOapTHble npasuna

KOHTPONUPYIOT NepeHanpasneHne ncxogHeix IP nakeTos.
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[Monb3oBaTenb MOXeT HacTpauBaTb npasuna, UcxogHuln IP agpec
JomkeH ObITb yka3aH C Mackow, MpaBWMiO MOXET coBnagaTb ¢ Habopom IP
agpecoB. Ecnn npaBuno kacaetcsa IP agpeca u3 guanasoHa 192.168.0.0 -
192.168.0.255, Hanpumep 192.168.0.1, TO 9TO COOTBETCTBYET Macke
0.0.0.255. Kaxpgoe npaBuno AOMKHO codepXaTb napameTp unbTpauumn:
3anpeTuTb (deny) unu paspewntsb (allow).

Monb3oBaTtene MOXET co3gaBaTb MpaBuNo B rpynne, uMMs Ans
npaeuna asTomMaTudecku 3apgaetcd. [lpu yganeHunm opgHoro npasuna,
ocTanbHble npaBuna He M3MeHsTed. [na yaaneHua Bcex npasun cpasy
ucnonb3dynte kHonky Select all (BoibpaTb Bce), a 3atem kHonky Delete

(yoanuts).

11.5.5 ACL Based Extended IP (PacwupeHHas HacTponka ACL ans IP)

SYSTEN FORT RIEG ADVARCED TOOLS

wo RN woms

SECURITY->ACL->ACL Based Extended IP

* MAC

> ACL

= ACL Based Source IP

sed Extended 1P

2 ACL Based MAC IP

= ACL Based MAC ARP

ACL Based Extended IP

[sCL Group 1P

100 v

[Filter

deny v

lSource 1P

[Source Wildcard

[Destination Ip

[Destination wildcard

[protocel Type

ISource Port

[Destination Port

5 ACL Group. [TCP Flag fin syn [irst _psh  ack urg

8 ACL Resource sttention: Wildcard should be the format such as 0.0.0.255

- AAA Refresh Apply Delete Help

.
SHRIFAEEE [ anf Group 10]Fiter] source 17[ Source wildcard [ Destination 1p | Destination Wildcard | Protocol Type | Source port | Destination Port [ Tcp Flag|

3aecb npeactaBneHa BO3MOXHOCTb Ans co3gaHus ACL npasun ¢
paclumpeHHbIMU HacTporikamu |IP agpecoB. MNonb3oBaTtenb MOXeT BbiOpaTb
Homep ACL rpynnel (B npegenax 100-199 wnu 2000-2699) n cospaTb
HEeCKOMNbKO Npasun Ans rpynnbl.

[na co3gaHusa npaBun HyxHO BbibpaTb COOTBETCTBYOLWME nons, IP
agpeca, Tun npotokona (ICMP, TCP, UDP, u T.n.), UcxogsaLmn nopT n nopt
HasHa4veHwus (Tonbko Ans npoTtokonos TCP u UDP), n TCP flag.
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Mpwn cosgaHum npasun, ncxogHole IP agpeca n agpeca HasHadeHns
OOMKHbI ObITb MackMpoBaHbl. Macka agpeca npeAacTtaBnieHa B MHBEPCHOM
koge. Ecnu npaBuno kacaetcsa IP agpeca u3 gmanasoHa 192.168.0.0 -
192.168.0.255, Hanpumep 192.168.0.1, TO 9TO COOTBETCTBYET Macke
0.0.0.255. Kaxpgoe npaBuno AOMKHO codepXaTb napameTp unbTpauumn:
3anpeTuThb (reject) unu paspewntsb (allow).

Monb3oBaTtene MOXET co3gaBaTb MpaBuNo B rpynne, uMMs Ans
npaeuna asTomMaTudecku 3apgaetcd. [lpu yganeHunm opgHoro npasuna,
ocTanbHble npaBuna He M3MeHsoTcd. [na yaaneHus Bcex npasun cpasy
ucnonb3dynte kHonky Select all (BoibpaTb Bce), a 3atem kHonky Delete

(yoanuts).

11.5.6 ACL Based MAC IP (Hactpownka ACL npaBun ¢ nomouwbio MAC)

3pecb npeactaBneHbl HacTpoukn ACL npaBun gns rpynnel P
agpecos, cBsazaHHbIMM ¢ MAC agpecamu. [paBuna MoryT 6bITb CO34aHbl Ha
ocHoBe ncxogHoro IP agpeca, ncxogHoro MAC agpeca, a takke IP agpeca
HasHayeHusi. BoamoxHo BblOpaTe Homep ACL rpynnbl B npegenax
AnanasoHa 700-799, a Takke co3gaTb OOHO UMW HECKONbKO npasun Ans
rpynneol.

Mpu cosgaHumn npasun MAC agpec nctodHuka, IP agpec uctoyHuka u IP
agpec HasHadeHus [OomkHbl ObiTb B OAHOM AmanasoHe. Hanpumep ans
AvnanasoHa IP agpecoB 192.168.0.0 - 192.168.0.255, IP agpec moxeT 6bITb
192.168.0.1 (macka 0.0.0.255). Takke Ans co3gaHHbIX NpaBuI JOMKeH ObiTb
ycTaHoBneH ctatyc (filtering mode): allow unu reject.

Mpn co3gaHum npaBuna Ans rpynnbl, MNpaBuny aBTOMaTUYECKM
npuceavBaeTcst Homep. Korga npaBuno yaansercs M3 rpynnbl, ocTarbHble
npaBuWna oOCTalTCA HEU3MEHHbIMK, [Janee cucTema aBTOMaTU4ecku
Npou3BOAUT COPTUPOBKY MpaBun B rpynne. lNpu HeobxogmmocTy yganutb
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BCIO rpynny npasun, cnegyet Bblbpatb all (Bce), nanee HaxaTb Delete

(yoanuTb). Bce HacTpoliku Ha JaHHOW CTpaHuLE NOATBEPXKAAKTCS KHOMKON
Apply (NpuHATB).

Ep—
stsTER roRT LA MATIGST | RO AWARED | ToIS
» MAC SECURITY->ACL->ACL Based MAC IP
ChiEL ACL Based MAC [P
= ACL Based Source IP [+CL Group ID 700 ¥ [Filter deny ¥
5ource MAC [Source MAC Wildcard
© ACL Based Extended IP
[Source IP [Source IP Wildcard
DAL BRI [pestination 1P ion 1P Wildcard
A Jattention: 17 Wildcard should be the format such as 0.0.0.255. MAC Wildcard format should be HHHH.HHHH.HHHH
= ACL Group Refresn| [ Apply Delete Help
© ACL Resource I » - P i
il [ Group D Filter [ source mac Source MAC wildcard Source P | Source Ip wildcard Destination Ip Destination IP Wildcard
> AAA

> Safe Management

11.5.7 ACL Based MAC ARP (Hactponka ACL npaBun gana ARP ¢
nomoubo MAC agpecoB)

=
T R P ey
> MAC SECURITV->ACL->ACL Based MAC ARP
Lt ACL Based MAC ARP
= ACL Based Source IP [sct Group 1D 1100 v Filter deny v
[sender MAC [sender MAC Wildcard
= ACL Based Extended TP
lsender P [sender 1p wildcard
© ACL Based MAC IP [Attention: IP Wildcard should be 0.0.0.255 and such, and MAC Wildcard format should be HHHH.HHHH.HHHH

8 ACL Based P
Refresn| [ Apply Delete Help
© ACL Group
al GroupID | Fiter | senderMaC Sender MAC Wildcard Sender 1P Sender IP Wildcard
= ACL Resource

> AAA

> Safe Management

Ha aton ctpaHunue npeacTtasneHbl HacTponkn ACL npasun ana ARP

naketoB ¢ nomowpo MAC agpecoB. [MpaBuna Moryt 6biTb CO34aHbl Ha
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ocHoBe IP agpeca otnpasutens, MAC agpeca otnpasutena. Homep ACL
rpynnbl MOXHO BbIGpaTh B Npefenax AunanasoHa 1100-1199.

Mpn cospgaHun npasun MAC agpec oTnpasutens, IP  agpec
OTNpaBuTENS OOMKHbI ObITh B OOHOM AMana3oHe. Hanpumep ons ananasoHa
IP agpecos 192.168.0.0 - 192.168.0.255, IP agpec moxeT 6biTb 192.168.0.1
(macka 0.0.0.255). Takke ona co3gaHHbIX NpaBun AOIMKEH ObITb YCTAHOBIEH
crartyc (filtering mode): allow unu reject.

Mpn co3gaHum npaBuna Ans rpynnbl, MNpaBuny aBTOMaTUYECKU
npuceavBaeTcst Homep. Korga npaBuno yganseTcs 13 rpynnbl, OcTarnbHble
npaBuWmna oOCTalTCs HEU3MEHHbIMM, [Janee cucTema aBTOMaTU4ecKu
Npon3BOAUT COPTUPOBKY MpaBun B rpynne. lNMpu HeobxogumocTy yoanutb
BClO rpynny npaswun, cnegyet Bblibpatb all (Bce), panee HaxaTb Delete
(yoanuts). Bce HacTponkvM Ha JaHHOW CTpaHuue NOATBEPXKAAITCH KHOMKOW
Apply (NpuHATB).

11.5.8 ACL Group (Hactpownka ACL npaBun)

Ha sTton cTpaHuue npenctaBneHbl HacTpoviku ACL npaBun gns
dunbTpauMm nakeToB, nonyvaembix noptamu. Beibepute nopT, BbibepuTe
ACL rpynny u3 cnucka n HaxmuTte Apply=>. [ina yganeHus Boibepute ALC

rpynny n3 cnmcka nobaBneHHbIX U HaxxmuTe Delete<=.

STSTEM TORT v (Bl muTicksT RIHG ADYARCED TOOLS

> MAC SECURITY->ACL->ACL Group

P ACL Port ACL Group configured Operation ACL Group applied

B ACL Based Source IP

© ACL Based Extended IP

©ACL Based MAC 1P

B ACL Based MAC ARP

= ACL Resource 9 Apply =
> AAA 1 <= Delete
> Safe Management 13 Refresh

15 Help
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11.5.9 ACL Resource (Ha6op genctByrowmx ACL npaBun)

S¥STEN PORT vLAN MULTICAST K6 ADVAICED TouLs
* MAC SECURITY->»ACL->ACL Resource
7 ACL | ACL Resource |

8 ACL Based Source IP | |

2 ACL Based Extended I

9 ACL Based MAC IP

o ACL Based MAC ARP
2 ACL Group
8 ACL Resource

b AAA

> Safe Management

Ha paHHOW cTpaHuue oToGpaxeHa AencTBylOWas B TEKyLMK
MOMEHT KoHpurypaums ACL npasun.
MHdopMaumsa npefctaBneHa TONMbKO ANA YTEHUS U MOXET ObiTb

obHoBrneHa kHonkoun Refresh (06HOBUTD).

11.5.10 AAA Global Configuration (HacTponka napameTpoB cCUCTEMbI
aBTOpM3auum u ayteHTUdUKaLmm)

STSTEM PORT VLAH RIFG ADVARCED TOOLS
* MAC SECURITY->»AAA->AAA Global Configuration
vl AAA Global Configuration
> ABA 802.1x disable A
Reauthentication disable v
B AAA Global Config — -
Reauthentication Period 3600
© AAA Port Config IRADIUS Server IP 0.0.0.0
o AAA User Info [Alternative RADIUS Server IP 0.0.0.0
Share Key
> Safe M t
EOLIEII |accounting Status enable A
\ Refresn\ | Apply | Help |

53



Ha aton ctpannue WEB wuHTepdenca npencraBneHbl HaCTPOWMKM

CUCTEMbI ayTEHTUMUKALUM 1 aBTOpM3aLmMmM Ha ocHoBe cTaHdapTa 802.1x:

- 802.1x -— Bkmoyvaet/BbikntovaeT (Disable/Enable) npumeHeHne
ayTeHTudmkaLmm n asTopmsauum no craHaapty 802.1x;
- Reauthentication — Bkntovaet/BbikntovaeT (Disable/Enable) noBTopHyto
ayTeHTudumkaumio. o ymonyaHuoo OTKMYeHo. BknoyeHne aaHHOM
dYHKUMKN coenaeT ayTeHTudumkaumio nonb3oBatenen 6onee HagexHOMN,
HO HE3HaYUTENbHO YBENUYUT CETEBON TpadUK;
- Reauthentication period — 3agaeTcs Bpems B CeKyHAax A5 NOBTOPHON
ayTeHTUUKaUun. AKTMBHO TONMbKO MNPU  BKITHOMEHHOW  (DYHKLMK
Reauthentication, 3Ha4yeHune 3600 cek (Mo ymon4yaHuto);
- RADIUS Server IP — IP apgpec cepBepa RADIUS, pomkeH ObiTb
YCTaHOBMEH ANs Npoueaypbl ayTeHTudmkaymu,
- Alternative RADIUS Server IP — IP agpec anbTepHaTMBHOIO cepsepa
RADIUS, gomkeH ObITb YCTAHOBIEH A5 NpoLeaypbl ayTeHTudnkauuu;
- Share Key - naponb ans npouedypbl ayTeHTUMKALMKM Mexay
KommyTatopom u cepsepoMm RADIUS. Ha komMmmymamope u cepsepe
RADIUS dosmkeH 6bimb nponucaH oOuHakoebIl napoisb;
- Accounting Status — Bkn/BbIkN (N0 yMONYaHMIO BKI1.).

lMocne BHeCEHWsT WU3MEHEHUW B HACTPOWKW, Haxmute KHONky Apply

(MpuHATB).

11.5.11 AAA Port Configuration (HacTtpoika nopToB Ansi cCUCTEMbI
aBTOpM3auum u ayteHTUdnKaLmm)

C nomoubto aton ctpanuubl WEB nHTepderica nonb3oBaresnb
MOXeT W3MEeHUTb pexum paboTbl nopta Ans paboTbl cUCTEMbI
aBTopu3auun n ayteHTudunkaumm no ctaHgapty 802.1x.
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SYSTEM FORT VLA MULTICAST RING ADVARCED ToOLS

» MAC SECURITY->AAA->AAA Port Configuration

" ACL AAA Port Configuration
> ABA Selected Port(s)
O e B Port Mode Force-UnAuthorized ¥
SIS Support Host Num 256 (1-255)
a AAA Port Config
Refresh Apply Help
o ABA User Info
© Safe Select All Port Port Mode Support Host Num
1 NIA 256
2 NIA 256
3 NIA 258
4 NIA 256
5 NIA 256
5 NIA 258
7 NIA 256
8 NIA 256
9 NIA 258
10 NIA 256
11 NIA 256
12 NIA 258
13 NIA 256
14 NIA 256

Kaxgbin nopT MmoxeT paboTaTb B 4X pexumax:
- N/A State (no ymonyaHui);
- Auto state (aBTomMaTn4eckn);
- Force-authorized (npuHyguTensHas aBTopusauus);
- Force-unauthorized (npuHyguTEnbHLIN OTKa3 OT aBTOpM3aLmn).

Ecnn Ha nopte TpebyeTcAa BbINOMHATL ayTeHTUUKAUMIO MO
craHgapty 802.1x Heobxogumo BbICTaBUTb pexmm Auto state. Ecnm He
TpebyeTca penatb ayTeHTMdMKauuwo And goctyna K ceTu cneayet
BbicTaBuTb pexum N/A. OcTanbHble 2 pexvma peako WUCMNomMb3ylTcs B
CTaHO4apTHbIX cutyaumsx. MakcumanbHoe 3HayveHue ang nons Support Host
Num — 256.

11.5.12 AAA User Information (MHcopmanms o Bcex npoueccax
ayTeHTUUKaLnK)

Ha aTton cTpaHuue npencTtaBneHbl cBedeHust 060 BCeX mpoleccax
ayTeHTUMKaLumMm Ha nopTax, HaCTPOeHHbIX nAna Hee. WHdopmaumsa
npegocTaBrieHa TOMbKO AN YTEHMS U MOXeT ObiTb OOHOBMEHa KHOMKOM
Refresh (o6HoBUTB)..
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SISTER rORT VLAN MMLTICAST L AvCE ToOLS.

MAC SECURITY->AAA- > AAA User Informatio

AcL [ AAA User Informaticn ]

ana | userrame MAC Address Authentication state Authenticator state Back-End state Reauthentication state |

7 AAA Global Config Refresh Help

4 AAA Port Config

Safe Management

11.5.13 Safe Management (YnpaBneHune 6e30nacHoOCTbIO)

Ha aTton cTpaHuue npencTtaBneHbl BO3MOXHOCTM MO HACTPOMKe
yrnpasneHus ceteBbiMn cepucammn Telnet, web, SNMP, nx BknoyeHne nnu
oTkntoyeHue ot ACL rpynn, ynpasnieHna IP agpecamu, 4OCTynamm K Xoctam.

Telnet, web, SNMP cepBucbl OTKpbITbl MO ymonyanutio, ACL
dunbTpauMa  OTKMYeHa, BCe XOCTbl MMEKT [OCTyn K cepBucam
kommyTatopa. [Npn HeobxogumMOCTU agMUHUCTPATOP MMEEeT BO3MOXHOCTb
npeaocTaBnTb U OFPaHMYNTL OOCTYM NOMb30BaTENEN K 3TUM CEpPBUCAM.

Takke agMVHUCTPATOP MMeeT BO3MOXHOCTb NPeaoCTaBnTb AOCTYM
XOCTY K OOHOMY MIM HECKONbKMUM CepBMCaM UCMonb3yd BO3MOXHOCTM ACL
dunbTpaummn. Ons peanu3aumm HeobGXOOMMO OTKPbITb CEPBUC M BbibpaTb
yxe cywectsytowyto ACL rpynny us agnanasoHa 1-99 (c yyetom IP agpecos).

B cnyyae ecnu agmuHucTpatop ynpasnsieT yepes web (Ha gaHHown
CTpaHuLue MeHK), Opyrue nonb3oBaTenyu OyaoyT OTKMOYEHbl W Ans

NOBTOPHOIo NOAKIHOYEeHUA I'IOHa.lJ.O6I/ITCF| NOBTOpPHAaA aBTOpU3aLuA.
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[——
SYSTEM FORT VLAN MULTICAST RING ADVARCED TooLs

» MAC SECURITY->Safe Management->Safe Management
v ACL Safe Management
 AAA Server Type | v
Management State [ enable v
> Safe
S Aoy

11.6 MULTICAST configuration (MHoroagpecHas paccbliska)

11.6.1 IGMP snooping configuration (Hactpownkn doyHkummn IGMP
snooping)

s
SYSTEM PORT VLN SECURLTY RING ADVANCED TOOLS

» IGMP SNOOPING MULTICAST->IGMP SNOQPING->Configuration

® Configuration | IGMP SNOOPING Global Configuration |

= Group Information |Global 1GMP snooPING disable ¥ |
IGMP SNOOPING VLAN Configuration
LAN ID VLAN1 v
LAN IGMP SNOGPING Disable v
Fast Leave Disable ~
Fast Leave Timeout 300000 (==0ms)
Query Membership Timeout 300000 (60000-300000ms)
Group Membership Timeout 400000 (>=0ms)
\ Refresh\ \ Apply | \ Help |

Ha paHHon cTtpaHnue WEB unHTepdenca Bbl MOXeTe BKMAOYUTL UMK

Bolkntounte  (Enable/Disable) d¢yHkumio  IGMP  snooping  (npouecc
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OTCNEeXMBaHMUSA CeTeBoro Tpacvka IGMP, npegoTepaLlaroLLmn
wupokoBewatenbHyto  (broadcast) peTpaHcnaumioo  multicast  Tpadumka
KOMMbOTEpPaM-NOTPEOUTENSAM, KOTOPLIM HE HY>XHO ero obpabaTbiBaTh).

lMocrne BHeCEHWS MW3MEHEHUN B HACTPOWKW, HaxMuTe KHomky Apply

(NpuHATB).

11.6.2 IGMP Snooping Group Information (MHcdopmauusa o IGMP)

SYSTEW FORT VLAH SECURLTY | RING ADVARCED TOOLS

» IGMP SNOOPING MULTICAST->IGMP SNOCOPING-=Group Information

8 Configuration VLAN ID | Address Port

Refresh Help

Ha paHHow ctpaHnue WEB wHTepcbenca npepctaBneHa obuias
nHdopmaums o rpynnax IGMP gnsa scex VLAN'oB.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.

[ns oGHOBREHNst HaXkmuTe KHOMNKy Refresh (06HOBUTB).
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11.6.3 Multicast Routing Configuration (HacTtpoika mapLipyTusaumm)

Ha paHHon ctpanuue WEB uHTepdenca Bbl MOXeTE BKMOUYUTb UMK
BblknounTb (Enable/Disable) dyHkuuto Multicast Routing. Mocne BHeceHus

W3MEHEHWU B HAaCTPOWMKKN, HaXMUTE KHoMKY Apply (MpuHATS).

SYSTEM PORT PoE VLAN LAYER 3 SECURITY DHCP ﬁ RINC ADVANCED TOOLS

IGMP SNOOPING MULTICAST->Multicast Reuting->Multicast Routing

Multicast Routing ] Multicast Routing Configuration |
8 Multicast Routing [Multicast Routing Disable v |
9 Multicast Routing Table Refresh| [ Apply Help

IGMP Configuration

PIM-SM Configuration

11.6.4 Multicast Routing Table(Tabnuua mapLpyTusaummn)

Ha paHHow ctpaHuue WEB uHTepderica npeacrasneHa tabnuua co
3Ha4YeHMAMM NapameTpoB ANs HacTponkn yHKUMK Multicast Routing.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.

[ns o6HoBReHuns Haxmute KHonky Refresh (06HOBUTB).

SYSTEM PORT PoE VLAN LAYER 3 SECURITY DHCP | MULTICAST ‘ RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->Multicast Routing->Multicast Routing Table
Multicast Routing Multicast Routing Table

#Multicast Routing TP Multicast Routing Table
[Fla I - Immediate Stat, T - Timed Stat, F - Forwarder installed
Timers: Uptime/Stat Expiry

Interface State: Interface (ITL)

© Multicast Routing Table

IGMP Configuration

PIM-SM Configuration "Refresh| Help
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11.6.5 IGMP Configuration (HacTtponkn dyHkummu IGMP)

MULTICAST->IGMP Configuration->IGMP Configuration

SYSTEM PORT PoE VLAN LAYER 3 SECURITY DHCP ADVANCED TOOLS

IGMP SNOOPING

Multicast Routing IGMP Configuration
IGMP Configuration Interface vianl V|

GMP Enable Disable V|
@ IGMP Configuration

GMP Status
7 IGMP Interface lQuery Interval 125 (1-18000s)
“IGMP Group lQuery Max Response Time 10 (1-240s)

Robustness Variable 2 (2-7)
PIM-SM Configuration

g ! |Last Member Query Interval 1 (1-25s)
lLast Member Query Count 2 (2-7)
gmp Version V3 v
Refresh| Apply Help

Ha paHHon ctpaHnue WEB unHTepdenca Bbl MOXeETe BKAOYUTL UMK

BblknounTb  (Enable/Disable) dyHkumio IGMP  (npotokon ynpaBneHus

roynnoson (multicast) nepepayert pgaHHbIX), HacTporikum no3BOMAOT

nameHsaTb Bepcuto IGMP, Interface VLAN, BpeMeHHble NHTepBarnsbl
- Query Interval (1-18000c¢);
- Query Max Response Time (1-240c);

- Last Member Query Interval (1-25c).

Mocne BHeCEHMS MW3MEHEHUI B HACTPOMKM, Haxmute KHonky Apply

(NpUHATB).
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11.6.6 IGMP Interface (UHTepcenc IGMP)

SYSTEM PORT PoR VLAN LAYER 3 SECURITY DHCP m RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->IGMP Configuration->IGMP Interface
Multicast Routing IGMP Interface Information |

1GMP Configuration |t IP multicast-routing not enable |

91GMP Configuration | Refresh| | Help |
©IGMP Interface
7 IGMP Group

PIM-SM Configuration

Ha paHHOM cTpaHuue npefgcrtaBneHa wHgopmauua o IGMP
nHTepdgence. MHdopmaums npegoctaBneHa TOMNbKO AN YTEHMS.

[ns o6HoBReHuns Haxmnte kHonky Refresh (06HOBUTB).

11.6.7 IGMP Group (Fpynna IGMP)

SYSTEM PORT PoE VLAN LAYER 3 SECURITY DHCP m RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->IGMP Configuration->IGMP Group
Multicast Routing IGMP Group Information ‘

1GMP Configuration |t IP multicast-routing not enable |

9 IGMP Configuration | Refresh| | Help
@ IGMP Interface
“IGMP Group

PIM-SM Configuration

Ha paHHOWM cTpaHuue npeacTasneHa uHgopmauns o rpynne IGMP.
MHdopmaumsa npegocTaBneHa TonbKo Ans YTEeHUS.

[nsi o6HOBNEHUst HaXkmuTe KHOMKy Refresh (06HOBUTB).
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11.6.8 PIM-SM Global Configuration (OCHOBHbIe HaCTPOWKM NPOTOKOA
PIM-SM)

Ha paHHown cTpaHuue WEB uHTepcbelica npeactasneHa tabnuua co
3Ha4YeHUsMM napameTpoB HacTpourku npotokona PIM-SM gna nepepayn

Multicast (Protocol Independent Multicast-Sparse Mode).

SYSTEM PORT PoB VLAN LAYER 3 SECURITY DHCP m RING ADVANCED TOOLS

IGMP SNOOPING MULTICAST->PIM-SM Configuration->Global Configuration
Multicast Routing PIM-SM Global Configuration
IGMP Configuration RP Address \

= Candidate RP none V|
PIM-SM C -

[Candidate BSR none V|
7 Global Configuration P Interval 60 ‘(1-555355)
Disable

® Interface Configuration [PT Switch Diseble V|
@ Mroute Information Refresh Apply _Help

@ Interface Information
8 Neighbor Information
@ RP Information

“BSR Information

HacTpoiikn no3BonsT BKNIOYUTL UK BblkMouuTb (Enable/Disable)

dyHkumio SPT Switch, a Takke BbIOpaTh cTaTyc:
- Candidate RP;
- Candidate BSR;

- JP Interval - BpemeHHoM nHTepsan (1-65535c).
[Mocne BHeCEHWsT W3MEHEHUN B HACTPOWKW, HaxXmute KHONky Apply

(MpuHATB).
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11.6.9 PIM-SM Interface Configuration (HacTpoiku nHrtepcenca
npoTtokona PIM-SM)

Ha paHHown cTpaHuue WEB uHTepcbelica npeactasneHa tabnuua co
3Ha4YeHUsIMM NapamMeTpoB HACTPOMKM UHTepdenca PIM-SM gns nepegayn

Multicast (Protocol Independent Multicast-Sparse Mode).

SYSTEM PORT PoE VLAN LAYER 3 SECURITY DHCP

IGMP SNOOPING MULTICAST->PIM-SM Configuration->Interface Configuration

Multicast Routing PIM-SM Interface Configuration

IGMP Configuration Interface
PIM-SM Enable

PIM-SM Configuration

HHello Interval (1-65535s)
7 Global Cenfiguration Hello Holdtime 105 (1-65535s)
DR Priority 1 (0-2147483647)

@ Interface Configuration

@ Mroute Information Refresh Apply Help
“ Interface Information

@ Neighbor Information

© RP Information

BSR Information

HacTpoiiku  no3BONSIOT  M3MEHATb  crefylolive  napamMeTpsbl:
BKIMIOYMTb Mnn BblkNounTb (Enable/Disable) dyHkumnio SPT Switch, a Takke
BbIGpaTh cTaTyc:

- Interface — BbI6op VLAN (no ymonyanuio VLAN1);

- PIM-SM Enable - BKkno4MTb WNW  BbIKNIOYUTE  OYHKLMIO
(Enable/Disable);

- Hello Interval - BpemeHHon nHtepean (1-65535c);
- Hello Holdtime - BpemeHHon uHtepsan (1-65535c);

- DR Priority — npuoputeT DR (0-2147483647).

lMocrne BHeCEHWS MW3MEHEHU B HACTPOWKW, HaxMmuTe KHomky Apply

(NpUHATB).
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11.6.10 PIM-SM Mroute Information (MHcpopmauusa o Mroute)

SYSTEM PORT PoR VLAN LAYER 3 SECURITY DHCP RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->PIM-SM Configuration->Mroute Information
Multicast Routing PIM-SM Mroute Information

IGMP Configuration
Refresh. Help
PIM-SM Configuration
@ Global Configuration
? Interface Configuration
© Mroute Information
@ Interface Information
o Neighbor Information
®RP Information

©BSR Information

Ha paHHon cTtpaHuue WEB wuHTepdenca npeacrtasneHa tabnuvua
cogepxatyas nHcopmaumto o Mroute (Static Multicast Route).
WHdopmaLma npegocTaBrneHa TONMbKO ANs YTEHUS.

[ns o6HoBReHuns Haxmnte kHonky Refresh (06HOBUTB).

11.6.11 PIM-SM Interface Information (MHcpopmaLus 06 nHtepcpence)

SYSTEM PORT PoE VLAN LAYER 3 SECURITY DHCP MOLTICAST ‘ RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->PIM-SM Configuration->Interface Information
Multicast Routing PIM-SM Interface Information

IGMP Configuration e .
PIM-SM Configuration .
2 Global Configuration

@ Interface Configuration

8 Mroute Information

= Interface Information

3 Neighbor Information

8 Rp Information

“ BSR Information

Ha paHHoi cTpaHuue WEB wuHTepdeiica npeactaBneHa tabnvua
cogepxawas nHcgpopmaumo ob nHTepgernice PIM-SM.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.

[nsi o6HOBNEHUst HaXkmuTe KHOMNKy Refresh (06HOBUTB).
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11.6.12 PIM-SM Neighbor Information (MHcopmauma o Neighbor)

SYSTEM PORT PoE VLAN LAYER 3 SECURITY DHCP ‘ MULTICAST 1 RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->PIM-SM Configuration->Neighbor Information
Multicast Routing PIM-SM Neighbor Information

IGMP Configuration e T
PIM-SM Configuration .
@ Global Configuration

° Interface Configuration

8 Mroute Information

° Interface Information

7 Neighbor Information

© RP Information

BSR Information

Ha paHHon cTtpaHuue WEB wuHTepdpenca npeacrtasneHa tabnuvua
cogepxalas nHgopmauyuto o Neighbor PIM-SM.
WHdopmaLuma npegocTaBrneHa ToNbKO AN YTEHUs.

[ns o6HoBReHns Haxmnte kHonky Refresh (06HOBUTB).

11.6.13 PIM-SM RP Information (MUHcpopmaumnsa o RP)

SYSTEM PORT PoE VLAN LAYER 3 SECURITY DHCP | MOLTICAST ‘ RING ADVANCED TOOLS
| |
IGMP SNOOPING MULTICAST->PIM-SM Configuration->RP Information
Multicast Routing PIM-SM RP Information |
S [T Group-to-2¢ Mappings |
PIM-SM Configuration Refresh Help

o Global Configuration

“ Interface Configuration
@ Mroute Information

@ Interface Information
7 Neighbor Information
©RP Information

“BSR Information

Ha paHHoi cTpaHuue WEB wuHTepdeiica npeactaBneHa tabnvua
cogepxatias nHgopmauyuio o RP PIM-SM.
WHpopmaums npegoctaBneHa TOMNbKO ANA YTEHUS.

[nsi o6HOBNEHUst HaxkmuTe KHoMnKy Refresh (06GHOBUTB).
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11.6.14 PIM-SM BSR Information (MHcopmauusa o BSR)

Ha paHHon cTtpaHuue WEB wuHTepdenca npencrasneHa tabnuua
cogepxawas nHdopmauyuto o BSR PIM-SM.

SYSTEM PORT PoE VLAN LAYER 3 SECURITY DHCP @ RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->PIM-5M Configuration->BSR Information
Mutticast Routing PIM-5M BSR Information

IGMP Configuration T i
PIM-SM Configuration :
© Global Configuration

® Interface Configuration

5 Mroute Information

9 Interface Information

® Neighbor Information

® RP Information

® BSR Information

WHpopmaums npegocTaBneHa TOMNbKO ANA YTEHUS.

[nsi oGHOBREHNst HaXkmuTe KHOMNKy Refresh (06HOBUTB).
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11.7 RING (KonbueBoe noakntoyeHue)

11.7.1 MSTP Global Configuration (OcHOBHble HacTpouku MSTP)

SYSTEM FORT VLAN SECURITY = MULTICAST |m ADVANCED TOOLS

» MSTP RING-=MSTP->Global Configuration

2 Global Configuration Global Configuration

° Port Configuration MSTP disable ¥

Priority 32768 {0-61440, must be an interger multiple of 4096)
Forward-Time 15 {4-30, meet 2*(Forward-Time - 1) »>= Max-Age)
» EAPS Hello-Time 2 (1-10, meet 2%(Hello-Time + 1} <= Max-Age)
Max-Age 20 (6-40)

Max-Hops 20 {1-40)

» ERPS

Refresh Apply Help

Ha paHHon ctpaHuue WEB uHTepdenca npeacrtaBneHbl OCHOBHbIE
HacTpouku npotokona MSTP (Multiple Spanning Tree Protocol):
- MSTP (Disable/Enable) — Bkn/Bbikn nogaepxkky npotokona MSTP;
- Priority — HacTpowika npuopuTesaumn. YCTpoucTBa C Oonee HU3KUM
NPUOPUTETOM NOAXOAAT GonbLue Anst ponv KopHeBoro mocta(root bridge);
- Forward Time — HacTpovika 3a4epXKu NepechIniki NakeTos;
- Hello Time — HacTponka uHTtepeana otnpaskun MSTP HELLO nakeTos;
- Max Age — Bpemsa B CeKyHOax B TeYeHMe KOTOpOro KommyTaTop
oxugaeTt uHdopmaumio o koHdurypaumm ST(spanning tree) npexae 4yem
3anycTuTb NPoLLeCcC KOHUrypaumnm 3aHOBO;
- Max Hops — konu4ecTBO nepexofoB (xonos) Ao oToOpacbiBaHusa BPDU
NakeToB B JOMEHE;
lMocrne BHeCEHWS W3MEHEHU B HACTPOWKW, HaxMmuTe KHomky Apply

(NpUHATB).
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11.7.2 MSTP Port Configuration (HacTpoika MSTP Ha nopTax)

SUSTEN FORT VLA SECURIT!  MULTICAST @ AD¥AICED TOOLS
> MSTP RING->MSTP->Port Configuration
= Global Configuration Port Configuration
8 port Configuration [Selected Port(s)
 eres [Port Priority
[Path-Cost
» EAPS [Force-Version STP v
lportfast disable ¥
Refresh Apply Help
all Item Port Priarity Path-Cost Force-Version Portfast STP State

1 1 128 20000000 MSTP disable Discarding
2 2 128 20000000 MSTP disable Discarding
3 3 128 20000000 MSTP disable Discarding
4 4 128 20000000 MSTP disable Discarding
5 5 128 20000000 MSTP disable Discarding
6 6 128 20000000 MSTP disable Discarding
7 7 128 20000000 MSTP disable Discarding
8 8 128 20000000 MSTP disable Discarding
9 9 128 20000000 MSTP disable Discarding
10 10 128 20000000 MSTP disable Discarding
1" 1 128 20000000 MSTP disable Discarding
12 12 128 20000000 MSTP disable Discarding

Ha panHon ctpaHmue WEB wnHTepdenca npeactaBrneHbl HaCTPOWMKK
MSTP (Multiple Spanning Tree Protocol) ons noptos.

- Port — BeIOOp nopTa ang HacCTpoKky;
- Port Priority — HacTtponka CIST npuoputeTa, 3HayeHue MoxeT ObiTb
TONbKO KpaTHbIM 16 B gmanasoHe oT 0-240. Mo ymonyaHuoo 3HayeHue
paBHO 128;
- Path Cost — ot 0 — 200 000 000. Bonee Hu3kue 3HayeHUss OObIYHO
COOTBETCTBYIOT root’am;
- Force Version — Tun oTnpaBngeMbIX NaKkeToB.,
- Portfast (Enable/Disable) — Bkn/Bbiknn coctosiHus Portfast ana
BblOpaHHOro paHee nopta. B coctosiHum Portfast nopT nepexogut 13
COCTOSIHMSA BITOKMPOBKN B COCTOSIHME nepeckinkn(forward) nakeToB MUHYs

cocTtosiHne obyyeHusi(learning) n npocnywmneanus (listening).

[Mocne BHeCEHWsT W3MEHEHUN B HACTPOWKW, Haxmute KHONKy Apply

(MpuHATB).
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11.7.3 ERPS Predefined Configuration (MpeaBapuTenbHas HacTpowka
ERPS)

SYSTEM PORT VLAH SECURITY = MULTICAST ADVARCED TOOLS
» MSTP RING->ERP5->ERPS Predefined Configuration
" ERPS Erps Predefined Configuration
o predefined Status disable ¥
Mode Type rpl-owner-node ¥
9 ERPS Domain
o ERPS Ring Refresh Apply Help

9 ERPS Information

* EAPS

Ha  panHom  ctpaHnue  WEB nHTepdenca HaxogATcA
npegsapuTensHble HaCTPONKK paboTbl npoTokora ERPS -
BbICOKOS(DDEKTUBHOM anbTepHaTuBe npoTtokona STP (Bpems
BOCCTaHOBMeHUs nuHka 50mc). JaHHbIN CeTeBOM NPOTOKOM WUCMOfMb3yeTcs
Ons UcknioyeHns obpas3oBaHUs KOMNWU3WIM, NPU UCMONb30BaHUN KOMbLIEBON

TONOoJ1I0rMn NOAKITHOYEHUA.

- Status (Enable/Disable) — CoctosHue (Bkn/Bbikn);
- Node Type - Bbibop ponu Hoga konbua (RPL owner node, RPL neighbor
node unm common ring node).

lMocne BHeCEHWsT W3MEHEHUN B HACTPOWKW, Haxmute KHONky Apply

(MpuHATB).
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11.7.4 ERPS Domain Configuration (Hactponka npotokona ERPS)

Ha paHHon cTpaHuue WEB wuHTepdenca HaxogaTcs HacTpPOMKK
ERPS pgomeHa, KOTOpbI MOXeT BbiTb CO30aH N yaaneH.

SYSTEM PORT YLAH SECURITY MULTICAST ADVARCED TOOLS

» MSTP

RING->ERPS->ERPS Domain

" ERPS ERPS Domain Configuration
o predefined ERPS Domain 1
: Domain Status Mot Created
@ ERPS Domain
Node Role none-interconnection ¥
9 ERPS Ring
Refresh Apply Delete Help
o ERPS Information

* EAPS

- ERPS Domain — Bblbop ERPS pomeHa (1-8), BO3MOXHO co3gaTb
(Create) unu otmeHnTb (Delete) ERPS gomen;

- Domain Status — nokasbiBaeT ctaTyc BelopaHHoro ERPS gomeHa;

- Domain Node Role — BbiGop ponu Hopga (interconnected wunm non-
interconnected);

[Mocrne BHeCEHUS W3MEHEeHUW B HaCTPOMKMU,

Haxmute KHONKy Apply
(MpUHATB).
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11.7.5 ERPS Ring Configuration (HacTpoWka KonbLeBOro BKIO4YeHUA)

Ha paHHon cTpaHuue WEB wuHTepdenca HaxogsTtca HaCTPOWKM
ceteBoro npotokona ERPS, Heobxogumblie npu MpUMMEHEHUU KOMbLEBOW

TONOoJ1I0rMn NOAKITIIOYEHNA KOMMYTaTopa.

SYSTEM PORT VLAW SECURITY  MULTICAST m ADVANCED TOOLS
» MSTP RING->ERPS->ERPS Ring
> ERPS ERPS Ring Configuration
e [ERPS Ring 3 M
Ring Status Not Created
© ERPS Domain Domain M
. Ring Mode M
9 ERPS Ring
[Node Mode v/
o ERPS Information Raps VLAN 0 ‘
S EAPS [Traffic VLAN ‘format 246
RPL Port v
RL Port v
Revertive Behaviour revertive v‘
Hold-off Time 0 (<0-10000>, step 100, ms)
(Guard Time 500 (<10-2000>, step 10, ms)
TR Time 5 (<1-12>, min)
TB Time 5 (<1-10>, sec)
Raps-send Time 5 (<1-10>, sec)
ERPS Ring Enable disable Vv
[Forced Switch RPL Port M
[Forced Switch RL Port v
Manual Switch Port ad
Rrefrest | Apply Delete Recover Help

- ERPS ring - Bbibop ERPS konbua (1-32), Bo3moxHo co3faTtb (Create)
unun otMmeHnTb (Delete) ERPS konbuo;

- Rring Status - nokasbiBaeT cTaTyc BbibpaHHoro ERPS konbLa;
- Domain — gomeH;
- Ring mode - BbIGop pexuma konbua (primary unm subring);

- Node mode - Bbibop ponu Hoga konbua (RPL owner node, RPL
neighbor node unu common ring node);

- Raps VLAN — VLAN ID, Ha koTopbIi OyaeT nepegaBaTbCs CIyXeOHbIN
Tpaduk ERPS;

- Traffic VLAN — VLAN ID, koTopble Heob6xo4MMo 3alumiaTb OT netenb u
KONNU3ni;
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- RPL Port - koHurypauusi, otmeHa RPL nopTta mnu common nopta
ERPS konbua;

- RL Port — koHdurypaums, otmeHa RL nopta unu common nopta ERPS
Konbua;

- Restore Behavior - koHurypaums ERPS konbua BoccTaHaBnuBaemoe
unu HeeoccTaHaBnmBaemoe (recoverable nnu unrecoverable);

- Hold-off Time — Bpemsa yaepxaHus ERPS netnu (0-10000 mcek,
npeayctaHoBneHHoe 3HaveHue 0);

- Guard Time - Bpems 3awutbl ERPS kombua (10-2000 mMcek,
npegyctaHoBneHHoe 3HaveHue 500);

- Wtr Time — BpemMs 3adepXkM [0 MepekniodeHuss K UCXOOHOW
KoHGurypaumm ERPS konbua npu BoccTaHoOBNEeHWW coeavHeHus (1-12
MUVH, NpeaycTaHOBNEHHOE 3HavyeHue 5);

- Wtb Time - koHdwurypauus ERPS konbua, Bpems wtb (1-10 cek,
npegycTaHoBreHHOe 3HaveHue 5);

- Raps-send time — Bpemsa oTnpaBku nakeToB nNpoTtokonoB ERPS konbua
(1-10 cek, npegycTaHOBNEHHOE 3HAaYeHKe 5);

- ERPS ring Enable — BkntoueHune/oTknoveHne ERPS konbua;

- Forced switch RPL port — npuHyauTenbHoe BkrtodeHue nopta ERPS
KonbLa;

- Forced switch RL port — npuHyguTenbHoe BknoyeHne nopta ERPS
KonbLa;

- Manual switch port - pydHoe oTkntoveHme nopta ERPS konbua;

- Manual recovery — py4yHOe BOCCTaHOBMeHWe KoHdurypaumm ERPS
KonbLa npu HeBocCTaHaBnuBaemom (unrecoverable) pexume wnu o
nuctedeHus yctaHoBrneHHoro spemeHn WTR / WTB.

lMocne BHeceHUs1 U3MEHEHUI B HACTPOWKU, HaXmuTe KHomky Apply
(MpuHATL). YTOOBLI 0GHOBMTL MHpOPMaLMIO HaXXMUTE KHoMKy Refresh.
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11.7.6 ERPS Information (MHcdopmauusa o ERPS)

—

SYSTEM PORT YLAW SECURITY = MULTICAST m ADVANCED TOOLS

» MSTP RING->ERPS-=ERPS Information

* ERPS ERPS Ring Select
2 predefined ERPS Ring 1

9 ERPS Domain ERPS Ring Information

5 ERPS Ring

9 ERPS Information Refresh Help

* EAPS

Ha paHHow ctpannue WEB wHTepdenca npeactaBneHa obuias
uHpopmaums o ERPS kombuax. [Onsa npocmoTpa uHdopmauun crnegyet
BblGpaTb HOMep konbua ERPS ring.

WHdopmauus npegoctaBneHa TOMbKO ANst YTEHUS.

[ns o6HoBReHns Haxmunte KHonky Refresh (06HOBUTB).

11.7.7 EAPS Configuration (OCHOBHbIe HAaCTPOMKU paboTbl NPOTOKONa
EAPS)

Ha paHHoi ctpaHuue WEB nHTepdelica npeactaBneHbl HaCTPOMKM
npotokona  EAPS  (Ethernet  Automatic  Protection  Switching),

npegHasHa4yeHHOoro and 3awuTbl OT 3auUUKinBaHUA Tpa(bI/IKa B CeTwn.

- EAPS Ring ID — Bbi6op ID anst EAPS ring;

- Create Status - nokasbiBaeT BbibpaHHbIN CTATYC;
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- Mode — HacTponka pexuma paboTsl pabouero yana aons EAPS gomeHa;
- Primary Port — BbiGop kntoueBoro nopta ans EAPS;
- Secondary Port — Beibop BTopuyHOro nopta ans EAPS;
- Control VLAN — BbiGop VLAN (2-4094) ona EAPS;
- Protected VLANS — BbIGOp 0QHOMO MK HECKOMbKNX 3awwmiiaemMbix VLAN
B JoMeHe EAPS;
- Hello Time Interval — HacTpoiika EAPS gomMeHa Ans nepuoauyeckomn
otnpaBku naketoB HEALTH. 3agaBaemoe 3HauyeHMe B CEKyHAaX AOMMKHO
ObITb MeHbLLE YeM Bpems Ao owunbku (fail time);
- Fail Time — Bpemsa 0o uctedeHus cpoka gencteua B EAPS pomeHe
HormxHo 6bITb OonbLue, yem Hello Time;
- Extreme Interoperability (enable/disable) — Bkn/BbikiT COBMECTUMOCTb C
extreme ycTponcTBamu.
- Enable status - BkntoueHue/oTknoveHne EAPS Ring.

lMocne BHECEHUS W3MEHEeHUM B HACTPOWMKW, HaXMWUTE KHOMKY Apply

(MpuHATB).

STSTER FORT VLAR SECURITY | MULTICAST |m| ADVARCED TOOLS

. MSTP RING->EAPS->EAPS Ring

» ERPS EAPS Ring Configuration
EAPS Ring ID 1 v‘

B Pred

[Create Status Mot Created
© ERPS Domain Mode Nome ]

lPrimary Port ]

©ERPS Ring
lsecondary Port ~ |

© ERPS Information [Control VLAN 0

> EAPS Protected VLANS Format: 2,46

Hello Time Interval s

 EAPS Ring

Fail Time s

ool —

B EAPS Information [Data Span isable V'

[Extreme Interoperability Encble v

Enable Status Disable v

Refresh Apply Delete Help
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11.7.8 EAPS Information (MHcopmauusa o pabote npotokona EAPS)

STSTER FORT VLAH SECUEITY  MULTICAST Im‘ ADVARCED TOOLS
|

. MSTP RING->EAPS->EAPS Information

» ERPS EAPS Ring Information

D[]

Refresh! Help
® ERPS Domain

B ERPS Ring

© ERPS Information
> EAPS

9 EAPS Ring

8 EAPS Information

Ha paHHom cTtpanuue WEB wuHTepderica npeactasneHbl obuue
cBefgeHus o pabote npotokona EAPS.

MHdopmauus npeactaBneHa TOMbKO ANS YTEHUS U HE MOXeT ObITb
M3MeHeHa Ha 3ToM cTpaHuue. YTobbl OGHOBWUTL WMHAOPMALMIO HAXMUTE
kHonkKy Refresh.

11.8 ADVANCED (PacwuvpeHHble HaCTPOMKHN)

11.8.1 QoS Apply (HacTtpomnka npuoputeToB Tpadmka Ans nopToB)

Ha aTon cTpaHuue HaxogsaTca OCHOBHble HacTpoukm QoS. Bbl
MoxeTe BblbpaTb nopt, 3atem QoS pexum (QOS Type) ana Hero (BKN/BbIKI)
n npuoputet Tpacduka (User Priority). Mo ymonyaHnio QOS OTKMOYEH Ha
BCEX nopTtax a npuoputeT Tpaduka Hyrnesomu.

lMocne BHeceHUs1 U3MEHEHUI B HACTPOWKU, HaXmuTe KHomky Apply

(MpuHATB).
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wom | ron | s | v | ums | s | e oo | oo [ mes

QoS Configuration ADVANCED->QoS Configuration->QoS Apply

QoS Apply QoS Apply Configuration

8Qos Schedule [Selected Port(s)

lQes Type C05-based V|
[policy 1D 0 [(1-256)
ser Priority 0 v
[Refresh [“Apply | [ Help |
[select All Port QoS Type Policy 1D User Priority

a 1 COs-based )
a 2 COS-based 0
d 3 COS-based )
a 4 COs-based )
a B COs-based )
] 6 COS-based 0
] 7 COS-based o
O 8 COS-based o
] 9 COS-based o
O 10 COS-based 0
O 11 COS-based [
O 12 COS-based [
] 13 COS-based [
] 14 COS-based 0
a 15 COS-based [
m] 16 COS-based [
] 17 COS-based 0
] 18 COS-based 0
a 19 COs-based [

11.8.2 QoS Schedule Configuration (HacTtpowka pacnucaHus

npumeHeHus Qo0S)

Ha 9aTtom cTpaHuue npeactaBneHa Tabnuvua
npuopuTesauny no3sonsoLas rmbko HacTpameaTh NopThI.
lMocne BHeceHUs U3MEHEHUI B HACTPOWKU, HaXmuTe KHomky Apply

(MpuHATB).

HacTpoek

QoS

= Qus Apehy Qe Sehedule Canfigur
= qos Sehedute
Tz )
0 ) e
3 S ST
0 T et
ant ot queue 0| weight of ot quese 3 o e tora ot of quee &

1 z ] [ 0 ) =

f z s ® m = &

i a ] s i F &

f z f o m = o

f z 3 o s = o

T ] ] 0 i 5 =

T 3 0 m = =

T z : ® m = -

T 7 ] 0 0 3 &
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11.9 LAYERS3 (HacTtpo#uku 3-ro ypoBHs)

11.9.1 VLAN Interface (Hactpomka VLAN uHTepcpeica)

Ha oaton cTpaHuue HaxogaTcss OCHOBHble HacTpouku VLAN
UHTepdenca. Bol moxeTe HacTpouTb IP agpec uHTepdgenca, yganutb IP
agpec n nocmoTpeTb nHdopmaumio o VLAN uHtepdence.

Mo ymonuaHuio komMmmyTaTop MMeeT uMHTepdenc vlanl, koTopbii He
MOXeT ObiTb yaaneH. [Ana VLAN moxeT ObiTb CKOHUrypupoBaH TONbKO
OLMH UHTepdelc.

SYSTEM PORT PoE VLAN ‘m‘ SECURTTY DHCP MULTICAST RINC ADVANCED ToOLS.

1P Basic LAYER 3->IF Basic->VLAN Interface

VLAN Interface VLAN Interface

@ ARP Configuration LAN ID | ‘
P Address / Subnet Prefix | [ (format: 152.168.0.1/24)

© Static Routes

|attention: Please configure carefully. If WEB connection is interrupted after the configuration, please try establish a new connection with the new IP Address.

© Routing Table

Refresh| [ Apply Help
RIP Configuration

0SPF ‘ VLAN 1D | 1P Address / Subnet Prefix | MAC Address | Operation ‘
[ 1 [ 192.168.0 1124 [ 0262.4413.3263 | Delets |

VRRP Configuration

11.9.2 ARP Configuration (HacTtpoika npoTtokona u Tabnuua ARP)

CtpaHuua HacTpoek  ARP npegoctaensger BO3MOXHOCTb
oTobpaxaTtb BCclo Tabnuuy ARP kommyTaTopa, meHsTb Static ARP, yganatb
ARP, meHaTb Dynamic ARP Ha Static ARP.

Mpu HacTpovike static ARP Heobxogumo ykasatb IP agpec u MAC
agpec. MAC apgpec gomkeH ObiTb Tuna unicast. NMocne 3Toro HaxmuTte
KHOMKY Apply (npvHATh). Ons yganeHus MCnonb3ynWTe COOTBETCTBYHOLLYIO

kHonky Delete (YaanuTe) B Tabnuue.
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SYSTRM | PORT

1P Basic

S VLAN Interface

PoE vLAN m SECURITY DHCP MULTICAST RING ADVANCED ToOLS

LAYER 3->1IP Basic->ARP Configuration

ARP Configuration

9 ARP C

° Static Routes

P Address | |
AC Address | | (format: HHHH.HHHH.HHHH)
8 Routing Table Refresh, Apply Help
RIP Configuration [ Item [ 1P Address Mac Address [ Type | Operation |
[ 1 19216805 | I08d5c fcbaTle | Dynamic | Delete |

OSPF C

VRRP Configuration

11.9.3 Static Route Configuration (HacTtpowka mapwpyTtu3saumm Static

Route)

Bbl MoxeTe gobaBnaTh M ygansTb 3anvcyu MaplpyTtusauum Static
Route ¢ nomouiblo HacTpoek Ha aTtoun cTpaHuue WEB-uHTepdenca. [llo
YMOMYaHMI0 KOMMYTATOp HE MMEEeT Kakux-nubo 3anucen mapLipyTtusaumm.
YT106bl HaAcCTpPOMTb MapLIpyTM3auuMilo MO YMONYaHUI0 HeobxoamMmo agpec
HasHaueHus/subnet prefix B dpopmarte 0.0.0.0 / 0 3anuck B Tabnuuy.
[Nocne BHECEHUA M3MEHEHWI B HACTPOWMKW, HaXMUTE KHonKy Apply

(MpUHATB).

S VLAN Interface

© ARP Configuration
© Static Routes

© Routing Table

RIP Configuration

Pok vLan m SBCIRITY bacP | MmLTICAST RING avavceD | TooLs

LAYER 3->IP Basic->Static Routes

Static Routes Configuration

| (format: 10.1.1.0/24)

[rarget Address/Subnet perfix

ext Hop | |

fattention: please use 0.0.0.0/0 to set default router.

Refresh] [ Apply Help

Item Target Address/Subnet perfix Next Hop State Operation

OSPF C

VRRP Configuration
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11.9.4 Routing Table (Tabnuua MmapLupyTusaumumn)

Ha aton ctpaHuue WEB-nHTepdelica Bbl MOXeTe npocmaTpuBaTh
MHGOPMaLMIO O NPOM3BEAEHHbBIX HACTpovkax B Tabnvue MapLuipytusauuu.
HacTpoviku no3BonsaT BbIBOAUTE B Tabnuvuy MHAOPMAaLMIO MO PasfiuyHbIM
npusHakam Route State (no crtatycy) u Route Type (no Tuny)
MapLupyTusauum, BbIGOp OCyLLECTBSETCS Yepes BbinagatLlee MeHHo.

Ona oTobGpaxeHua HyXHOMW wWHpopmaumm B Tabnuue HaxmuTe
kHonky Display (oTo6pasuTb).

SYSTEM PORT PoE VLAN SECURITY DHCP MULTICAST RING ADVANCED TOOLS

IP Basic LAYER 3->IP Basic->Routing Table

°VLAN Interface Route Display Conditions

aARP C : Route State All | (All includes Active and Inactive)

Route Type | | (Al includes Connected, Static, RIP and OSPF etc.)

© Static Routes

@ Routing Table Display Help

RIP Configuration Routing Table Information

Codes: K - kernel,

OSPF Configuration 0 - OSPF,

C - connected, S5 - static, R - RIF, B - BGE
nal type 2
VRRP Configuration
a - IS-IS inter area

11.9.5 RIP Configuration (Hactpownka mapwpyTtusauum RIP)

Ha aton ctpaHnue WEB-uHTepdenca npencraBneHsl HacTPOWKU
npoTokona mappyTtusauuun RIP. [1na BKNIOYEHUS UMW OTKNIOYEHUST PYHKLMK
cnegyet BblbpaTh (Enable/Disable). YTobbl HacTpouTb MapLUpyTU3aLumio
Heobxoammo nHdopmMaumio o cetn Network 3anvucb B Tabnuuy B copmaTte
A.B.C.D/ M (Hanpumep 2.0.0.0 / 24).

lMocne BHeCEHWs U3MEHEHWU B HACTPOWKWU, HaXMuUTe KHOMKy Apply
(NpUHATB).
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SYSTEM PORT PoE VLAN m SECURITY DHCP MULTICAST RING ADVANCED TO0LS

IP Basic LAYER 3->RIP Configuration->RIP Configuration
RIP Configuration RIP Configuration
BRIP C RIP State [Diseble V|

INetwork | |(Format: A.B.C.D/M, as 2.0.0.0/24)
“RIP Interface
5 RIP Route Refresh] [ Apply | [ Help |
OSPF Configuration Network | Operation

VRRP Configuration

11.9.6 RIP Interface Information (UHTepcpenc RIP)

SYSTEM PORT FoE VLAN ﬁ SECURITY DHECP MULTICAST RING ADVANCED TOOLS
> 1P Basic LAYER 3->RIP Configuration->RIP Interface
RIP Configuration RIP Interface Information

P RIP Configuration .
Refresh| | Help

“RIP Interface
O RIP Route
OSPF Configuration

VRRP Configuration

Ha paHHom cTtpanHuue WEB wuHTepderica npeactaBneHbl obuue
cBefeHus 06 nHtepgeice RIP.

MHdopMaumsa npegcrasneHa TOMbKO AN1A YTEHUS U HE MOXET ObITb
n3meHeHa. Ytobbl 06HOBUTL UHPOPMaLMIO HaXXMUTE KHOMNKy Refresh.
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11.9.7 RIP Route Information (MH¢popmaumsa o mapwpyTtusauum RIP)

SYSTEM PORT PoR vian  ERELC BN SBCORITY DHCP MULTICAST RING ADVANCED TooLS

IP Basic LAYER 3-=RIP Configuration-=RIP Route

RIP Configuration RIP Route Information

“RIP Configuration R -
efres elp

9 RIP Interface
9 RIP Route
OSPF Configuration

VRRP Configuration

Ha paHHOM cTpaHuue WEB uvHTepdenica npeactasrieHbl obuine
cBeeHus 0 HacTpovikax mapwpytusauum RIP.
VHdopmaLuma npeactaBneHa ToMnbko Afis YTEHUS U HE MOXET ObiTb

n3meHeHa. Ytobbl 06HOBUTL MHpOpMaLMIO HaXxXMnTe KHOMKy Refresh.

11.9.8 OSPF Configuration (HacTponka mapwpytusaumm OSPF)

Ha aton ctpaHuue WEB-uHTepdeinca npeacTtaBneHbl HaCTPOWMKM
npoTokona AuHamudeckon MapupyTtusaumm OSPF. [ns BkrAYeHUs unu
oTKNtoveHus yHkumm cnegyet Bbibpate OSPF ID (0-65535), ganee
BKMOUNTL/BbIKMOUNTL (Enable/Disable). YTobbl HaCTpOMTL MapLUpyTM3aLmMio
Heobxoommo uHdopmaumio o cetn Network 3anucek B Tabnuuy B dhopmarte
AB.C.D / M (Hanpumep 2.0.0.0 / 24), Area ID (0-4294967295 unu IP
Address).

lMocne BHeCEHWs U3MEHEHWU B HACTPOWKWU, HaXMuUTe KHOMKy Apply

(NpUHATB).
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SYSTEM PORT PoE VLAN m SECURITY DHCP MULTICAST RING ADVANCED ToOLS

1P Basic

LAYER 3-=0SPF Configuration->0SPF Configuration

RIP Configuration

OSPF Configuration

OSPF Configuration JOSPF ID 0 |(0-65535)
_ |OSPF State Disable V|
9 OSPF C
etwork ](Format: A.B.C.D/M, as 2.0.0.0/24)

7 OSPF Interface laera ID (0-4294967295 or 1P address)

 OSPR Neighber [Refes [Appy] [Fep]

@ OSPF LSA

OSPF ID Network | Area ID Operation

“ OSPF Route

VRRP Configuration
11.9.9 OSPF Interface Information (UHTepdenc OSPF)

SYSTEM PORT PoE VLAN ﬁ SECURITY DECP MULTICAST RING ADVANCED TOOLS

" IP Basic LAYER 3-=RIP Configuration-=RIP Interface

RIP Configuration

RIP Interface Information

“RIP Configuration

Refresh| Help
“RIP Interface

9 RIP Route
" OSPF Configuration

VRRP Configuration

Ha paHHom cTtpanHuue WEB wuHTepderica npeactaBneHbl obuue
cBefeHus o6 nHtepgence OSPF.

MHdopMaumnsa npeacrasneHa TONMbKO AN1A YTEHUS U HE MOXET ObITb
n3meHeHa. Ytobbl 06HOBUTE UHPOPpMaLMIO HaxXMuTe KHonKy Refresh.
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11.9.10 OSPF Neighbor Information (MHdopmanusa o OSPF Neighbor)

SYSTEM PORT PoE VLAN m SECURITY DHCP MOLTICAST RING ADVANCED TOOLS

IP Basic LAYER 3->0SPF Configuration->0SPF Neighbor

RIP Configuration OSPF Neighbor Information

OSPF Configuration Refresh Hel
2 OSPF Configuration i
5 OSPF Interface

2 OSPF Neighbor

9 OSPF LSA

“ OSPF Route

VRRP Configuration

Ha paHHOM cTpaHuue WEB uvHTepdenica npeactasrieHbl obuine
csegeHus 06 OSPF Neighbor.

MHdopmauus npeactaBneHa TOMbKO ANS YTEHUS U HE MOXeT ObITb
nameHeHa. Ytobbl 06HOBUTL UHPOPMaLMIO HaxMuTe KHonky Refresh.

11.9.11 OSPF LSA Information (MHcopmaumusa o OSPF LSA)

SYSTEM PORT PoE VLAN SECURITY DHCP MULTICAST RING ADVANCED ToOLS
1P Basic LAYER 3->O0SPF Configuration->OSPF LSA

RIP Configuration OSPF LSA Information

OSPF Configuration
Refresh Help
“ OSPF Configuration
@ OSPF Interface
 OSPF Neighbor
© OSPF LSA
“ OSPF Route

VRRP Configuration

Ha paHHOM cTpaHuue WEB wvHTepdenica npeactaBneHbl obuime
cBefeHus 06 OSPF LSA (link-state advertisement).

MHdopMaumsa npeacrasneHa TOMbKO AN1A YTEHUS U HE MOXET ObITb
n3meHeHa. Ytobbl 06HOBUTE UHPOPpMaLMIO HaxXMuTe KHonKy Refresh.
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11.9.12 OSPF Route Information (MHchopmMauma o mapipyTusaumm
OSPF)

SYSTEM PORT PoE VLAN

DHCP MULTICAST RING ADVANCED TOOLS

1P Basic LAYER 3->OSPF Configuration->0SPF Route

RIP Configuration OSPF Route Information

OSPF Configuration
Refresh Help
9 OSPF Configuration

5 OSPF Interface
= OSPF Neighbor
© OSPF LSA

© OSPF Route

VRRP Configuration

Ha paHHOM cTpaHuue WEB uvHTepdenica npeactasrieHbl obuine
cBeeHus 0 HacTpovikax mapwpytusauun OSPF.

WHdopMaLumsa npeacraBneHa TOMbKO AN YTEHUS U HE MOXET ObITb
n3meHeHa. Ytobbl 06HOBUTL MHpOpMaLMIO HaXxXMnTe KHOMKy Refresh.

11.9.13 VRRP Configuration (Hactponka mapwpyTtusauumn VRRP)

Ha aton ctpaHuue WEB-uHTepdenca npencraBneHsl HacTPOWKU
npoTokorna BUpTyansHon MapwpyTtusaumm VRRP:
- Virtual Router ID — HoMep BUPTyanbHOro poyTepa;
- Virtual Interface — BupTyanbHbI UHTEpPdENC;
- Virtual IP Address - BupTyanbHbii IP agpec;
- Priority — npuoputusaums (1-255);
- Advertisement Interval — nHTepBan BpeMeHu aHoHcupoBaHus (1-10c);
- Preempt Mode — pexxum ynpexaeHusi (Enable/Disable);
- Authentication — ayteHTudMKauns (BKN/BbIKM);
- Simple Password — napone;
- Virtual Router State — CtaTyc BupTyanbHoro poytepa (Enable/Disable)

lMocne BHeceHUs1 U3MEHEHUI B HACTPOWKU, HaXmute KHomky Apply
(MpuHATB).
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SYSTEM PORT PoE VLAN m SECURITY DHCP MULTICAST RING ADVANCED ToOLS

1P Basic LAYER 3->VRRP Configuration-=VRRP Configuration

RIP Configuration VRRP Configuration

OSPF Ci irtual Router 1D 1 M
B & irtual Interface none v/
irtual 1P Address [Jowner
B VRRP Configuration lpriority 00 (1-255)
aVRRP |ladvertisement Interval 1 (1-10s)
[Preempt Mode Enable v\
Authentication none M

[simple Password l

irtual Router State Disable V|

Ittention: Please confiqure carefully. If WEB is ot after the a

please wait a while then refresh or try establish a new connection with the new IP Address.

[Refresh| [‘Apply | [Delete | [ Help |

11.9.14 VRRP Information (MHcpopmauua o VRRP)

SYSTEM PORT PoE VLAN ﬁ SECURITY DHCP MULTICAST RING ADVANCED TOOLS
* IP Basic LAYER 3->VRRP Configuration->VRRP Information
* RIP Configuration VRRP Information

* OSPF Configuration

Refresh| Help_|

* VRRP Configuration
©VRRP Configuration

® VRRP Information

Ha paHHolM cTpaHuue WEB uHTepdeinica npeacTaBreHbl obuine
CBe[leHNA 0 HacTporikax NPOToKora BUpTyansHon MapwpyTtunsaumm VRRP.
MHdopmaums npeactaBneHa TofbKo ASis YTEHMS U HE MOXET ObiTb

n3meHeHa. Ytobbl 06HOBUTL MHPOPMaLMIO HaXXMUTE KHOMKyY Refresh.
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11.10 DHCP (HacTtpouku npotokona DHCP)

11.10.1 DHCP Client (HacTtponka knueHTa DHCP)

Ha aTton cTpaHuue HaxogAaTcst OCHOBHbIE HACTpoKkK kKnneHta DHCP
(MpoToKkona aBTOMaTMYECKOro HasHayeHus |IP-agpeca knveHTy). Bbl MoxeTe
BblOpaTb VLAN uHTepdenc n BkMUMTb unu otkniountb (Enable/Disable)
dyHKumio DHCP.

lMocne BHECEHWs UBMEHEHWU B HACTPOWKWU, HaXXMUTe KHOMKy Apply
(NpuHATB).

SYSTEM PORT PoB VLAN LAYER 3 SECURITY MOLTICAST RING ADVANCED TOOLS

© DHCP Client DHCP->DHCP Client

® DHCP Relay DHCP Client Configuration

DHCP Server nterface | viant v/
[Enable/Disable Disable V|

DHCP Snooping
Refresh) Apply Renew Releasg Help

[ DHCP Client Information ‘

11.10.2 DHCP Relay (HacTtpouka DHCP Relay)

Ha aToi cTpaHuLe HaxoaaTca OCHOBHbIE HACTPOWKK ¢hyHkyuu DHCP
Relay (npegoctaBneHne DHCP-cepBepy AaHHbIX O MOSly4EHHOM 3anpoce).
Bbl mMoxeTe BblOpaTtb VLAN uWHTepdelnc u BKAOUUTL WU  OTKMYUTb
(Enable/Disable) dyHkunio DHCP Relay. Maser DHCP Server IP, Backup
DHCP Server IP - IP agpeca DHCP cepsepos.

lMocne BHeCEHWs U3MEHEHWU B HACTPOWKWU, HaXMuUTe KHOMKy Apply

(MpuHATB).
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SYSTEM PORT PoE VLAN LAYER 3 SECURITY “ MULTICAST RING ADVANCED TOOLS
© DHCP Client DHCP->DHCP Relay
© DHCP Relay DHCP Relay Configuration
DHCP Server finterface vlanl V|
[Enable/Disable Disable V|
DHCP Snooping
[Master DHCP Server IP |
[Backup DHCP Server IP |
_Refresh Apply Help
DHCP Relay Information
11.10.3 DHCP Global Interface (UHTepcenc DHCP)
SYSTEM PORT PoE VLAN LAYER 3 SECURITY E MULTICAST RING ADYANCED TOOLS
8 DHCP Client DHCP-5>DHCP Server->Global & Interface
© DHEP Relay [ DHEP Server Global Configuration |
> DHCP Server |global DHCP Server [Disable ] |

gokealsinriate DHCP Server Interface Configuration
2 Address Pool interface | viant v|
o Address DHCP Listen | Disable v|
* DHCP Snooping
DHCP Server Information
DECE server: Disable
DECE server listen interface:

Ha paHHom cTtpanHuue WEB wuHTepderica npeactaBneHbl obuue
HacTpounkn DHCP cepsepa.

- DHCP Server - BkntounTb / oTkntountb (Enable/Disable);

- Interface — BbIGop VLAN;

- DHCP Listen — pexwum Bkntountb / oTkmioumTb (Enable/Disable);
[Mocrne BHeECEHUS W3MEHEeHUW B HaCTPOMKM,

Haxmute KHOMKy Apply

(NpUHATB).
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11.10.4 Address Pool (Hactpoiika nyna IP agpecoB DHCP)

SYSTEM PORT PoE VLAN LAYER 3 SECURITY MULTICAST RING ADVANCED TOOLS

© DHCP Client DHCP->DHCP Server->Address Pool

© DHCP Relay ] Create Address Pool ‘

DHCP Server [address Pool Name | Create |

a
Global & Interface Address Pool Configuration

o Address Pool laddress Pool Name 2
lsddress Range Jstart:] | End;|
[Subnet Mask

@ Address Information

PHEE: Srsoping IDefault Router |

DNS Server aster:| | Backup;| |

lLease Time 0 days [0 fHours [0 |Minutes

e [Start:| Add Exclude
[xdudeaddrcss End: Del Exculde

[Option 82 Circuit ID

Refresh! Apply Delete Help

Address Pool Information

Ha oaToi cTpaHuue HaxogaTcss OCHOBHbIE HacTponku nyna |IP
agpecos DHCP.

- Address Pool Name — umsi cosgaBaemMoro nyna;

- Address Range — gnanasoH nyna IP agpecos (Start, End);

- Subnet Mask — macka noaceTy;

- Default Router — PoyTtep no ymon4yaHuto;

- DNS Server — DNS cepsepbl (Maser, Backup);

- Lease Time — Bpemsi apeHabl I[P agpecos;

- Exclude Address - IP agpeca ncknoyeHus;

- Option82 Circuit ID — pobaBneHue noeHTUUKaLNOHHOM NHOPMaL MK

Mocne BHeCEHMS W3MEHEHWMI B HACTPOMKM, Haxmute KHonky Apply

(MpUHATB).

11.10.5 Address Information (MHdopmaums o IP agpecax DHCP)

Ha paHHom cTpaHnue WEB wHTepdeiica npeactaBneHa obuias
uHdopmauumsa o IP agpecax DHCP cepsepa.
VHdopmaLuma npeactaBneHa TofbKo Afis YTEHMS U HE MOXET ObiTb

n3meHeHa. Ytobbl 06HOBUTL MHPOPMaLMIO HaXXMUTE KHOMKyY Refresh.
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SYSTEM PORT PoE VLAN LAYER 3 SECURITY n MULTICAST RING ADVANCED TOOLS

© DHCP Client DHCP->DHCP Server->Address Information
© DHCP Relay
DHCP Server Address Information
DHCP Server
i A ol Nam ease
8 Global & Interface 183 MAC State Po Name Lea
paddeEss ool Refresh) 'Help

@ Address Information

DHCP Snooping

11.10.6 DHCP Snooping Configuration (OcHoBHble HacTpoiku DHCP
Snooping)

SYSTEM PORT PoR VLAN LAYER 3 SECURITY ﬁ MULTICAST RING ADVANCED TOOLS

© DHCP Client DHCP->DHCP Snooping->Global Configuration

© DHCP Relay DHCP Snooping Global Configuration
DHCP Server Global DHCP Snooping Disable v
DHCP Server Port 1 o
DHCP Snooping
DHCP Server Port 2 v
o Global Configuration DHCP Server Port 3 ~
~
Ot & DHCP Server Port 4

B Binding Table Refresh Apply Help

Ha paHHolM cTpaHuue WEB uvHTepdperica npeactaBneHbl obuine
HacTponkn dyHkuum DHCP Snooping (nossonseT oTtbpackiBaTb Tpaduk
DHCP onpeeneHHbIn Kak HENPUEMNUMbIN, onokupyet
HecaHKunoHupoBaHHble DHCP-cepBepsl, npeanaratowme IP-agpeca DHCP-
KnueHTam).

- Global DHCP Snooping - BkntounTb / oTkniounTb (Enable/Disable);
- DHCP Server Port 1...4 — noptbl 1...4 DHCP cepBepa
lMocne BHeCEHWS MW3MEHEHUn B HACTPOWKW, HaxMmuTe KHomky Apply

(NpUHATB).
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11.10.7 DHCP Snooping Interface Configuration (HacTpouku

mHTepdenca DHCP Snooping)

SYSTEM PORT PoE VLAN LAYER 3 SECURITY n MULTICAST RING ADVANCED

© DHCP Client DHCP->DHCP Snooping->Interface Configuration

© DHCP Relay DHCP Snooping Interface Configuration
DHCP Server [Selected Port(s)

DHCP Snooping

5 Global Configuration

IDHCP Snooping

Disable V|

[Option 82

Disable V|

[option 82 Circuit ID

. -
Interface Configuration Refresh Apply Help

= Binding Table

[Iselect All Port DHCP Snooping Option 82 Option 82 Circuit ID
] Disable Disable
0 2 Disable Disable
O 3 Disable Disable
O 4 Disable Disable
] 5 Disable Disable
0 6 Disable Disable
] 7 Disable Disable
[m] 8 Disable Disable

Ha panHon ctpaHuue WEB wnHTepdenca npeacraBneHbl HaCTPOWMKK
DHCP Snooping, kOTOpble MO3BOMSAIOT BKMNOYATb UMM OTKMHOYaTh PYHKUUIO
Ha oOTAenbHbIX MOpTax KoMMyTatopa, Y4uTbiBas WKW He Yy4uTbiBas
pobaeneHve ngeHTudrkaumoHHon nHpopmauum (Option82 Circuit ID).

lMocne BHeCEHWs U3MEHEHW B HaCTPOWKWU, HaKMuTe KHOMNKy Apply
(MpuHATB).

11.10.8 DHCP Snooping Binding Table (Tabnuua npuBA3Kku agpecoB)

SYSTEM PORT PoE VLAN LAYER 3 SECURITY m MULTICAST RING ADVANCED TOOLS
© DHCP Client DHCP->DHCP Snooping->Binding Table
“ DHCP Relay.
DHCP Snooping Binding Table Information
DHCP Server

[DECE Snooping is globally disabled

DHCP Snooping

8 Global Configuration Refresh Help

9 Interface Configuration

5 Binding Table

Ha paHHown cTpaHunue WEB nHTepdenica npegcraeneHa tabnuua c
uHdopmauven noctosHHon npmeAskm MAC wn [P agpecos. Tabnuvua
npuBa3KKM noMmoraeT nsbexartb aTakm ¢ UCNonb3oBaHMeM uctoweHna DHCP.

VHdopmaLuma npeactaBneHa TofbKo Afis YTEHUS U HE MOXET ObITb
n3meHeHa. Ytobbl 06HOBUTL MHPOPMaLMIO HaXXMUTE KHOMKyY Refresh.
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11.11 SYSTEM TOOLS (YnpaBneHue cucteMomn)

11.11.1 Save Configuration (CoxpaHeHue KOHcurypaumm)

Ha aToi cTpaHuue oTobpaxaeTcs Tekylas KoHurypauuss HacTpoek
kKommyTaTopa. KHonmka Save (coxpaHuTb) MO3BONUT COXPaHWUTb TEKYLLYHO
KOHMrypauuio kommyTtaTopa B namsaTb KOMMyTaTopa.

Mockonbky 3anuck canna TpebyeT yaaneHus/3anncn Ha FLASH
namsaTb KOMMYyTaTopa, onepaums MoOXeT 3aHATb HEKOTOpPOe BpeMs.

Ana mozo 4mobbl meKywas KoHgbuaypauyus coxpaHusiach rocre
rnepesarnycka KoMMymamopa reped 3akpbimuem 3mol CmpaHuubl MeH
0bs13amesibHO HaXxMume KHOIMKY Save (coxpaHuma).

SYSTER PORT VLAN SECURITY = MULTICAST RING ADVARCED }m
|

2 Save Configuration TOOLS->Save Configuration
o Backup Configuration Save

Click the Save button to save the system current configurations into cenfiguration file.

o Restore Configuration Help

7 Upgrade The system current configurations:

° Factory Reboot |

username admin password admin privilege
o System Reboot |
spanning-tree mst configuration
!

interface vlanl
ip address 192.168.0.1/24
!

interface gel/1
i‘nterface gelj2
i‘nterface gel/3
i‘nter‘face gel/4
i‘nter‘face gel/s
i‘nter‘face gel/6
i‘nter‘face gel/7
!

interface gel/8
|

11.11.2 Backup Configuration file (CoxpaHeHue channa ¢ HacTponkamm)

CrapToBas koHcurypauus npegcrasnset coboi cdann, 3anMcaHHbIN
Bo FLASH namatu kommyTtaTopa. Korga koMmmyTaTtop 3anyckaetcd U He
HaxoOuT 3anucaHHbli paHee dann koHdurypauunm Bo FLASH namaty,

YCTPOWCTBO MCMNOMb3YyeT dhanin ¢ HacTporkamu rno ymonyanuio (default).
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KHonka Backup (konupoBaHue) WCMNOMb3yeTcs [AMfs CKauMBaHWs
KOH(purypaumoHHoro darna Ha MK ns namatm kommytatopa. B guanorosom
okHe Bblbepute SAVE (coxpaHuTb), a 3aTem NyTb K kaTtanory ¢ dannamu

KoHurypaumu. Mo ymonuaHuio nms ganna switch.cfg

]

SESTEN FORT VLAH SECURITY  MULTICAST RING ADVARCED

8 Save Configuration TOOLS->»Backup Configuration

@ Backup Configuration Backup

Click the Backup button to download the configuration file into PC. And file extension should be .cfg

o Restore Configuration Help

© Upgrade The startup configurations:

9 Factory Reboot

o System Reboot

11.11.3 Restore Configuration file (3arpy3ka danna c HacTponkamm)

SYSTEM PORT VLAH SECURLTY MILTICAST RING ADVARCED ﬁ

o Save Configuration TOOLS->Restore Configuration
o Backup Configuration Click the View button to Select a configuration file, the postfix of file must be *.cfg.
And then click the Restore button toe restore the configuration file. Restore
8 Restore Configuration
View Help
@ Upgrade —
Attention:
“ Factory Reboot 1. Tf the file restore happens, do not restart switch, cut off power or do anything else with the Web page.
2. If operation fail, to re-restore configuration file before restart the switch.
o System Reboot 3. To put the new configuration into effect, restart the switch.
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Ha osTtow cTpaHuue npeactaBnsgeTca AOCTYyN K 3arpys3ke paHee
CO3AaHHbIX (hannos KOHMUrypauumn B namsaTbe KOMMyTaTopa.

HaxmuTe kHonky Browse unu View (nyTb), 4ToBbl BbIGpaTh HY>XHbIN
dann ¢ koHdurypaumenn Ha T[K. 3arem HaxmuTe KHOMKy Restore
(3arpysuTb). ®ann gomkeH nMeTb pacwmperue: .cfg

BHumaHue!

Bo Bpems 3arpy3km davina KoHdurypauuum B namMsiTb KOMMyTaTopa He
nepexoaute Ha gpyrue ctpaHuubl WEB-nHTepdelica, He nepesarpyxante u
He OTKNYanTe KOMMYyTaTtop, WHaye HacTpomkm OyayT 3anucaHbl C

owmbKamu, 4YTO MOXeET NnoBreYyb 3a cobon cbon B paboTe KoOMmyTaTopa.

11.11.4 Software Upgrade file (O6HoBneHue ¢arina npoLumnBKn)

SYSTER PORT VLAN SECURITY = MULTICAST RIFG ool wos |

© Save Configuration TOOLS->Upgrade
= Backup Configuration Click the View button to Select a upgrade file, the postfix of file must be *.tar.gz. And then click the Upgrade button to upgrade. Upgrade

© Restore Configuration View Help

O Uiz Attention:

1. If the file restore happens, do not restart switch, cut off power or do anything else with the Web page to avoid system crashes.
2. If operation fail, to re-upgrade before restart the switch.

3. Upgrade take effect when you restart the switch.

© Factory Reboot

@ System Reboot

Ha aTton ctpaHuue WEB wnHTepdeinica npencraBneHa BO3MOXHOCTb
06HOBUTL (harn NPOLUMBKX KOMMYyTaTopa.

Haxmute kHonky Browse unu View (nyTb), 4ToObl BbIGpaTh HYXXHbIN
davin obHosneHns Ha K. 3atem HaxmuTe kHOMKy Upgrade (06HOBUTBL).

dann AomkeH MeTb paclumpeHue: . img.
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BHumaHue!

Bo Bpemsi 3arpy3ks dpanna o6GHOBReHMS B namsTb KOMMyTatopa He
nepexoaute Ha gpyrue ctpaHuubl WEB-nHTepdelica, He nepesarpyxante u
He OTKIloYanTe KOMMYTaTop, UHa4ye 3anMcb Npou3onaeT ¢ owmnbkamu, 4To

MOXET noBreyb 3a cobor NoBpexaeHne CUCTEMbI.
11.11.5 Factory Reboot (BoccTtaHOBNeHMe 3aBOACKMX HAaCTPOEK)

SYSTEM FORT VLAH SECURITY | MULTICAST RING il mas |

= Save Configuration TOOLS->Factory Reboot

© Backup Configuration Factory Reboot
Click the Factery Reboot button to remove startup configuration file and then reboot the switch,
© Restore Configuration Help

© Upgrade Attention:
1. If operation is done and the switch is rebooting, you should use the default IP address, default username and password to log in
2. Connection between PC and switch will break off while switch is rebooting.

© System Reboot

Ha paHHom cTpaHuue WEB wuHTepdbenica npencraeneHa
BO3MOXHOCTb BOCCTAHOBUTb 3aBOACKME HACTPOWMKM KOMMYyTaTopa. [ns atoro
HaxmuTe KHonky Factory Reboot (3aBoackue HacTponku). B nossusLuemcs
OManoroBoM OKHe NoAaTBepauTe cBoe aencTteue kHomnkon OK unm oTMeHuTe
ero ¢ nomoLupbto kHonkn Cancel (oTmeHa).

Mocne 3arpy3kM 3aBOACKMX HACTPOeK B NaMsiTb, MpousonaeT
aBToOMaTU4eckas nepesarpyska KoMMmyTartopa, N3MeHEeHNs
aktyanuaupytotca. B mom 4ducne 6ydym eoccmaHoesneHbl 3asodckol |IP
adpec u naposnb, Komopsbie criedyem ucronb3oeams 0 rocredyrou,e2o

exo0a e WEB uHmepelic kommymamopa.
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11.11.6 System reboot (lMepe3arpy3ka kommyTaTopa)

Ha paHHou ctpaHuue WEB uHTepcdperica npegocrasnseTca 4OCTyn K
nepesarpyske KOMMyTaTopa C COXpaHeHMeM TeKyLMxX HacTpoek. [na atoro
HaxXmuTe KHonky Reboot (nepesarpyska). B nosiBmBLIEMCA AManNoroBoOM OKHe
noaTeepanTe ceoe genctene kHomkon OK unm OTMEHUTE ero C NoMOLLbH

kHonku Cancel (oTmeHa).

S¥STEM FORT VLN SECURITY = MULTICAST RING ADVARCED ‘m‘
@ Save Configuration TOOLS-=System Reboot
o q
e D EEuE Click the Reboot button to reboot the switch. FiEILL

o Restore Configuration If you want the system to maintain current configuration, please save before rebooting. Help

7 Upgrade Attention: Connection between PC and switch will break off while switch is rebooting.

2 Factory Reboot

Mepen Tem kak HayaTb nepesarpysky ybeauTecb, UTO TeKylume
HaCTPOWMKM KOMMYyTaTopa coxpaHeHbl (cm. n. 11.9.1).

[o oOkoHuaHuMa npouecca nepesarpyskm KommyTatop Oyaer
He[OoCTyMeH.
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12. NameHeHue IP agpeca kommyTaTopa

® System Information

= 1P Address
" User Management

® Seral Information

# SNTP Configuration

 SNMP Community
= SNMP TRAP

Loy

[Ramin VAN
P Address
(Subet Mask
Gateway

IAC Address
jttention: Please cont

[nsa naveHeHus IP agpeca koMmMyTaTopa:

SYSTEM

BeinonHute Bxog B WEB uHTepdenc kommyTtaTopa no n3BecTHOMY
3apaHee |P agpecy;

Bonigute B pasgen meHw System > IP Address (Hactpowka IP
agpeca);

BBeaguTe HoBbIM IP agpec B none (1) IP Address (agpec QormkeH
ObITb YHUKanbHbIM M HE [OIPKEeH MoBTOPATbCA). Huke ykaxuTe
mMacky nogcetn (Subnet Mask). Ewe Huxe agpec wnto3a (Gateway)
(ecnn TpebyeTcs);

Haxxmute KkHomky (2) Apply (npuHsms), cmapsbili IP  adpec
aemomamuyecku nepecmaHem delicmeoeamb;

BbinosiHume noemopHbit exod 8 WEB uHmepgbelic, ucrnonb3ysi
HoeblIll |IP adpec.

—_——
PORT YLAR SECURTTY MULTICAST RING ADVARCED

8 Save Configuration TOOLS-»Save Configuration 1

@ Backup Configuration

Click the Save button to save the system current configurations into configuration file.

© Restore Configuration Help

% Upgrade

The system current configurations:

© Factory Reboot 1

o System Reboot

username admin password admin privilege
!

spanning-tree mst configuration
1

BHumaHue!

Ons coxpaHeHns Hoeoro IP agpeca B 9HeproHe3aBMCUMOW MaMATU
KOMMyTatopa B pasgene MeHiwo Tools > Save Configuration, coxpaHuTe
HaCTPOWMKM, B NMPOTMBHOM Cly4ae Mpu nepesarpyske kommyTtatopa 6yget
ycTaHoBneH npeablaywmi IP agpec. Ons atoro nepenaute B AaHHbLIN

pasgen

1 HaxkmuTe kHonky (1) Save (CoxpaHuTb).
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13. TexHn4YecKne xapakTepucTuku*

Moaenb

SW-32G4X-2L SW-32G4X-3L

O6LLee kKon-Bo NOpTOB

28

Kon-Bo noptoB FE+PoE

Kon-Bo noptoB FE

Kon-Bo noptoB GE+PoE

Kon-Bo noptoB GE
(He Combo noptbl)

16 -

Kon-Bo noptoB Combo
GE (RJ45+SFP)

8 8 (c PoE Ha RJ-45)

Kon-Bo noptoB 10G SFP

4 x 1G/10G «SFP+» (10r6ut/c)

BcTpoeHHbie onTuyeckue
nopThbl

MouwHocTtb PoE Ha oguH i 30 BT

nopt (mMakc.)

CymmapHasi MOLLIHOCTb ) 375 BT

PoE Bcex noptoB (Makc.)

CraHgaptel PoE - IEEE 802.3af

IEEE 802.3at
Metog A

MeTog nogaun PoE - 1/2(+), 3/6(-)
3Bes3qa

Tononornn NoaknN4YeHns Kackaq
KOnbLO

Bydep nakeToB 1.5 M6

Tabnuua MAC-aagpecoB 16 K

MponyckHas

CnocobHOCTb

KOMMYTaLMOHHOW 512 out/c

MaTpuLbl

(Switching fabric)

CkopocTb 06CcnyXnBaHms

naketoB (Forwarding 92.32 MPPS

rate)

Mopaepxka jumbo frame 9K

Pa3wmep flash namsatu 512 M6
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Moaenb

SW-32G4X-2L SW-32G4X-3L

CTaH,D,aprI 1 NPOTOKOJ1bI

¢|EEE 802.3 — 10BaseT

¢ |[EEE 802.3u — 100BaseTX

o|EEE 802.3ab — 1000BaseT

¢|[EEE 802.3z — 1000 BaseSX/LX

¢ |[EEE 802.3ae — 10G Base-SR/LR

¢ [EEE 802.3x — Flow Control

¢|EEE 802.1q — VLAN

¢ |[EEE 802.1p — Class of Service
¢|EEE 802.1d — Spanning Tree

¢ |[EEE 802.1w — Rapid Spanning Tree
¢ [EEE 802.1s — Multiple Spanning Tree

DyHKUNUKM YpOBHS L2

¢|[EEE 802.1D (STP)

¢|[EEE 802.1w (RSTP)

¢ |EEE 802.1s (MSTP)

¢VLAN / VLAN Group, Voice VLAN

e Link Aggregation IEEE 802.3ad with LACP
¢ |GMP Snooping v1/v2/v3

¢ IGMP Static Multicast Addresses

¢ Storm Control

«ERPS, EAPS (for ring topology)

®PyHKuMmM ypoBHA L3

¢ ARP (static/dynamic)

¢« DHCP (server/relay/client/snooping)
¢ OSPF (v1/v2)

o RIP (v1/v2)

*VRRP (RFC 5798)

« Policy Route

KayecTBo 0GCnyXmBaHus
(QoS)

8 ouepenen / nopt

BesonacHocTb

e Management System User Name/Password
Protection

¢ |[EEE 802.1x Port-based Access Control

eHTTP & SSL (Secure Web)

¢ SSH v2.0 (Secured Telnet Session)

YnpasneHue

o Web-nHtepdeiic

¢ CLI (console/Telnet/SSH)
¢ RMON

« SNMP
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Mopenb SW-32G4X-2L SW-32G4X-3L

¢ PWR — nutaHue

e SYS — cocTosiHME CUCTEMBI
WHaunkaTopbl ¢ 1000M / 10G — ckopocCTb Ha nopTax

e Link/Act — nogkntodeHne/ceT.akTUBHOCTb
o PoE — nHagukatopbl PoE (SW-32G4X-3L)

lpo3osalwmTta 3 kV (8/20mkc)

Knacc 3awmThbl IP30

MuTtaHune AC90-265V (c pesepBrpoBaHUEM)
OHepronoTpebnerHne <25BTt <<2450%TB; ?9;33 IEC?EE
OxnaxpgeHue KoHBekuunoHHoe (6e3 BeHTUNsaTOpa)
Pabouas Temnepatypa -20...+55 °C
OtHocuTeneHas 5-90% 6e3 KoHaeHcaTa
BMNa)XHOCTb

Cnocob MoHTaxa B 19” cToWky

Bec (6e3 ynakoBku) Kr 3.4

Pa3mepbl (LLUxBxI") MM 440x45x210

PyHKUMA YBENUYEHNS PACCTOSIHUSI Nepeaayn
OaHHbIX 8o 250m (ckopocmb oepaHu4yeHa 10
[ononHutensHo M6éum/c);

ABTOMaTU4YECKOE ONpeaeneHne «3aBnCLLNX»
PoE yctporicts (SW-32G4X-3L)

* I'Ipomsao,qmenb nMveeT NnpaBo UBMEHATb TEXHUYECKME XapaKTEePUCTUKU n3oenna un
KomnnekTaumio 6e3 npeasapuTernibHOro yseaomneHus.

14. NapaHTHUA

lapaHTMs Ha Bce obopynoBaHne OSNOVO — 7 net (84 mecsaua) ¢
OaTbl NPOAaXM, 33 UCKIIOYEHMEM aKKyMYMATOPHbIX OaTtapew, rapaHTUAHbIN
CpoK - 12 mecsueB.

B TeuyeHue rapaHTUMHOIO cpoka BhINOMHAETCA GecnnaTHbIN PEMOHT,
BKITHOYAs 3an4yacTu, Uy 3ameHa U3genuin npu HEBO3MOXHOCTU MX PEMOHTA.

Moapo6GHas MHdopmMauus 06 YCNOBUSAX rapaHTUNHOrO
00Ccny>XMBaHMA HAXOOQUTCS Ha canTe WWW.0SNOoVOo.ru

4
230608 (4)
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http://www.osnovo.ru/support/garanty

