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NMABA 1. BBEOEHUE

Aydumopusi u codepkaHue

B 1aHHOM pyKOBOICTBE MPUBOAUTCS omnucaHue wmapupytuzaropa DWM-312W, nopsgok
HAaCTPOMKHU U PEKOMEHJALMU IO €r0 UCIOIb30BaHHUIO.

Hacrosimiee pykoBOACTBO TMpeaHA3HAYEHO I IOJIb30BaTeNield, 3HAKOMBIX C OCHOBHBIMHU
MPUHITUTIAMA OpPTaHU3aIliu CETEH, KOTOpBhIE CO3MAl0T JIOMAIIHIOW JIOKAJbHYI CEeTh, a TaKkKe
CHUCTEMHBIX aJMUHUCTPATOPOB, KOTOpPHIE YCTAHABIMBAIOT W HACTPAaWBAIOT ceTH B oducax
KOMITaHUH.

YcrnoeHble 0603Ha4YeHUs1

Mpumep OnucaHue

TEKCT OCHOBHO# TEKCT TOKYMEHTA.

Ilpeosapumenvnasn
Ccbulka Ha IIaBy MJIU pasjiell JaHHOTO PyKOBOJICTBA MOJIb30BATE.

noozomoexa

«Kpamkoe pykoeoocmeo
P Py Ccplka Ha JOKYMEHT.

no ycmamnogke»
AsMEHUTE Haspanue pazgena MeHIO, yHKTa MEHIO, KaKOro-inbo 3JeMeHTa
web-unTepdetica (mosne, Gurakok, NEpEeKIOYaTE b, KHOTKA U TIP. ).
192.168.0.1 TekcT, KOTOphIi HEOOXOIMMO BBECTH B YKa3aHHOE TIOJIE.
Baxnas wuH(popMmanms, Ha KOTOPYHO HEOoOXoauMo 0OpaTuth
¥V Usdopmanus (bop 2 Py p

BHHUMAHUC.

Cmpykmypa OoKkymeHma

Inasa 1 copepXUT CBEEHNS O HA3HAUEHUU M OpPraHU3alluu JOKyMEHTA.

Thasea 2 conepXUT ONMUCAHUE TEXHUYECKHUX XapaKTepUCTUK Mapuipytuzaropa DWM-312W u ero
BHEILIHETO BH/IA, @ TAK)KE NEPEUNCIICHUE COAEPKUMOTO KOMIUIEKTa IIOCTaBKH.

I'naea 3 onuceiBaeT npouece ycraHoBKU Mapupytusatopa DWM-312W u HacTpoliku KoMIIbrOTEpa
JUIs IOAKJIIOUYEHUs K web-uHTepdeiicy ycTpoicTaa.

Inasa 4 conepxuT MOIPOOHOE OMMCAHKE BCEX Pa3/IeioB MEHIO web-uHTepdeiica.

Inasa 5 copepXUT pekoMeHAAMU MO Oe30IacHOMY MCIIONIb30BaHUIO Mapiipytuzatopa DWM-
312W 1 coBeTsI 110 TOCTPOEHUIO OECTIPOBOIHON CETH.

Inaséa 6 copepXUT CIUCOK COKpAalleHWH, Haubolee YacTo MCIOJIb3YEMBIX B PYKOBOJACTBAX
MOJIB30BATENS ISl KITMEHTCKoro obopynosanust D-Link.

CtpaHuua 5 us 272
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MABA 2. OB30OP MAPLUPYTU3ATOPA

O6uwee onucaHue

Yerporictreo  DWM-312W  mpeacrasnsier  coboit  6ecnipoBogHOr  M2M-mapuipytuszarop ¢
noanepxkkoit cererd 3G/LTE, koTopblii mo3BoSIET OBICTPO U IPOCTO OPTaHU30BATh OCCIIPOBOHYIO H
MPOBOJIHYIO CETh.

Mapupytuzarop OCHAIIIeH BCTPOCHHBIM LTE-mMonemom, KOTOpBIN obecrieunBaeT
BBICOKOCKOpOCTHOE MoOuiIbHOe 3G/4G-coequHenne co CKOPOCTRIO TpueMa JIaHHbIX 10 150 MouTt/c
Y CKOPOCTBIO Iepeau JaHHbIX 10 50 Mour/c'.

Bbe1 MoxxeTe mcnonb3oBarh Jr000i Ethernet-mopr mapmpyTuzaropa B kauectBe LAN- mwim WAN-
nopra. HoBoe nokonenue [10 nognepxuBaeT BO3MOXKHOCTh Ha3Ha4eHU HECKOIbKUX WAN-MOPTOB,
HarpuMep, JUlsl HACTPOWKH OCHOBHOTO U pe3epBHOro WAN-coeaMHEHUs OT pa3HbIX MpOBailepoB.
Kpome Toro, Bo3MOKHO pe3epBUpOBaHHE AO0CTyla K MHTepHETy ¢ HCIONb30BaHUEM BCTPOECHHOIO
LTE-monema.

Ucnonp3ys GecnipoBoaHoii mapmpytuzatop DWM-312W, Bel cMoxeTre OBICTPO OpPraHM30BaTh
OeCIpOBOHYIO CEThb, NPEJOCTABUB JOCTYH K Ce€TH VIHTEpHET KOMIBIOTEPAM U MOOWJIBHBIM
yCTpOIiCTBaM MpakTUYecKh B JOOOM Touke (B 30HE JeicTBUS OeclpOBOAHOM  CETH).
MapmpyTi3atop MOXKET BBIIONHATh (QYHKIHA 0a30BOM CTAHIMU I TOIKIIOYCHUS K
OeCIpOBOTHON CETH YCTPOMCTB, paboraromux mo cranmapram 802.11b, 802.11g u 802.11In (co
CKOpPOCTBIO OecTipoBOIHOTO coenuuenus 10 150 Mowut/c).

B wmapuipytuszarope peann3oBaHO MHOXECTBO (GYHKIMM g OecrnpoBoiHOro uHTEpdeiica.
YCTpoHCTBO TOJAECpKUBACT HECKONBbKO craHmaproB OezomacHoct (WEP, WPA/WPA2),
bunbTpalMio MOJKIOYaeMbIX ycTpoiicTB mo MAC-aapecy, a Takke MO3BOJSET HCIOIb30BaTh
texHonoruu WPS u WMM.

Bo3MoxHOCTE HacTpoiku rocTeBoid Wi-Fi-ceTu mo3BOIUT cO31aTh OTAEIBHYIO0 OSCITPOBOIHYIO CETh
C MHIUBUAYAJbHBIMH HACTpOHKaMH O€30MacHOCTH. YCTPOICTBa TOCTEBOM CETH CMOTYT
HNOJKIIOUNTECSA K MHTEepHeTy, HO OynyT M30JMpPOBaHbl OT YCTPOMCTB U PECYypCOB JOKAJIBLHOU CETH
MapIIpyTH3aTopa.

becnpoBoanoii mapuipytuzarop DWM-312W  ocHamieH BCTPOEHHBIM MEKCETEBBIM IKPAHOM.
Pacimpennbsie pyHKIMH O€30MACHOCTH TO3BOJSIOT MHUHUMHU3UPOBATH TOCIEICTBUS JIEHCTBUI
XaKepoB M TPEIOTBPAIAOT BTOPKEHHS B Baimry ceTb M HOCTyn K HEXeNIaTelbHBIM calTaMm JJis
noJib30Baresen Bamel 1okanbHOU CETH.

[Toxnepskka mporokona SSH moBbImaeT 6e30MacHOCTb NP YIAJIEHHOW HACTPOWKE MapIIpyTH3aTopa
¥ YIPaBJICHUU MM 32 CUET MH(POBAHUS BCETO MEPEaaBaeMoro Tpaduka, BKIIIOYast apoIH.

Kpome Toro, mapupyTuzarop HOAAEpKUBAeT NpPOTOKon IPsec M MO3BOJISET OpPraHU30BHIBATH
oe3onacHele VPN-TynHenu. Ilognepxkka mpotokona IKEv2 mo3Bonsier oOecnednTts yNpoOUEHHYIO
cxeMy oOMeHa COOOIICHHSAMH M HMCIIONb30BaTh MEXaHU3M aCMMMETPHUYHON ayTeHTH(HUKALUU MPH
HacTpolike [Psec-TyHHens.

1 CkopocTp mepenaun AaHHBIX SBISIETCS TeopeTHdeckod. CKOpPOCTh Mepefadyd JaHHBIX 3aBUCHT OT MPOITyCKHOH
CHOCOOHOCTHU CETH U MHTEHCHBHOCTH CUTHAJIA.
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MapuipyTuzarop Takxke MOAICPKHBAET paboTy ¢ cepBUCOM KOHTeHTHOW Quubrpammu SkyDNS,
KOTOPBIW TpeJjIaraeT 0oJbIle HACTPOEK W BO3MOXKHOCTEH I OpraHU3aIii 0e30MacHON paboTH B
WHTepHeTe Kak Ui JOMAIIHUX TI0JIb30BAaTeleid BCEX BO3PACTHBIX KAaTEropuid, TaKk W JUIs
poQeCCHOHAILHON JACATEIBHOCTH COTPYIHHKOB O(UCOB U MPEIITPUATHH.

Takxe B ycTpoMcCTBe peann3oBaHa (DYHKLHMS paclucaHMs JUIsl MPUMEHEHHs MPaBWI U HACTPOEK
MEXCETEBOI0 3KpaHa, Iepesarpy3kd MaplIpyTH3aTopa B YKa3aHHOE BpeMsl WM yepe3 3aJaHHbIe
MHTEpBAaJIbl BPEMEHH, a TaK)XKe BKITIOUCHHsI/BBIKITIOUeHHs OecripoBoiHON cetn U Wi-Fi-punbrpa.

s HacTpoliku GecripoBogHOro Mapiipytuzaropa DWM-312W ucnonb3yeTcst mpocToii U yaoOHbIN
BCTPOCHHBIN web-uHTepdeiic (TOCTyNeH Ha HECKOIBKHX S3bIKaX).

y,Z[O6HBII71 MacTep HaCTpOﬁKH IO3BOJIACT 3aaaTb BCEC HeO6XOI[I/IMLIC napaMeTpbl 3a HCCKOJIBKO
IMMPOCTHIX IIaros.

Taxoke DWM-312W mnonnepkuBaeT HACTpPOWKY U YIpaBlI€HHE C TIOMOIIBI0 MOOWIBHOTO
NPWIOKEHHS 17151 ycTporcTB rmoxa ynpasinenrneM OC Android u i0S.

Bbr nerko moxkere oOHOBUTH BcTpoeHHoe IIO — mapmipyTtuszarop caM HaxOAUT IMPOBEPEHHYIO
Bepcuto [0 Ha cepBepe oOHoBnenuit D-Link m yBemomuisier momibp3oBaTeinsi O TOTOBHOCTH
YCTaHOBUTbH €rO.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBartens

0630p MapwpyTusaTopa

TexHU4YecKue xapaKkmepucmuku

AnnapatHoe obecnevyeHune

Mpoueccop

MT7620A (580 M)

OnepaTMBHasA NamMATb

128 Mb, SDRAM DDR2

Flash-namsaTtb

32 MB, SPI

BcTpoeHHbIN Mogem

Quectel EC25-E

WHTepdencol

Mopt WAN/LAN 10/100BASE-TX

Mopt LAN 10/100BASE-TX

2 cnota ansa SIM-kapTbl (Mini-SIM)

KnemmHbIi 6riok ¢ koHTaktamu DI-1, DI-2, DO, Rx, Tx, GND

UHpukaTopbl

PWR
INTERNET
SIGNAL
SIMA/SIMB

KHonku

KHonka RESET gns Bo3BpaTta K 3aBOACKUM HacTpoilkam

AHTeHHa

[1Be cbemHble LTE/3G-aHTeHHbI
OpHa cbemHas Wi-Fi-aHTeHHa
Pasbembl SMA

Pasbem nutaHusa

Pasbem Aans nogknodeHnsi nuTaHus (MOCTOSAHHbIV TOK)

MporpammHoe obecneveHue

Tunbl nogkntoveHus WAN

Mo6unbHbIA UHTEPHET

PPPoE

IPv6 PPPoE

PPPoE Dual Stack

Cratuyeckuin IPv4 / OuHamunyecknii IPv4
Cratuvyeckuin IPv6 / AuHamuyeckun IPve
PPPoE + Cratuueckun IP (PPPoE Dual Access)
PPPoE + dnHamunyeckuin IP (PPPoE Dual Access)
PPTP/L2TP + Ctatnyeckun IP

PPTP/L2TP + duHamuyeckun IP

IPIP6 B pexxume DSLite

6ind

6to4

6rd

*  XapaKTepUCTHKH YCTPOWCTBA MOTYT M3MEHATHCS Oe3 yBemomieHus. CM. akTyanbHBIE Bepcuu BHyTpeHHero [10 u

COOTBETCTBYIOIIYIO JJOKyMEHTaNUIO Ha caiite www.dlink.ru.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBartens

0630p MapwpyTusaTopa

MporpammHoe obecnevyeHune

CeTteBble yHKUUM

DHCP-cepgep/relay

PacwmpeHHas HacTpoiika BctpoeHHoro DHCP-cepBepa

HasHaueHne |Pv6-agpecoB B pexume Stateful/Stateless, aenermpoBaHue
npecwukca IPv6

DNS relay

Dynamic DNS

Cratnyeckas IPv4/IPv6-mapLupyTusaums

IGMP Proxy

RIP

Moppepxka UPNP IGD

Moppepxka VLAN

Moppepxka dpyHkUMM ping co cTopoHbl BHelwHe cetn (WAN ping respond)
Mopaepxka mexaHuama SIP ALG

Moppepxka RTSP

PesepsupoBaHne WAN

MpeobpazoBaHne LAN/WAN

MNopanepxka Heckonbkmux VWAN-nopTtos

HacTtpoiika ckopocTu, pexvmMa gynnekca u cyHKumm ynpasneHus notokom (flow
control) B pexxunme aBTOMaTnyeCckoro corrnacosaHus / PyyHas HacTponka
CKOpOCTU 1 pexuma gynnekca ans kaxgoro Ethernet-nopta

BcTtpoeHHoe npunoxernne UDPXY

PaBHOMepHOe pacnpepeneHne Harpy3kn Npy NCMoMb30BaHUN HECKOMbKNX
WAN-coeauHeHnuii (banaHcmpoBka Tpaduka)

3epkanvpoBaHue noptos (Port mirroring)

¢yHKLlMVI MeXceTeBOro aKkpaHa

MpeobpaszosaHue ceTeBbix agpecos (NAT)

KoHTponb cocTosiHnst coegmHenunii (SPI)
IPv4/IPv6-ounbTp

MAC-cduneTp

URL-cpunetp

DMZ-30Ha

BupTyaneHble cepsepbl

BcTpoeHHbI cepBUC kKOHTEHTHOW comnnbTpaumnn SkyDNS

VPN

IPsec/PPTP/L2TP/PPPoE pass-through
PPTP/L2TP-cepBepbl
PPTP/L2TP-TyHHENM

Knuent L2TP/IPsec (L2TP over IPsec)
GRE/EoGRE-TyHHeEnMm

IPsec-TyHHenu
TpaHCNOPTHBIN/TYHHEMNBHbIA PEXUM
Mopaepxka npoTtokona IKEv1/IKEv2
LncdposaHne DES

dyHkuma NAT Traversal

Mopaepxka npotokona DPD (dyHkumsa Keep-alive ans VPN-TyHHenen)
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBartens

0630p MapwpyTusaTopa

MporpammHoe obecnevyeHune

YnpaBneHne 1 MOHUTOPUHT

JlokanbHbIVi M yaaneHHbI 4ocTyn K HacTporkam no SSH/TELNET/WEB (HTTP/
HTTPS)

Web-uHTepdeiic HacTpovku 1 ynpaBrneHnsi Ha HECKOIbKMX A3blKax

Mopaepxka npunoxeHua D-Link Assistant ana ycTtponcts nog ynpasneHuem
OC Android 1 iOS

YBegomneHne o npobnemax C MOAKMNIOMEHWEM W aBTOMaTU4eckoe
nepeHanpaeneHne Kk HacTporikam

O6HosneHue MO mapLpyTnsaTopa Yepes web-uHtepdenc

ABTOMaTUYeckoe yBeOMIIEHNE O Hannymmn Hoson Bepcum MO

CoxpaHeHue 1 3arpy3ka KoHdUrypaumm

Bo3mMoxHOCTb nepegayun xxypHana cobbiTuii Ha yaaneHHbI cepsep
ABTOMaTMYeCcKasi CMHXpOHU3aumMs cucTemHoro BpemeHun ¢ NTP-cepsepom 1
py4Has HacTpolka AaTbl U BpEMEHN

YTunura ping

YTunura traceroute

Knuent TR-069

Pacnucanunsa ans npaBun n HacTPOEK MEXCETEBOro aKpaHa, aBTOMaTUYeCcKown
nepesarpysku, BKIo4YeHus/BbikniodeHus 6ecnposoaHor cetu n Wi-Fi-cpunitpa
ABTOMaTM4eckas 3arpyska channa KoHdurypaumm ¢ cepeepa nposarngepa (Auto
Provision)

MapameTtpsl LTE-moayns

CkopocTb LTE-coeanHeHus?

CkopocTb npvemMa AaHHbix: go 150 Mowut/c
CkopocTb nepegayn gaHHbix: Ao 50 Méut/c

Moppaepxusaemblie vacToTbI®

LTE Cat. 4: 1/3/5/7/8/20/38/40/41
UMTS/HSPA: 1/5/8, 850/900/2100 My,
GSM/GPRS/EDGE: 900/1800 MI'y

DyHKUNN

ABTOMaTMYECKOE MOAKMIOYEHUE K AOCTYNHOMY TUNY NOAAEPKMBAEMON CETU
(4G/3G/2G)

ABTOMaTUYeCKast HacTpovika COeAnHEHNs Npu nogknodeHnn SIM-kapTbl
BkntoueHune/BbikntoueHne npoepku PIN-koga, cmeHa PIN-koga
OTnpaBka, nony4yeHue, YteHve un yaaneHne SMS-coobLieHni
Moppepxka USSD-3anpocos

MapameTpbl 6ecnpoBogHOro MoAayns

CraHpapTbl

IEEE 802.11b/g/n

[nana3soH yactot

[uanasoH yacmom 6ydem u3MeHSIMbCS 8
coomeemcmeauu c npasunamu
paduoyacmomHo2o  pea2ynuposaHus 8
Baweli cmpaHe

2400 ~ 2483,5 MI'y

Be3onacHocTb
coefuHeHus

6ecnpoBogHOro

WEP

WPA/WPA2 (Personal/Enterprise)
MAC-cunbTp

WPS (PBC/PIN)

2 CkopoCTh mHepefadyd AaHHBIX SBISIETCS TeopeTHdeckod. CKOpPOCTh Mepelayd JaHHBIX 3aBUCHT OT MPOITyCKHOH

CIIOCOOHOCTH CETH U MHTCHCUBHOCTH CHTHAJIA.

3 Tlonaep:kuBaeMasl IOJIOCA YaCTOT 3aBUCUT OT PETUOHANBHON BEPCUU YCTPOMCTRA.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt 0630p MapwpyTusaTopa

PyKOBOﬂ,CTBO nonb3oBartens

MapameTpbl GecnpoBoAgHOro MoAynsi

[OononHutenbHble hyHKUMN . OYHKUNS «KMUEHT»

WMM (Wi-Fi QoS)

WHdopmauuna o nogkntodeHHbIX Wi-Fi-knneHTtax

PaclwmpeHHble HacTporiku

locteBasa Wi-Fi-ceTb / nogaepxka MBSSID

Mepuoguyeckoe ckaHMpOBaHWE KaHaNoB, aBTOMaTUYeCKUin nepexo Ha bonee
cBOOOAHbIN KaHan

ABTOMaTMYECKOE COrnacoBaHne LUMPUHBI KaHana c yCroBUSMU OKpy>KatoLemn
cpenpl (20/40 Coexistence)

CkopocTb 6ecnpoBoAHOro coeanHeHUs - |EEE 802.11b: 1, 2, 5,5 1 11 M6ut/c
IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 1 54 M6uT/c
IEEE 802.11n: 6,5-150 M6ut/c (MCS0-MCS7)

Pusnyeckme napameTpbl

Pasmeps! (A x LU x B) - 134X 76 x32MMm

Bec - 500 r

YcnoBus JKcnnyaTauuun

MuraHue . OT9B/2A o 36B/0,7 AnocrtostHHoro Toka

Temnepatypa . Pa6ouas: ot -20 oo 60 °C
XpaHnenus: ot -30 go 80 °C

BnaxHocTb . Mpwu skcnnyatauum: ot 10% 8o 90% (6e3 koHaeHcara)
Mpwu xpaHeHnn: ot 5% no 95% (6e3 KoHaeHcaTa)
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT 0630p MapwpyTusaTopa

PyKOBOﬂ,CTBO nonb3oBarens

BHewHul eud ycmpolicmea

NMepepHsan naHeNnb

®
b
3
x

@
4
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PucyHok 1. Bud nepedHeli naHernu.

Pa3beMbl U KHOMKU

Ha3BaHue OnucaHue

MAIN Pasbem SMA s ocHoBHOU chemHoi LTE/3G-anreHnsl’, ucnomb3yeMoi

U1 MOOMJIBHOTO ITOAKIIOYEHHS.
SIMA/SIM B Cnorel st SIM-kapt, npegHa3Ha4eHHBIX MJIA CO3[aHUS OCHOBHOTO U

pPE3epBHOTO MOOUIIBHOTO COETMHEHUSI.
Knonka ais cOpoca HaCTpoeK K 3aBOACKUM YCTaHOBKaM.

RESET Jlis  BOCCTAaHOBIIGHHUS 3aBOACKUX YCTAaHOBOK HEOOXOIMMO HaxKkaThb U
yaepxuBarh 10 cekyHa (IIpU BKJIIOYEHHOM YCTPOUCTBE).

AUX Pazbem SMA s BcriomorarenbHoi chemMHoi LTE/3G-anteHusr®.

4 BXOﬂHHII/Ie B KOMIIJICKT IIOCTAaBKHU aHTCHHBI SABJISOTCA B3aUMO3aMCHSICMBIMHU.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBarens

0630p MapwpyTusaTopa

CeemoOuoOHbIe uHOUKamopsbI

UHgukatop

SIMA/SIMB

Pexum

Fopum nocmosiHHO (3eneHbit)

3HaueHue

LTE WAN-coenuuenue g akTuBHOU SIM-
KapThl YCTAHOBJICHO.

Muzaem (3eneHbitl)

2G/3G  WAN-coenuHeHue UIsi aKTHBHOM
SIM-kapThl yCTaHOBIIEHO.

He eopum

Coennaenne mig akTuBHOU SIM-
KapThl HE CO3/[aHO, HE YCTAaHOBJICHO
WJIA OTKJIIOYEHO, WU

SIM-kapra B cJOT€ HE SBISIETCS
AKTUBHOM.

SIGNAL

Fopum nocmosiHHO (3eneHbit)

VYpoBeHp curHana axkTtuBHOM SIM-kapTsl
BbIie 50%.

Fopum nocmosiHHO (KpacHbil)

YpoBeHb curHaina axkTUBHOM SIM-kapThl
Huxe 50%.

He ecopum

AxtuBHas SIM-kapTa OTCYTCTBYET
WH 3a0JIOKUPOBaHA, WIH

HE BBITIOJIHEHA PETUCTPAIUS B CETH
oreparopa MOOUIBHOM CBS3H, WU

BCTPOEHHBIN LTE-monem

OTKJIFOYCH.

INTERNET

Fopum nocmosiHHO (3eneHbit)

WAN-coenrHeHne o yMOI4aHuio
YCTAHOBJICHO.

Muzaem (3eneHbiti)

WAN-coenHeHue no yMoJI4YaHUIo
aKTHBHO.

Fopum nocmosiHHO (KpacHbil)

WAN-coennHeHne 1no yMoia4aHuio
HE YCTAHOBJICHO, WJIH

He co3maHo Hu oqHoro WAN-
COE€IUHEHMUS.

Muzaem (kpacHsbili)

VYeranoska WAN-coeqnuHEHMS IO
YMOJTYaHHIO.

He eopum

WAN-ka0enp He MTOAKIFOYEH.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOD,CTBO nonb3oBarens

0630p MapwpyTusaTopa

MUHgukatop

PWR

Pexum

Fopum nocmosiHHO (3eneHbit)

3HaueHue

IIutanue BKIIOUEHO.

lopum nocmosiHHO (KpacHhbil)

3arpy3ka ycTpoucTBa.

Mueaem (3eneHbiti)

* OGHoBnenne BHyTpeHHero [1O,
WITH

*  3axara anmnaparHas KHOIIKa
RESET.

He eopum

IIutaHue OTKIIOYEHO.

Ecnu Bce HWHAUKATOPbl MUT'alOT OAHOBPEMCHHO, YCTpOﬁCTBO HaxXoauTCsa B aBapHﬁHOM PEKUMC.

OTKiII0uMTE M BKJIIOYUTE NUTaHWE YCTpOMCTBa. Eciau ycTpolCTBO CHOBA 3arpy3uTCsl B aBapUMHOM
pekuMe, BBITOJIHUTE COPOC HACTPOEK yCTpoiicTBa npu nomoiu anmnaparHoit kHonku RESET.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT 0630p MapwpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

3aaHAA NaHenb

WAN/LAN

PucyHok 2. Bud 3adHeli naHesnu.

Ha3BaHue OnucaHue

WIFI Paszsem SMA s cbemHoi Wi-Fi-anTeHHbI .
WAN/LAN [Topt ans moaxroueHus K BeieaeHHon Ethernet-muaum.
LAN Ethernet-nmopt a7 monKIIIOUEHUST KOMIIBIOTEpA UIIH CETEBOTO YCTPOICTBA.

KneMmHBbIN 6n0oK | Knemmusiii 010k ¢ konrakramu DI-1, DI-2, DO, Rx, Tx, GND.

PWR Pazbem niurauus.

5 BXOI[SIIIII/IG B KOMIIJICKT IIOCTAaBKHU aHTCHHBI SABJISOTCA B3aUMO3aMCHSICMBIMHU.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT 0630p MapwpyTusaTopa

PyKOBOﬂ,CTBO nonb3oBarend

Komnnekm nocmaseku

[Tepen ncmonp3oBaHUEM YCTPOUCTBA YOSIUTECH, YTO B KOMIUIEKT MOCTABKH BKIIIOYEHO CIIEAYIOIIEE:
*  Mapumpytuzarop DWM-312W,
e nBe ceemubsle LTE/3G-anTeHus!,
* onaHa cbeMHas Wi-Fi-anTenna,
* ajanTep NMUTAHMS MOCTOSHHOTO Toka 12B/1A,
* nokyMeHT «Kpamkoe pykoeoocmeo no ycmanoegke» (OyKieT),
*  KomruiekT 1yt MOHTaxa (110 3arpocy).

JokyMeHTsl «PyKoeoocmeo nonvzoeamensn» u «Kpamkoe pyKoeooOcmeo no ycmanoere»
JIOCTYIHBI Ha caiite kommanuu D-Link (cMm. www.dlink.ru).

Hcnonp3oBanye MCTOYHWKA MHUTAHUS C HANpsAKEHUEM, OTIWYHBIM OT MOCTABIACMOIrO C

n YCTPOUCTBOM, MOXKET IPUBECTH K ITOBPEKICHUIO VCTPOMCTBA U IOTEPE rapaHTUH Ha HETO.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne
MapLipyTusaTtopa

PyKOBOﬂ,CTBO nonb3oBarend

MABA 3. YCTAHOBKA U NOOKINKOYEHUE
MAPLUPYTUSATOPA

lMpedeapumenbHasi nod2omoekKa

[Tepen noaxirO4eHUEM yCTPONCTBA MPOYTUTE TAHHOE PYKOBOJCTBO MOJIb30BAaTENsl. YOEAUTECH, UTO
y Bac nmeercs Bce HeoOxonumoe 000pynoBaHUE, a Takke MH(OpMALUSA IO BCEM HUCIONb3yEMbIM
yCTpOWCTBaM.

KoMnbrorep nim MoOnJbHOE YCTPOiiCTBO

Hacrpoiika u ynpasnenue 6ecripoBogasiM M2M-mapiipytuzaropom ¢ nopaepxkoit ceteit 3G/LTE
DWM-312W (manee — «MapmpyTH3aTOPOM») BBIMOITHIETCS C TOMOIIBIO BCTPOCHHOTO Wweb-
unTepeiica. Web-unrepdeiic qoctyneH B J1t000i onepanroHHONW CUCTEME, KOTOPast MOAIEPKUBAET
web-0pay3ep.
Bbl Takke Moxere WUCTHONb30BaTh mpuiokeHue D-Link Assistant st MOOMIBHBIX YCTPONCTB
(cmapTdonoB i mianmeToB) nof ynpasiaeHueM OC Android winu 10S.
Web-6paysep aas IIK
Jns nocryna k web-unTepgeiicy HaCTpOWKHM M YHPABICHUS MaplIpyTH3aTopa PEKOMEHIYeTCs
UCIIOJIb30BaTh cieayrome web-6paysepst s I1K:

* Apple Safari Bepcuu 8 u BbiLIE,

* Google Chrome Bepcuu 48 u BhilIIE,

* Microsoft Internet Explorer Bepcuu 10 u BbIIIIE,

*  Microsoft Edge Bepcun 20.10240 u BbImIE,

* Mozilla Firefox Bepcuu 44 u Boliie,

*  Opera Bepcun 35 ¥ BBIIIIEC.
s ycnentHoit paboTtsl ¢ web-unTepdeiicom HaCTpOHKU U yrpaBieHus B web-Opaysepe A0oJKHA
ObITh BKJIIOYEHA monaepkka JavaScript. Yoemurech, 4To AaHHAs ONMIMs HE OblIa OTKIIOYCHA
JIpYyTUM NPOTrpaMMHBIM oOecliedeHrneM (HampuMep, aHTUBUPYCHOM mporpammoi unu apyrum I10,

obecreunBaOIUM  Oe30macHyr0 paboTy B [I0oOANBHOW CeTH), 3alylIeHHBIM Ha Bamem
KOMITBIOTEPE.

IIpoBoanas niau decnipoBoaHasi ceresas kapra (Ethernet- namn Wi-Fi-ananrep)

JIro00¥i KOMIBIOTEP, UCTIONB3YIOIIUNA MapIIPyTHU3aTOp, AOJDKeH ObITh ocHameH Ethernet- wmm Wi-
Fi-anantepom (cereBoif kaproif). Ecnu Bamr mnopraTMBHBIN WM HACTOJBHBIM KOMIIBIOTEP HE
OCHAIIlEH TOJO0HBIM YCTpOHCTBOM, ycraHoBuTe Ethernet- mmm Wi-Fi-aganrep mepen tem, kak
IIPUCTYIIUTH K UCIIOJIb30BAHUIO MapIIPyTU3aTOPA.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne
MapLipyTusaTtopa

PyKOBOﬂ,CTBO nonb3oBarend

BecnpoBoaHasi cBSA3b

Uto06s1 ycTpoiicTBa, 00pa3yromirue O0eCpOBOAHYIO CETh, MOIJIM HCIIOJIB30BaTh MapIIpyTHU3aTop, B
HUX JIOJDKHA OBITh yCTaHOBJICHA OectipoBoHas ceTeBas kapra (Wi-Fi-aganrep) cranmapra 802.11b,
g, uan n. Kpome Toro, ans JaHHBIX YCTPONCTB HEOOXOAMMO 3aJaTh 3HA4YCHHs HIEHTU(UKaTOpa
SSID, HOMepa kaHana W MmapamMeTpoB O€30MacHOCTH, KOTOPBIE OmNpenelieHbl B web-unTepdetice
MapIIpyTH3aTopa.

SIM-kapra

Jis Toro 4yToOBI MOIKIIOUUTHCA K ceTH VHTepHeT uepe3 ceTh MOOWJIBHBIX oreparopoB, Bam
HEOOXOIMMO YCTaHOBUTh akTHBHYIO SIM-kapTy B MapuipyTusaTtop. 3areM uepe3 web-uHrepdeiic
ycTpoiicTBa Bbl cMOKETE HACTPOUTH MOIKIIIOYEHHE K ceTi MHTepHeT®.

6 O6paTPITeCL K BameMy OIepaTopy AJisd NOJIyUCHUA I/IH(i)OpMaHI/II/I O 30HC IMOKPLITHA YCIIYTH U €€ CTOUMOCTH.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT YcTtaHoBKa u nogkntoyeHne

MapLpyTusaTopa
PykoBoACTBO nosb3oBarerns

lModknroyeHUe K KOMIbLIOMepPy U e20 HacmpolUlkKa

NMoaxknioueHne K komnbioTepy ¢ Ethernet-agantepom

1. Tlomxmrouute FEthernet-kabens k LAN-mopTy, pacnoloXeHHOMY Ha 3aJHCH MaHEIu
MapupyTu3atopa, u k Ethernet-agantepy Bamero kommproTepa.

2. /Jna nooknwuenus uepe3 ecmpoenuvtii. LTE-modem: ycranosute SIM-kapty B criot
SIM A Ha nepegHell MaHeIu MapUIpyTH3aTopa MO30J0YEHHBIMU KOHTakTaMu BHHU3. Ecnu
Heo0XoaMMO, ycTaHoBUTE BTOpyro SIM-kapty B cior SIM B 10307104€HHBIME KOHTaKTaMHU
BBEpX.

Ecnu mapmipytusarop BkIo4YeH, a Bam HEoOXONMMO MOAKIIOYXTH WM 3aMEHUTh SIM-
KapTy, BHIKIIOYHUTE IMUTAHWE MaplIpyTH3aTopa, YCTAHOBHUTE MM 3aMeHuTe SIM-kapry

CHOBA BKJIIOYUTE NUTAHUE VCTPOUCTBA.

3. TlomxirounTe ajantep MNUTAaHUS K COOTBETCTBYIOIIEMY pa3beMy Ha 3aJHEd NaHeIu
MapIIPyTU3aTOPa, a 3aTEM — K IIEKTPUIECKON PO3ETKE.

Hanee neoOxogumo ybOeautscsi, uto Ethernet-amantep Bamero xommnbroTepa HacTpoeH Ha
aBToMaruueckoe nonydenue [P-agpeca (B kauectee DHCP-knuenra).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOD,CTBO nonb3oBarens

YcTtaHOBKa U nogkryeHne

MapLpyTusaTopa

ABTOoMaTuuyeckoe nosydyeHue IP-agpeca (OC Windows 7)

1.

Haxxmure kaonky yck u nepetinure B pazaen NaHenb ynpaBneHums.

2. Beibepure nyukr LleHTp ynpaBneHus ceTaMmu m o6wmum aoctynom. (Eciu nanens
VIOPaBJICHUS WMEET BHJI «IO0 KaTeropusiMm» (B BEPXHEM IIPAaBOM YIIy OKHA B CITMCKE
MpocmoTp BeiOpan nynkt KaTeropwusi), Beibepute ctpoky [pPOCMOTpP COCTOSIHMA
ceTu u 3apaad noa nyukrom CeTb M UHTepHeT.)

[B=N| B =

MNapameTpbl
WHAEKCWPOBaHWA

MoaknHUeHna K
yAaneHHsIM paboumm

Mporpammel No

7 YMONUEHWIO

CeoWcTea oBospesaTtens

Tenedon n Mogem

4 YeTpoiAcTBa M NpUHTEpS

LleHTp noaaepxkn

LleHTp ynNpasneHva ceTamMmM

v abumm noctynom

SKpaH

_r 3
s ™ 8 » Manensynpaenenma » Bce 3nemenTel naHen ynpaeneHus

HacTpolika napaMeTpos KOMNbKOTEPa

MapameTpbl Nanok
Mpuctynasn k paboTe
ﬁ PacnosHaBaHWe peun
Cucrema

YI'IpaBJ'IEHI"IE LUBETOM

YUeTHkIe 3annck
nons3oBatensi

% LndppoeaHre Ancka
¥% BitLocker

SneKTponUTaHue

LleHTp cvHXpoHMzaLmMm

& N |

» B &

.
-y

- | 3 | | Mouck & nareny ynp

MpocmoTp:

LTy CK
lMepcoHannsaums

Mporpammbl 1
KOMMOHEHTHI

Poantenscknii KOHTpOAL

CueTumkm n CpeacTBa
MPOM3BE0ANTENBHOCTH

yCTpaHE‘HHE‘ HEMOAaJOK

LlenTp o6HoBNEHKMA
Windows

LleHTp cneunansHbix
BO3MOXKHOCTER

WpwdThi

Asbik 1 PErMoHanbHblE
CTaHAapThbl

KpynHele sHaukm =

a8NeHUS pel |

m

PucyHok 3. OkHo lMaHenb ynpaesieHus.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBarens

YcTtaHOBKa U nogkryeHne
MaplpyTusaTtopa

3. B MeHwo, pacrojOXeHHOM B JIEBOM 4YacTH OKHA, BbIOepuTe NYyHKT WM3MeHeHue
napameTpoB aganTtepa.

[E=N R =

0~

MaHene ynpasneHus -
ACMALUHAR CTPaHNLE

¥npaeneHne BecnpoBogHEIMK
CETAMM

MzreHeHne napamMeTpoE
a4anTepa

WzMEHNTE ACNCAHUTENEHEIE
napaMeTpel 0BLEMD A0CTyNa

Cra. Takcke
Bpanamayap Windows
JomatHas rpynna

CeoiicTea oBospegaTtena

o =
v <« Cete w MnTepHeT ¢ LleHTp ynpaeneHna CETAMK 1 oBLIMM AOCTYNCM - | 3 | |

| YNPGSASHUR I
IQI

MNpocMoTp OCHOBHBIX CBEAEHWI O CETWM W HACTPOMKa NOAKAKYEHWA
5 | i MpockoTp NonHol KapTsl
L X

1l WHTepHET
(3ToT KemMneroTER)

ﬂpDEI".IDTp BKTHEHEIX CETER HC,EI.F_"IF:‘-IEHHE K CETH
B ,\'J,EHHbIﬁ FMOMEHT BEbl HE MNOJKAHIYEHEI HH K KaKoH CETH,

zrmEHEHWE CETERRIX napameTpos

':El He-_'rr:cﬁr.e HOQBOM® NOAKAHNEHHMA WK CETH

Hactpoiiks BecnpoBcAHCro, LUMPOKONOADCHOTS, MOAEMHOIS, NPAMOrS UK
YPM-negentoderns K 3Ke HECTPOHKE MaPLUPYyTHIATCRa MAK TOYKKM 40CTyna.

ﬁ. MogknouuTECA K CETH
MoakntoYeHne WA NCETCPHCE NOAKARYEHHE K BECNPOBCAHOMY, NPCECAHOMY, MOAEMHOMY
CETEBCMY COEAMHEHWKS MAW Nogrnrzyerme k VPR,

*% BeiBop AomMaluHed rpynnel v NapaMeTpos obLLErs AccTyna
Aoctyn k dafinam v NpUHTERAN, PACNOADKEHHBIM H3 APy TWUX CETEEBIX KOMNEHTERAX, MW
M3MEHEHWE NapamMeTpoe cBulere goctyna,

@ ¥cTpaHeHne Henonagok
[AWarHocTiKa M MCNPaEAEHNE CETEER NPEBAEM AN NOAYHEHNE CEEAEHNIT 0B MCNpaBaeHuN,

PucyHok 4.

OkHo LJenmp ynpaeneHusi cemsimu u obuwium docmyrnom.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne

MapLpyTusaTopa
PykoBoACTBO nosb3oBarerns

4. B OTKpbIBUIEMCS OKHE MICIKHUTE MPABOM KHOIMKOW MBIIIK IO COOTBETCTBYIOIIEMY
MoaknoYeHUo No NoKanbHOM CeTU u BridepuTe cTpoKky CBOUCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

[F=5|Eol 5=
@Uv| E-' » Manene ynpaeneqna b Cete n Minteprer » CeTeBbie NnogkntodeHnA b - |#, | | Mouck: Cemesbie NodKAGHEHUS el |
Ynopagounte ¥ ﬁ:: + [ ':g'

= | B Otenounts
CocToanue

JwarHocTrka
¥ Hacrpoiika mocTa

CozaaTe ApnbIK
¥ aanute

H  Mepenmenosate

'E‘;' CeoiicTea

PucyHok 5. OkHo Cemeeble MoOKII04YeHUsl.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne

MapLpyTusaTopa
PykoBoACTBO nosb3oBarerns

5. B oxue lNoaknioyeHUe no nokanbLHOW ceTu — CBOMCTBA Ha BKJaake CeTb BoIAcIUTE
crpoky NMpoTokon UHTepHeTa Bepcum 4 (TCP/IPv4). Haxxmute kHonky CBOMCTBA.

s .

2 TMogknHoYeHWE No NOKANBHOW CETH - CEOWCTEA @

CeTe

Mogk oyeHMHeE Hepes:

[
-

QTME'-IEHHI:IE EORMAOHEHT Bl MCAONEIYKTCA 3TN NOLENHKYEHME!

M K menT ana ceted Microsoft
.@ MnaHWpoEwWME, NakeTos [Ho5
.@ Cnysta 4ocTyna K $alinard M NpWHTEpard ceTel Micr...
wia [TpoTokon MHTepHeTa eepoud B [TCR/IPYE]
o [1PoTokon MHTepHETa Bepoiud 4 (TCPAPw4)
i Npalieep BB TONONOME KAHANEHOM O YROEHA

it JTEETUME GBHAPYKEHMA TANOADMAM KaHANEHOMD YDoEH:

HCTaHOBMTE. .. Hpoamire CEOHCTES

OnmcaHqe

Mporokan TCPAF - cTaHoapTHEIA NpoTok.on rnodansHe:
CETEN, DOECNEYHESIIWME CEASE MEHIY PASNHYHEIRM
EZAMMOLEACTEYRILL MR CET Abdl,

] ] [ OTreHa

PucyHok 6. OkHO ceolicme rnoOKIYeHUsI 10 fIoKallbHOU cemu.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT YcTtaHoBKa u nogkntoyeHne
MaplpyTusaTtopa
PykoBoacTBO nonb3oBarens

6. Yo0emutech, 4YTO MeEpeKIoUaTead ycTaHoBieHbl B nonoxeHus Monyuntb IP-agpec
aBTomatuuveckn u lMonyuntb apgpec DNS-cepBepa aBTOMaTu4decku. Haxmmure
kuonky OK.

¥

Ceoicrea: MNpotokon Mateprera sepovn 4 (TCP/IPw) @

Ofwme ANbTEPHATHEHAA KOHGHM YpaLHA |

MapameTpel IP MOy T HASHAYATECA SETOMATHHECKH, BCIHM CETE
NoAASpHHESET 3TY BOSMOXHOCTE. B NPOTHEHOM CRWYag NapaMeT okl
IP MOMHO NONYYMTE ¥ CETEEOMD AAMMHMCTRETORA,

@ Nonyqnte IP-aapec SETOMATHYECKH

() McnonesosaTe CNeAYHOWMA IP-aapec:

@ NanyJnTe aapec DNS-CEpEEpa SETOMATHYECKK

() MCcnones0BaTe CNEAYHIWKME aapeca DNI-CepEepos:

MNoATEERAHTE NapaMETokbl APH BEXO4E [ T —— ]

[ 0];% ][ OTHEHS ]

PucyHok 7. OkHo ceoticme ripomokona TCP/IPv4.

7. Haxwmure kHonky OK B OkHE CBOHCTB MOIKITFOYCHUSL.

Ctpanunua 24 n3 272



DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOD,CTBO nonb3oBarens

YcTtaHOBKa U nogkryeHne
MaplpyTusaTtopa

ABTOoMaTuuyeckoe nosnydyeHue IP-agpeca (OC Windows 10)

1. Haxwmure kaonky yckK u nepeiinure B pazaen MNapameTpsbl.

2. Beibepure mynkr CeTb U UHTEpHeT.

MapameTpsl

[TapameTpsl Windows

|—|a;",' napameTp

g Cucrema

3KpaH, 3B8YK, YSEAOMAEHHA,

MUTaHWE

D Tenedon

Cerzate ycTpoicrso ¢ Android,
iPhone

HEDCDHaﬂHSHLLMH
DoH, 3KpaH GNOKMPOEKHM, LEETa

&

R YueTHble 3anucum

Y4eTHBIE 3BNUCK. 20, NoYT

(E

YcrporcTtea
Bluetooth, npuHTepsl, Ml

CeTb v ViHTepHeT

MpunoxeHna
YaaneHWe, SHa4SHWA No
YMONYSHUES, AOM. KOMMNOHEHTE

Bpema w a3k

PacnossagaHue ronoca

PucyHok 8. OkHo Mapamempbi Windows.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne

MapLpyTusaTopa
PykoBoACTBO nosb3oBarerns

3. B pasgene U3MeHeHMe ceTeBbIX MapamMeTpoB BheiOepute nyHkr HacTpownka
napameTpoB aganTtepa.

<« Mapamerps — O d |

(R Tnastian CoctoaHuMe
Haiti napametp pol Bul noakaroyeHel K VIHTepHeTy
Ecnw y BaC TMMMTHBIA TapUGOHBIA MAaH, Bbl MOXeTe HACTPOWTh
Cetb 1 WHTepHer 3TY CeTb KakK AMMUTHOE MOAKAIOUSHWE WKW M3MEHWUTL ApYyTHe
CBOWCTBA.

I B  CocTosHue 3MeHUTEL CBOWCTEA NOAKAKUEHMA

= Wi-R Mokasate AOCTYTIHBIE CETH

¥ Ethernet
VameHeHWe ceTeBblX napameTpOB

| % Habop Homepa
@ HacTpoika napameTpoe ajgantepa
HpDC\‘IC-Tp CeTeBLIX afanTepoe W U3MeHeHe NapaMeTpoe
% VPN NoanoYeHWA,

| DF  PeXWM «B CAMOJIETES % MNapaMeTpel 0BLLErO A0CTYNA
OI'IpE,EE," MTE, K KakKMM JaHHBIM Bbl XOTUTE NDEL0CTIEWTE 4OCTYN

- ans CETEF_ C KOTODBIMK }'CTaHGBﬂe-lG coeiHaHKe,
i) MoBWnbHbIA ¥oT-cnoT

A CpeAncTBo YCTPAHEHWA CETEBLIX HEMONAAO0K
Wcnonesosakve AaHHbIX AWarHocTMKa M YCTpaHeH e NpoGiem © CaTer,

B T s MNpocMOoTp CBOWCTE CETH

PucyHok 9. OkHo Cemb u UHmepHem.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne
MapLipyTusaTtopa
PykoBoacTBo nonb3osarens

4. B OTKpbIBUIEMCS OKHE MICIKHUTE MpPaBOM KHOMKOW MBIIIA IO COOTBETCTBYIOLIEMY
MoaknoYeHUo No NoKanbHOM CeTU u BridepuTe cTpoKky CBOUCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

&' Cereebie noginroqeHa

4 UE' 5 Mawens ynpaenenns > Bce 3nemedTsl naHenw ynpaeneHua > CETEBLIE MOQKIHOYEHNA v
¥YnopagounTte - OTKNHOUEHWE CETEBOTD YCTPORCTED JwnarHocTrka NogKAHYEHnA MepenmeHoEaHNE NOAKIHIYEHIA
- = -
t- MoaknHyeHne No AOKANBHOA CETH . BecnpoeogHan ceTe
~ ﬂ".-‘jr_-f I G s o HeT nogrntoqeHns
- | OTrnroumuTs 4 dﬂﬂ Cualcormm Atheros ARG285 802.1..
Cocroanmne
JduarHoctnka

HacTpoika mocTa

Co3gate Apnbik
¥Yaanute

[MepenmerosaTe

CeolicTea

¢ e (&

PucyHok 10. OkHo Cemeebie nNoOKIIH0YEHUSI.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans aAsyx SIM-kapt YcTaHoBKa U noAkstoyeHmne

MapLpyTusaTopa
PykoBoACTBO nosb3oBarerns

5. B okne MNogknroyeHne no nokanbHOW ceTU: cBOUCTBA Ha Bkianke CeTb Bouienure
crpoky IP Bepcuun 4 (TCP/IPv4). Haxxmute kHonnky CBOUCTBA.

7]

2 TNogknHodeHne No AoKaneHOW CETH: CBOMCTER >

Cem .D.DCT}'I'I

Mook nioueHe Hepes!

I? Realtek PCle FE Family Controller

CmieyeHHbBIE KOMMOHEHTBI HMCNONE3¥HOTCA 3TMM NOOKNHDYEHWMEM

[ &8 Knnent ana ceteil Microsoft A
(] ¥ OBuwwit nocTyn k daiinam u npuHTepam ana ceteit Mi
O "IE MnaHvposwmK nakeTos Qos

I ccocn 4 1CP /v

O 4 MNpoTokon MyneTMRRExcopa ceTesoro agantepa (Mai
O 4 Opaisep npoTokona LLOP (MafkpocogT)

O 4 |P sepoim & (TCP/IPvE) W
£ >

Y¥CTaHOBWTE .. YoaniTe | CeoilcTea
Cnucanwe

MpoTorkan TCP/AIP. CTaHoapTHeId NpoTokon rnofansHex
ceTell, ofecneYMBaLMA CEASE MEXOY DasNHYHEIMM
E3aMMOLSACTEYIOWMMI CETAMM.

0] 4 Cmaena

PucyHok 11. OkHo ceolicme nodK4eHUs o f10KanbHoU cemu.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne
MapLipyTusaTtopa
PykoBoacTBo nonb3osarens

6. Yo0emutech, 4YTO MeEpeKIoUaTead ycTaHoBieHbl B nonoxeHus Monyuntb IP-agpec
aBTomatuuveckn u lMonyuntb apgpec DNS-cepBepa aBTOMaTu4decku. Haxmmure
kuonky OK.

Ceodfctea: IP eepoun 4 (TCP/IPwd) >

Ofume ANETEPHATMEHAA KOHDWryPaLYAA
MapameTpel IP MOMHO HA3HEYETh GETOMETHHECKM, ECIH CETh

NoA0EHMESET 5TY BOZMOMHOCTE. B NPOTUMBHOM CNyJae y3HalTe
napamMeTpel IP v CETEBOM0 aAMMHWCTPETOPE,

@ Mony4uTe IP-aapec aBTOMaTHHYECKH

O Mcnone30BaTe CNeaykowmMi IP-anpec:

@ MonyukTe agpec DNS-cepeepa aBTOMaTHYSCKH

D McnonezoeaTe cneayrowme agpeca DNS-cepeepoBs:

HD,EITBEFI,'JHTI: NapaMeETPbl NP EbiXo4e

LononHUTENRHO. ..

PucyHok 12. OkHo ceoticme nipomokona TCP/IPvA4.

7. Haxmute KHONIKY 3aKPbITb B OKHE CBONCTB MOKTFOYCHHS.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne
MapLipyTusaTtopa
PykoBoncTBo nonb3osarens

MoaknouyeHne Kk komnbrotepy ¢ Wi-Fi-apantepom

1. /Ina nookniouenus uepes ecmpoennwviii LTE-modem: yctanosutre SIM-kapry B CIOT
SIM A Ha nepeaHell MaHenu MapUIpyTH3aTopa MO30J0YEHHBIMU KOHTakTaMu BHHU3. Ecnu
HEo0XoaMMO, ycTaHoBUTE BTOpyro SIM-kapty B cior SIM B 10307109€HHBIME KOHTaKTaMHU
BBEpX.

Ecnu mapmipytrsarop BkirodeH, a Bam HEoOXOOMMO MONKIIOYHTHL MW 3aMEHUTh SIM-
KapTy, BHIKIIOYHUTE NUTAHWE MapIIpyTH3aTopa, YCTAHOBUTE WK 3aMeHuTe SIM-Kkapry u

CHOBA BKJIIOYHNTE MUTAHUE YCTPOUCTBA.

2. llopxmrounTe ajanTep NHUTAaHUSA K COOTBETCTBYIOLIEMY pa3beMy Ha 3aJHEH NaHenu
MapILIPyTU3aTOPa, a 3aTEM — K JIIEKTPUIECKON PO3ETKE.

3. VYoemutech, uto Wi-Fi-amantep Bamiero kommbpioTepa BKIO4eH. Ha mopraTuBHBIX
KOMITBIOTE€PAX, OCHAIIEHHBIX BCTPOCHHBIM OCECIPOBOIHBIM CETEBBIM aJaNTepPoOM, Kak
MPaBUIIO, €CTh KHOMKA WJIM TepeKItodyareib, aKTUBUPYIOIUN OECIpOBOIHON CETEBOM
amantep (cM. gokymeHrtamuio 1o Bamemy IIK). Ecam Bam kommbioTep ocHaiieH
MOJKITIOYaeMbIM ~ OSCIPOBOIHBIM ~ CETEBBIM  aanTepoM, YCTAHOBUTE MPOTPaAMMHOE
o0ecrieueHne, OCTaBIsIEMOE BMECTE C a/1allTEPOM.

Hanee Heobxomumo yOenuthes, uto Wi-Fi-anantep Bamiero kommbroTepa HacTpoeH Ha
aBTOoMaruueckoe nonydenue IP-agpeca (B kauectee DHCP-knuenra).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne
MapLipyTusaTtopa
PykoBoacTBo nonb3osarens

ABTOMaTHyeckoe nonyyeHme IP-agpeca n noak/iroueHue
K 6ecnpoBogHoit cetn (OC Windows 7)

1. Haxwmure knonky MycK u nepeitnure B pa3nen MaHenb ynpasneHus.

2. Beibepure nyukr LleHTp ynpaBneHus cetaMmu m o6wmum aoctynom. (Eciu nanens
YOpPaBICHUS MMEET BMJI «II0 KaTeropusiMm» (B BEpPXHEM IPaBOM YIIy OKHa B CIIHMCKE
NMpocmoTp BeiOpan nynkt KaTeropwusi), Beibepute ctpoky [pPOCMOTpP COCTOSIHMA
ceTn 1 3aaad nox nyukrom CeTb U UHTEepHeT.)

[E=8 Noll /=<

@Uv|@ » Manene ynpaeneqna » Bce 3nemeHTBI NaHENW YNPABAEHNA B - |¢, | | Mouck & naHenu ynpasnerus D |
HaCTpDﬁKa napamMeTpoB KOMIMbHOTEPAa MpocwmoTtp:  KpynHele sHadqkn ¥

IycK p

~ [lNapameTpsl
“¥ NHAEKCMPOBaHMA

* MoaknkoueHWna K
E 29 yAaneHHeIM paboumnm

MapameTpel Nanok lMepcoHannsaums

& ol |

Mporpammel 1

Mpuctynas K pabote
prcty P KOMTOHEHTBI

k@:l._r‘-—ﬂl

&

I@' MNporpammel No
N yMOoNYaHW

- CeoWcTea oBospesatens

PacnoszHasaHwe peuwn Poantenscknii KOHTpOAL

CueTunkm n CpeacTBa
MPOMZECANTENBHOCTH

5
b/

Cucrema

.’."-; Tenedor n mogem YnpasaeHune LEETOM YcTpaHeHwe Henonanok

YueTHble 3anmcw =y LlenTp obHosnenwma

i o
M7 YCTpOWCTBa M NPUHTEPH - .
=3 P P P nons3oBaTenci <l windows

m

# LlenTp cneunansHeix

LleHTR cvHXpOHMzaLmMK ) _
BO3MOXHOCTER

W LleHTp noasepxkn

.l:-l. LleHTp ynpaesneHwa ceTAMM ndposanne aucka

4@ & u

_ . LW pudTel
M oDWKWM JoCTYNOM BitLocker h pug
\[ Jh AsbiK M permoHanbHble
JKpaHd JneKTponUTaHue T | &
z “27 cTaHAapThl -

PucyHok 13. OkHo lNaHenb ynpaesieHus.

3. B MeHIo, pacrloloXKeHHOM B JIEBOW 4YacTH OKHA, BbiOepuTe myHKT W3MeHeHue
napameTpoB aganTtepa.

4. B OTKpbIBIIEMCS OKHE ILIEIKHUTE IPaBOM KHONKOW MBIIIK MO COOTBETCTBYIOLIEMY
BecnpoBogHOMYy ceTeBOMYy coeAuHeHuto. Yoemutech, uto Bam Wi-Fi-agantep
BKJIFOYEH, a 3aTeM BbiOepuTe cTpoky CBOMCTBA B MOSBUBIIEMCSI KOHTEKCTHOM MEHIO.

5. B okue BecnpoBogHoe ceTeBoe coeAuMHeHMe — cBoMcTBa Ha Bkiagke CeTb
Beiienute ctpoky Mporokon UHTepHeta Bepcum 4 (TCP/IPv4). Haxmvute KHOMKY
CBoucTBa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne
MapLipyTusaTtopa
PykoBoacTBo nonb3osarens

6. Yo0emutech, 4YTO MeEpeKIoUaTead ycTaHoBieHbl B nonoxeHus Monyuntb IP-agpec
aBTomatuuveckn u lMonyuntb apgpec DNS-cepBepa aBTOMaTu4decku. Haxmmure
kuonky OK.

CeoicTea: MpoToken Minteprera sepovn 4 (TCP/IPW) @

Ofwme ANbTEPHATHEHAA KOHGHM YpaLHA |

MapameTpel IP MOy T HASHAYATECA SETOMATHHECKH, BCIHM CETE
NoAASpHHESET 3TY BOSMOXHOCTE. B NPOTHEHOM CRWYag NapaMeT okl
IP MOMHO NONYYMTE ¥ CETEEOMD AAMMHMCTRETORA,

@ Nonyqnte IP-aapec SETOMATHYECKH

() McnonesosaTe CNeAYHOWMA IP-aapec:

@ NanyJnTe aapec DNS-CEpEEpa SETOMATHYECKK

() MCcnones0BaTe CNEAYHIWKME aapeca DNI-CepEepos:

MNoATEERAHTE NapaMETokbl APH BEXO4E [ T —— ]

[ 0];% ][ OTHEHS ]

PucyHok 14. OkHo ceoticme npomokona TCP/IPvA4.
7. Haxwmure kHonky OK B OkHE CBOHCTB MOIKITFOYCHUSL.
8. UToObI OTKpPBITH CIHCOK JIOCTYMHBIX OECIHPOBONHBIX CETEH, BBIACIUTE 3HAYOK
0eCIpPOBOHOTO CETEBOTO MOAKIIOYCHUST W Haxmure KHONKY [lOAKMHOYeHue K win B

obmactu YBG,Z[OMJICHPIP'I, pacnonoxceHHoﬁ B HpaBOfI YaCTH IHaHCJIH 3a1a4, Ha>XMHUTC JIEBOM
KHOIIKOM MBITIH HA 3HAYOK CETH.

Her NoAKNHYYEHMA - Ecte ACCTYNHBIE NOAKAHYEHWA

AU 16:07

- |"‘| O 310001

PucyHok 15. Obnacme ysedomreHuli naHesnu 3aday.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT YcTtaHoBKa u nogkntoyeHne

MapLpyTusaTopa
PykoBoACTBO nosb3oBarerns

9. B orkpeiBiiemcss oxkHe bBecnpoBogHoe ceTeBoe MOAKMIOYEHWE  BBIICIHTE
OecrpoBoHYI0 ceTh DWM-312W, a 3areM HaxkmuTe kHOnky NogknioyeHue.

Het nogeatodeHna *
Iﬂ l | EcTh ACCTYMHBIE NOAKAHYEHKA
BECNPOECAHOE CETEEDE COEANHEHUE “
wireless router _I..ﬂ‘_
:;:l MeaknyaTeca { | Dograreuerue I

: dBTCMATUYECKH

LLEHTF YNpasneHHA CETAMA K C'ELLI,I-IH ACCTY MO

PucyHok 16. Criucok docmyrnHbix cemed.

10. B otkpeiBuiemcs okHe BBeaute kitod cet (cM. WPS PIN Ha Haknelike co mTpHUxX-KOIOM Ha
HIDKHEH naHenu ycrpoiictsa) B mojie Knroy 6esonacHocTH u naxmure kaornky OK.

11. Homoxute 20-30 cexyna. [Tocne Toro kak coenquHeHne OyneT YCTAaHOBJIEHO, 3HAUYOK CETH
NPUMET BHJI IIKaJIbl, 0TOOpaXkaroiel ypoBeHb CHT'HAJIA.

Ecaun mepBuuHas HacTpoiika mapuipytuszaropa Beinonssercs yepe3 Wi-Fi-coennnenue, 10
Cpa3zy mocjie U3MEHEHHsI HacTPOeK OecCHpPOBONHON CeTH MapuipyTH3aTopa, 3aJaHHBIX I10
YMOJTYaHUIO, HEOOXOMMMO OyJIeT 3aHOBO YCTAHOBHTH _OECHPOBOMHOE COCIHWHEHHE,
HCIOJb3Yys TOIBKO YTO 3aJaHHBIE TAPAMETPBIL.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne
MapLipyTusaTtopa
PykoBoacTBo nonb3osarens

ABTOMaTHyeckoe nonyyeHme IP-agpeca n noak/iroueHue
Kk 6ecnpoBogHoit cetn (OC Windows 10)

1. Haxwmure kHotiky Myck u nepeiinute B pasnen NapameTpbil.

2. Beibepure mynkr CeTb u UHTEepHeT.

MNapamerpal - O d

[MapameTpsl Windows

g Cuctema |- YcTpolcTea
3KpaH, 3B8YK, YSEAOMAEHHA, = Bluetooth, npuHTepsl, Ml
nuTaHKe

D Tenedan @ CeTb v VIHTepHeT

Cerzate ycTpoicrso ¢ Android, Wi-Fi, pexum "B camonere”,
iPhone VPN

O =—
MNepcoHanuzauwna E—  T[lpunoxerua

&

OoH, 3kpan BNoOKMPOBKM, LEETA YaaneHwe, SHa4EHMA Mo

YMOAYEHWUHD, 40N, KOMNOHEHTHI

YueTHble 3anucu (] Bpema u a3bik
2 AZE P

YUETHEIE AWM 30, NCYTE

PacnozHaesHue ronocs

PucyHok 17. OkHo lMapamempsi Windows.

3. B pasgene U3MeHeHMe ceTeBbiX MNapaMeTpoB BoeiOepute mnyHkr HacTpouka
napameTpoB aganTtepa.

4. B oTkpeIBHIEMCA OKHE IIEIKHHATE IIPaBOM KHONKOM MBIIIM IO COOTBETCTBYIOIIEMY
BecnpoBogHOMy ceTeBOMy coeAMHEeHUK. Yoemurech, yro Bam Wi-Fi-aganrep
BKJIIOUEH, a 3aTeM BbiOepuTe cTpoky CBOMCTBA B MOSIBUBIIEMCS] KOHTEKCTHOM MEHIO.

5. B oxue BecnpoBogHoe ceTeBOe coeAMHEHME: CBOMCTBa Ha BkiIagke CeTb
Boiienute crpoky IP Bepcum 4 (TCP/IPv4). Haxmure knonky CBOMCTBA.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne
MapLipyTusaTtopa
PykoBoacTBo nonb3osarens

6. Yo0emutech, 4YTO MeEpeKIoUaTead ycTaHoBieHbl B nonoxeHus Monyuntb IP-agpec
aBTomatuuveckn u lMonyuntb apgpec DNS-cepBepa aBTOMaTu4decku. Haxmmure
kuonky OK.

Ceodfctea: IP eepoun 4 (TCP/IPwd) >

Ofume ANETEPHATMEHAA KOHDWryPaLYAA
MapameTpel IP MOMHO HA3HEYETh GETOMETHHECKM, ECIH CETh

NoA0EHMESET 5TY BOZMOMHOCTE. B NPOTUMBHOM CNyJae y3HalTe
napamMeTpel IP v CETEBOM0 aAMMHWCTPETOPE,

@ Mony4uTe IP-aapec aBTOMaTHHYECKH

O Mcnone30BaTe CNeaykowmMi IP-anpec:

@ MonyukTe agpec DNS-cepeepa aBTOMaTHYSCKH

D McnonezoeaTe cneayrowme agpeca DNS-cepeepoBs:

nE--.'ITBEFI'_'IHTb NapaMeETPbl NP EbiXo4e

LononHUTENRHO. ..

PucyHok 18. OkHo ceoticme nipomokona TCP/IPvA4.

7. Haxmure KHONKY 3aKPbITb B OKHE CBONCTB MOK/TFOYCHHS.

8. UToOBI OTKpBITh CHUCOK JIOCTYMHBIX OCECIpPOBOAHBIX CETEH, BBIICIUTE 3HAYOK
0ecnpoBOHOTO CETEBOTO MOAKIIOYCHUS M HakMHUTe KHONKYy [logkniovyeHue K wiu B
00JIacTH yBEIOMJICHUH, PACIONIOKEHHOW B MPAaBOM YacTH MaHENM 3ajad, HAXKMUTE JIEBOH
KHOIIKOW MBIIIY HA 3HAYOK CETH.

He NOAKAHXYEHD: ECTE A0CTYNHBIE NOAKNHIYEHWMA

o . Toedl
A~ g8 dx PYC oo

PucyHok 19. Obnacme ysedomreHuli naHesnu 3aday.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM mopynem Ans asyx SIM-kapT YcTaHoBKa U noAkstoyeHmne
MapLupyTusatopa
PykoBoacTBo nonb3osarens

9. B OTKpPBIBIIEMCSI  OKHE Becn poBoOoHOe cCeTeBO€ NOAKI/THYEeHUEe  BBIACIUTEC
OecripoBoHyI0 ceTh DWM-312W, a 3aTeM HakMuTe KHONKY MOoAgKNIYnTLCS.

RD_DLINK
SdllMLIIEHD

D nD,II,K'J'IHJ"—IETI:-EH dBTOMaTUYSCKIA

MopknounTeca

Pucyrok 20. Criucok docmyriHbix cemed.

10. B oTkpeiBiIeMcs okHe BBeauTe Kitod cetd (cM. WPS PIN Ha Hakieiike co mITpUX-KOIOM Ha
HIDKHEH naHenu ycrpoiictsa) B mosie Knroy 6e3onacHOCTU 1 HaxxMuTe KHONIKY [lanee.

11. PasperuunTe Wi 3anpeTuTe APYTUM yCTPOUCTBAM B 3TOM cetu oOHapyskuBath Bam 1K (Ha /
Her).

RD_DLINK
@

3alUIEHO

Bbl xoTWUTE paspelurTs ADYTWM KOMIbHOTEDaM W
YCTPOMCTBAM B 3TO CETHU OBHapyXMBaTb BaLl
Nnk?

PekomeHayeM ANaTh 3TO B AOMALLIHER WK
pabo4eil CeTH, a He B OBLLEeA0CTYTIHBI

Ja Het

PucyHok 21. MNapamempsl o6HapyxeHus NK dpysumu ycmpolicmeamu.

12. Tlogoxaute 20-30 cexynna. [locne Toro kak coenuHeHue OylAeT yCTAaHOBICHO, 3HAUYOK CETH
MPUMET BUJ TOUYKH U U30THYTHIX JIMHUHN, OTOOPAXKAIOUIUX YPOBEHb CUTHAA.

Ecaun mepBuuHas HacTpoiika mapuipytuzaropa Beinonssercs yepe3 Wi-Fi-coennnenue, 10
' Cpazy mociie M3MEHEHHs] HacTpOeK OecpOBOMHON CeTH MapuIpyTH3aTopa, 3aJlaHHBIX TI0
®  YMOJYaHUIO, HEoOXoAMMO OydeT 3aHOBO YCTAaHOBHMTH OECHPOBONHOE COCIUHEHHE,
MCIOJb3Yys TOIBKO YTO 3aJaHHBIC TAPAMETPBL.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT YcTtaHoBKa u nogkntoyeHne
MaplpyTusaTtopa
PykoBoacTBO nonb3oBarens

lModknroyeHue k web-uHmepgbeticy

[Tocie HacTpOWKM cCOeMUHEHHUs C MapHIpyTH3aTopoM Bbl MokeTe oOparuThcs K web-uHTepdeiicy
HACTPOWKH M YIPABJICHHUS [UIS 3aJIaHUsl HEOOXOMUMBIX mapameTpoB (co3manust WAN-coennHeHHs
JUIA TIOAKITIOUEHHUs] K ceTH VIHTEepHeT, M3MEHEHHs IapaMeTpoB OECIPOBOJHOTO COCTUHCHUS,
HACTPONKU MEXKCETEBOTO dKpaHa U JIp.)

Mapipyruzarop DWM-312W ¢ HacTpolKaMH 10 YMOJYAHUIO HE MOXKET IMOJKIIOYATLECS K

' CCTHU HHTC[!HeT. JIng Hadana [2360TLI 3a11a171Te COOCTBEHHBIN HapoJb JUIA AOCTYIIA K web-
|

uaTepdelicy M n3MeHuTe HazBanue OecmpoBonuHoil ceru  (SSID)., a  Takke, ecin

Heo0XonMMo, 3a7aiiTe Ipyrue HacTPOWKH, PEKOMEHIOBaHHbIE BaliM npopaiiaepom.
3amyctute web-Opaysep (cm. pasmen Ilpedsapumensnas noozomoeka, ctp. 17). B angpecHoit
cTpoke web-Opay3zepa BBeauTe JOMEHHOE€ HMS Mapuipytuzatopa (IO YMOTYaHHIO —
dlinkrouter.local) c Toukoil B KOHIlE U Haxmure kiaBuury Enter. Bol Takxke moxere
BBectH [P-anpec ycrpoiicTBa (o ymonyanuio —192.168.0.1).

arn Mpaera Bva  Jarknagku BuaweTel  FHCTpYMEHTEI CNpaeka
4 &« 5 » 19y ~ B o2zt v

PucyHok 22. Beod IP-adpeca DWM-312W e adpecHou cmpoke web-6paysepa.

Eciiy npy OmBITKE DONKIIOYEHUS K web-uHTepdeicy MapiipyTu3aTopa Opay3ep BbIIAET
' ommoOKy THna «Hesozvooicno omobpazums cmpanuyyy, yOENWTECh, YTO YCTPOMCTBO
|

IPpaBHUJILHO NOAKIIOYCHO K KOMIIBIOTEPY.

Ecnmu ycrpoiicTBo eme He OBUIO HACTPOCHO WM paHee ObUTM BOCCTAHOBJICHBI HACTPOWKH IO

YMOJTYaHUIO, TIPH o0palieHnn K web-uatepdeiicy oTkpbiBaeTcs Mactep HauaabHON HACTPOUKH (CM.
pasznen Macmep nauanvhoii Hacmpouku, cTp. 44).

YeawaeMblil aGoHeHT! Bl B NepBLIA pa3 BKNKOYUMKW YCTDOMCTEBO W ANA Toro, YTobel Bel MOMMM Ha4YaTk NONB30BaTLCA
ycnyramu fgoctyna K ceti MiHTepHeT, Bam HeoBxoaMmo ero HacTpoUTb.
[nA sanycka MacTepa HaMKTe KHonKy "HadyaTts"

HAYATb

PucyHok 23. CmpaHuua 3anycka Macmepa Ha4anbHOU HacmpouKU.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne

MapLpyTusaTopa
PykoBoACTBO nosb3oBarerns

Ecnu panee Bbl HacTpouiu ycTpoicTBO, Ipy oOpatieHnH K web-uHTepdeicy OTKpoeTcs CTpaHula
BXOJIa B cucteMy. BBeaure umst monp3oBarens (admin) B noie MMA nonb3oBaTensa u 3a1aHHbIN
Bawmu mapons B none Maponb, 3arem vaxmute knonky BXO[,.

ABTOpU3aUNA

MR nons3oBatena™

Mapons™

.- (=)

A OcTaeatkCA B CUCTEME

3abbinw napons?
Owmbka aeTopUzaLmm

OcTanock NONLITOK:

1

BXOL4 O4YUCTUTDL

PucyHok 24. CmpaHuuya exola 8 cucmemy.

UroObl HE BBIXOAWTH U3 CHCTEMBI, CIBUHBTE Nepekirouarenr OcTaBaTbCA B CUCTEME BIIPaBo.

[Tocne 3akpbITHsE web-Opayzepa MM mepe3arpy3ku yCTpoiicTBa HEOOXOIUMO CHOBAa BBECTH UM
N0JIb30BAaTENS U apOJlb.

Ecnu npu BBOme maposniss Bel HECKOIbKO pa3 BBOAWTE HEMpPAaBWIBHOE 3HaueHHe, web-uHTepderic
HeHanoro 6mokupyetcs. [logoxxaure oJHy MHHYTY M CHOBA BBEIUTE 3a/laHHBIN Bamu mapois.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHUM moayrnem anst AByx SIM-kapt

PyKOBOﬂCTBO nonb3oBarens

YcTaHOBKa M nogkrnoveHne
MapLupyTusatopa

Cmpykmypa web-uHimepdgbetca

CtpaHuua nHdopMaumm o cucrteme

Ha crpanune UHcpopmauma o cuctemMe mpencrasieHa noapoOHas MH(OpManus 0 COCTOSHUH

YCTpOMCTBa.

= £ Hauano

WHpopmauus o cucteme

WMHudpopmauna o cucteme WAN no IPv4

Mogens: DWM-312W Tun coegMHEHIA: MofunbHbli MHTEpHET
ANnNapaTHan BEPCOAA: Al Cramyc: Coegnneno @
Bepowa NO: 4.0.2 IP-aapec: 10.107.90.8

Bpema chopku:
Bepona UL
MNpon3BoguTenk:
CepuiHbii Homep:
Tex. nogaepxKa:

Onwcarwe:

Bpema paboTh:

Wi-Fi24TTu

Cramyc:

BewaHwe:

JAonoAHWTENRHEIE CETK:

M cetw (SSID)

BesonacHoCTh:

nH 4 anp. 2022 . 12:25:01 MK
1.32.0.4355f3e-embedded
D-Link Russia NokansHas ceTb

TVD05113000711

LAM 1P 192.168.0.1

support@dlink.ru
BecnpoBogHbIE NOAKIHYEHA:

Root filesystem image for
DWE 312%W MT76204A |-|FIIZIBIII,|'J,HI:|IE NogEADYeHMAD 1

2 vac. 44 wnH.

MopTel LAN
LAN: ®
BrnioueHo @@
BrnioueHo @@
. LTE-monem

DWM-312W-FC2C
M quecteL eczs
WEAZ-PSK @

PucyHok 25. Cmparuya uHghopmayuu o cucmeme.

Ctpanunua 39 us 272



DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne
MapLipyTusaTtopa
PykoBoncTBo nonb3osarens

B paznene UHbopmauma o cucteme ykazana Mojieiib U anmaparHasi BEpCusi yCTPOUCTBA, BEPCHs
NPOTrPaMMHOTO 00ECTIEUCHHUS U IPyTUE TaHHbIE.

Jis Toro utoObl 00paTUThCA B TeXHUYECKYIO momuepxkky D-Link (ormpaButh cooOrieHue 1o
SNIEKTPOHHOM TOYTE), LIEJKHUTE JIEBOM KHONKON MBIIIM HA aJpece TEXHUUYECKOH MOAICPHKKH.
[Tocne Ha)kaTH OTKPOETCS OKHO IOYTOBOM MPOTrpaMMBbl JJisi OTHPAaBKM HOBOTO MHChMa Ha
yKa3aHHBIN ajpec.

B pasnene Wi-Fi 2.4 I'Ty otoOpakarorcsi TaHHBIE O COCTOSHUU OSCIPOBOHOM CETH YCTpPOWCTBA,
€c Ha3BaHHE M THUI CETEBOU ayTCHTU(HKAIMH, a TAKXKE HAJIMYIHUE ONOJHHUTEIBHOW OECIPOBOIHOI
CeTH.

B paznene WAN npencrasiensl JaHHBIE O THIIE M cTaTyce cymiecTBytomero WAN-coeanHeHusl.

B pasznene JlokanbHasa ceTb oroOpaxkaercs IPv4- u IPv6-aapec mapmipyrusaropa, MAC-aapec
JIOKaJbHOM CETH, a TAK)Ke KOJIMIECTBO MPOBOIHBIX M OECIIPOBOTHBIX KIIMEHTOB YCTPOMCTBA.

B pazznene MopTbl LAN otoOpaxaercs cocrosune LAN-mopTa ycrpoiicTsa.

B pasznene LTE-Moaem orobpaskaercst Ha3Banue BcrpoenHoro LTE-mMonema.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHUM moayrnem anst AByx SIM-kapt

PyKOBOﬂCTBO nonb3oBarens

YcTaHoBKa 1 nogkntoyeHme

MapLupyTusatopa

Crpanuuya Havano

Ha crpanune Havano mnpexacraBieHbl CCBHUIKM Ha CTPaHMIBI HACTPOEK, K KOTOPBIM YacTO
oOpaliaroTcs Noiab30BaTeu Npu padore ¢ web-uHTepdeiicom.

Hauano

[obpo noxanoeats B WHTEpdeRC HACTpolkK yeTpoicTea D-Link!

Ha 3Toi cTpaHuue npencTaeneHs Pasaenl, K KOTOpLIM NoNs302aTENK YacTo odpallanTes nocne NepenYHoN HacTponkd. MonHui

CMHCOK paznenoe OOCTYNEH B MEHKD.

.ﬁ URL-thMnsT
ryi P p

Bl MoxeTe GNOKMpOBATE NoOCELLEHnE
HEXenarensHbix calTos no URL-
agpecam.

O BupTyansHse CEpBEPH

Bbl MO#ETe CO33BaTb BUPTYaNbHbIE
CepEepbl ANA NepeHanpasneHua
BXOAALLErD MHTEPHET-TRahMKE Ha

o 1A = I i A a
Ka3aHHbIl IP-aapec B NokanbHOM CETK

o VHhopMaumns o cucTeme

CeogHan uHpopMalua of ycTpoicTee.

' SkyDNS

Cepenc AnA qmr:Tpau,vn KOHTEHTA K
fesonacHoro AOCTYNa B MHTEPHET.

7= OrpaHiuenve focTyna
¥ BecnpoBOOHLIX KIMEHTOB

Bel MoxeTe 336N0KUpOEATE AOCTYI K
YCTpOWCTEY No WI-Fi gnA HeEKOTOpbIX
KAMEHTOB.

"':.‘:" HacTpoika Wi-Fi

HacTpoika ocHOBHBX NapaMeTpos
Wi-Fi. 3pech Bol MOXETE M3MEHWUTE MMA
CETW, NapaMeTphl BE3oNacHOCTI 1 4p.

PucyHok 26. Cmpa+uua Ha4aJsio.

Jpyrue HacTpoKH MapLIpyTU3aTopa AOCTYIHBI B MEHIO B JIEBOW YAaCTHU CTPAHULBI.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans asyx SIM-kapt YcTaHoBKa U noAkstoyeHmne

MapLpyTusaTopa
PykoBoACTBO nosb3oBarerns

Pa3pgenbl MeHIO

JI1s1 HaCTpOMKKM MapLIPYTU3aTOPa UCIOIb3yHNTE MEHIO B JIEBOM YaCTH CTPAHMIIBI.

B pasgene HayanbHas HacTpouka Bbl moxkere 3amycTuTh MacTep HadalbHOW HACTPOWKH.
Macrep nmo3BosieT HaCTPOUTh MaplLIpyTHU3aTOp Ui paboThl B HY>)KHOM Bam pexume U 3a1aTh Bce
napameTphl, HeoOXoauMBbIe sl Havasia paboThl (MoapoOHOe ommcaHue Mactepa cM. B pazuene
Macmep nauanvHoii hacmpouku, ctp. 44).

Ha crpanunax pasnena CTaTUCTUKA TpeICTaBICHBI JaHHBIC, 0TOOPaXKAIOIINE TEKYIIEe COCTOSHHIE
MaplIpyTH3aTopa (ONMMCAaHUE CTPAHULL CM. B pazaene Cmamucmuka, ctp. 63).

Ha crpannnax pasnena HacTpowka coeAMHEHMW MOXXHO HACTPOUTH OCHOBHBIC IapaMeTphl
LAN-unTepdeiica MapuipyTusaTopa U co3aaTh MOAKIOUEHHE K ceTH MHTepHeT (onucaHue CTpaHul]
cM. B pasnene Hacmpoiika coedunenuii, ctp. 73).

Ha crpanmnax pasgena VPN moxuHO HactpoutTh VPN-MoakimoueHHs 1O HPOTOKOIAM
IPsec/GRE/EoGRE, a taxxe co3nate PPTP- unn L2TP-cepBep u ydeTHble 3anucu AJis AOCTyHa K
HeMy (omucaHue CTpaHul cM. B pasaene VPN, ctp. 131).

Ha crpanunax paznena Wi-Fi MoxxHO 3amath Bce He0OXOIUMBIE HACTPOWKH OSCIIPOBOIHON CETH
MapuIpyTu3aTopa (onMcaHue cTpaHull cM. B pazaene Wi-Fi, ctp. 152).

Crpannnusl pazgena LTE-mMopaem mpennasnauensl i pabotel co BctpoeHHBIM LTE-monmemom
(ormucanwme crpanuil cM. B pasaene LTE-modem, ctp. 178).

Ha crpanumax pasnmena [JOMOMHUTENbHO MOXHO 33/1aTh JIOTOJHHUTEIBHBIE IMApaMeTPh
MapIIpyTH3aTopa (ONMCaHUEe CTPAHULL CM. B pasaene Jononnumensho, ctp. 186).

Ha crpanuiax pasmena MexceTeBOM 3KpaH MOXKHO HACTPOUTh MEKCETEBOW 9SKpaH
MapiIpyTH3aTopa (onucanue CTpaHull CM. B paszesie Mexccemeasoil IKpan, ctp. 214).

Ha crpanunax pazgena CucTema npencrasieHbl GyHKIMU sl pabOThl ¢ BHYTPEHHEH CHCTEMOM
MapuipyTu3aTopa (ornucaHue CTpanuil cM. B pasaene Cucmema, ctp. 235).

Ha crpannnax pasaena SKYDNS mokHO HacTpouTs cepBHC KOHTEHTHOH ¢uubrparmu SKyDNS
(omucanue ctpaHull cM. B pazneine SkyDNS, ctp. 260).

Uto6sl 3aBepmuTh paboTy ¢ web-uHTepdericom MapmpyTu3aTopa, HAXKMHUTE Ha CTPOKY MEHIO
BbinTtu.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHVUM moaynem Ans aAsyx SIM-kapt YcTaHoBKa U noAkstoyeHmne
MapLipyTusaTtopa
PykoBoacTBo nonb3osarens

YBeagoMmneHus

Web-unTepdeiic MmapuipyTuzatopa 0ToOpaxaeT yBEIOMIICHHUS B IPABOM BEPXHEM YTy CTPAHHUIIBI.

"o

PucyHok 27. YeedomrneHusi web-uHmepabelica.

Haxxmute Ha 3HAYOK, OTOOPAKAIOMIMK KOJUYECTBO YBEAOMIICHWW, YTOOBI MPOCMOTPETH MOITHBINA
CIIUCOK, U HA)KMHUTE COOTBETCTBYIOIIYIO KHOIIKY.
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C ofHuM moayrnem Ans Asyx SIM-kapt HacTpolika maplupyTusatopa

PyKOBOD,CTBO nonb3oBarens

IMABA 4. HACTPOUKA MAPLLUPYTU3ATOPA

Macmep Ha4anbHOU Hacmpouku

YroObl 3amycTuTh MacTep HaualbHOW HACTpOiKH, niepeiinute B paznen HavyanbHas HacTpouka.
Ha otkpeiBuieiicsi crpanuie Haxkmure kHonky OK u noxanmTech BOCCTAHOBIICHHS 3aBOJICKHX

HACTPOEK yCTPOMICTBA.

[Ons zanycka macTepa Ha4arbHOA HACTPOMKK HeOBX0OMMO BOCCTAHOBWTL 3ABOCKWE HACTPOMKA YCTPOMCTEA.

PucyHok 28. BoccmaHosrieHue 3a800CKux Hacmpoek 8 Macmepe.

Ecnu mepBuuHas HacTpolika MapIiipyTu3aropa BbinonHseTcs yepe3 Wi-Fi-coenunenue, yoeaurecs,
4To BbI OZKIIFOYEHBI K OecnipoBOIHOM ceTrt DWM-312W u Haxxmute kaonky JAJIEE.

BoccraHoBneHue 3aBOOCKWMX HacTpoeK 3aBeplUeHo
HmaA ceTv v naponb Bel HaioéTe Ha cTMKepe Ha Kopnyce Bawero ycTpoiicTea.

Ecnm Bel nogkntodensl no Wi-Fi, yBegwTecs, 4To He NpoU30LLINO aBTOMATHMYECKONO NEPEKICHEHNA Ha OpYTy

GecnpoBoOaHYO CETh.

PucyHok 29. lNposepka nodknodeHusi kK becripogodHol cemu.

Haxwmute kHonky HAYATbD.

YeawaeMblit aboHeHT! Bel B NepBbIi pa3 BKMNHOYKIKW YCTPOMCTBO M OANA Toro, YTobkl Bel MOMMK HaYyaTk NONbL30BaTLCA
ycnyramm gocTyna K cetk MiHTepHeT, Bam HeoBXoaMMo ero HacTpoUTb.
IinA 3anycka MmacTepa HaXMUTe KHonky "HauaTs"

HAHATb

PucyHok 30. 3anyck Macmepa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

Ha orkpbiBiIeiics crpanuie HaxMuTe KHONKy J[A, 9ToObl OCTaBUTh TEKYIIWil $3bIK Wweb-
unrep¢eiica, mau Haxkmure KHOnKy HET, uTo0Ob1 BEIOpaTh Apyroii sS3bIK.

Il Bo3moxHo, Ball A3bik Pyccknii?

PucyHok 31. Bbibop si3bika web-uHmepgbelica.

Bl MOXKeTe JOCPOYHO 3aBEPIIMThH pabOTy MacTepa U MepeiiTi B MeH0 web-unTepdeiica. J{is aToro
naxmure kHonky PACLUMPEHHBIE HACTPOWMKW. Ha orkpsiBuieiics CTpaHMIE H3MEHHTE
HACTPOMKH MO YMOJIYAHUIO: U3MEHHUTE Mapoiib agMuHUCTparopa B nosix Maponb uHtepdenca
nonb3oBaTtena u lNoATBepXaAeHWe Napons u HazBanue OecnpoBoAHOW cetd B mone Umsa
cetun (SSID). 3arem nHaxxmute kHoniky MTPUMEHUTD.

HacTpoikn no ymonyanuio

[na Hayana pabome! ReobX00UMO UMEHUTIE HERDMODBIE HECMPODKY N0 YMOTYSHLIND.

(D) Onuva napons domkra Geime om 1 do 31 ASCH cumsona

Hwmr cetn (551D

DVWI-0X

T

PucyHok 32. IameHeHuUe Hacmpoek o yMos4aHuio.

YroObl NPONODKUTH HACTPOHKY MaplIpyTH3aTopa € TMOMOLIbI0 MacTtepa, HaXMHUTE KHOIKY
NMPOOOITKUTD.
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C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

Bbi60p pexxuma paboTbl yCcTponucTBa

BriGepure HeoOXxonumeblil pexxum padboTsl n Haxmute kHorky [JAJIEE.

UtoObsl mOnKIIOUNTH Baie ycTpoiCTBO K MPOBOIHOMY HWHTEPHET-TIPOBalIepy, Ha CTpaHUIIC
Pexum paboTbl yctpouctBa B crucke Cnoco® NOAKMKOYEHUS BhIOCpUTE 3HAYCHUE
NpoBoaHoe nopakntoyeHue. B stom pexume Bwr cmoxere Hactpouts WAN-coenuHeHwe,
3a1aTh CBOM HAaCTPOMKH JUIs OECIPOBOAHON CETH YCTpPOICTBA M 331aTh COOCTBEHHBIN MapoOib JUIS
nocryna Kk web-unrepdeiicy ycrpoiicTaa.

Pexum paboTel ycTpocTBa

Cnocob NogKnHeHrA

MpOBOAHOE NOOKMKUEHHE - Q

£ HA3An DANEE »

PucyHok 33. Beibop pexuma pabomsl yecmpoticmea. Criocob nodkntoyeHusi lIpoeodHoe nodkroyeHue.

YroOsl nmomxiatounth Bame ycrpoiictBo k 3G- mimmu LTE-cetu omeparopa MoOuiIbHON CBA3HM, Ha
crpanuiie Pexum pabotbl ycTtpomcTBa B crmcke Cnoco6 nNoOAKMHOYEeHUs BbhiGepuTe
3HaueHne MOOWUNBbHLIA WMHTEepHeT. B »stom pexnme Bbr cmoxere Hactpouts 3G/LTE
WAN-coennHeHne, 3a1aTh CBOM HACTPOWKHM Juisi OECIpPOBOIHON CETH YCTPOWCTBA M 3a/1aTh
COOCTBEHHBIN Napoib UL JocTyna K web-unrepdelicy ycrpoicTaa.

Pexunm pabotkl ycTpoicTBa

Cnocof noaknyeHA

MoBUNBHLIA MHTEPHET - Q

@ Modkrmroyume Kk yempoticmey USB-Mmodem ¢ akmugHol
SIM-kapmol Bawezo onepamopa unu ycmaHosume
akmusHyro SIM-kapmy & coomeememayrowul crnom, eciu

Bauwe ycmpolicmeo ocHaweHo scmpoerHeim 3G/LTE- ﬂ l
= B
(- L

< HA3A[Q DAMNEE »

PucyHok 34. Bbibop pexuma pabomsi ycmpoticmea. Criocob nodkrntoyeHusi MobunbHbIl uHmMepHem.
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C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

Uto6sl monkimounTh Bamie yctpoiicTBo k OecnpoBogHOMy uHTEepHeT-mipoBaiinepy (WISP), na
crpanuiie Pexum pabortbl ycTtpomctBa B crmcke Cnoco6 noOAKMHOYeHUs BuiGepuTe
snaueHne Wi-Fi. B stom pexxume Bbl cMokeTe moakimounTh Baie ycTpoWCTBO K JIPyroi TOUKe
noctyna, HacTpouTh WAN-coennHeHue, 3aaaTh CBOM HACTPOWKH s OECHpOBOIHON ceTu
YCTpOICTBa U 33J1aTh COOCTBEHHBII Mapoib AJs AOCTyMa K web-uHTepdeiicy ycTpoiicTBa.

Pexwum paboTel ycTpoicTBa

i o
!l:
2

< HA3AD OANEE %

PucyHok 35. Bbibop pexxuma pabomel ycmpoticmea. Criocob rnodkrnirodeHusi Wi-Fi.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

Co3pnaHue 3G/LTE WAN-coeanHeHus

DTOT 1Iar JOCTyIeH AJst crnocoba mojkoucHuss MOOUNbHBLIM UHTEPHET.

1. B packpeBatomiemcs crnucke SIM-kapTta Beibepure SIM-kapry, Kkotopas Oyder

HCITIOJIB30BAThCS 111 yCTAHOBKH COEAUHEHUS.
2. Ecmu nns SIM-kaptsl BerpoenHoro LTE-monema ycranosiena nposepka PIN-kona, BBeuTe
PIN-kox B mone PIN u naxxmute knonky MPUMEHUTD.

HacTpoiikn mogema

n 0T Quectel
EC25
Mogem 1

WMones
Quectel EC25

SIM-xapra

SIM A IMSI: -

Heobxoaumo seectu PIN-kog SIM-kapTel
Mogem: Mogem 1 SIMA
OcTanocs NonLITOK: 3

£ HA3AD

PucyHok 36. CmpaHuya egoda PIN-koda.

3. ITlogoxnaute, moka MapuipyTHU3aTop aBromatudecku coznaet WAN-coenunenue aisa Bamero

omneparopa MOOWIBHOU CBSI3U.
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C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

HacTtpoikn mogema

n S0MTE Quectel
EC23
Mogem 1

Monem
Quectel EC235

SIM-xapra

SIM A IMSI: 250015602723576

CoeouMHeHWe CO30aHO aBTOMAaTHUYECKH.
[NA NpooCn#eHWs HACTPOAKKM HaXMKTE KHONKY "[lanee”

{ HA3An OANEE »

PucyHok 37. Cmparuya Hacmpolku 3G/LTE-coeduHeHus.

4. Haxwmure xaonky OAJIEE.
Ecnu mapmpyTtuzaropy He yaamoch co3nath WAN-coeaMHEHHE aBTOMATHYECKH, HAKMUTE KHOIIKY

HACTPOUTb BPYYHYHKO. Ha crpanune HacTponku mopema 3anaiite Bce HEOOXOAMMBIC

HacTpoliku U Haxmute kHonky [JAJIEE.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

Wi-Fi-knueHT
DTOT mar goctymeH uist cnocoda noarmodeHus Wi-Fi.

1. Ha crpanune Wi-Fi-knmeHT naxmure xHonky BECMPOBOOHBLIE CETU u B
OTKPBIBIIEMCST OKHE BBIJCIHTE CETh, K KOTOPOHl HEOOXOAMMO MOAKIIOYUTHCSA. [Ipu
Boiesienun cetu noist Mmsa cetu (SSID) u BSSID 3amonusTcst aBroMaTn4eck.

Ecnu Bel He MOXeTe HalTH HY)XKHYIO CeTh B CIicke, Hakmute Ha 3Hadok OBHOBUTDb (E).

2. Ecnu ans mOAKIIOUEHHUs K BBIAENEHHON Bamu OecrnpoBomHON ceTH TpelyeTcs mapoib,
BBEJUTEC €ro B COOTBeTCTByomee mnoje. Haxwmure Ha 3Hadok lokasaTb (%), uroObI
0TOOpa3uTh BBEACHHBIN MapOIIb.

Wi-Fi-knueHT

Wma cetw (SSID)
RD DLINK /A Brumaxue! Mpu NoOKTIYeHUU K CEMAM ¢ WUgposaHueM
- WEP unu TKIF usMeHAMCH 0CHO8HBIE Hacmpolku Wi-Fi-
cemed: g duanasoHe 2.4 Ty Gydym ucrnofb3oeamsca
BSSID cmandapme: 802.11b u g, & duanasore 5 [Ty Gydem
ucnons3osamsca cmandapm 802.11a.
T4:da:da:0a:8f:c9 P

CeTezan ayTeHTUEHEaLUR

WPAZ2-PSK -

Anuxa napona donmxHa Geime om & do 63 ASCHI
cuMeonoe

Tun wudposaHna*

AES -

BEECMNPOBOOHLIE CETH

<

PucyHok 38. Cmpa+uuya Hacmpotku Wi-Fi-knueHma.

Ecnu Bbl nojkiodaeTech K CKPBITOW CeTH, BenuTe HaszBaHue cetd B moje Uma cetm (SSID).
3atreM BbIOepHTE HeoOXoauMmoe 3HaueHue B crucke CeTeBas ayTeHTUPUKaAUMA u, eciiu
HEOoOX0MMO, BBEJMTE MApOJb B COOTBETCTBYIONIEE TOJIE.
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C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

s tunoB ceteBoit ayrentrdukanun Open u WEP na crpanuiie otoOpakarorcst Clieayromme
HACTPOUKU:

MapameTp OnucaHue

Tonvro O muna aymenmudghuxayuu Open.

@naxok ans akruBauu WEP-mmgpoanus. [lpu ycraHoBieHHOM

BkniounTb
wndposaHue WEP (duraxke Ha CTpaHUIE OTOOPAKAETCS PACKPBHIBAIOIIUKACS CITHUCOK
Howmep knroya no ymonyaHuio, pnaxox Knroy wmdpoBaHus
WEP kak HEX u uetsipe monst Kntoy wumndppoBaHus.
Howmep krnitoya no Homep xmtoua (ot 1-ro g0 4-ro), KOTopbiii OyAeT HCHOIb30BaThCS
yMon4yaHutio s WEP-mmudpoBanus.

Koy wudcppoBaHus YcranoButTe (UIaXKOK, YTOOBI 33]1aTh IISCTHAAIATEPHYHOE YUCIIO B
WEP kak HEX KadyecTBe KJto4a JUIsl U POBaHUS.

Kmroun nns WEP-mmdpoBanus. [Ipu mmdpoBaHur HUCIONb3yeTCs
KJIIO4, HOMEp KOTOPOTO yKa3aH B packpsiBatoiiemcs crucke Homep
Knwoya no ymon4yaHuito. HeoOxomumo 3amoiHUTh BCE TOJSL.
Haxvure Ha 3Hadok [lokasaTb (&), 49roObl o0TOOpa3suThH
BBEJCHHBIN KITIOY.

Jus tunioB cereBoit ayrentudukanun WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTPaHHIE 0TOOPAYKAFOTCS CIICTYIOIINE TOJIS:

MapameTp OnucaHue

[Maponms  mna  WPA-mmdpoBanus. Haxmure Ha  3HAYOK

Kntoy wudcpoBaHus
(1-4)

Maponb PSK .
MNMokaszaTtb ( & ), yToObI OTOOPA3UTH BBECHHBIN MAPOJIb.

Tun wudpoBaHus Mexanu3sm mmdposanus: TKIP, AES nin TKIP+AES.

3. Haxwmure kHonky JAJIEE, uto6sr nponomkuts, win kHonky HA3A][L, uToObl BepHYTHCS
Ha MPEABIIYIIYI0 CTPAHUILY.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

Hactpoiika nposogHoro WAN-coeguHeHus
DTOT mar A0CTyIeH st crnoco6oB noakitoueHus NpoBogHoe noakntoveHune u Wi-Fi.

Hacmofma WAN-COCZ[I/IHGHI/Iﬁ IMPOU3BOAUTCA B COOTBETCTBHUH C JaHHBIMU,
IPEIOCTARICHHBIMU OPOBaMIepoM JocTyma K cetu MuTepHet. Ilpekie yeM HacTpaWBaTh

coenMHenne, yoenuTech, YTo Bl moayumin BCio HeobxonumMyro nHbopMaiunio. Ecian y Bac
HCT TAaKUX JTAHHbIX, O6[)&TI/ITCCB K CBOEMY npomﬁg;epy.

Ha crpanuiie Tun coeamHeHus ¢ UHTepHeToM naxxmure kHonky CKAHUPOBATb
(mocTymHO TONMBKO U crocoba moxakimodcHus poBoaHOe NOAKIOYEeHUE), YToOBI
aBTOMATHUYECKU ONPEIETUTh THIl COSAMHEHMs, MCIONb3yeMblii Bamum npoBaiinepom, win
BPYYHYIO BBIOEPUTE HEOOXOAMMOE 3HAYCHHUE B CIIUCKE TUM COeAUHEHUS.

3anaiite HaCTPOUKH, HEOOXOIMMBIE [T PAOOThI COSMHEHUS BHIOPAHHOTO THIIA.

Ecin B norosope ¢ BammMm mposaiinepom ykazan onpeaeneHHbsli MAC-anpec, B cnmcke
Cnoco6 Ha3HavyeHus MAC-agpeca (IOCTYIHO TOJBKO IS CHOCO0a IMOAKITFOYCHHUS
NMpoBoaHoe noaknto4veHue) BoibepuTe 3HaucHHe BPY4YHYH u BBenuTe ero B moje
MAC-appec. Boioepute 3naucarne KnoHnposatb MAC-agpec Balwero yctpoucrBa,
4yT00BI OACTaBUTH B osie MAC-aapec Bamero cereBoro ajanrtepa, Wi OCTaBbTe 3HAYCHHE
MAC-agpec no ymon4yaHuro, uro6sl mogctaButh B mosie MAC-aapec WAN-unTepdetica
MapuIpyTH3aTopa.

Ecnu noctyn k cetn MuTepuer npenocrasnsercs uepe3 VLAN-kaHan, ycTaHOBUTE (1axkoK
Ucnonb3oBatb VLAN wu 3anonnure none VLAN ID (moctymHo Tombko s crocoba
nonkatoueHus MpoBogHOE noakoYeHue).

[Tocne wactpoiiku coeaunenus Haxmure kHonky LOAJIEE, 4roObl mpomomkuth, win
kaonky HA3A[, uto6bl BEpHYTHCS Ha MPEIBIIYIYIO CTPAHUILY.
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PyKOBOD,CTBO nonb3oBarens

CoeduHeHue muna Cmamuy4eckuu IPv4

Twn coeavHeHnns ¢ MHTepHeToM

Cramueckmi |Pvd -

@ Coedurenue 0aHHO20 MUNA NO38ONREM Bam Lenos208ams (hukCUposaHHsll [P-adpec, npedocmasndgemsil Batium
nposaddepom.

CKAHWPOBATE CraHWpoBRaHKWe CeTH ANA onpefensHUa TUNa M NapamMeTpos CoOSOMHEHWA

Cnocof HasHauesws MAC-anpeca
MAC-agpec no ymonq4aHuw -
MAC-agpec

ADAZFO4EFC:2C

@ B cemax Heromopkix npogaddepos mpebyemcn peaucmpauus onpedensarozo MAC-adpeca dna npedocmaanerus
S03MOKHOCTIL NOGKMIOYEHLA K CEMU MHmepHam.

[:] Wenoneaoeate VAN
@ Yemavoeume gnamor, ecnu mposaldep opzanusyem docmyn & Mameprem, ucnomeays VLAN-kanam.
Wenoneaoeats IGMP

@ infernet Group Management Protocol - npomokon ynpasmedus apynnoscd (multicast) mepedaqed darRbix & Cemax,
OCHOSaHHEIX Ha npomakane IP.

E] Ping

Pa3pewmTs BETOMETHHECKDE CO3AAHUE MOBUNLHOTD WHTEPHET-COBOMHEHMA

£ HA3AD DANEE )

PucyHok 39. Cmparuua Hacmpotku WAN-coeduHeHuss muna Cmamuyeckuti IPv4.

3anonuute nons IP-appec, Macka noacetun, IP-agpec wnr3a u IP-agpec DNS-cepBepa.
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PyKOBOD,CTBO nonb3oBarens

CoeduHeHue muna Cmamuyeckuu IPv6

Twun coegnHeHna ¢ MHTepHeToMm

n Cos

Crammuecini IPve

(D Coedurerue danRo20 Muna noseonsem Bam vonons3oeame ukcuposaHHel IP-adpec, npedocmasnaemaid Bawium

nposaddepomM.

CKAHWMPOBATE CKaHupoBaHKWe CETHU ONA onNpegensHua TMNa M NapaMeTpos coeduHeEHUS

= - .
Cnocof HasHassss MAC-appeca
MAC-agpec no yMon4aHuw -

MAC

ADAZFO4EFC2C

(D B cemsax Hexomopex Nposaddepos mpebyemcn peaucmpauus onpedenerrozo MAC-adpeca dna npedocmaansrus
SOIMOKHOCITIL NOOKITFOHEHUA K CEmu MHMepHE.

D Wcnoneaceats VLAN

(D Yemadosume iiaxor, ecru nposaidep opaaduzyem docmyn 8 Mumeprem, ucnams3ys VLAN-xaHan

D Ping

PaspeiwrTs SETOMATHYECKOE COSNSHWE MOBNMEHOND MHTEPHET-COBaMHEHUA

< HA3AL DANEE

PucyHok 40. Cmparuuya Hacmpouku WAN-coeduHeHus muna Cmamuyeckut IPv6.

3anonnaute nons IP-agpec, Mpedwuke, IP-agpec wnr3a u IP-agpec DNS-cepBepa.
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PyKOBOﬂ,CTBO nonb3oBarens

CoeduHeHusi muna PPPoE, IPv6 PPPoE, PPPoE Dual Stack, PPPoE +
HuHamu4deckut IP (PPPoE Dual Access)

Twn coeguHeHUs ¢ MHTepHETOM

PPPoE -

@ ;'__:."‘F.' coeduHeHUR JGHHO20 MLUNa _'1'.,':5:_'y5_'1'|("ﬁ LUMA MOTL30GAMENA U napoib.
CKAHWMPOBATE CKaHWpoBaHWeE CETH ANA oNpegensyua TMNa W NapamMeTpoe coequHEHWA

D Bz aETopuIaLMM

o
Cnocof Hasnasesns MAC-appeca
MAC-agpec no ymMon4aHu0o v
MAC-appec

ADAZFO4EFC:2C

{D B cemax Hexomopeix nposaddepos mpebyemen peaucmpaus onpedensrroze MAC-adpeca dna npedocmaansHus

SOIMOKHOCTIIL NOOKMIMEHUS K CEMU HHY

E] WcnoneaceaTs VLAN
{D YomaHosume hmamor, ecil npossidep opaaHusyem docmyn 8 HamepHem, ucnamsays VLAN-kaHan

E] Fing

PapeluvTe BETOMETHHECKOE CO3NEHWE MOBHMNEHOND HHTE PHET-COSOHMHEHWA
£ HAzAp DANEE »

PucyHok 41. Cmparuuya Hacmpoutku WAN-coeduHeHust muria PPPOE.

B mome WUmAa nonb3oBatens Beexute Bam sormn, a B mome [Maponb — maposns,
npeaocTaBieHHbl Bammm mnposaiinepom noctyna k cetu HMHtepHer. Haxkmure Ha 3HaAYOK
MokasaTb (&), uToOBl 0TOOpa3WTh BBEACHHBIM Mapoib. Ecim aBTopmsanus He TpeOyeTcs,
ycranoBute ¢uiaxxoxk be3 aBTopusauun.
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PyKOBOﬂ,CTBO nonb3oBarens

CoeduHeHue muna PPPoE + Cmamu4eckul IP (PPPoE Dual Access)

Twn coegvHerua ¢ MHTepHeToM

PPPoE + Ctatvdeckwn |P (PPPoE Dual Access) -

@ Ans cosdurenu

nposaidepoM ghukc|

LiMA MOMb308aMeNa U Napons, a@ Mar #e npedocmaanserrbil Bawum

CKAHWPOBATE CraHupoBaHKe CeTW ANA ONpeaeneH s TMNa W NapaMeTPoR COeAWNHEHNA

E] Bez aeTopraaL W

ADAZFO4EFC2C
PucyHok 42. Cmparuuya Hacmpotiku WAN-coeduHeHusi muna PPPoE + Cmamuyeckul IP (PPPoE Dual

Access).

B mnone WUmMa nonb3oBatensa Beegure Bam normn, a B mome [laponb — mapouns,
IIpeloCTaBlIeHHbI BammM mnposaiinepom goctyna k cetw HHrepHer. Haxmure Ha 3HaA4OK
Moka3saTb (&), uToOBl 0TOOpa3uTh BBEACHHBIM Napojib. Ecim aBTopusanms He TpeOyeTcs,
ycraHoBuTe ¢naxok be3 aBropusaumm.

3anonuute nons IP-agpec, Macka nogcetu, IP-agpec wnto3a u IP-agpec DNS-cepBepa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

CoeduHeHue muna PPTP + [Juhnamu4eckul IP unu L2TP + JuHamu4eckul IP

Twn coeanHeHna ¢ IHTepHeTOM

N COSMHEHRA
PPTP + Ousamuueckmia 1P -
(@ PPTP u L2TP — myHHensHbIE MPOMOKONE! MUNa MOUKA-MOoYKE, NOSS0NTIOLLE KOMIEMEDY YCMaHAaNUsams

FAWUILEHHOE CORJUHEHUE C CEPEE0OM 38 CHEM CO308HUR CNeUUaNbHOS0 MyHHETA 8 C.'.‘IG."!@J_EH’.‘.‘HL"I'.:'. HEZFULILERROD Cemu.

CKAHWPOBATE CraHWpoBaHWe CETW ANA ONPE0eneHUA THNa M NapaMeTpoB COSaMHEHWA

E] Bez aETopuIaLMK

- . ©
Cnocof Hasauesws MAC-anpeca

MAC-agpec No yMonq4aHu -
MAC-appec

ADAZFO4EFC2C

@ B cemax Rexomopbix nposaddepos mpebyemca peaucmpauyus onpedensarozo MAC-adpeca dne npedocmaansrus
SOAMOMHOCTIL NOOKMIHEHLA K CEMU MHMEpHem.

[:] Wenoneaoeats VAN
@ Yomarosume guiawor, ecnu mpesalidsp opeanusyem docmyn e Hhmephem, ucnomsays VLAN-kanan
Wenoneaoeats IGMP

@ internet Group Management Protocol - npomokon ynpaemedus apynnosod (multicast) mepedaqed darRbix & CEMEAX,
OCHOSaHHBIX Ha Mpomokane [P

E] Fing

FaspewnTs SETOMATHHECKOE COAAEHWE MOBMMEHOND HHTEPHET-COBOMHEHHA

< HA3AL DATEE >

PucyHok 43. Cmparuuya Hacmpotiku WAN-coeduHeHust muna PPTP + [JuHamudeckud IP.

B mome WUmAa nonb3oBatens Beexute Bam sormn, a B mome [Maponb — maposns,
MpeNoCTaBlIeHHbIM Bammm mnposaiinepom gocrtyna k cetd MHrepHer. Haxmure Ha 3Ha40K
Mokas3aTb (&*), yToOBl OTOOpa3WTh BBEJACHHBIM Mapoib. Eciau aBropm3amus He Tpedyercs,
ycranosute pnaxox bes aBTropusauymm.

B mnone Appec VPN-cepBepa 3anaiite IP- wnmm URL-agpec PPTP- wmmm L2TP-cepsepa
ayTeHTU(HUKAIUH.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

CoeduHeHue muna PPTP + Cmamuyeckul IP unu L2TP + Cmamudyeckuli IP

Twn coegrHenuns ¢ ViHTepHeToM

PPTP + Cratuyeckmi IP -

(D) PPTP u L2TP — myHHEnEHAIE MPOMOKOS! MUMNE MONKS-To
FALULEHHOE COEOUREHUE © CEPEEPOM 38 CHEM co30aHuUA Cre!

MKE, NOZSONADLLLE ROMITLMEDY YoMmaHaanusams

YUANBEHO20 MYHHENA 8 cMaddapmHod, HE3SWLULLEHHON Camu.

CKAHWPOBATb CraHWpoRaHWE CETW ONA ONPedensHus TUNa W NapaMeTpoR CoOeOMHEHWA

E] Bez aeTopuaagmm

(5]

ADAZFO4EFC2C

PucyHok 44. Cmpa+uya Hacmpotiku WAN-coeduHeHust muna PPTP + Cmamuyeckud IP.

B mnone WUmA nonb3oBaTens Beeaure Bam jormH, a B mome [laponb — mapois,
IIpeIoCTaBICHHbIM BammM mnposaiinepom goctyna k cetu HHrepHer. Haxmure Ha 3HA4OK
Moka3saTb (&), uToOBl OTOOpPa3uTh BBEACHHBIM Napoib. Eciu aBTopmsanus He TpeOyeTcs,
ycranoBute ¢uiaxxox be3 aBTopusauun.

B mnoine Appec VPN-cepBepa 3amaiite IP- mnmm URL-ampec PPTP- wnum L2TP-cepsepa
ayTeHTU(DUKALUH.

3anonuute nons IP-appec, Macka noacetu, IP-agpec wnto3a u IP-agpec DNS-cepBepa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

Hactpoika 6ecnpoBogHoi ceTn

1.

Ha crpannnie BecnpoBogHas cetb 2.4 [Ty B moie Uma ocHoBHon Wi-Fi-cetm
3aﬂaﬁT€ CBOC€ HA3BAaHHUC IJId 6eCHpOBOI[HOI71 CCTHU WJIM OCTAaBbTC 3HAUCHUC, MPCIJIOKCHHOC
MaplIpyTH3aTOPOM.

B monte Maponb 3anaiite cBoi maposb IS AOCTyNa K OSCIPOBOAHON CETH WIH OCTaBBTE
3HaueHue, mnpemiokeHHoe MapuipytuzatopoM (WPS PIN ycrpoiictBa, cM. HakieWky co
HITPUX-KOJIOM).

Ecnn mapupytusarop ucnons3yercs B kauectBe Wi-Fi-kiuenra, Bel MoxeTe 3a1arh Takue
Ke TlapaMeTpbl OeCIIPOBOIHOM CETH, KaK y CeTH, K KoTopoi Brl noaxmtouaerecs. s aToro
Haxmure kHonky WMCIMOJIb3OBATb (moctymHa Tonmbko Juis crioco0a MOAKITIOUSHHS
Wi-Fi).

Bbl MOXxeTe BOCCTaHOBUTH apaMeTphl OECIIPOBOAHOM CeTH, 3a7aHHble 10 cOpoca HaCTPOEK
K 3aBOJICKUM ycTaHoBKaM. [ljist atoro Haxkmure kHonky BOCCTAHOBUTD.

BecnposoagHas cetb 2.4 [Ty,

Bewats BecnpoecaHyo ceTh 2.4 T

() Boinnioverue sewaHus He enuaem Ha BO3MOKHOCTIE Mapupymusamopa nodxmosamscs k dpyzol cemu Wi-Fi e
Kayecmee KueHma.

WMma ocroeHoR Wi-Fi-ceTw®

my wi-fi

D OTKpLITaR CeThb
Mapons®

-------------- ©

@ Anuxa napons donxHa Geims om 8 do 63 ASCII cumeosnos

Mcnonb3osams makue xe rnapamMempbi KaK Ha KopHeaol

UCMNONBb30BATL ;e 4o cmyna.

Bbi MOXeme 80CCMaH08uUMs UMS Cemu u [iJU{;prOSﬂHUB ycmaHoaneHHbie do NpuUMeHeHUs 3asodckux

BOCCTAHOBUTb -,

PucyHok 45. CmpaHuya Hacmpolku 6ecripogodHol cemu.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

5. Ecam Brl xotute CO34aTb AONOJHUTCIBbHYIO 6€CHpOBOI[Hy10 CCTh, H30JIMPOBAHHYI OT
Barreii tokanbHo# ceTH, ycraHoBuTe (riakok BknounTb rocteByro cetb Wi-Fi.

BrniounTs rocresyro cete Wi-Fi

(D rocmesan ceme Wi-Fi nozsonsem nodknioumses K Bawemy yempodcmey u nonyyums docmyn & Mumeprem. IMpu amom
KOMbomepsl, NodkwYeHHble K danHol BecnposodHoll cemu, Bydym usonuposarsl om pecypcos Balweli ocHosHOU
nokansHod cemu. 3mo nossonum obesonacums ee Ha epems npedocmasneHus docmyna 8 MHMepPHem CMopPoOHHUM

nonb3oeamernam.

Wma rocteaon Wi-Fi-ceT®

my wi-fi_Guest

OTKpbiTan ceTh
MakcKMansHoe KoNWHECTBO KNMEHTOR®

0

PucyHok 46. CmpaHuuya Hacmpoliku 6ecripogodHol cemu.
6. B mone Uma rocteBon Wi-Fi-ceTu 3anaiite cBoe Ha3BaHue i1 TOCTEBOM OECIIPOBOIHOM
CETH WJIM OCTAaBbTE 3HAUYCHHUE, TTPEIIOKEHHOE MaPIIPyTH3ATOPOM.
7. Ecmu Bbl X0THTE co3AaTh Mapoib sl JOCTYIA K TOCTEBOW OECIPOBOIHON CETH, CHUMHUTE
¢dnaxxox OTKpbITanA ceTb u 3anoiaute nosie Mapons.

8. Haxwmute xaonky JAJIEE, uro6sr mpomomkuts, win kHonky HA3A[, urobsl 3amarh
JPyTUE HACTPOMKH.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

N3meHeHue napona web-unHrepdeica

Ha nanHoii cTpanuiie He0OXOAUMO U3MEHUTH MApoJb aJMUHUCTPATOPA, 3aJaHHbII IO YMOTYaHHIO.
Jlns sToro BBemuTe HOBBIM mapons B mnons [Maponb wuHTepdpenca nonb3oBaTens u
NMoaTBepxaeHwe naponsa. Bel Moxere ycTaHOBHTH 000N mapons, kpoMe admin.
Hcnonb3yiite nudpsl, JaTUHCKAE OYKBBI BEPXHETO M HIDKHETO PETUCTpa U JAPYTHE CHUMBOJIBI,
JOCTYIIHBIC B AMEPUKAHCKOW PACKIIAIKE KIIABUATYPHI .

WameHeHWe napons web-uHTepdeica
[ins noBbllweHuA BeaonacHOCTK, NoxanyicTa, M3MeHUTe Naponk AnA AOCTYNa K HacTpolkKam yCTpoWRCTBa.

: o

(D Anuxa napons domxra Beims om 1 do 31 ASCII cumeona
]
< HA3AQ

PucyHok 47. CmpaHuuya usmeHeHus naposs web-uHmepgbedica.

3anOMHUTE WM 3a0UIINTE [aposib aJIMUHHCTpaTopa. B ciyyae yrtepu maponas
aaMuUHKCTparopa Bel cMokeTe MOAy4YUTh JOCTYI K HACTPONMKAM MapHIpyTH3aTOpa TOJbKO
' [I0CJIE BOCCTAHOBJICHUS 3aBOJACKMX HACTPOEK N0 YMOJIYAHWIO IPY MOMOIIM annaparHoun
- kHonky RESET. Takas mnpouenypa YHUYTOXKUT BC€ 3ajlaHHbIe BamMu HacTpoWku

MapuaipyTu3aTopa.

Haxmute xaonky JAAJIEE, utoOsr npomomkuts, win kaonky HA3AL, 4roObl BepHYThCS Ha
MPEABIAYIIYIO CTPAHULLY.

Ha cnenyromeit ctpanuiie mpoBepbTe BCE 3a/laHHble Bamu HacTpoku.

Bbl Mo)keTe COXpaHUThb TEKCTOBBIM (haill ¢ HACTpOMKaMH, 3alaHHBIMH BO BpEMS NPOXOXKICHUS

Macrepa, Ha cBoit ITK. s storo Haxmure kaonky COXPAHUTb ®AMN C HACTPONKAMU
¥ CJIeAyHTe HHCTPYKIUSIM THaJIOrOBOTO OKHA.

YroOsl 3aBepiuuTh paboty Mactepa, Haxxmute knonky MPUMEHWUTbD. [Ipu sTom MapiupyTtuszarop
NPUMEHUT HacTpoiiku M nepesarpysurcs. Haxmure kaonky HA3AM, uroObl 3angate npyrue
HaCTPOUKHU.

7 0-9,A-Z, a-z, npoben, "#$%&'()*+,-./;<=>2@[\]"_"{|}~.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

Ecmu Macrep nactpamBan WAN-coenunenue, nociae Haxarus Ha kaonky MMPUMEHUTb
OTKPOETCS CTPaHMIIA TIPOBEPKHU JTOCTYITHOCTH ceTu MHTepHET.

MoaknoyeHue K cetn MHTepHeT HacCTpOeHO U roTOBO K UCMONb30BaHWUIO

HaxmuTe kHonky "ToToeo”, yToBkl HayaTe paboTy B ceT WMHTepHeT
PACLUWPEHHBLIE HACTPOWUKHK roToBO

[JocTynHo NPUNoXeH1e Ons cMapTdoHa 1 NnaHwera

s 3 wre s [OCTYIHO B
S App Store }\ Google Play

PucyHok 48. lNposepka docmyrnHocmu cemu UIHmepHem.
Ecnu mapuipyTusarop ycrnenrHo noaxiounics k cetn Murepret, Haxxmure kHonky FTOTOBO.

Ecnu BO3HHMKIM TPOOJIEMbI C MOAKIIOUCHHEM K ceTh VIHTepHeT, [Uii MOBTOPHOW MPOBEPKH
cocrosiHus coenunenus Haxxmure kHonky MPOBEPUTb NMOBTOPHO.

Ecnu He ypanock pemuTh MpoOiieMy MOAKIIOUEHHUS K ceTd, Bbl MoxeTe oOpaTHThbCs B CIIykOy
TEXHUYECKOW MoJAepKku Baiero nposaiinepa (kak mpaBuio, Tele(OH TEXHUYECKOH MOAICPKKU
MPEIOCTABIIACTCS BMECTE C JIOTOBOPOM) MM CiayxkOy TexHudeckod moxpnep:kku D-Link (HOMeEp
TesnehoHa 0TOOPAa3UTCS HA CTPAHUIIE MTOCIIE HECKOJIBKUX MOMBITOK IPOBEPKU MOAKIIOUECHUS ).

YTo6k! 3a1aTh ApyrHe HacTpoiikyu, Haxmute kHonky PACLUMPEHHBIE HACTPOMKMW. Tlocne
Ha)KaTus Ha KHOTIKY OTKpoeTcs ctpanuna Havano (cm. pasnen Cmpanuya Hauano, ctp. 41).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

Cmamucmuka

Ha crpanumax maHHOTO paszzienia MpeACTaBiICHBI JaHHBIC, OTOOPAKAIOIIME TEKYIIEe COCTOSHHE

MapuIpyTU3aTopa:

ceTeBasl CTAaTUCTHUKA,
aapeca, BeiianHeie DHCP-cepBepom;
uH(OpMaIs 0 MpaBUiaX U TabIUIaX MapIIpyTH3AIHH;

JTaHHbIE 00 yCTPOWCTBAX, MOAKIIOYEHHBIX K CETH MapIlIpyTH3aropa u ero web-unrepdeiicy,
a Taxke MH(OpMAaIM O TeKYIUX CECCHUSIX 3TUX YCTPOUCTB;

CTaTUCTUYECKHE JaHHBIE 1O TpaduKy, MPOXOA[IIEMY Yepe3 MOPTH MapIIPyTU3aTOPa;
aJpeca aKTUBHBIX IPYII MHOTOAJPECHON PAaCCHUIKH;
CTaTUCTHYECKUE AaHHbIe [Psec-TyHHenel MmapupyTusaropa;

CIIMCOK KJIIMEHTOB, NOJAKIOYeHHBIX K PPTP- nnu L2TP-cepBepy mapipyTtusaropa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

CeTeBas CcTaTUCTUKA

Ha crpannne Ctatuctnka / CeteBas ctatucTuka Bol MokeTe MPOCMOTPETh CTAaTHCTHYECKHE
JTAHHBIC TT0 BCEM COCAMHEHHSIM, CyniecTByrOmuM B cucteme (WAN-coequHeHus, JIOKalbHast CETh,
OecrpoBOHAS JIOKATbHAs CeTh). JJIs KaXa0ro COeTMHEHUS OTOOpaKaeTCsa UM M COCTOSTHHE (€CITr
COEIMHEHHNE YCTAaHOBIEHO, UMSI COCTUHEHHSI BBIJICIIEHO 3€JICHBIM 1IBETOM, €CJIM HE YCTAHOBJIEHO —
KpacHbIM), [P-azpec m Macka monceTH, a Takke O00beM TNepelaHHBIX W TONYYEeHHBIX TaHHBIX (C
yBeIMYEHHEM O0beMa MaHHBIX EAMHHUIBI U3MEPEHHs] aBTOMAaTHUYeCKH MeHsSIoTcs — Oaiit, KOaiT,
Mo6aiiT, ['GaiiT).

= £ VMHpopMauwmA o cvcTeme CeTeBasd CTAaTUCTHUKS

CeTeBan cTaTUCTHKA

Bbl MOXETE NpoCMOTPETE CTATMCTMHECKKME AdHHBIE NO BCEM HHTEPUEﬁEﬂM (coeguHEHMAM), CYLLECTEY WM B CMCTEME.

=]
= E
o

HTENBEHOCTE

36.61 MBait / 773.74

LAN 1 192.168.0.1/24 - - P 0/0
tele2-1 1 10.173.205.178/30 - 30.94 K6aiT / 31.68 . 3 p., 22 uac, 52
{auto) 10.173.205177 Kbair MUH.

I 192.168.161.191/24 - 106.56 M6aiT / 79.03 3p, 21uac, 16
[ i 5
statip_67 192.168.161.1 MBaiT oso MUK,
S _ 64.25 KBaiT / 34.52 0/

KbahT

PucyHok 49. Cmparnuya Cmamucmuka / Cemeeasi cmamucmuka.

UTo0bl MPOCMOTPETHh MOAPOOHBIE JTAHHBIE MO KOHKPETHOMY COEIMHEHUIO, HaKMUTE Ha CTPOKY,
COOTBETCTBYIOILLYIO 3TOMY COECAHHEHHIO.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHUM Mopaynem Ans AByx SIM-kapt HacTpoinka mapwpyTusatopa

PyKOBOﬂCTBO nonb3oBarens

DHCP

Ha crpanune Crtatuctuka /| DHCP
UICHTUQUIHMPOBAHHBIX MO uMeHH y31a u MAC-aapecy u mnomyuuBmux [P-ampeca ot

DHCP-cepBepa ycrpoiicTsa.

AOCTYIIHA I/IH(I)OpMaI_II/IH () KOMIIBIOTEpax,

£ CereBas CTaTUCTHKA

DHCP

Bbl MOKETE MPOCMOTPETE MHGOPMALMKD 0f YCTPORCTBAX, Nony4mewmx IP-agpeca oT DHCP-cepeepa.

WMMA YCTPOUCTEa IP-appec MAC WcTekasT

android-c2dfe5fa660d5ed1 192.168.0.129 D0:17:C2:00:29:85 14 3m 16¢

PucyHok 50. CmpaHuuya Cmamucmuka / DHCP.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

MapuwpyTusayuma

Crpanuna CtaTuctuka / MappyTtusaums orobpaxaetr HHGOPMALHIO O MPaBHIaX U TadIUIAax
MapUIpy TU3ALIH.

MapLpyTtusauus

MpaBuna
Tabnuua Tun IP (McToqHmK/HasHayeHue) WHTepdeicsl (Brxoaawi/Ncxoaawumii) Mpuoputer  ToS Fwmark (HEX)
group_1 1Pv4 all / all LAN [ any 100 0 0x0
group_1 IPv4 all / all any [ any 200 0 Ox64
main 1Pv4 all / all any [ any 32766 0 0x0
group_1 IPvE all / all LAN [ any 100 0 0x0
group_1 IPvE all/ all any [ any 200 0 Ox64
main IPvE all / all any [ any 32766 0 0x0
Tabnuupl
ID Haszsanue OnucaHwe
254 main [MaeHaa Tabnuua MaplpyTH3aumn
257 group_1 Tabnuua MapwpyTH3aUnm ANA rpynn.b
256 static_1 Tabnuua MapwpyTU3aUMn AnA CoegUHEHUA

Q) rovna sxmouser 8 calin aquH M HeCKONeKD WAN-HHTEDGecos it LAN-nHTengeic.

Pucyrok 51. Cmpa+Huuya Cmamucmuka / Mapwpymu3sayusi.

B pasnene lNMpaBuna npejacraBieHbl NpaBiiia MaplipyTU3aIlMKd, COOTBETCTBYIONINE UM TaOIHUIIBI
MapIIpyTU3AINH, BXOIIIINNA M HUCXOASIINN HHTep(EiChl, YPOBHH MPHOPUTETA MPABUI U APYyTHE
JTaHHBIE.

B pazznene TaBnuubl mpecTaBieH COMCOK COXPAHEHHBIX HA YCTPOMCTBE TAOIHUIl MAPIIPY TH3ALHH.
Yr1oObl IPOCMOTPETH NOAPOOHBIE CBEJICHUS O MapLIPyTax B TaOIuUIle, BEIOEPUTE COOTBETCTBYIOILYIO
CTPOKY ¥ HaXMHTE JIEBYIO KHOIKY MBIIIIH.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOﬂCTBO nonb3oBarens

= < Mapwpymmsauys Tabnuua MapwpyT1sauum &

Tabnvua MapwpyTm3aumMn main

Bbl MOXeTe NpocMOTPETh MH(OPMaLIMIO O MapLUpyTax.

UHTepdeiic HazHauyeHue Macka noaceTtun Lnto3 ®naru MeTpuka Tabnuua
WAN 0.0.0.0 0.0.0.0 192.168.161.1 UG 410 254
WAN 1.0.0.1 192.168.161.1 UGH 0 254
WAN 1.1.1.1 192.168.161.1 UGH 0 254
LAN 192.168.0.0 255.255.255.0 u 0 254
WAN 192.168.161.0 255.255.255.0 u 0 254

PucyHok 52. Cmpa+uuya ¢ mabnuyel mapwpymu3sayuu.
Ha otkpeiBlIeiica cTpaHuie oToOpaxaercs MH(poOpManus O MaplipyTax B BbIOpaHHON TaOmnuue

MapuIpyTu3alnnuu. B Ta6J'II/II_Ie IpCaACTABJICHBI IP -aApcCa Ha3HA4YCHHA, MIIIO3bl, MACKU MOACCTU U
APYruc NaHHbIC.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

KnueHTbl n ceccum

Ha crpanune Ctatuctmka /| KnueHTbl M ceccuUM oToOpakaeTcsi CHOHCOK YCTPOMCTB,
HOKJIIOYEHHBIX K JIOKAJIbHOW CETH MapLIpyTHU3aToOpa, a Takke MHGPOpMALUSA O TEKYLIMX CEeCCUsiX

Ka)KJI0T0 YCTpPOUCTBA.

= < Mapwpymmzauma KnueHTsl 1 ceccum

KnweHTe

Bl MomETE NPOCMOTPETE CAMCOK YCTpO ACTE, NOGKAYEHHBIY K NOKaNLHOMA CETH MApLIPYTHU3aTOpa, 3 TAKCKE MHQOPMILMED O TEKYLLIAX
CECCHAX KaXaonn }'ETFIEII:'IE'EIB.

WAL |P-agpec Mma ycrpoidcTea dnaru MHTEphEAE

> 00:13:46:62:2F4C 192.168.0.3 reachable LAN

PucyHok 53. Cmpa+Huuya Cmamucmuka / KnueHmbi u ceccuu.

st Kakooro ycTpoicTBa OTOOpaskaeTcsi ceTeBod MHTepdeic, K KOTOPOMY OHO TOAKIIOYCHO, a
taxxe ero [P- u MAC-anpec.

UT0o0BI TOCMOTPETh HH(OPMAITUIO O TEKYIINX CECCUSIX KAKOTO-TUO0 YCTPOUCTBA, TIOAKITFOUYEHHOTO K
CeTH MapIIpyTHU3aTopa, BBHIOEPHUTE ATO YCTPOHCTBO B Tabmwie. Ha oTkpbIBIIEHCs cTpaHUIE
0TOOpa3sATcs MPOTOKOJI OOMEHa CeTeBhIMH TakeTamu, I[P-anpec w mopt mcroyHuwka, a Takke IP-
aZipec U NOPT Ha3HAYCHUS JUIsI KaXKJOW CecCUr BHIOPAaHHOTO YCTPOUCTBA.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOD,CTBO nonb3oBarens

CraTucTtuka nopToB

Ha crpanuiie Ctatuctuka / CtaTuctMka nopToB Ber MoXkeTe MPOCMOTPETh CTATHCTHYSCKUE
JaHHble 1O TpaduKy, MNPOXOAAIIEMYy uepe3 MOpThl  Mapuipytusatopa. Mudopmarms,
NpeACTaBICHHAs Ha CTPAHUIIEe, MOXKET ObITh MOJIE€3HA Ul JUArHOCTUKHU MPOOJIEM COSIUHEHMUS.

Cratucrrka n opTOB

CTaTncTrka nopToB

Bl MOMETE MPOCMOTPETE CTATMCTUYECKME JAHHBIE N0 TPAGMKY, NPOXOAALIEMY YEDES NOPTEI YCTPOACTEE. 3T8 MHGOPMALWNA MOXET
BibITh NONE3HE ANA AWATHOCTUEN NPOBAEM COBANHEHMA.

Mopt Cramyc QrnpaeneHo Tpaduka, MOzt NonyueHo Tpaduka, MOzt
WAN/LAMN MNogknroueHo B0 122
LAN MNoaknodeHo 724 46

PucyHok 54. Cmpa+Huya Cmamucmuka / Cmamucmuka nopmoas.

UtoObl YBUIETH MOJHBIA CIIUCOK CYETYUKOB JUIA MOPTA, HAXKMUTE HA CTPOKY, COOTBETCTBYIOIILYIO
ATOMY MOPTY.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuM Moayniem Anis Asyx SIM-kapt HacTpolika maplupyTusatopa

PyKOBOﬂCTBO nonb3oBarens

Multicast-rpynnbi

Ha crpanue Ctatuctuka / Multicast-rpynnbl otoOpaxarorcss agpeca akTUBHBIX TPy
MHoroazipecHoil pacceliku (IPTV-kananos u rpynn s nepenadu ciiy>keOHoi uHpopmanuu), Ha
KOTOpBIE MOJITMCAHO YCTPOMCTBO, U MHTEp(dENiC, yepes KOTOPBIH yCTPOMCTBO MOMMCAHO.

Multicast-rpynnbl

£ Cratuciuka noptos

Multicast-rpynnbi
Bbl MOXETE MPOCMOTPETE aPECa aKTMBHBIX Py MHOroaApecHoin pacceinky (IPTV-KaHanos W rpynn ana nepega4n ciywebHon MHhopMaUmnn), Ha
KOTOPBIE NOANMCAHO YCTPOWCTBO, W MHTEPGEIAC, Yepes KOTOPLIA YCTPORCTEO NOQNMCAHO.

1Pv4 IPv6
IP-agpec WHTepdenc IP-agpec WHTERdRAC
239.255.255.250 LAN

PucyHok 55. Cmpa+Huya Cmamucmuka / Multicast-epynnbi.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

Cratuctuka IPsec

Ha crpanuiie Ctatuctuka / Crtatuctuka IPsec Bbi MoxkeTe MpOCMOTPETh CTaTHCTHUYCCKHE
nanHble [Psec-TynHeneit mapmpyTuzaropa. st kaxkmoro TyHHEsI 0ToOpakaeTcs UMsI M COCTOSTHHE
(ecmu coeAMHEHHWE YCTAHOBIICGHO, UMS TYHHENS BBIJICTICHO 3€JCHBIM IIBETOM, €CJIH He
YCTaHOBJICHO — KPACHBIM), aJpec WU JOMEHHOE UMS YHaJIEHHOTO XOCTa, PEKUM PabOThl M THII
COEIMHEHUS, a TAK)Ke KOJTMYECTBO MePEAaHHbBIX U TIOTYUYEHHBIX MMAKETOB JaHHBIX U 00beM Tpaduka.

£ Multicast-rpynnk CraTictrka IPsec

CratucTunka IPsec

Bbi MOoXETE NpoOCMOTRETE CTATMCTUYECKME JaHHBIE IPse C-T‘J.'HHEHEL-'L

YaaneHHbIA NonyyeHo nakeTos /

X0CT :ET'|J.'IE."%-E'I'I.'l'f":E

ipsec_61 1.1 - - - TUMMEL IPwd

PucyHok 56. Cmpa+Huya Cmamucmuka / Cmamucmuka IPsec.

UYroObl MPOCMOTPETh MNOAPOOHBIE MaHHBIE IO KOHKPETHOMY TYHHENI, HaXKMUTE Ha CTPOKY,
COOTBETCTBYIOIIYIO 3TOMY TYHHEIIIO.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuM Moayniem Anis Asyx SIM-kapt HacTpolika maplupyTusatopa

PyKOBOD,CTBO nonb3oBarens

Cratuctuka VPN

Ha crpannne Crtatuctuka [/ Cratuctuka VPN oroOpaxkaercss CHHMCOK — KIIMEHTOB,
nofkiatoueHHbIX K PPTP- i L2TP-cepBepy mapmipytusaropa.

= £ Crarncruka IPsec Cratnctuka VPN

Cratuctmnka VPN

Bbl MOXETE NPOCMOTPETE CTATUCTURY ANg NOAKNHOYEH WA VPN-cepeepoB PPTR/L2TP.

IP-agpec OTnpaeneHo Naketoe / Mony4yeHo OTnpaeneHo Tpaguka / Mony4eHo Tun
KNNEHTa NaKkeTos Tpaguka COEANHEHNA

NoruH

test 10.90.90.2/32 717 87.00 Baiit / 93.00 baiiT PPTP

PucyHok 57. Cmpa+Huya Cmamucmuka / Cmamucmuka VPN.

Jns xkaxaoro VPN-kimenTa orobpaxkaercst yHuKalnbHbIN [P-aapec, a Takke UMsI IOIb30BaTEINs, THIT
COETMHEHUS, KOIMYECTBO MepelaHHbIX U MOJYYSHHBIX MaKeTOB TaHHBIX U 00beM Tpaduka.

YroObl MpOCMOTPETh MOAPOOHYI0 HMHGpOpMALUIO0 O NOAKIOUYeHHOM VPN-kineHre, Ha)XMUTE Ha
CTPOKY, COOTBETCTBYIOIIYIO 3TOMY KIIUEHTY.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

Hacmpotka coeQuHeHul

B nannoM pazgene meHio Bbl Mo)keTe HACTPOUTh OCHOBHbBIE MapamMeTpbl JIOKAJIbHOM CETH
MapIIpyTH3aTopa u co3aath noakmoueHue k cetu Untepuer (WAN-coeannenue).

WAN

Ha crpanunie Hactponka coeamHeHun /| WAN Bel MokeTe pemakTHpoOBaTh W CO3/1aBaTh
COCIMHEHUS, UCTIOIb3YEMbIE MapIIPyTH3aTOPOM.

[To ymonmuaHWio B CHCTEME HAcTpOeHO coeauHeHne ¢ Ttumom [duHamuyveckun IPv4. Omno
npuBsizaHo kK mopry WAN/LAN.

= £ Cratuctika IPsec

WAN

Bl moxeTe PEAIKTUPOBETL W CO54a6aTh COSJUHEHWA, MCNONb3YEMBIE MaPLWIDYTUIaTOPOM.

AuHammnueckuin IPv4d

PEOAKTWPOBATE NEPENOOKNKOYHMTE

Tvin CoBAWHEHWA: DuHamuueckiii |Pvd
CraTyc: CoegueeHo @
HMHTepdenc WAN
IP-agpec: 92.168.0.142
Macka nogceTi: 255.255.255.0
IP-agpec wnosa: 192.168.0.1

M3MEHWTE KOHOWUIYPALMIO SIS RS G

PucyHok 58. Cmpa+uua Hacmpolika coeduHeHuli / WAN. YrnpowieHHbIU pexxum.

Yr1oObl 3amaTh JApyrue mapamerpbl s CYHIECTBYIOIIEr0 COEIUHEHUS, HaXMUTE KHOIKY
PEOAKTUPOBATbL. Ha otkpsiBieiicss CTpaHHIlE H3MEHHTE HEOOXOAMMBIC MMapamMeTpbl M
Haxxmure kaonky MPUMEHUTD.

YT1o0OBI OTKJIFOUYHTH COCAUHCHUC u CHOBAa YCTaHOBHUTb €ro, HaXMUTC KHOIIKY

NEPENOAOKINIOYUTD.

YToObl yIaauTh CYIIECTBYIONICE COEAMHEHHE M CO37aTh HOBoe, Haxkmure kHonky USMEHWUTb
KOH®UTIYPALIUIO. T1pu 5TOM OTKPOETCS CTPpaHHUIIA CO3TaHUS COCTUHCHHS.

YroObl co3nare Heckonbko WAN-coenuHeHUH, nepeduTe B pacHIMPEHHBIH pPeXUM HACTPOHKU.
st storo Haxmute kHonky PACLUMPEHHBIW PEXXUM.

' [pu co3mannu coeNMHCHHWH HEKOTOPBIX THMOB cTpaHuiia HacTpouka coeauHeHun /
=  WAN aBroMaTHueCKU NEPEXOIUT B PACIIUPEHHBINA PEKHM.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

= < Cratwctika VPN

WAN

Bt moxeTe PEASKTUPOBAaTE M CO34384Th COEJMHEHWA, MCNONBIYEMbIE MAPLUPYTWIATODOM.

LWnroz no ymonyaHuio 1Pv4 LLnto3 no ymonuyaHuo IPve
YKazaHHOe coeguHeHue 53",5,&1 WMCNONB30EaTECA NO He co3gaHo HW ogHoro IPvE-coequHeHKa.
YMOMH3HWID.

® waN

IGMP

Ha crpaHvue IGMP MOXHO pa3pelunTe MapLpyTU3aTopy
MCNONb30E6aTh NpoTokon IGMP 1 HACTPOWMTE Ero NapaMeTpbi.

CnWcok coeMHeHUA +
D KA Twn coeguMHEHNA WHTEpdEnc Cratyc
D WAN AWHaMuueckinia 1Pvd WAN @ CoeavHeHD

YMPOLWEHHBIA PEXUM

PucyHok 59. Cmparuuya Hacmpoltika coeduHeHuti / WAN. PacwupeHHbIl pexxum.

UroObl co3math HOBoe coenuHenue, Haxxmute kHonky JOBABWUTb (+) B paznene CnMcok
coeaunHeHUN. [1pu 3TOM OTKPOETCs CTPAHMIIA CO3TAHHS COCTUHEHUSL.

UYroObl 3amaTe Jpyrue mapaMeTpsl Ui CYIIECTBYIOIIEro CoequHeHus, B pasaene Cnucok
COeAANHEHUN BbIOCPHUTE COOTBETCTBYIOIIYIO CTPOKY B TAOIHIE M HAKMUTE JICBYIO KHOIKY MBIIIIH.
Ha otkpeiBuielics cTpaHMlle M3MEHMTE HEOOXOAUMbIE NapaMeTpbl W HAXMHUTE KHOIKY

NMPUMEHUTD.

YT0OBI OTKITIOYUTH KaKOe-JIN0O0 COSTMHEHHE M CHOBA YCTAaHOBHTH €0, YCTAHOBUTE (JIAXKOK CIIEBA OT
COOTBETCTBYIOIIEH cTpoKkH Tabiuibl 1 Haxkmute kHonky MEPEMNOAKMIOYUTD.

Yt00B! ynanuth coeanHeHue, B pasnene CNMCOK COeAVMHEHMM ycTaHOBHUTE (IIaXKOK ciieBa OT
=
COOTBETCTBYIOIIEH cTpoku Tabiub! 1 Haxkmute kaonky YAATUTb ([1)).

Uto0s! pa3pemuth multicast-tpaduk (Harpumep, MOTOKOBOE BUJIEO) JUIS KAKOTO-JINOO COSAMHCHUS,
Haxxmute ccouiky IGMP (onucanue crpanunst cM. B pazaene IGMP, ctp. 211).

UroObl ogHO U3 cymecTBymux WAN-coequHeHn UConb30Baioch B kadecTBe [Pv4- wnu [Pv6-
COCIMHEHUS TI0 YMOIUYaHHIo, B paszaene LLUMO3 MO yMONMYaHUIO yCcTaHOBHUTE NEPEKIIOYATeNb B
CTPOKE, COOTBETCTBYIOIIEH 3TOMY COEAMHEHUIO.

YT06El BEpPHYTHCA K YIPOLICHHOMY PEXKHMY HACTpOiiku, HaxmuTe kHormky YMPOLLEHHbIN
PEXWM (xHomKa HEIOCTYIIHA, €CITH CO3/[aH0 Heckolibko WAN-coeqMHeHH I ).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

WAN-coeduHeHue muna JuHamu4eckuli IPv4 unu Cmamuyeckul IPv4

Ha crpanuiie cos3manus coeAWHeHuss B pasaecne [NaBHble HACTPOWKU  BeIOepHTe
COOTBETCTBYIOIIIEE 3HAUCHHE B CIIKCKE TUM COeAUHEHMUS U 3a/1aiiTe HeoOXOIUMBIE ITApaMETPHI.

['naBHble HaCTDOIHKM

Tun coeguHeHua

Cratudeckui IPv4 -
WHTepdeiic

WAN -
Wma coeguHeHmna*

statip_46

@ KomyecTBo ciMMBOSIOB AOMKHO BbITe He bonee 32
@ BrnoumnTs coeantHenme

® nat

@ DYHKLUA NPEOBPa30BaHHs CETEBLIX aAPecos. He pexoMerayeTes
OTK/MOHATS, ECIIM 3TOMO He Tpebyer Bauw nposasigep.

) Ping

@ ByHks WAN Ping Respond paspeiiaer ycTposicTay oTeeyars Ha
piNg-3anpock! 13 BHELUHEN ceTu.

) RIP

PucyHok 60. CmpaHuua 0obasneHusi coeOuHeHuUs1 murna Cmamud4veckuli IPv4. Pasden NnaeHble
Hacmpolku.

MapameTtp Onucanune

MaBHble HacCTPOWKM

Ouznyeckuit unu BUpTyanbHbIE WAN-uHTEpdeiic, K KoTopomy

UHTepdenc
OyIeT MPUBS3aHO CO3]aBAEMOE COSIMHEHUE.

Uma coeauHeHusn Ha3zBanue coequHeHus s yI0OHOH HIeHTH(DUKAITUH.

CI[BI/IHBTC MNEPEKIOYATECIIb BIIPaBo, YTOOBI BKJIFOYMTH JaHHOC

COCIHUHCHHUC.

Bknountb coegnHeHue
C}]BI/IHLTG NEPCKI0YaTCiib BJICBO, YTOOBl OTKJIFOYUTH JaHHOC

COC/IMHCHUE.
Ecru MePEKITI0YATENb CIBUHYT BIIPABO, byHKIHS
NAT peoOpa3oBaHus CETEBBIX JPECOB BKIOUECHA. He oTkirouaiiTe

¢byHK1MIO, eciu 3Toro He TpeOyeT Bamn nposaiinep.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucanHune

Ecnu nepexitodarens CABUHYT BIIPAaBO, MApLIPyTH3aTOP OTBEYAET
Ha ping-3alpockl U3 BHEIIHEH ceTH uepe3 JaHHOE COEeIUHEHHUE.

Pin
9 JUis  TIOBBIIIEHUST OE30TMACHOCTH PEKOMEHIYETCSl  OTKIIIOYATh
TaHHY0 (QYyHKITHIO.
RIP CnBuHBTE  MEpEKNIOYaTeNlb  BIOPaBO, YTOOBI  Pa3pelIUuTh
HCnoab30BaHue npoTtokona RIP mis naHHOrO coeTMHEeHUsI.
Ethernet
MAC-aapec*
BC:0F:9A:6D:36:4C

J©  Knonuposate MAC-agpec Bawero ceTeBoro
afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 61. CmpaHuua 0obasneHusi coeduHeHuss muria Cmamuyeckut IPv4. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBamBaeMblii uHTepdeiicy. [lanHblii mnapamerp
HEOOXOIUMO 3ajaTh, eciu Bam mnpoBaiinep pocTyma K ceTd
Wurepner ucnons3yer npusssky k MAC-anpecy. Beenute B nosne
MAC-anpec, 3aperucTpUpOBaHHbIN y MIpOBaliepa NpHU 3aKIOUYEHUN
JI0rOBOpA.

YroObl moacraBuTh B nanHoe none MAC-aapec ceTeBoro amanrepa
KOMITBIOTEPA, c KOTOPOTO HPOU3BOJIUTCS HaCTpOiiKa
MAC-agpec MapIIpyTH3aTopa, CABHHBTE Nepekioyareas KnoHnposats MAC-
agpec Bawero ceTeBoOro aganTtepa BIIPaBO. Ecmm
HepeKIroYaTeNlb  CABUHYT  BIPaBO, IIOJIE  HEAOCTYITHO IS
pEIaKTHPOBAHMUSL.

Uro6sl moacTaButh B AanHoe noine MAC-aapec mapiipyTu3aropa,
naxmure kaHonky BOCCTAHOBUTb MAC-AOPEC 1O
YMOJNYAHMUIO (kHomka nocTymHa, €Ciiy MepeKIrYaresib CABUHYT
BIIPaBo).

MTU MaxkcuManbHbIH pa3mep Makera, nepeaBaeMoro nHTepgeicom.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBarens

HacTtpoika mapwpyTmusatopa

IPv4

IP-agpec*
192.168.161.228

Macka nogcetu®

255.255.255.0

IP-agpec wnwza*

192.168.161.1

MepBruHeIi DNS*

1.1.1.1

BTOpUUHBIA DNS
1.0.0.1

@ Ecai COoBqMHEHINe CO343ETCR TOAbKD AR HENOABI0BAHN

255.255.

1.0.0.2

PucyHok 62. CmpaHuua 0obasneHusi coeQuHeHuss muria Cmamuyeckul IPv4. Pa3den IPv4.

MapameTp OnucaHune

IPv4

Jlna muna Cmamuueckuit 1Pv4

IP-appec

Beenure B none [P-agpec naHHOrO CoeIMHEHUS.

Macka noacetu

Bgenute B mione MacCKy IMOJACCTH.

IP-appec wno3a

Beenure [P-agpec numro3a, uCronb3yeMoro JaHHbIM COSUHEHUEM.

MepBuYHbIKN DNS /
BTopu4yHbin DNS

BBenure agpeca nepBuuHOro u BTOopuuHOro DNS-cepsepoB B
COOTBETCTBYIOIINE TOJIS.

Jlna muna Junamuueckuii IPv4

MonyunTtb appec DNS-
cepBepa
aBTOMaTU4eCKMU

CnBuHBTE TMepeKiouaTeNlb BIpaBo, 4ToObl aapec DNS-ceprepa
Ha3Hadascs apromaruuecku. [Ipu stom mnons MepBuUYHbIN DNS u
BropuuHbin DNS HenocTymHb! 1715 peIakTHPOBAHHUSL.

MepBuYHbIKN DNS /
BtopuuHbin DNS

Beeaute agpeca mnepBuuHoro u BTropuuHOoro DNS-cepBepoB B
COOTBETCTBYIOILIKE TOJI.

Unentudukarop mpoBaiigepa pgoctynma K ceTtd VIHTepHeT.
Vendor ID .

Heobszamenvuuiii napamemp.

Nms MaplIpyTH3aTopa, omnpeaeaseMoe IIPOBANIEPOM.

NUma yctpoucTtBa

Heobsasamenvuwiti napamemp.

[Tocne 3amanust Bcex HeoOXonuMbIx 3HaueHuit Haxkmute kHonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

WAN-coeduHeHue muna JuHamu4eckull IPv6 unu Cmamuyeckuu IPv6

Ha crpanuiie cos3manus coeAWHeHuss B pasaecne [NaBHble HACTPOWKU  BeIOepHTe
COOTBETCTBYIOIIIEE 3HAUCHHE B CIIKCKE TUM COeAUHEHMUS U 3a/1aiiTe HeoOXOIUMBIE ITApaMETPHI.

[NaBHble HACTPONKK

Tun coeguHeHns

Cratnueckuin IPv6 -
WHTepdeiic

WAN -
Mmsa coeqrHeHna*

statipv6 73

@ Konnyectso cHMBONOB AOMKHO BbiTh He Bonee 32
® BxounTL CcoeanHeHme

J© NATV6

@ ByHKLMA TPEOBPa3CBaHIA CETEBbIX AAPecoB. He pekoMeHayeTca
OTKIIKOYaTE, €CM 3TOr0 He TpeGyer Bawi nposarigep.

) Ping

@ Byrkips WAN Ping Respond paspeliaer yeTposicTay 0TBevats Ha

ping-3anpocsl u3 BHELUHEN CeTH.

) RIPng

PucyHok 63. CmpaHuua 0obasreHusi coedQuHeHuUst muria Cmamuyeckuti IPv6. Pa3den NaeHbie
Hacmpouku.

MapameTp OnucaHwue

MmaBHbIe HAaCTPONKMK

Ouznyeckuil unu BUpTyanbHbIE WAN-uHTEpdeiic, K KoTopomy

UHTepdenc
OyZeT IpHUBSI3aHO CO37aBAEMOE COCTUHECHHE.

Nmsa coeanHeHuns Haspanue coenunenus ans ynooHoH naeHTU(DUKALINN.

C)IBI/IHI)TG MEPCKIOYaATCIIb BIIPaBoO, YTOOBI BKJIFOYMTH JaHHOC

COeIUHEHHE.

Bknountb coegnHeHune
C):[BI/IHI)TG nepeKquaTeJH) BJIEBO, qTO6I>I OTKJIFOYHUTH JTAaHHOC

COCAMHCHUC.

Ecnu MepeKIIoYaTesb CABUHYT BIIPaBo, byHKIMS
NATV6 npeoOpa3oBaHUsl CETEBBIX ajApecoB s mporokona IPv6

\'" .
BKitoYeHa. He oTkmrouaiite (yHKIMIO, ecii 3TOro He TpedyeT

Bamu nposanzep.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucanHune

Ecnu nepexitodarens CABUHYT BIIPAaBO, MApLIPyTH3aTOP OTBEYAET
Ha ping-3alpockl U3 BHEIIHEH ceTH uepe3 JaHHOE COEeIUHEHHUE.

Pin
9 JUis  TIOBBIIIEHUST OE30TMACHOCTH PEKOMEHIYETCSl  OTKIIIOYATh
TaHHY0 (QYyHKITHIO.
RIPng CnBuHBTE  MEpEKNIOYaTeNlb  BIOPaBO, YTOOBI  Pa3pelIUuTh
KCMOJb30BaHue MpoTokoia RIPng s maHHOTO COeTMHEHUS.
Ethernet
MAC-aapec*
BC:0F:9A:6D:36:4C

J©  Knonuposate MAC-agpec Bawero ceTeBoro
afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 64. CmpaHuua 0obasneHusi coeduHeHuUs1 muria Cmamudveckut IPv6. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, mnpucBauBaemblii uHTepdeiicy. [laHHbIE mnapamerp
HEOOXoIMMO 3ajiaTh, eciu Bam mnpoaiinep apocTyma K ceTu
HNutepner ucnons3dyet npusBasky k MAC-agpecy. Beeaute B mnose
MAC-anpec, 3aperuCTpUpOBaHHbIN y NIPOBAaAEPA IPU 3aKIOYEHUN
JI0rOBOpA.

Uto06s! mogcTaBuTh B AaHHOe moie MAC-aapec ceTeBoro amanrepa
KOMIIBIOTEPA, c KOTOPOTO MIPOU3BOIUTCSI HACTpOMKa
MAC-agpec MapuIpyTHU3aTopa, CiBUHbTe nepekitoyarens KrnoHnposats MAC-
agpec Bawero certeBoro apganTtepa BnpaBo. Ecim
MepeKoyaresib  CABUHYT  BIpPaBO, TMOJE€  HEJOCTYIHO  JUIs
pEeAaKTUPOBAHMUSL.

YrtoObl moacTaBuTh B AaHHOe noie MAC-anpec MapuipyTH3aropa,
naxmute kHonmky BOCCTAHOBUTb MAC-AOPEC 10O
YMOJNYAHMUIO (kHomka mocTymHa, eciu MepeKIToyareb CIBHHYT
BIIPABO).

MTU MaxkcuMabHBIN pa3Mep MakeTa, epeaaBaeMoro HHTepherncom.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

IPv6

PucyHok 65. Cmpa+uua dobasneHusi coeduHeHuss murna Cmamudeckul IPv6. Pasdern IPv6.

MapameTp OnucanHne

IPv6

s muna Cmamuueckuii IPv6

IPv6-agpec Beenute B mone IPv6-aapec naHHOTO COeTMHEHMS.
Mpedukc Jnmaa npedukca moacetu. OOBIYHO MUCTIONB3YETCS 3HAYCHUE 64.
Bsenute aapec IPv6-111103a, HCIIONIBE3YEMOTO IaHHBIM
IPv6-apgpec wnro3a
COEINHEHHEM.

MepBnYHbLIN IPV6 DNS-
cepBep / BropuiHbIn
IPv6 DNS-cepBep

Brenute aapeca nepsuuHoro u BropuuHoro DNS-cepsepoB IPv6 B
COOTBETCTBYIOIIIME TOJIA.

Jlna muna {unamuueckuit IPv6

B packpeiBaroliemMcs cnucke BblOepuTe MeToJ] Ha3HaueHus [Pvo-

MonyuunTtb IPV6 aapeca Uil  JAHHOTO COEAMHEHHUS WM OCTaBbTE 3HAYEHUE
ABTOMaTUYECKM.
Bknouutb CoBuHBTE TIEpEKIIIOYATeIh BIPABO, €CIM HEOOXOAMMO, YTOOBI
aenernposaHue MapIpyTu3aTop 3amnpamuBan npepukc ans dopmupoBanus [Pvo-
npedukca aJPECOB JIJIS JIOKAJTHHOW CETH Y BBIMIESCTOSIIETO MAPIIPYTH3ATOPA.

MonyunTs anpec DNS- CnBuHBTE MEepEKIIIOUaTENh BIIpaBo, 4To0b! anpec DNS-cepsepa [Pv6

cepBepa
aBTOMaTU4eCKM

Ha3Hayancs aBroMaruuyeckd. Ilpu stom mois MepBUYHBIN IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HemocTymHb
ISl PeaKTHPOBAHHSL.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

MapameTp OnucanHune

MepBnYHbLIN IPV6 DNS-
cepBep / Bropu4Hbin
IPv6 DNS-cepBep

Brenute aapeca nepsuyHoro u BropuyHoro DNS-cepsepoB IPv6 B
COOTBETCTBYIOILIKE TOJI.

[Mocne 3aganus Bcex HeoOXonumbIx 3HadeHuit Haxkmute kHonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

WAN-coeduHeHue muna PPPoE

Ha crpanuiie cos3manus coeAWHeHuss B pasaecne [NaBHble HACTPOWKU  BeIOepHTe
COOTBETCTBYIOIIIEE 3HAUCHHE B CIIKCKE TUM COeAUHEHMUS U 3a/1aiiTe HeoOXOIUMBIE ITApaMETPHI.

IMaBHble HACTPOMKM

Tun coeguHeHWs

PPPOE -
WHTepdeiic

WAN -
Wma coeauHeHus™

pppoe_39

@ Konm4ecTeo cuMBo/Ios A0/NKHO BbiTe He bonee 32
@ BouNTL coeguHenne

® nar

@ QDyHKUMA NPeobpas3oBaHns CETEBLIX anpecos. He pexkomeHayeTca
OTK/NOYATE, €CAM 3TOr0 He Tpebyer Baw rposangep.

) Ping

@ Oyrkuua WAN Ping Respond paspewiaer yeTpoHcTay 0TBeYats Ha
Pping-3anpocs! U3 BHELLIHEN ceTi.

J© RIP

PucyHok 66. CmpaHuua 0obasneHusi coeduHeHusi muria PPPoE. Pa3des1 naeHble HacmpouKu.

MapameTp OnucaHune

MaBHble HacCTPOWKM

Ouznyeckuit unu BUpTyanbHbIE WAN-uHTEpdeiic, K KoTopomy

UHTepdpenc
6yz[eT IIPUBA3aHO CO3aBacMO€ COCINHCHUC.

NUma coeanHeHus Ha3zBanue coequHeHus A yio0HOH UIeHTU(DUKALTUH.

CI[BI/IHBTC MNEPEKIOYATECIIb BIIPaBo, YTOOBI BKJIFOYMTH JaHHOC

COeqUHEHHE.

Bknountb coegnHeHne
C}]BI/IHLTG HCpGKJ’IIO‘-IaTeJ'II) BJICBO, qTO6LI OTKJIFOYHUTh JTAaHHOC

COC/IMHCHUE.
Ecnun [IEPEKIII0YATEeIIb CABUHYT BIIPABO, byHKIUSA
NAT peoOpa3oBaHus CETEBBIX JPECOB BKIOUECHA. He oTkirouaiiTe

(dyHKIHIO, eclii 3TOro He TpeOyer Barn nmposaiinep.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucanHune

Ecnu nepexntodaresns CABUHYT BIIPABO, MAapIIPYyTU3aTOP OTBEYAET
Ha ping-3ampochl U3 BHEIIHEH CETH Yepe3 JaHHOE COCIMHEHUE.

Pin
9 Jnst  moBbIIeHHsT O€30MAaCHOCTH PEKOMEHIIYETCS OTKJIIOYaTh
JTaHHYIO (PYyHKIIHIO.
RIP CIBHHBTE  MEPEKIIoYaTellb  BOPAaBO, UYTOOBI  Pa3pemIuTh
ucIonab30Banue nporokona RIP s naHHOrO coennHeHus.
Ethernet
MAC-aapec*
BC:0F:9A:6D:36:4C

J©  Knonuposate MAC-agpec Bawero ceTeBoro
afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 67. CmpaHuua 0obasneHusi coeduHeHust murna PPPoE. Pa3den Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, mnpucBauBaemblii uHTepdelicy. [laHHBI mnapaMmerp
HEoOXOoIUMO 3ajiaTh, eciu Bam mnpoBaiinep aocTyma K ceTd
Nurtepuer ucnons3dyer npuBasky k MAC-anpecy. Beeaute B mnose
MAC-anpec, 3aperuCTpUpOBaHHbIN y MIPOBaliEpa IPU 3aKIOUYEHUN
JI0rOBOpA.

UYrtoOsl moacTaBuTh B AaHHOE mosie MAC-aapec ceTeBoro agantepa
KOMITHIOTEPA, c KOTOPOTO MTPOU3BOIUTCS HACTpoOKa
MAC-agpec MapuIpyTU3aTopa, CIBUHbTE nepekitodarens KnoHnposats MAC-
agpec Bawero ceteBoro apganTtepa BnpasBo. Eciu
NepeKIovareb  CABUHYT  BIpPaBO, IOJ€  HEAOCTYIHO  JJiA
PEIAKTUPOBAHUS.

YroObl moacTaBuTh B JAaHHOe moie MAC-aipec mapmpyTu3aropa,
naxmute kHonky BOCCTAHOBUTb MAC-AOPEC 1O
YMOJNYAHMUIO (kHomka nocTymHa, eciiy MepeKIrodarelb CABUHYT
BIIPaBO).

MTU MaxkcuMaibHBIH pa3Mep MakeTa, mepeaBaeMoro nHTepheicom.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

PPP

Bbez aBTOpUIaLMK

MmA nonesoeatensa”

Mms cepsuca

MTU=
1492

MpoTtokon wrdpoeaHKa

Bes wudpoBaHna -

MpoTokon ayTeHTugMKaLmm

AUTO -

@ Keep Alive

LCP uHTepEan™

30

LCP nposane*

3

CoeaunHenue no TpeGoBaHuo

MakcHMMansHoe Bpems HeakTWBHOCTM (B CEKyHaax)

Cratuyeckni IP-agpec

Otnapka PPP

PucyHok 68. CmpaHuua 0obasrneHusi coeduHeHus1 murnia PPPoE. Pa3den PPP.

MapameTp OnucaHwue

PPP

C)IBI/IHI)TG IICPCKIIFOYATECIIb BIIPaBO, €CJIN OJIsd JOCTYIIA B I/IHTG HCT
Bes aBTOpUM3auum p paso, Y p
BaM HC HY)KHO BBOJIUTH UM IT1OJIB30BATCIISA U HaPOJ'II).

Uma nonb3oBaTens Wwms monw3oBatens (J0oruH) A qoctyna B MHTEpHET.

[Tapons g pgoctyna B MHrepHer. Haxmure Ha 3HA4YOK

Maponb N
Moka3aTtb ( & ), yToOBI OTOOPA3UTH BBEICHHBIN TAPOJIB.
Uma cepBuca Nms PPPoE-cepBepa, BHIIOIHAIONIETO Ay TeHTU(UKALIHIO.
MTU MaxkcuManbHbIH pa3mep rakeTa, nepeaaBaeMoro HHTepQercom.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucaHue

Hacrpoiika mmdposanus mo nporokony MPPE.

* be3 wudpoBaHua — MPPE-mmdppoBanne He MPUMEHIETCS.

« MPPE 40 128 bit — npumensercs MPPE-mmdpoanue c
mrHOM Kotroua 40 nnu 128 our.

* MPPE 40 bit — npumensiercss MPPE-mmudpoBanue ¢ minHOM

MpoTokon
wndposaHus kiroua 40 OuT.
« MPPE 128 bit - mnpumensercs MPPE-mmdpoBanue c
JUTHHOM Kiroua 128 our.
MPPE-mudpoBanue npuMeHseTCs TONbKO B ClyyasX, KOrja B
packpeiBatomemMcss  criucke  [poTokonm  ayteHTudumkaumm
BeiieneHo 3Hauenne MS-CHAP, MS-CHAPvV2 uiu AUTO.
MpoTokon Bribepute u3 crnmcka HEOOXOAWMBIA METOJ ayTeHTHU(HKAINU WIIH
ayTeHTUdMKaumm ocrasbTe 3HaueHne AUTO.
(IToooepoicusams nooknouenue) CIBUHBTE MEPEKIIOUATENh BIIPABO,
4T00BI MapIIPYTH3ATOP MOAAEPKHUBAI COCAMHEHUE C MPOBANHIECPOM,
. Ja)ke KOrJa COEAMHEHHE HEAKTHBHO B TEUCHHE OMPEICIICHHOTO
Keep Alive

nepuoja BpeMeHH. Eciau  mepekiodarenh  CIBUHYT — BIPAaBo,
JNOCTYIHBIMH Uil pelaKkTHpoBaHus craHoBstcs monsi LCP
mHTepBan u LCP npoBanbl. 3amaiite He0OXOAMMEBIE 3HAYEHUS.

CnBuHBTE  TIEpEKIIOYATeNb  BMIPABO, €CIU  XOTHTE, YTOOBI
MapLIpyTH3aTOp yCTaHaBIMBaJd coeauHeHue ¢ HHrepHeT 110
TpeboBanuio. B moie MakcumanbHoe BpeMsi HEaKTUBHOCTU
3a/aiiTe BpeMs MpocTos (B CEKyHIaX), MOCJIEe KOTOPOTO COEAMHEHUE

CoeaguHeHue no
TpebGoBaHUIO

ABTOMATUYCCKHU PA3PbIBACTCA.

. 3anojgHuTE Mojie, eciii XOTUTE MCIIONb30BaTh crarnyeckuil [P-agpec
Cratuyeckum IP-agpec
JUISL COEIMHEHUS ¢ ceThto IHTEpHET.

C)IBI/IHI)TC IICPCKIIIOYATCIIb BIIPABO, €CJIIN XOTHUTC '-ITO6I>I B XYpPHaAJ
OTnapka PPP P paso, ’ yp

3aHOCHJIACh BCs oTagouHas nHpopmarms no PPP-coequnenuto.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

IPv4

@ nonyunTs agpec DNS-cepeepa aBTOMaTUYECKU

PucyHok 69. CmpaHuuya 0obasrneHusi coeduHeHust murna PPPoE. Pa3desn IPv4.

MapameTp OnucaHwue

Monyuntb agpec DNS- | CuBunbre mnepexiroyarens BrpaBo, uToObl aapec DNS-cepsepa
cepBepa HasHayayics aBroMatryecku. [Ipu stom mons NMepBUYHBbIN DNS u
aBTOMaTU4eCcKu BropuuHbin DNS HenocTynHb! 1uis peJakTHPOBAHUSL.
MepBuyHbIM DNS / Beeaute angpeca mepBuuHOro M BropmuHOro DNS-cepBepoB B
BtopuuHbin DNS COOTBETCTBYIOIIHE OIS,

[Tocne 3amanus Bcex HeoOxomumbIx 3HaueHuil Haxmure kHonky MPUMEHWUTb. B ynpomennom
PEKUME MOCIIC HAXKATUS Ha KHOTIKY OTKPOETCSI OKHO TSl CO3/IaHUSI TOTIOTHUTEIBHOTO COCTUHCHUS.

Ecnu Bam npoBaiinep npenocrasiser Bam A0CTyI K JIOKaabHBIM CEpBUCaM (HaIlpuMep, ayauo- U
Busieopecypcam), Haxkmure kaonky CO3AATb COEAUHEHUE. Ha oro6pasuBiieiics crpaHuiie
3ajaiiTe mapameTpsl s coeauHeHus Tuna JuHamuueckuit IPv4 wnmm Cratmueckuit [Pv4 u
Haxxmure kaonky MPUMEHUTD.

Ecimu Bam He Hy)KHO co31aBath JOMOJIHHUTENbHOE coennnenne, Haxmute knonky MPOMYCTUTD.
ITpu 3ToMm otkpoercs cTpanuiia HacTtponka coeanHeHnn / WAN.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

WAN-coeduHeHue muna PPTP, L2TP unu L2TP over IPsec

Ha crpanuiie cos3manus coeAWHeHuss B pasaecne [NaBHble HACTPOWKU  BeIOepHTe
COOTBETCTBYIOIIIEE 3HAUCHHE B CIIKCKE TUM COeAUHEHMUS U 3a/1aiiTe HeoOXOIUMBIE ITApaMETPHI.

[MaBHbIE HAaCTPOWKK

Tun coearHEHKUA

PPTP -

Wma coeqrHeHua™

pptp_14
@ KonuyecTBo cMBOSIOB AOMKHO BbiTh He Bonee 32
@ BriiounTs coeanHeHne

® nat

@ PyHKLMA NPEobpPasoBaHis CETEBLIX afpecoB. He pekomeHgyeTca
OTK/IOYATE, €CAK 3TOro He TpeGyer Baw rpoBaiaep.

) Ping

@ Dyrkupa WAN Ping Respond paspetiaet ycTpolicTey oTeeuats Ha
Ping-3anpocsl 3 BHELHEN ceTH.

PucyHok 70. CmpaHuua 0obasneHusi coeduHeHusi murna PPTP. Pa3den NaeHbie HacmpoluKu.

MapameTp OnucaHune

MaBHble HaCTPOWNKM

Umsa coeguHeHus Haspanue coenunenus s ynoOHOH MaeHTH(DUKALINN.

C):[BI/IHBTG MEPCKIOYaTC]ib BIpPaBo, YTOOBI BKJIFOYUTH JaHHOC

COEIMHEHHE.

Bknountb coegnHeHune
CI[BI/IHLTC HepeKHIOLIaTeJIB BJICBO, ‘-IT06BI OTKJIFOYUTH JAaHHOC

COCIMHEHHUE.
Ecimun MIEpPEKIIIOYaTeIb CIABUHYT BIIPAaBO, byHKIMS
NAT nmpeoOpa3oBaHusl CETEBBIX JPECOB BKIOUEeHA. He oTkirouaiite

(byHKIIHIO, €cJIi ATOTO He TpedyeT Bamn nposaiinep.

Tonwvxo o munos PPTP u L2TP.

Ecnu nepexiroyarens CIBUHYT BIPAaBO, MApLIPyTU3aTOP OTBEYAET
Ping Ha ping-3ampochkl U3 BHEIIHEH CETH Yepe3 JaHHOE COeTUHEHHUE.
Jns moBbImIeHUsT 0e30MacHOCTH  PEKOMEHJYeTCs  OTKJIHuaTh
TaHHYI0 (QYyHKIHUIO.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

PPP
Be3 aeTOpU3aLMK
ma nonbaoearena*
Maponk o
Anpec VPN-cepeepa®
MTU*
1456

MpoToken WKdposaHHa

Bes wupoeaHa -

MpoToken ayTeHTHdMKaLMK

AUTO -

@ Keep Alive

LCP uHTEpBan*

30

LCP npoBankw*

3

CoeanHeHre no TpebosaHuio

MakcumanbHoe Bpems HeakTUBHOCTM (B CeKyHOax)

Cratnyeckun IP-agpec
Otnanka PPP

PucyHok 71. CmpaHuya dobaeneHus coeduHeHuss muna PPTP. Pasden PPP.

MapameTtp OnucaHue

PPP

CI[BI/IHI)TC NEPCKIOYaTC]/Ib BIIPpABO, €CJIN I JOCTYyIIa B I/IHTepHeT

be3 aBTOpM3auumn
Bawm ne HYXXHO BBOAUTDH UMS MMOJIL30BATCIIA U IaPOJib.

Uma nonb3oBaTens Wwms nonp3oBarens (JIoruH) 11 foctyna B lHTepHeT.

[Tapons g pgoctyma B HWaTepHer. Haxkmure Ha 3HaA4oOK

Maponb .
MNMoka3aTtb ( & ), 4T0OBI 0TOOPA3UTh BBEICHHBIN TAPOIIb.

Appec VPN-cepBepa | IP- wim URL-anpec PPTP- unu L2TP-cepBepa ayTeHTH)UKAIMN.

MTU MaxkcuMabHBIA pa3Mep MmakeTa, epeaaBaeMoro HHTepecoM.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucaHue

Hacrpoiika mmdposanus mo nporokony MPPE.

* be3 wudpoBaHua — MPPE-mudpoBanue He MpuMEHsSIETCS.

« MPPE 40 128 bit — npumensercs MPPE-umdposanue c
qumHon kirroua 40 v 128 our.

* MPPE 40 bit — npumensiercs MPPE-tmudpoBanue ¢ anuHoi
MpoTtokon wudgposaHus xtroua 40 GuT.

« MPPE 128 bit - npumensercs MPPE-mmdposanune c
JUTMHOM KJIroua 128 out.

MPPE-mudpoBanre mnpuMeHsieTcsl TOIBKO B Clydasx, KOTJa B
packpeiBatomemcsi  cnucke  [lpoTtokon  ayTeHTuduKauuum
Beigeneno 3Hauenue MS-CHAP, MS-CHAPV2 i AUTO.

MpoTokon Bribepure U3 cnucka HEOOXOAMMBIM METOJ| ayTeHTH(PHKALNUU WIN
ayTeHTUdUKaumm ocraBeTe 3Hauenne AUTO.

(IToooeporcusamsv nookatoyenue) CABUHBTE MEpEKIOYaTEeNb BIPABO,
4TOOBI MapIIPYTU3ATOP MOJICPKHUBAT COSAUHEHHUE C MPOBANAEPOM,
. Jake KOIJa COEeIMHEHHWE HEaKTHMBHO B TEUEHHE OMPEAETICHHOTO
Keep Alive

nepuosa BpeMeHH. Ecmm mepexmiodarens CIBHHYT — BIPABo,
noctynusiMu cranoBsites mojisi LCP nHtepBan u LCP npoBanbl.

3anaiite HEOOXOAUMbIE 3HAYCHUS.

CaBuHBTE TIEPEKIIOYATENb  BIPABO, €CIH  XOTHTE, YTOOBI
MapIIpyTH3aToOp yCTaHABIMBAl COeAWHEHHe ¢ MHTepHEeT 110
TpeboBanuto. B mone MakcumanbHoe BpeMsi HEaKTUBHOCTU
3aaiTe BpeMsi POCTos (B CEKYH/aX), MOCIEe KOTOPOr0 COSIMHECHHUE

CoeaguHeHue no
TpeboBaHUIO

ABTOMATUYCCKU PA3pPLIBACTCH.

. 3anogHuTE 1MoJie, €CIU XOTUTE UCTIONB30BaTh cratndeckuil [P-aapec
CraTtnueckum IP-agpec
JUISl COEIMHEHHUS C ceThio IHTEepHeT.

C)IBI/IHI)TG MepEeKIoUaTeb BIPABO, €CIH XOTUTE, YTOOLI B KypHAI
Otnapka PPP P Pass; ’ R
3aHOCHJIACh BCs oTanouHas nHpopmarms no PPP-coenunenmro.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBarens

HacTtpoika mapwpyTmusatopa

IPv4

@ nonyunTs agpec DNS-cepeepa aBTOMaTUYECKU

PucyHok 72. CmpaHuya dobaeneHusi coeduHeHuss murna PPTP. Pa3den IPv4.

MapameTp OnucaHwue

MonyunTtb agpec DNS-
cepBepa
aBTOMaTU4eCKMU

CnBuHBTE TNepeKIIoUaTeNlb BIpPaBo, 4ToOBl aapec DNS-cepBepa
HasHavaics apromaruuecku. [Ipu stom nons MepBuYHbIN DNS 1
BropuuHbin DNS HenocTynHb! 1uis peJakTHPOBAHUSL.

MepBnYHbIN DNS /
BtopuuHbin DNS

Beenure agpeca nepBuuHoro u BropuuHoro DNS-cepBepoB B

COOTBCTCTBYIOIIUC ITOJIA.

IPsec

@ BxarouuTs PFS

A YkazaTtb nopT NoAKNHYEeHWA

PucyHok 73. CmpaHuua dobasneHusi coeduHeHuss murna L2TP over IPsec. Pa3des IPsec.

' HaCT[QOﬁKH JOJIDKHBI OBITh OIMHAKOBBIMM JIJIA obenx CTOPOH, OPraHU3YIOMNX TYHHCJIb.
|

MapameTp OnucanHue

IPsec (0ns muna L2TP over IPsec)

Knrou

Kurou qy1s B3auMHoIM ayTeHTH(UKAIUK CTOpOH. HaxkmuTe Ha 3HAYOK
Moka3aTb (&), yToObI 0TOOPa3UTh BBEJCHHBIN KITHOU.

Bknwountb PFS

CnBuHBTE TEPEKIIOYATEIh BIPABO, YTOOBI BKIOYMUTH omiuio PFS
(Perfect Forward Secrecy, coeepuiennas npsamas CeKpemHOCHb).
Ecnu mnepexnirouatens CIOBUHYT BIpaBo, Npu ycTaHoBke [Psec-
TyHHENs Oy/IeT TPOUCXOAUTh HOBBIH OOMEH KITto4aMu IH(POBaHHUS.
Vcnonp30BaHUE aHHOW OMIIMM TIOBBIIIAET YPOBEHb O€30MACHOCTH
nepeaun TaHHbIX, HO yBEIWYUBAaeT Harpy3ky Ha DWM-312W.

Ykaszatb nopt
noakKn4vYeHns

CaBuHBTE TEpEKIIOYaTe)Ib BIPABO, YTOOBI HM3MEHHUTH  IIOPT,
UCTIONB3yeMbIN Ji1 OOMEHa [aHHBIMH C JAPYTrOod CTOPOHOU, H
BBEJUTE HEOOX0IMMOe 3HaueHue B oToopasusiiemcs moie MopT. [To

YMOJIYAHUIO 3a71aHO 3HaueHue 1701.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

[Mocne 3amanmst Bcex HeoOXonuMbIx 3HaueHuit Haxxmute kHonky MPUMEHUTD.

[Tocite Haxxatus Ha kHOmMKy NMPUMEHWTD oTkpoercs OKHO Il TOTONHHUTEIBHOW HACTPOMKH
COETMHEHUSL.

Ecnu Bwl mmanupyere wucnosb3oBaTh JaHHOe WAN-coenMHEHUE I TMOAKIIOYEHUS K CETH
WHTepHeT, ycTaHOBHTE IEpeKiIrodaresib B mojiokeHne K ceTu WHTepHeT. 3arem BbiOepute
CYIIECTBYIOIIIEE COCMHEHUE, KOTOpoe OyleT ucronb3oBarkes i nocryna Kk PPTP/L2TP-cepsepy,
u Haxmute kHonky NMPOOOJIKUTDb wunu ycranoBuTe mepekiiouaresb B MOJOKCHHE CO3[aTb
HoBoe coeauHeHue u Haxxmute knonky CO3[AATb COEAUHEHUE.

Ecnu Bbl y:xe HacTpowIM MOAKIIOUEHHE K ceTH MHTEepHET M IIaHupyeTe MCIOJIb30BaTh JAHHOE
WAN-coenuHeHne TOJBKO [UIsl MOJAKJIFOYEHUsS K BHUPTYaJIbHOM 4YacCTHOM CEeTH, YCTaHOBUTE

nepexsroyareib B MOJOKEHHE K BUPTYarlbHOW YaCTHOM CETU U  HAKMHUTE KHOIKY
NMPOOOITKUTD.

[Mocne coznanus coequuenus tumna L2TP over [Psec Ha ctpanuie VPN / IPsec B pasnene CtaTyc
oTtoOpaxaercs Tekyiiee coctosiaue [Psec-tynnens.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

WAN-coeduHeHue muna PPPoE IPv6 unu PPPoE Dual Stack

Ha crpanuiie cos3manus coeAWHeHuss B pasaecne [NaBHble HACTPOWKU  BeIOepHTe
COOTBETCTBYIOIIIEE 3HAUCHHE B CIIKCKE TUM COeAUHEHMUS U 3a/1aiiTe HeoOXOIUMBIE ITApaMETPHI.

[NaBHble HAaCTPONKM

Tun coeanHeHus

PPPoE IPv6 -
WHTepdeiic

WAN -
Wms coepuHeHmna*

pppoev6_ 83

@ Konn4ectso cHMBOSIOB AOMKHO BbiTe He Bonee 32
@ Byt coeanHeHne

) NATve

Bbl He MOXeTe OJHOBPEMEHHO WUCMONb30BaTh
nenervposanue npedukca n NATVG

@ DyHKLMA NPEOBPA30BaHNS CeTeBbIX aApecos. He pexoMeHayeTcs
OTKAKOYATE, ECTWM 3TOrO HE TpebyeT Baw nposaiaep.

) Ping

@ Dynkuina WAN Ping Respond paspelaer ycTpoicTsy oTBeYaTh Ha
DiNg-3anpock! 13 BHELHeEN ceTu.

) RIPng

PucyHok 74. CmpaHuuya dobaerneHusi coeduHeHuss murnia PPPoE IPv6. Pasden aeHble HacmpouKu.

MapameTp OnucaHune

MmaBHblIe HAaCTPONKM

Ousnueckuii win BUpTyanbHeli WAN-uHTEpdEiic, kK KoTopoMy

UHTepdpenc
6yz[eT MMPpUBA3AHO CO30aBaCMOC COCAUHCHUC.

Umsa coeguHeHus HasBanwue coenunenus ais yno0HON UACHTU(DUKAIINH.

CJIBI/IHI)TG MNEPpCKIOYaTC]ib BIIPaBO, YTOOBI BKJIFOYUTH JaHHOC

COEIMHEHHE.

Bknwountb coegnHeHune
CI[BI/IHBTG HGpGKHIO‘-IaTeJIB BJICBO, I1T06H OTKJIFOUUTH JAaHHOC

CO€IUHEHHE.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucanHune

Tonvko onss muna PPPoE Dual Stack.

Ecimn MEepEKIIoYaTellb CABUHYT BIIPAaBO, byHKIMS
NAT nmpeoOpa3oBaHUs CETEBBIX aApecoB g mpoTokona [Pv4
BKIItoYeHa. He oTkmrouaiite (yHKIMIO, eciu 3TOro He Tpedyer
Bam nposaiiaep.

Ecin NepeKIroyaTesb CIIBUHYT BIIPABO, GbyHKUIMA
NATV6 npeoOpa3oBaHUsl CETEBBIX aJpecoB s mporokoia [Pvo
BKJItoueHa. He orTkirouaiite QyHKIMIO, ecnu 3Toro He Tpedyer
Bam nposarinep.
Eciu nepexntouarens CABUHYT BIIPaBO, MapIIPyTU3aTOP OTBEYAET
Pin Ha ping-3ampochkl U3 BHEIIHEH ceTH uepe3 JaHHOE COEeTUHEHHE.
9 Jis  moBblmeHUsT 0e301MacHOCTH  PEKOMEHIYETCs  OTKJIIoYaTh
JaHHYIO (QYHKIIHUIO.
Tonvko o muna PPPoE Dual Stack.
RIP CnBuHBTE  NEpeKIoYaTenab  BIOPaBO,  YTOOBI  pa3peluTh
ucnoiab3oBanue nporokona RIP qyis naHHOTO coenuHeHMsl.
RIPng CnBuHBTE  MepeKyoyareab  BIOPaBO,  YTOOBI  pa3peluThb

MCIOJb30BaHue nmpoTtokona RIPng mis naHHOTrO coeTMHEeHUS.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

Ethernet

MAC-aapec*

BC:0F:9A:6D:36:4C
J©  Knonuposate MAC-agpec Bawero ceteBoro

afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 75. CmpaHuuya 0obasneHusi coeduHeHuss murna PPPoE IPv6. Pa3den Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBauBaeMblii uHTepdeiicy. [lanHblii mapamerp
HeoOXoAMMO 3ajaTh, eciu Bam mnpoBaiizep apocTtynma K CeTH
WHureprer ucnons3yer npusssky k MAC-anpecy. Beenute B nosne
MAC-anpec, 3aperucTpUpOBaHHbIN y MIpOBaiiiepa Npy 3aKI0UYEHUN
JI0TOBOPA.

Urto0s!l noacTaBuTh B qaHHoe noje MAC-aapec ceTeBoro aganrepa
KOMIIbIOTEPA, c KOTOPOTO TIPOM3BOJUTCS HACTpOKa
MAC-agpec MapIlpyTu3aropa, CABHHbTE nepekitoyaresis KnoHnposarb MAC-
agpec Bawero ceTeBOro aganTtepa BIIPaBO. Ecou
HepeKIiouareNib  CABUHYT  BIPaABO, IMOJ€  HEAOCTYIHO IS
pEeIAaKTHPOBAHUS.

UtoObl moacTaBuTh B AaHHOe nose MAC-aapec MapmpyTH3aTopa,
naxmute kHonky BOCCTAHOBUTb MAC-AOPEC 1O
YMOJNYAHMUIO (kHomka q0CTyIHA, €CM MEePeKIrYareslb CABUHYT
BIIPABO).

MTU MaxkcuManbHbIN pa3mep Makera, nepegaBaeMoro nHTepgeiicom.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

PPP

) Be3 aBTopu3auuu

Mmsa nonb3oBaTtens®

Maponb* ©

Mmsa cepeuca

MTU*
1492

MNpoTokon wudposaHua

Besz wudpoeaHua -

MpoTtokon ayTeHTMdMKaLMKM

AUTO -
@ Keep Alive

LCP uHTepsan*

30

LCP nposansi*

3

Cratunyeckmn IP-agpec

) Otnagka PPP

PucyHok 76. Cmparuua dobasrnieHusi coeOuHeHus muna PPPoE IPv6. Pasden PPP.

MapameTp OnucaHwue

PPP

CI[BI/IHBTC NEPCKIOYATCIIb BIIPABO, C€CJIXW JIA JOCTyIIa B I/IHTepHeT

Be3 aBTOpU3aLumn
Bam ne HY>XHO BBOAUTH UMA I1OJIB30BATCIIA U ITApPOJIb.

MUma nonb3oBatens Wwms nonp3oBarens (JIoruH) ais pocryna B MHTEpHET.

ITapone s pocryma B HMaTtepHer. Haxmure Ha 3HA40K

Maponb .
MNMoka3aTb ( & ), uToOBI 0OTOOPA3UTH BBEIECHHBIH MTapOIIb.
Uma cepBuca Nwmsa PPPoE-cepBepa, BHIOTHSIONIETO ayTeHTH(HUKAIHUIO.
MTU MaxkcuMaibHBIH pa3mep MmakeTa, nepeaBaeMoro HHTepecom.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucaHue

Hacrpoiika mmdposanus mo nporokory MPPE.

* be3 wudpoBaHua — MPPE-mmdppoBanue He MpUMEHSIETCS.

« MPPE 40 128 bit — npumensercs MPPE-mmdpoBanue c
umHoH kirroua 40 wiu 128 ourt.

* MPPE 40 bit — npumensiercs MPPE-tm¢poBanue ¢ amuHoi

MpoTtokon
wndposaHus kitova 40 our.
« MPPE 128 bit — mnpumensercs MPPE-mmdpoBanue c
JUTHHOM KJrroua 128 out.
MPPE-mmudpoBanre npuMeHsieTcss TOJIBKO B Clydasx, Korga B
packpeiBatomemMcss  crnimcke  [lpoTokon — ayTeHTUduKauum
BeLaeneno 3Hadenne MS-CHAP, MS-CHAPvV2 uiu AUTO.
MNMpoTokon Bribepure u3 crnmcka HEOOXOAMMBIM METOJ| ayTeHTU(UKAIMH WU
ayTeHTUdMKauum ocraBete 3Hauenue AUTO.
(I1oooeporcueamsv nooxknouenue) CIBUHBTE TIEpeKIOYaTeNb BIPABO,
YTOOBI MApIIPYTH3aTOP HOAJEPHKHUBAJI COCTUHEHUE C MPOBANAEpOM,
. Jla)ke KOrJa COEAMHEHUE HEaKTHMBHO B TEUEHHUE OIPEeIeIEHHOIO
Keep Alive

neprona BpemeHH. Eciau mepeximodarenb CABUHYT — BIIPAaBo,
JNOCTYIMHBIMHA  JUIS  pelakTUpoBaHus craHoBsircs 1moias LCP
uHTepBan u LCP npoBanbl. 3aaaiite HeOOXOAMMbIC 3HAUCHHUSL.

o 3anoiaHUTE MoJje, eciii XOTUTE UCIONIb30BaTh crarnyeckuil IP-agpec
Cratuyeckum IP-agpec
JUISL COEIMHEHMUS C ceThio IHTEpHET.

CJIBI/IHI)TG IEPEKIIIOYATENb BIPABO, €CIH XOTHUTE, YTOOBI B KYypHAI
Otnapnka PPP P paso, ; yp
3aHOCHJIAch Bes omianouHas nHpopmarms no PPP-coequnenuro.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

IPv4

@ nonyunTs agpec DNS-cepeepa aBTOMaTUYECKU
MepeuyHbI DNS

BTopuuHbIn DNS

PucyHok 77. Cmparuuya 0obasneHusi coeduHeHuss murna PPPoE Dual Stack. Pasden IPv4.

MapameTp OnucaHue

IPv4 (05151 muna PPPoE Dual Stack)
Monyuntb agpec DNS- | CasunbTe mnepekiouaTenb BrpaBo, uToObl ampec DNS-cepsepa
cepBepa Ha3Hayasicsi apromarudecku. [Ipu stom mons NMepBUYHBLIN DNS 1
aBTOMaTU4eckKku BropuuHbin DNS HenoctynHbl is peJakTHPOBAHUSL.
MepBuYHbIM DNS / BBenute anpeca mepBuuHOoro u BropuuHOoro DNS-cepBepoB B
BropuyHbin DNS COOTBETCTBYIOIINE OIS,
IPv6
Nonyuuts IPV6
ABTOMaTUUECKN -

@ BxounTL Aeneruposanue npedukca

. Monyunts agpec DNS-cepeepa aBTomMarnyeckn

PucyHok 78. CmpaHuua 0obasneHusi coeduHeHuss muria PPPoE IPv6. Pa3desn IPv6.

MapameTp OnucaHue

IPv6
B packpsiBaromeMcsi Ciucke BBIOEpUTE METOA HazHadeHus [Pvo6-
Monyuuntsb IPV6 aapeca JUIsl JIAHHOTO COCAMHCHHS WM OCTaBbTC 3HAYCHHE
ABTOMaTU4YECKM.
Bknouutb ChaBuHBTE TEpeKIoYaTelh BIPABO, €CIM HEOOXOIUMO, YTOOBI
aenernposaHue MapuipyTusaTop 3amnpammuBan npeduxc st popmupoBanus [Pv6-
npecukca aJIPECOB JIJIs JIOKATHHON CETH Y BBIMIECTOSIIETO MAPIIPYTHU3aTOPa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucaHue

ChBuHBTE MEepeKITIouaTellb BpaBo, yToosl agpec DNS-cepsepa [Pvo
Ha3Hayajcs aBromarmyeckd. Ilpu stom mnons MepBuYHbIA IPV6

cepBepa .
ABTOMATUYECKN DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HemocTymHb

Monyuutb agpec DNS-

JUIS pelakKTUPOBAHUSI.

MepBuYHbLIK IPV6 DNS-
cepBep / BropuyHbin
IPv6 DNS-cepBep

[Tocite 3amanus Bcex HeoOXoAMMBIX 3HaueHMH HaxxmuTe kHonky MPUMEHUTD.

Breaute aapeca nepsuyHoro u BropuyHoro DNS-cepsepos [Pv6 B
COOTBETCTBYIOLIUE MOJIS.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

WAN-coeduHeHue muna Mob6usnbHbIU UHMepHem

Ecmm nmns SIM-kapter BcTtpoenHoro LTE-momema ycranoBnena mnpoBepka PIN-koma, st
KOppekTHOW paborel MobOumbHOro WAN-coenuuenus Haxkmure kHonky BBECTU PIN B
YBEIOMIICHUU B TMPAaBOM BEpXHEM YTy cTpaHUIlbl U BBeaute PIN-kox B oroOpasuBiIeMCs OKHE.
3ateM Ha CTpaHHIIE CO3JaHUSA COCIWHCHHMS B pasziaerne [NaBHble HaCTPOMKWU BeIOEpHTE
COOTBETCTBYIOIIICE 3HAUCHHE B CIIMCKE TUM COeAUHEHMUS U 3a/1aiiTe He0OX0IMMbIC TTApaMETPhI.

[NaBHble HACTPOMKMK

Tvn coeguHeHns

MoBWnbHbIA UHTEPHET -

WM coeanHeHua*

mobileinet_91

@ Konn4ecrso cimBonos 4oMXKHO BbiTe He Gonee 32

@ BxouMTE coenurHeHme

® nat

@ DYHKUMSA MPEOBPA30BaHIA CETEBbIX AAPECOB. He PEKOMEHAYETCA OTKMOYATS,
ec 3Toro He Tpebyet Baww nposakigep.

) Ping

@ Dyrkuma WAN Ping Respond paspetiaer ycTpoicTay oTeeqats Ha ping-
3anpocs! 13 BHELUHeEN ceTh.

PucyHok 79. Cmparuya dobasrneHusi coeduHeHust murna MobunbHbili uHmepHem. Pa3den MNaeHble
Hacmpoluku.

MapameTp OnucaHue

MaBHblIe HAaCTPONKMK

Nma coeanHeHunn HasBanue coenunenus s yno0HON UASHTU(DUKAIINN.

CI{BI/IHBTG MEPCKIOYATCJIb  BIIPAaBO, yTOOBI BKJIIOYUTH JaHHOC

COCIUHCHHC.

Bxnountb coeguHeHune
C,Z[BHHBTC HepeKJ’II-O‘-IaTCJ'IL BJICBO, qTO6BI OTKJIFOYUTH JAaHHOC

COCOIMHCHHC.

Ecnu mepexirouarens CIBUHYT BIpaBo, (pyHKIMS TpeoOpazoBaHUs
CeTeBbIX ajpecoB I npotokona [Pv4 Bxmtouena. He oTkmrouaiite

dbyHKIHIO, eciiu 3Toro He TpeOyeT Bamr nmposaiinep.

NAT
[epexmouarens oroOpakaercs, eciau B pasaeie HacTpowmkm

MoAeMa B pacKkpbIBaroeMcs crucke TUN BeiOpano 3HaueHue IPv4
win Dual.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

MapameTp OnucaHue

Ecnu mepexmodarens CIBUHYT BIpaBo, (YHKIHUS MPeoOpa3oBaHUs

CeTeBbIX aJpecoB I nporokona [Pv6 Bxmrouena. He oTkmrouaiite
dyHKIHIO, eciii 3TOTo He TpeOyeT Banr nmposaiinep.

NATv6
[Mepexmouarens otoOpakaercs, eciau B pasaeie HacTpownkm
MoAeMa B pacKpbIBaromeMcs crucke TUN BeiOpano 3uauenue IPv6
win Dual.
Ecnu mepekiouarenb CABHHYT BIPABO, MapUIPyTH3aTOpP OTBEUAET
Ping Ha ping-3ampocChl U3 BHEIIHEH CETH uepe3 JaHHoe coenuHeHue. s

HOBBIIIIEHUST 0E30MaCHOCTH PEKOMEHJIYeTCS OTKIIOYaTh JaHHYIO
byHKIHIO.

HacTtponku mogema

1 SIMA 250015602723576

Auto -

@ EuiSpath uacToTy aETOMATHUECKN

@ Ee: asTopuzayun

IPva -

PucyHok 80. CmpaHuuya dobaerneHusi coeOuHeHus1 murna MobunbHbIli uHmepHem. Pasden Hacmpoliku
modema.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp Onucanue

Hactpownku mogema

BbIBEOP Haxwmure kHOMKY, 4T0OBI pUBSI3aTh COEAMHEHUE K ogHOU u3 SIM-
MOLOEMA/SIM-KAPTbI | kaprt Bcrpoennoro LTE-moznema.

JlaHHoe mone ompeaenser TUN CETH, K KOTOPOW MOAKIIOYAETCS
Pexum mapuipytusatop. OcraBere 3HaueHne Auto, 4toObl MapIpyTH3aTOP
ABTOMATHYECKH TIOAKIIOYAJICS K JOCTYITHOMY THIY CETH, JH00

BBI6epI/IT€ HeO6XOI[I/IMOC 3HA4YCHUC B PACKPBIBAIOIICMCS CITHUCKE.

Ecan NEpCKIYaTe]ib CABUHYT BIIPABO, HaCTpOﬁKa HYaCTOTHOTIO
Juaria3oHa BBITIOJIHACTCA aBTOMAaTHYCCKU.

Ecnun HeoOXoamMO HACTPOWTH YAacTOTHBIM JHMama3oH BPY4YHYIO,
CIBHHBTEC TepeKIroyaTreNb BJIeBO. [Ipm OSTOM Ha CTpaHHIE
BbiGpaTb YacToTy 0TOOpazaTcs JOCTYIHbIE AMANa30HbI ISl TUIIA CETH, BBIOPAHHOIO B
aBTOMaTU4Yecku cnucke Pexnm. UroObl OTKIIOUNTE HEOOXOAMMEIE JIHAIA30HEI,
CIIBUHBTE COOTBETCTBYIOLIME IEPEKIIOYATENN BICBO. YTOYHUTE Yy
Bamero oneparopa nagopmarnuio 00 UCIOIb3yeMbIX IHana3oHax.

Ilepexnouamens omobpaxcaemcs nocie NPUeA3KU COeOUHEeHUs K
nookouennou SIM-xapme.

APN Ha3zBanue To4kH qocTyra.

C,I[BI/IHBTG MNEPCKIOYATECJIb BIIPpaBO, €CIN I IMOAKIIOYCHUS K CCTHU
be3 aBTOpU3auumn
oricparopa HE Tpe6yeT051 aBTOpHU3alusl.

MpoTtokon

Bri6epute u3 criricka HeOOXOIUMBI METO] Ay TeHTU(UKALIUH.
ayTeHTUdMKaummn

MUma nonb3oBaTtens Wms monb3oBarens (JIOTUH) IS TIOAKITFOYCHHSI K CETH OTiepaTopa.

Hapom. JUIA IOAKIIIOYCHHA K CCTH OII€paropa. Haxxmute Ha 3HA4YOK

Maponb .
MNMoka3aTtb (&), 4T0ObI 0TOOPa3UTh BBEACHHBII MAPOJIb.
Bepcust [P-nmporokona, koTtopyro OydeT HCIOIb30BaTh JaHHOE
Tun coenunenue. BeiOepute 3Hauenue IPv4, IPv6 wiu Dual wus

PACKPBIBAOLICTOCA CIIMCKA.

IPv4

. Monyuute agpec DNS-cepeepa aBTOMaTUYeCKU

PucyHok 81. Cmparuuya dobasrneHusi coeduHeHuss murna MobunbHbili uHmepHem. Pa3den IPv4.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBarens

HacTtpoika mapwpyTmusatopa

MapameTp

OnucaHue

IPv4 (0221 munos Dual u IPv4)

Monyuutb appec DNS-
cepBepa
aBTOMaTUYeCKH

CaBUHBTE MepeKIouaresb BIpaBo, uToObl aipec DNS-cepepa
Ha3Hadaycs apromatudecku. [Ipu arom mosnst MepBUYHBbIN DNS u
BropuuHbin DNS HenoctynHb! i peJakTHPOBAHUSL.

MepBuyHbIK DNS /
Btopu4yHbin DNS

Beeaute anpeca mnepBuuHoro u BropuuHoro DNS-cepBepoB B

COOTBCTCTBYIOIIIUC ITOJIA.

IPv6

@ nNonyuuts agpec DNS-Cepeepa aBTOMAaTUYECKM

PucyHok 82. Cmparuya dobasrneHusi coeOuHeHus murna MobunbHbil uHmepHem. Pa3den IPv6.

MapameTp OnucaHue

IPV6 (07151 munos Dual u IPv6)

Monyuntb apgpec DNS-
cepBepa
aBTOMaTUYeCKHM

CnBuHBTE MepeKIoYaTesb BIpaBo, uToOsl aapec DNS-cepsepa [Pv6
HasHadaics aBToMmarndecku. [Ipu stom mons MepBuYHbIA IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep Hea0CTyIHBI
ISl peIaKTUPOBAHUSI.

MepBu4yHbIN IPV6 DNS-
cepBep / BropuyHbin
IPv6 DNS-cepBep

Bsenute agpeca nepsuuHoro u BropuuHoro DNS-cepsepos IPv6 B
COOTBETCTBYIOLIUE MOJIS.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

Health Check

BKAHOUYNTE
O Mposepka cmamyca coedUHERUS NPU NOMOWY KOMaHOs! ping

MakcvmMansHoe KoAMYECTED NONbITOK

10

Tanm-ayT (B cexyHaax)

(D Maxcumansroe spems oxudarus omsema 97 odwol nonsmky

I'Iepeaan)rcx coefnHEHWA

HO20 KOAUYECTIST

MNpoeepka IP-agpeca Mogema

eca Modema sanpoc Ha abHosneHue IP-adpeca omnpasnsemca

PucyHok 83. Cmparuya dobasrieHusi coeduHeHuss muna MobunbHbIll uHmepHem. Pa3desnn Health Check.

MapameTp OnucaHue

Health Check

CnBuHbTe IIEPEKII0YaTeIb BIIPaBO, YTOOBI IIPOBEPATH
BknounTtb paboTOCIOCOOHOCTh COEAMHEHUS C TOMOIb0 Mexanmsma [CMP

ping.

KonmmuectBo ~ 3ampocos, OTHPAaBICHHBIX  JUISI  TMPOBEPKH
paborocriocoOHOCTH coequHeHus. [1o ymoauaHuio 3ajaHo 3HAYEHUE

MakcumanbHoe 10.

KONMUYECTBO NOMbITOK | Tl;g nposepku OTIpaBIsSETCs HECKONLKO ping-3ampocos. Ilocie
HECKOJBKUX HEYNAYHBIX 3aIIPOCOB CTATyC COEIMHEHHS MEHSETCS [0
TIEPBOTO YIA4HOTO 3aIIpoca.

[Tepron BpeMeHu (B ceKyHAax), BBIICICHHBIN Ha OXXHJIaHUE OTBETA

Tanm-ayTt .
Ha OJJUH pIng-3a1poc. I1o YMOIYAHUTIO 3aJIaHO 3HAUYCHUC 3.
Mepesanyc CaBuHBTE TepeKIIoYareNb BIPABO, YTOOBI MOBTOPHO YCTAHOBHTH
nyck .
y COCAMHCHHUE IMOCJIC MAKCHMAJBHOI'O KOJIMYCCTBAa HEYAAYHBIX pIng-
coeAuHeHus

3aIpOCOB.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucaHue

IP-anpeca w3 BHEMIHEW CETH, JOCTYMHOCTH KOTOPBIX Oyrier
MPOBEPSATH MapLIPyTU3aTOpP ¢ moMouIsio Mexanuzma ICMP ping. Ilo
YMOJUaHUIO MapupyTusatop nposepsiet [P-anpec 8.8.8.8.

Haxmure xHonky JOBABWUTb u B oroOpasuBiieiics cTpoke
BBeauTe IP-agpec wiam  ocTaBpTe 3HAYEHUE, NPEHIOKEHHOE

Appeca
MapuIpyTU3aTopoMm. Brl MmoxkeTe ,I[O6aBI/ITB HCECKOJIBKO aIp€COB.

Yrobsl ynanuth [P-afapec U3 crnrcka, HAXMUTE Ha 3HA40K YAaNUTb
(*) B cTpoke azpeca.

CI[BI/IHBTC IICPCKIIIOYATCIb BIIpaBo, LITO6I)I MapumpyTmsaro
Mposepka IP-agpeca P p puIpy p

3ampamuBall y MojJeMa akTyalbHBIN IP-azmpec B cirydasx, korga OH
Moaema p y Ty p Yy s

MEHSETCS 10 UCTEUEHHUs CpOKa AeicTBUS npeaslayero [P-aapeca.

[Mocne 3amanmst Bcex HeoOXonuMbIx 3HaueHuit Haxkmute kHonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

WAN-coeduHeHue muna IPIP6

Ha crpanuiie cos3manus coeAWHeHuss B pasaecne [NaBHble HACTPOWKU  BeIOepHTe
COOTBETCTBYIOIIIEE 3HAUCHHE B CIIKCKE TUM COeAUHEHMUS U 3a/1aiiTe HeoOXOIUMBIE ITApaMETPHI.
InaBHble HACTPOWKK

Tun coeanHeHUs

IPIP6 -

WMa coepuHenmna™

ipipv6_41
@ Konuyecrso cumsonoB fomxHO GbiTs He 6onee 32
@ BxnounTs coeanHenme

) NAT

@ DYHKUHS NPEOBPA30BaHMA CETEBLIX AAPECOB. He PEKOMEHAYETCS OTK/0YaTh,
ecm 3Toro He Tpebyer Ba nposasiaep.

) Ping

@ Dyrxuma WAN Ping Respond paspewaer yeTposicTsy oTBeqats Ha ping-
3anpocel M3 BHELWHENH CETH.

PucyHok 84. CmpaHuuya dobasneHusi coeduHeHuss muna IPIP6. Pa3den nasHble HacmpouKu.

MapameTp Onucanune

MaBHble HacCTPOWNKM

Uma coeanHeHus Ha3zBanue coequHenus ais yio0HOH HIeHTU(DUKAITUH.

CI[BI/IHBTe MEPCKIOYaTC]Ib BIIPABO, YTOOBI BKJIIOYHUTH JaHHOC

COCAMHECHUC.

Bknountb coegnHeHune
CILBI/IHLTC nepeKn}oanem, BJIEBO, IITO6I>I OTKJIHOYUTh HAHHOC

COEIHEHHUE.
Ecimmn MEepPEKIII0YaTeIlb CIABUHYT BIIPAaBO, byHKIMS
NAT npeoOpa3oBaHUsl CETEBBIX aapecoB BKIoYeHa. He orTkirouaiire

(dbyHKIIMIO, €ciii ATOTo He TpedyeT Bamn nposaiinep.

Ecnu nepexirouatens CABUHYT BIPABO, MAPLIPyTU3ATOP OTBEYAET
Ha ping-3ampochl U3 BHEUIHEH CeTH depe3 JaHHOE COEeIUHEHUE.
Jlis  moBblIeHUsT 0E€30MaCHOCTH  PEKOMEHIYETCsl OTKIII0YaTh

Ping

JTAHHYI0 (PYHKIHIO.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

1P

. Mony4nTe agpec yAaneHHoro XocTa asTOMaTUHeCcKK

YOaneHHbIA XocT

Pexum*
DSLite -

@ VYcrakosuTs MTU aBTOMaTUUYECKM

PucyHok 85. CmpaHuua 0obasneHusi coeduHeHusi muna IPIP6. Pa3des IP.

MapameTp OnucaHune

IP
Monyuntb agpec
CIBUHBTE MEPEKIIOYaTeNb BIpaBo, 4ToObl IPv6-anapec ymaneHHOTO
yAaneHHoOro xocrta
y3Jia Ha3HAYaJICsl aBTOMATUYCCKH.
aBTOMaTU4eCcKu
Bri6epute criocod uaeHTHGUKAINH YIAICHHOTO y371a U3 CIIHCKA.
* Appec — uaeHTHdUKAIKS yaaleHHOTO y3ia 1o IPv6-anpecy.
* FQDN - unentudukanus ymrajieHHOTO y3ja M0 JOMEHHOMY
Tun UMEHHU.
PackpbIBaromuiicss CIHCOK OTOOpakaeTcsi, €CIM IMEePEeKIIIoYaTelh
nO.ﬂy‘-IMTb agpec YyaaneHHoOro Xocta aBTOMaTU4YeCKU
CIBHHYT BJICBO.
Breaute [Pv6-anpec ymaneHHOTo y3ima, €ClIM B PACKPBIBAIOIIEMCS
crniricke TWUR BhizesieHo 3HaueHue Agpec.
BBenure  JOMEHHOE  WMMS  yOAJIEHHOTO  y3ja, €Clid B
YpnaneHHbIN XoCT packpseIBaroremMcs criucke TUN BeieneHo 3nadcHrne FQDN.
[Tome pmocTymHO [UIsi PENAaKTUPOBAHUS, €CIIA TEPEKII0YaTeNb
NMonyunte appec yaaneHHOro XxocTta aBTOMaTU4YeCKU
CIBHHYT BJICBO.
PesxuM paboThl COeAMHEHUSL.
Pexum .
B packpsiBaromiemcst crricke Boibepute 3Hauenne DSLite.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucanHune

CaBrHBTE MEpEeKIIoYaTeNlb BIPAaBO, YTOOBI MaKCHMAaJbHBIA pa3Mep

MaKera, nepeaBaeMoro uHTEpdeiicom, yCTaHaBIMBAJICA
Yeranosuts MTU aBTOMAaTHYECKH.
aBTOMaTU4eckKku
CaBuHBTE MEpEeKIIoYaTelb BIEBO, YTOOB! 3aJaTh JaHHbIM MapaMmerp
BpyuHy0. [Ipu 3ToM otoOpaxaercs mosre MTU.
MTU MaxkcuMaibHbIM pa3mep MakeTa, nepeaBaeMoro HHTepgeicom.

[Moce 3amanmst Bcex HeoOXonuMbIX 3HaueHuit Haxkmure kHonky MPUMEHUTD.

[Tocne naxatus Ha kHOMKy NMPUMEHWUTDB oTkpoeTcst OKHO IS JTOTONHUTENFHOW HACTPONKH
COC/IMHCHHUSL.

Ecnu Bwl mmanupyere wucnosb3oBaTh JaHHOe WAN-coenMHEHUE I TMOAKIIOYEHUS K CETH
WHTepHeT, ycTaHOBHTE IepeKiIrodaresib B mnoiokeHne K ceTu WHTepHeT. 3arem BbiOepute
CYLIECTBYIOIIEE COEAUHEHME, KOTOpoe OyIeT McIoibp30oBaThes Uil nqocryna k. VPN-cepsepy, win
YCTaHOBUTE IEPEKIIIOYATENb B IOJIOXKEHHE CO3[A4aTb HOBOE COeAWHEHME U Ha)XKMHUTE KHOIKY

NMPOOOIIKUTD.

Ecnu Bbl y:ke HacTpOWIM MOAKIIOUEHHE K CeTH MHTEpHET W IIaHUpyeTe MCIOJIb30BaTh JAHHOE
WAN-coennHeHre TONBKO I MOAKIKOYEHHS K BUPTYAIbHOW YAaCTHOM CETH, YCTAHOBUTE
HepPEKITIoUaTeTh B MOJI0KEeHHEe K BAPTYaribHOM YaCTHOM CeTMU. 3areM BhIOEpHUTE CYIECTBYOIICE
COeZIMHEHHUe, KoTopoe OyaeT HMcrmosb30Bartbes i goctyna kK VPN-cepBepy, WM yCTaHOBHTE
nepekioyareab B MOJOKEHHEe Cco3AaTb HOBOEe COeAWHEHMe U HaXMUTE KHOIKY
NMPOOOITKUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

WAN-coeduHeHue muna 6in4

[lepen HacTPOIKOW COCAMHEHUS HEOOXOIMMO 3aPETUCTPUPOBATHCS HA CAWTE TYHHEIBLHOTO
®m  Opokepa.

Ha crpanune co3maHus coequHEHHs B pasaeie [NaBHble HaCTPOWKU  BeibepuTte
COOTBETCTBYIOIIEE 3HAUYCHHUE B CITHCKEe TUM COAUHEHUS U 3a/1aiiTe HeoOXOAMMBIE TTapaMeTpBhI.

[naBHble HaCTDOVIKM
YOoaneHHbln xoct*

Tun coeguHeHHA
6in4 -

IPv6-agpec knueHTa*
Wms coeguHeHns®
6in4_35

IPv6-agpec cepeepa*®
@ Konnyectso cHMBOOB AOMKHO BbITb He Bonee 32

(D) 3agasite IPv6-anpeca cepsepa 1 KIHENTa, NONYHEHHBIE OT TYHHENLHOMO
. BkntounTh coeauHeHmne Bpokepa, 6e3 ykazaHna AMuHs! Npeguikea (Hanpumep, 2001:0DB8::1)

) Ping
Mapwpytnanpyemasn |IPv6-ceTb®

@ Byrkipits WAN Ping Respond paspelsaer ycTpoiicTey oTeevats Ha ping-

3anpocs! M3 BHELLIHENH CeTH. .
@ 3apaiite IPv6-noacets, koTopas GyAeT MaplpyTH3MPOBATLCA YEPES
coenuHeHne Tina 6ind, 6e3 ykazanus amiHbi npeguica (Hanpumep, 2001:0068::)

) RIPng
. YcraHoeuTe MTU aBTOMaTHYeCKM

PucyHok 86. CmpaHuua dobasneHusi coeduHeHuss muna 6in4.

MapameTtp Onucanune

MaBHble HacCTPOWKM

Uma coeauHeHusn Ha3zBanue coequHeHus A yio0HOH HIeHTU(DUKAITUH.

CI[BI/IHBTC MNEePCKIOYaTeiib BIIpaBoO, YTOOBI BKJIIOYMTH JaHHOC

COEIHEHHE.

Bknwountb coegnHeHune
CI[BI/IHBTC nepeK.n}oanenb BJIEBO, IITO61>I OTKJIHOYUTh HAHHOC

COeqUHEHHE.

Ecnu nepexirouarens CABUHYT BIPABO, MapLIPyTU3aTOP OTBEYAET
Ha ping-3ampochl U3 BHEUIHEH CeTH 4epe3 JaHHOE COEeIUHEHUE.

Pin
9 Jlnst TmoBbIIIEHUsT 0€30MacHOCTH  PEKOMEHIYETCs  OTKIIF0UYarh
JTaHHYI0 (QYyHKIUIO.
RIPng CaBuHBTE  TEpeKoYaTenb  BIPaBO,  YTOOBI  Pa3pemInTh

HCTONb30BaHue MpoTokoiaa RIPng nis naHHOro coenuHeHus.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucanHune

Beenute [Pv4-agpec cepBepa, NpenOCTAaBIECHHBIM TYHHEJIbHBIM
OpOKepOM.

YpnaneHHbIN XoCT

Beenute  IPv6-azpec  mapupyTu3aropa,  NpEeIOCTaBICHHBIN

IPv6-agpec knueHTa
TYHHEJIBHBIM OpOKepoM (0e3 yKa3aHus ITHHBI IPeQHKCa).

Breaute I[Pv6-ampec cepBepa, NpenoCTaBIEHHBIN TyHHEIbHBIM

IPv6-anpec cepBepa
AP pEep Opoxepom (0e3 ykazaHus JITUHBI IPePUKCa).

MapuwpyTtusmpyemasa | Beenute aapec mapupytusupyemoii [Pv6e-moncetn (6e3 ykazaHus
IPv6-ceTb JUTMHBI TIpe(UKca), IPeA0CTaBICHHBIN TYHHEIBHBIM OpPOKEPOM.

CaBuHBTE MEpeKIoYaTeslb BIPAaBO, YTOObI MaKCHMAaJbHBIA pa3Mep

MaKera, nepeaBaeMoro uHTEepdeiicom, yCTaHABJIMBAJICS
Yeranoeuts MTU aBTOMAaTHUYECKH.
aBTOMaTU4eCckKu
CaBuHBTE MEPEKITIOYaTeNb BIEBO, YTOOBI 3aJaTh JaHHBIM MapaMmerp
BpyuHyto. [Ipu aTOM oToOpakaercs mone MTU.
MTU MaxkcuMaibHbIH pa3mep MakeTa, nepeaBaeMoro HHTepgeicom.

[Mocne 3amanmst Bcex HeoOXomuMbIx 3HaueHui Haxxkmute kHonky MPUMEHUTD.

[Tocite naxxatuss Ha kHOomky NMPUMEHWTD otkpoercs OKHO i1 TOTONHHUTEIBHOW HACTPOMKH
COC/IMHCHHUSL.

Uto6s1 ucnonb3oBarh gaHHoe WAN-coennHeHre I TIOJKITIOYEHUS K ceTH VIHTepHET, yCTaHOBUTE
nepexsIroyaresb B nojgokeHue K ceTU UHTepHeT. 3areM BhIOCPHUTE CYIIECTBYIOIIEE COCTUHCHHUE,
KOTOpO€ OylleT HWCIIONIb30BaThCsl I JOCTYNa K CEPBEpPY, WIM YCTAHOBUTE NEPEKIIOYATeh B
HOJIOKEHUE cOo3AaTb HOBoe coeAnHeHue u Haxmute kHonky MPOOOIMKUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

WAN-coeduHeHue muna 6to4

Ha crpanuiie cos3manus coeAWHeHuss B pasaecne [NaBHble HACTPOWKU  BeIOepHTe
COOTBETCTBYIOIIIEE 3HAUCHHE B CIIKCKE TUM COeAUHEHMUS U 3a/1aiiTe HeoOXOIUMBIE ITApaMETPHI.

6to4 Relay Router
192.88.99.1

[NaBHble HACTPOMKM

Tun coeguHeHWA

Gtod e @ VYcranosuTs MTU asToMaThueckn

Uma coeauHeHna*

6tod 36
@ KonuyecTso cHMBONOB A0MKHO BbiTe HE Bosee 32
@ BouuTL coeanHenme

J Ping

@ Dyrkuma WAN Ping Respond paspewaer ycrposiciay oTsevars Ha ping-
3arpocs! U3 BHelLHes ceTu.

PucyHok 87. CmpaHuua dobasneHusi coeduHeHusi mura 6to4.

MapameTtp Onucanune

MaBHble HaCTPOWNKM

Uma coeauHeHusn Ha3zBanue coequHeHus A yio0HOH HIeHTU(DUKAITUH.

CI[BI/IHBTC MNEPCKIOYAaTeiib BIIPABO, YTOOBI BKJIIOYMTH JaHHOC

COEIHEHHE.

Bknwountb coegnHeHune
CI[BI/IHBTG nepeK.n}oanenL BJIEBO, IITO61>I OTKJIKOYUTh HJAHHOC

COeqUHEHHE.

Ecnu nepexmntodarens CABUHYT BIIPAaBO, MapLIPyTH3aTOP OTBEYAET
Ha ping-3ampochl U3 BHEUIHEH CeTH 4epe3 JaHHOE COEIUHEHUE.
Jlis  moBbIIIEHUST 0E€30MacHOCTH PEKOMEHYEeTCsl OTKJII0YaTh

Ping

JTaHHYI0 (QYyHKIUIO.

[Pv4-anpec nuiro3a, KOTOpBIM Ucnonb3yeTcs ais nepeaadu [Pvo-

6to4 Relay Router
IIAKETOB.

CaBuHBTE MepeKiIouaTelb BIIPaBo, YTOObI MAaKCUMAJIbHBIN pa3Mep

Imakera, HepezlaBaeMoro HHTep(I)eﬁCOM, YCTaHaBJ'II/IBaJ'ICSI
YctaHoButb MTU

ABTOMATHYECKH.
aBTOMaTU4eCKMU
CaBuHBTE TIEpPEKIIOYaTe)Ib BJIEBO, 4YTOOBI 3a7aTh JAHHBIN
napametp BpyuHyto. [Ipu aTom otodpaxaercs mone MTU.
MTU MaxkcumalbHbIi pa3Mep Makera, nepeaaBaeMoro uHTepdencom.

[Tocne 3amanust Bcex HeoOXoaUMBIX 3HaYeHN HaxxmuTe kHonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

[Tocne naxartus Ha kHomky NMPUMEHWUTDL otkpoercss okHO Uit JONONHUTENBHOW HACTPOWKH
COCITMHCHUSI.

YT1o0ObI UCTOIB30BaTh qanHOoe WAN-coeiHEHHE TS MOKIIOUEHHS K CeTH VIHTEpHET, YyCTaHOBHUTE
HepeKIouareib B noioxenrne K ceTn MHTepHeT. 3arem BhIOepHUTE CYLIECTBYIOLIEE COEIUHEHHE,
KOTOpO€ OyIeT HWCIOb30BaThCs Ui TOCTYIAa K CEpPBEPY, WM YCTAaHOBHUTE MEPEKIIOYATENb B
NoJIOKEHHE CO3AaTb HOBOe coeaAuHeHue u Haxmure kaonky MPOAOITKUTDb.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBarens

HacTtpoika mapwpyTmusatopa

WAN-coeduHeHue muna 6rd

Ha crpanune co3maHus coequHeHHs B pasaeie [flaBHble HaCTPOWKU  BeiOepuTte
COOTBETCTBYIOIIICE 3HAUYCHHE B CITUCKEe TUM COeAUHEHUA U 3a/1aiiTe HEOOXOAUMbIE MapaMeTpPhI.

[NaBHble HACTPONKM

Tun coenuHeHus
6rd

Wms coeanHeHna™
6rd 32

@ nNonyuuts HacTpoiiky 6rd aBTOMaTMUECKM

+  6rd Border Relay

IPvB npedonkc

@ Konnyectso cMMBO/IOB A0KHO BbiTe He Bosee 32 AnwuHa npedmica IPv6

@ BxounTL coeanHenme

) Ping

32

AnvHa Macku IPv4

0

(D) @yrkuna WAN Ping Respond paspeluaeT ycTpolicTsy oTeeqats Ha ping-

3anpock! 13 BHELHEH CETH.

) Hub and spoke

. YcraHoeuTe MTU aBTOMaTH4eCcKH

PucyHok 88. Cmparuuya dobasrneHusi coeOuHeHus muna 6rd.

MapameTp OnucaHune

MaBHbIe HAaCTPOMKHU

Nma coeanHeHus

HazBanue coenuHenus ans yno0HOH uaeHTH()UKAIIIH.

Bknountb coegnHeHue

C)IBI/IHBTG MNEPCKIOYaTe]ib BIIPaBoO, YTOOBI BKJIIOYUTH JaHHOC
COCIMHCHHUC.

CZ[BI/IHI)TG HepCKHIO‘-IaTeJH) BJIEBO, LITO6I>I OTKJIFOYUTH JAaHHOC
COEIMHEHMNE.

Ping

Ecnu nepexitouarens CABUHYT BIPABO, MAPIIPYTHU3aTOpP OTBEYAET
Ha ping-3arpochl U3 BHEUIHEW CETU depe3 JaHHOE COeMHEHUE.
Jns  moBblmieHusT 0€30MacHOCTH  PEKOMEHIYEeTCsl  OTKJIIOYaTh
JaHHYI0 (DYHKIIHFO.

Monyuntb HacTpouku 6rd
aBTOMaTUYEeCKHM

CHBuHBTE TEpPEKIIIOUaTeNlb BIIPAaBO, YTOOBI MapIIPyTHU3ATOP
noiayyan HacTpodku gomeHa 6rd aeromatmuecku ot DHCP-
cepBepa  JIOKaJbHOM  CETH WM  OT  BBIIIECTOSIIETO
MapIIpyTHU3aTopa.

[Tpu stom monst 6rd Border Relay, IPv6 npecdukc, OnuHa
npecukca IPv6 u [nuHa macku IPv4 HemocTymHbl s
PE€AAKTUPOBAHUA.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp Onucanune

Beemure IPv4-anpec Mapmpytm3aropa, IpeIoCTaBIICHHBINA
6rd Border Relay . P PHIpY P P
npoBaiiepom s qomena 6rd.

IPv6 npedukc [Mpedukc IPv6 mis nomena 6rd, mpeaocTaBICHHBIN POBAIEPOM.

Jnuna npeduxca IPv6 mans momena 6rd (B Outax), BblAeIEHHAS

OnvHa npecukca IPv6 .
nposainepom. Ilo ymomyanuro 3a1ano 3HadyeHue 32.

KomuuectBo OutoB B IPv4-aapece mapuipytuszaropa B JOMEHE

dnuvuHa macku IPv4 6rd.

ChBuHBTE TeEpeKIIoYareNb BIPaBO, 4TOObI OOMEH TpaduxoM
MEXIy KIMEHTAaMH OCYIIECTBIISIICS Yepe3 OCHOBHOM y3el CeTH B

Hub and spoke nomene 6rd.

CaBuHBTE MEpeKITIoUaTeNb BIEBO, YTOOBI 0OMEH Tpa(huKOM MEKITY
KIIMEHTaMU OCYILIECTBISUICA 0€3 y4acTHsl OCHOBHOTO y3J1a CeTH.

CaBuHBTE MepeKIodaTeNb BOPaBo, YT0O0OBI MAKCUMAIIbHBINA pa3Mep

makera, ImepegaBaeMoro  uWHTepdelicoM,  yCTaHABIMBAJCS
YctaHoButb MTU

ABTOMATHUYECKHU.
aBTOMaTU4eCKu
CnBuHBTE TIEpeKIItoYareldh BJICBO, YTOOBI 3aaaTh JAHHBIN
napameTp Bpyunyr. [Ipu aTom oroGpaxaercs noine MTU.
MTU MakcuManbHBIN pa3Mep MakeTa, nepeaaBaeMoro HHTepderncom.

[MTocne 3amanust Bcex HeoOXoauMBbIX 3HadeHni HaxkmuTe kHonky MPUMEHUTD.

[Mocne naxatus Ha kHOomKy NMPUMEHWTDB otkpoeTcst okHO IS JTOTONHUTENLHOW HACTPONKH
COEUHEHNS.

Jlns MOAKIIOYEHHss K CceTH VIHTepHET, YCTaHOBHWTE IEPEKIoYare]ib B IMOJOKCHHE K CeTHU
MHTepHeT. 3areM BhIOEpUTE CYLIECTBYIOIIEE COEAMHEHUE, KOTOPOE OyIEeT HCIIOIL30BATHCS IS
JNOCTyIla K CepBepy, WM YCTAaHOBHTE IIEPEKIIIOYaTe]h B IIOJIOXKEHHE CO3AaTb HOBOE
coeanHeHue u naxxmure kHonky MPOOOIIKUTDb.
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HacTtpoika mapwpyTmusatopa

LAN

YT00BI HACTPOUTD JIOKAJBHBIN HHTEp(deEiic MappyTH3aTopa, epeiaute Ha cTpanuiny HacTpownka

coeanHeHnun / LAN.

IPv4

[epeiinure Ha Bkiaagky IPv4, uroObr wm3menuts I[Pv4-anpec MapmipyTHsaTopa, HacTpPOHTH
BcTpoeHHblt DHCP-cepBep, 3anmare cBs3ku [Pv4-agpecoB u MAC-agpecoB unu J100aBUTH

cooctBenHble DNS-3amucu.

NokanbHbiA IP

IP-agpec*

192.168.0.1

Macka nogcetu®

255.255.255.0

Wms ycTpoiicTea

dlinkrouter.local

Q) 3agaiite qomerHoe A ¢ oxonvarem local. Ans 0CTYNa K web-

HHTEpHERCY N0 JOMEHHOMY WMEHK B 34PecH
1e MMA € TOuKOH W kool veproi (Hanpuuvep,

als)

BESUTE 40

dlinkrouter.

PucyHok 89. Hacmpolika nokanbHo20 uHmepdgbelica. Bknadka IPv4. Pasden JlokanbHbIU IP.

MapameTp OnucaHue

JNlokanbHbIN IP

IP-agpec

[Pv4-anpec  mapmpyTtuzaropa

B JIOKaJbHOU

YMOITYaHUIO 33/1aHO 3HadueHne 192.168.0.1.

noxacetu. llo

Macka noacetu

Macka nokanpHOW moacetd. [lo yMonuaHuio 3aJaHO 3HAYECHHE

255.255.255.0.

Uma yctpoucrtea

Wms ycTpoiicTBa, mpuBsizaHHoe K ero IPv4-agpecy B J10KanbHOM

IIOACCTH.
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OuHamuueckue IP

DHCP -

HauansHeli [P*

192.166.0.100

§ |

192.165.0.199

NPEONOMWTE OWANAIOH AOPECOB

1440

@ Dnsrelay

PucyHok 90. Hacmpolika nokanbsHo20 uHmepaelca. Bknadka IPv4. Pasden [JuHamu4deckue IP.

MapameTp OnucaHue

OnHamuyeckue IP

Pexxum paborer DHCP-cepBepa mapmipyTuzaropa.

*  OTknroyeHo — DHCP-cepBep MapiupyTH3aTopa BBIKIHOYCH,
IP-anpeca knMeHTaM Ha3HA4alOTCs BPYyUYHYIO.

* DHCP - wmapuipyTtusatop aBroMaTtHuecku Ha3zHawaeT IP-
ampeca KJIMCHTAM HA OCHOBAaHHWH 3a/laHHBIX APaMETPOB.
ITpu BbIOOpE 3TOrO 3HAYEHHS Ha BKIAJKE OTOOPAKAFOTCSI
noins HayanbHbIn IP, KoHeuyHbin IP, Bpema apeHAabl,

Pexvm HasHaveHus kHonka FMPEOANOXWUTb OWAMNA30OH AOPECOB u
IPv4-appecos nepekimouarenis DNS relay. Takxke mpu BeiOOpe 3TOTO

3HAYCHHMs Ha BKJIAJKe OTOoOpaxkarorcs pasmensl Onumum

DHCP, Ctatnueckue IP u XocTbl.

* Relay - 1s1 wHasnauenus IP-agpecoB  kimeHTam
ucnonb3yercs BHemHud DHCP-cepsep. [lpu BeiOOpe 3TOTO
3HAQUYCHHS Ha BKJIAIAKC OT06pa)KaIOTC$I 10141 IP BHelwuHero
DHCP-cepBepa, Onuua 82 Circuit ID, Onuusa 82
Remote ID u Onuusa 82 Subscriber ID.

Havaneusiii [P-anpec nuanaszona anpecos, kotopeie DHCP-cepsep
BbIJACT KIIMCHTAaM.

HayanbHbIN IP

Koneunsiit [P-anpec aumanazona anpecos, xkoropeie DHCP-cepsep
BbIJACT KIIMCHTaM.

KoHeuHbIN IP
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MapameTp OnucaxHune

Wcnonp3yiiTe KHONKY, 4TOOBl yKa3aTb OJUH U3 JOCTYNHBIX

nuanazoHoB [P-ampecoB. B oroOpasuBiiemcss oOkHe BblOepute

NMPEANOXUTb

[MANA3OH AIPECOB HEOOXOMUMBIN auana3oH u Haxkmute kHonky BBIBPATb, utoOs

noms HavanbHbI® IP u  KoHeuyHbIn I[P 3amomHmmuce
ABTOMAaTH4YCCKHU.

ITepuon Bpemenu, Ha kotopbii DHCP-cepBep Mapuipytuzaropa
npenocrasinser [P-agpec kimeHTy (IO WCTEUEHHWH ITOTO TIEpHOAA
Bpemsa apeHAabl IP-anpec or3bIBaeTCs U MOXET OBITh OTAAH JPYTOMY YCTPOICTBY,
€CJIM He MOCTYNUJIIO MOATBEPKICHNUE O HEOOXOAUMOCTH COXPAHEHHUS
storo [P-anpeca).

ChBuHbTe  MEpeKoYaTeNb — BIpPaBO,  UYTOOBI  YCTpOICTBa,
HNOAKJIIOYEHHBIE K MapuipyTu3aTopy, B KauecTBe ajapeca DNS-
cepBepa NoJIydyall agpec MaplpyTu3aropa.

DNS relay CaBuHBTE  TEpeKIroYarellb  BIEBO,  4YTOOBI  yCTpOICTBa,
TOJIKITFOUEHHBIC K MapIIpyTU3atopy, B KadecTBe ajapeca DNS-
cepBepa TMOJydald aapec, TMEpPeAaHHbId MpOoBAMAEpPOM WU
yKa3aHHbIH Ha cTpanuie flononHutenbHo / DNS.

IP BHewHero DHCP- IP-anpec Baemnero DHCP-cepBepa, kotophrii HazHavaet [P-agpeca
cepBepa KJIMEHTaM MapIlpyTHu3aropa.

Onuusa 82 Circuit ID
Onuusa 82 Remote ID

3nauenue coorBercrByromero nonst DHCP-omuumu  82. He
3amoiHANTE ToJsA, eciu Bam mnpoBaiigep WiM aJIMHUHHCTPATOP

Onuusn 82 BHeutHero DHCP-cepBepa He mpeiocTaBuil Takue 3HAYCHMSL.
Subscriber ID

[Tocne 3amanust Bcex HeoOXonuMbIx 3HaueHnit Haxkmute kHonky MPUMEHUTD.

B pasgene Onuumn DHCP Brl MoxkeTe M3MEHHTH 3HAYEHUS, TepeIaBacMbie 110 YMOIYAHHUIO, IS
HekoTtopbix omnuui nporokosa DHCP (IP-agpec, macka moacetu, DNS-cepBepsl) win ykazaTh
JIOTIOJIHUTENbHBIE MapaMeTpbl, koTopble BcTpoeHHbli DHCP-cepBep nomxkeH nepenarb KiIMEHTam
JUIS HACTPOWKH JIOKAJIbHOW CETH.

Onuwn DHCP +

He cozgaHo HW ogHore npaewna ana DHCP-onuwue
PucyHok 91. Hacmpotika nokanbHo20 uHmepgelca. Bknadka IPv4. Pa3den dnsi Hacmpouku onyuti DHCP.

st aToro nHaxkmure kHonky JJOBABUTD ( + ).
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Onuwnn DHCP X
MaeecTHele DHCP-omuim
BriGepuTe onuwk -
1 ny
MpuHyguTENEHO

PucyHok 92. Hacmpolika nokanbHo2o uHmepgbetica. Bknadka IPv4. OkHo Ona Hacmpotiku onyuu DHCP.

B otkpriBIieMcst okHe Bbl MokeTe 3a1aTh ClIEAYIOIME TapaMeTpPhl:

MapameTp OnucaHue

U3BecTHble DHCP- B packpeiBaromeMcss cnmMcKe — BBIOEpUTE  OMIMIO, KOTOPYIO
onuum HEOOXOIUMO HACTPOUTh.

3Ha4yeHue onuuu 3anaiiTe 3HaUECHHUE IS BBIACICHHOM OIIIUH.

CnBunbTE MepekirouaTess Bipaso, utoosr DHCP-cepBep nmepenasan

BBIOPAHHYIO OTIIMIO HE3aBUCUMO OT 3aIpoca CO CTOPOHBI KIIMEHTA.
MpuHyanTensbHoO
CnBunbTE TIEpeKirodarensb BiaeBo, yToosl DHCP-cepBep nepenaBan

BBIOpAHHYIO OMIIMIO TOJBKO B ClTydae 3alpoca CO CTOPOHBI KJIUEHTA.

[Mocue 3ananust HeoOxoaUMBIX TapameTpoB Haxkmute kKHolky COXPAHUTD.

Uto0OBbl U3MEHUTH MAPAMETPHI OIIIKHU, BEIOEPUTE COOTBETCTBYIONIYIO CTPOKY B TAaOIHIIE U HAKMHTE

JIEBYI0 KHOTIKY MBIIIH. B OTKpBIBIIEMCS OKHE HW3MEHHUTE HEOOXOIMMbIC MapamMeTpbl ¥ HAKMHUTE
knonky COXPAHUTD.

YToObl yIaauTh 3HAYCHHE KAKOW-TNOO OIIMHU, YCTAHOBUTE (IaXKOK CJIeBa OT COOTBETCTBYIOIICH
F—N
ctpoku B Tabnuue u Haxmute knonky YAANWUTD ( [1). 3arem naxmure xnonky MPUMEHUTb.

B pasmene Crtatu4veckme IP Boi mokere 3amate cBssku IPv4-agpecoB m MAC-aapecos
(Ha3HauuTH MOCTOSHHBIN [Pv4-anpec B MOKambHON ceTH Ui yCTpoHCTBa ¢ onpeneneHHsiM MAC-
aapecom). Mapmpytuzatop HasHadaeT [Pv4-agpeca B COOTBETCTBUM C CO3IaHHBIMH CBSI3KaMH,
tonpko ecmu DHCP-cepBep BrimoueH (B pasnene [uHamuyeckue IP B crmcke Pexum
Ha3Ha4veHus IPv4-agpecoB soieneHo 3nauenue DHCP).

Ctatuueckue IP -+

Ang Toro yTofibl NpUBAsaTh IP-agpec k MAC-agpecy, BoibepuTe YCTPOWRCTEO M3 CWCKa NOAKNHYEHHBIX KNWEHTOB WNK AobaBbsTe HOBOE

YCTRPORCTED

PucyHok 93. Hacmpolika nokanbHo20 uHmepgbetica. Bkrnadka IPv4. Pa3den dnsi cos0aHusi cess3ok MAC-
IPv4.
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Yto0sl co3nars cBsizky MAC-IPv4, naxvute knonky [JOBABUTb (+ ). B oTkprIBIIEMCST OKHE
sanonunute none MAC-agpec. Bol Moxkere BbIOparh YCTPOWCTBO, MOAKIIIOYEHHOE K JIOKAJILHON
CeTH MapUIpyTH3aTopa B JAaHHBIA MOMEHT. J[[J1s1 3TOrO B pacKpbIBAIOLIEMCS CIHMCKE BBIOEpUTE
cootBeTcTBytommii MAC-anpec (py 3TOM T0OJI€ 3allOJHUTCS aBTOMaTHueckH). 3arem B mone |P-
agpec Beenute [Pv4-anpec, koTopbiit OyIeT IPUCBOEH YCTPOMCTBY ¢ ykazaHHBIM MAC-ampecom.
B more WUmMA ycTponcTBa 3amaiite Has3BaHWe Ui YCTPOWCTBA B CETH Ui yIOOHOM
uaeHTUGUKanuy. YToOBl OTpaHMYUTh BpeMs MpeaoCTaBiIeHUsl ykazaHHoro [Pv4-anpeca, ykaxute
HeoOxoaumoe 3HaueHue B nosic Bpemsa apeHabl. Haxmure knonky COXPAHUTD.

UYroObl M3MEHHUTH CylIecTBYOIy0 cBsizky MAC-IPv4, BbIOepuTe COOTBETCTBYIOIIYIO CTPOKY B
TabaMlle M HaXKMUTE JIEBYIO KHONKY MbIIIK. B OTKphIBIIEMCS OKHE H3MEHHMTE HE0OXOAMMBIE
napametpbl U HaxmuTe kHonky COXPAHUTD.

YroOsl ynamuth cBsizky MAC-IPv4, ycraHoBuTe (iaskoK cieBa OT COOTBETCTBYIOLIEH CTpPOKH B
tabmune u naxvure knonky YAANUTb ([1]). 3arem masmure xaonky MIPUMEHUTD.
Ecnmu neobOxomumo, Bel MokeTe co3marh COOCTBEHHBIC aapecHble pecypcHbie 3amucu DNS. s

sroro Haxmute kHonky JOBABUTb (+) B paznene XOCTbl (docmynHo, eciu 6 pazoene
HuHamuyveckue IP ¢ cnucke Pexxum Ha3HavyeHusi IPv4-adpecoe euvideneno snauenue

DHCP).

Hazeanme™

OOBABHUTbL

O]

COXPAHWTE

PucyHok 94. Hacmpotika nokanbHo20 uHmepgetica. Bknadka IPv4. OkHo dobaeneHusi DNS-3anucu.

B mone Ha3BaHMe 3anaiite JOMEH WM JOMEHHOE WM, KOTOPOMY OyIET COOTBETCTBOBATH
3agannbiid [Pv4-anpec. B none IP-agpec 3anaiite agpec y3ia U3 BHYTPEHHEH WM BHEIIHEH CEeTH
cetd. Bl MoxeTe BBIOpaTh YCTPOWCTBO, MOAKIIOYCHHOE K JIOKATHLHOM CETH MapIIpyTH3aTropa B
JaHHBIA MOMEHT. J[J1s1 TOTO B pacKphIBAIOLIEMCS CITUCKE BHIOEpUTE COOTBETCTBYIoIMiT IPv4-anpec

(Ipu 3TOM TIONIE 3aNOJHUTCS aBToMarmdyecku). YToObl 3amath Heckoubko [P-ampecoB, HaxmuTe
knonky JJOBABUTb. Haxxmure knonky COXPAHUTD.

YroObl 3a7aTh Jpyrue IMapaMeTpbl Ui KakoW-JIMOo 3ammcu, B paszaene XOCTbl BbIOCpHUTE
COOTBETCTBYIOIIYIO CTPOKY B Tabnuiie. B OTKphIBIIIEMCS] OKHE U3MEHUTE HEOOXOUMbIE TapaMeTpPhl

u Haxxmurte kHonky COXPAHUTD.
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UYroObl ymamuTh 3amuch, B pasznene XOCTbl ycTaHOBUTE (DIaKOK CJeBa OT COOTBETCTBYFOILCH
cTpokH Tabmuisl 1 Haxmute kaonky YOAANUTDL ( [11)).

[Tocie 3aBepreHus padoThl ¢ 3anucsamu HaxmuTe kHonky MPUMEHUTD.
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IPv6

[epeiinure Ha Briaaky IPv6, utoObl m3menuts wim mobaButh [Pv6-aapec mapripyrtusaropa,
HAcCTpOUTh NapaMmeTpsl HazHaueHus [Pv6-anpecos, 3amare cBasku [Pv6-anpecoB u MAC-anpecos
win 1006aBUTh coocTBeHHbIe DNS-3anmcu.

NokaneHel IPvE

OOBABWTb

dlinkrouter.local

PucyHok 95. Hacmpolika nokansHo20 uHmepapelica. Bkrnadka IPv6. Pasden JlokanbHbil IPv6.

Yrtobbl nmobaButh IPv6-anpec  mapmpyrtuzaropa, Haxmure kHonky JOBABUTb. B
otoOpa3zuBieiics cTpoke BBeauTe [Pv6-anpec, a Takxke uepe3 KOCYI0 UepTy YKaKUTE JNECATUUHOE
3HaYCHUE JUTMHBI npedukca. B mone MMA yCTPOMCTBA 3a1aiiTe JOMEHHOE UMS, TIPUBSI3AHHOE K
IPv6-anpecy ycTpoiicTBa B JoKanbHOHM mozacetu. UtoOsl mamenuts IPv6-aapec mapuipytusaropa,
BHECHUTE U3MEHEHHUS B COOTBETCTBYIOIIYIO CTPOKY.

Yrobsl ymamuth IPv6-ampec, naxmure konky YOAJIUTb ([1)) B coorsercTyromeii crpoke
tabmuiel. 3areM Haxxkmute kHonky MPUMEHUTD.
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B paznene iImHamuyeckue IP Bel MmoxeTe HacTpouTh mapaMeTpsl Ha3HaueHus [Pv6-aapecos.

[duHaMuueckue IP

Pexum HazHaueHus IPv6-aapecoB

Stateful -

HauanbHbili IP*

2
KoHeuHsIiH 1P*

64

NMPEOANIOXWUTbL OAUWANA3OH AOPECOB

Bpema apenabl (B MMHYTax)*

1440

@ Bpema aperavt GyaeT BuIGpaHo ISP Hcxoda M3 BPEMEHM KHU3HH
AenernposaHHoro npegukca.

) MapwpyT no ymonyaHuo ana LAN-kKnueHToB

. DNS relay

@ HasHaverme LAN IP-afpeca ycTpolicTea 8 kayectse DNS-cepsepa A4ns
MOAKMOHEHHBIX KHEHTOB.

PucyHok 96. Hacmpolika nokansHo20 uHmepapelica. Bknadka IPv6. Pasden uHamu4deckue IP.

MapameTp OnucaHune

OuHamunyeckue IP

BBI6epI/ITC HeO6XO,I[I/IM06 3HAYCHHUEC B PACKPBIBAOIICMCA CITMCKE.

* OTknoyeHo -— [Pv6-aapeca KIMEHTAM Ha3HAYAKOTCS
BPYYHYIO.

+ Stateless (nezasucumviti) — xauenTsl Gopmupyot IPvo-
azipeca caMOCTOATENILHO Ha OCHOBAaHHMH TpeQHKca.

« Stateful (sasucumeiii) — BcTpoennsiii DHCPv6-cepsep
MapIIpyTH3aTopa pas3aaeT ajapeca U3 Juana3oHa, 3aJaHHOTO
nomsivu HavanbHbi IP u KoHeuHbIn IP. Taxke npu
BBIOOpE 3TOTO 3HAYECHHS Ha BKIIAJIKE OTOOPAKAIOTCS Pas/Iebl
Cratuyeckue IP u XocCThbl.

Pexum Ha3HayeHUun
IPv6-agpecoB

* Relay - s HasHauenuss IPv6-aapecoB KimeHTam
ucnons3yercs BHemmHuid DHCP-cepsep. IIpu BeIOOpe 3TOTO
3HaUeHHWs Ha BKIajaKke oToOpaxaercs moie IP BHelHero
DHCP-cepBepa.
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MapameTp OnucaxHune

HauanbHoe u KOHEYHOE 3HAYCHHS TMOCIEAHEro Xekcrera (16 Our)

HayanbHbIn IP /

. mmamazoHa IPv6-aapecoB, kotopele DHCPv6-cepBep BhIIaeT
KoHeuyHbIU IP P P PBep

KIIMCHTaM.

Ucnonp3yiiTe KHOMNKY, uTOOBl yKa3aTb OJUH U3 JOCTYMHBIX
nuanazoHoB [P-ampecoB. B oroOpasuBiiemcss oOkHe BblOepuTe

NMPEANOXUTb
ANANA3OH AOPECOB

HEOOXOMUMBIN auana3oH u Haxmute kHonky BbBIBPATb, utoOs
nos HavanbHbM IP u  KoHeyHb IP  3anonawmiuce
ABTOMAaTHYECKHU.

Ilepuon Bpemenu, Ha Kotopelii IPv6-ampec mnpenocraBisercs
BpeMmsi apeHAbI pHOM - Bp p ap pen

KJIMEHTY.
MapupyT no CIBHHBTE TIEPEKIIOYATENb BIPABO, YTOOBI KIHMEHTHI, MMOTYYHBIINE
y IPv6-anqpeca wmid  chOPMHUPOBABIIKE HUX  CAMOCTOSTEIHHO,
ymon4aHuto ansa LAN-
UCIIONB30BAJIM  MapUIPyTU3aToOp B KadecTBe IPv6-1umosa 110
KIIMEeHTOB
YMOJTYaHHUIO.
CnBuHBTE  NEpeKIroYareilb  BIOpaBO,  4TOOBI  YCTPOMCTBA,
TOJKIIOYEHHBIE K MapLIpyTU3aTopy, B KauecTBe azapeca DNS-
cepBepa MoIyJald aapec MapIpyTH3aTopa.
DNS Relay CaBuHBTE  IIEpPEKIIOYATENIb  BIEBO,  4YTOOBI  yCTPOMCTBa,

HOIKITIOUCHHBIE K MaplIpyTH3artopy, B KadecTBe aapeca DNS-
cepBepa TOJydYaldW aapec, IEpeJaHHblii MPOBAWAEPOM  HIIH
yKa3aHHbIH Ha cTpanuie flononHutenbHo / DNS.

[MTocne 3amanust Bcex HeoOXoauMBbIX 3HadeHn HaxkmuTe kHonky MPUMEHUTD.

B pasgene Crtatu4veckme IP Boi mokere 3amate cBssku IPv6-agpecoB m MAC-aapecos
(Ha3HAYUTh MOCTOSIHHBIN [Pv6-ampec B OKaIbHOM CETH IS YCTPOMCTBa ¢ ompeneneHHsIM MAC-
aapecom). Mapuipytuzatop HasHadaeT [Pv6-aapeca B COOTBETCTBUM C CO3IaHHBIMH CBSI3KaMH,
TONBKO ecnu B pasaene OuHamuyeckue IP B criucke Pexxum HasHavyeHus IPv6-agpecoB
BbIsesieHo 3HaueHue Stateful.

CraTuyeckue IP -+
[ns Toro 4tobbl NpusAsaTL IP-agpec kK MAC-agpecy, BuibepuTe yCTPOIMCTBO M3 CNUCKA NOAKMIOHEHHBIX KIMEHTOB UnK gobaBbTe HOBOE

YCTPOICTBO

PucyHok 97. Hacmpolika nokanbHo20 uHmepelica. Bknadka IPv6. Pa3z0den dnsi cos0aHusi cesi3ok MAC-
IPV6.

Yrobsl coznars cBsi3ky MAC-IPv6, naxxmure kHonky [JJOBABUTb (+ ). B oTKpBIBIIEMCSI OKHE
sanonaute none MAC-agpec. Bel Moxere BhIOpaTh YCTPOWCTBO, MOAKIIOUCHHOE K JIOKAJIBHON
CeTHM MapIIpyTHU3aropa B JaHHbI MOMEHT. J[JIsl 3TOro B pacKpHIBAIOIIEMCs CIHCKE BBIOCPUTE
coorBercTBytommii MAC-aipec (Ipu 3TOM IOJIe 3arOJHUTCS aBTOMAarudecku). 3arem B none IP-
agpec Beeaute [Pv6-anpec, koTopbiit OyIeT TPUCBOCH YCTPOMCTBY ¢ ykazaHHBIM MAC-ampecom.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

B mome WUMA ycTpoucTBa 3ajaiiTe Ha3BaHHE IS YCTPOMCTBA B CETH JUIs  YIOOHOH
uaeHTuukanuu. YtoObl OrpaHUYMUTh BpeMs IpeaocTaBiieHusl yka3aHHoro IPv6-aapeca, ykaxure
HeoOxonuMoe 3HaucHue B niosie Bpems apeHabl. Haxxvute knonky COXPAHUTD.

UtoObl M3MEHHUTH CylIecTBYIONIYI0 CBs3Ky MAC-IPv6, BbIOEpHTE COOTBETCTBYIOIIYIO CTPOKY B
TabmuIe M HAXKMHUTE JIEBYI0 KHOIMKY MBIIIM. B OTKpBIBIIEMCS OKHE U3MEHUTE HEO0OXOIUMbIC
napametpsl 1 Haxxkmute knonky COXPAHUTD.

YroOsl ymamuth cBsizky MAC-IPv6, ycraHoBUTE (praskoK ciieBa OT COOTBETCTBYIOIIEH CTPOKH B
tabmuue u Haxmure kaorky YAANNUTD ([11)). 3arem maxvure xronky MPUMEHUTb.
Ecnu HeoOxogumo, Bbl MokeTe co3naTh cOOCTBEHHBIE aJpecHble pecypcHble 3amucu DNS. Jlns

sroro Haxwmute kHonky JOBABUTb (+) B paznene XOCTbl (docmynwno, eciu 6 pazoeie
HAuHamuyveckue IP ¢ cnucke Pexxum Ha3HavyeHusi IPv6-adpecoe ewvideneno snauenue

Stateful).

HassaHue*

OOBABWUTb

® Ana roro 4Tobk! yaanuTe IP-agpec npocTo ocTasere
noJie mycruiM

COXPAHUTb

PucyHok 98. Hacmpolka nokanbHo2o uHmepgpetica. Bknadka IPv6. OkHo dobaeneHuss DNS-3anucu.

B none IP-agpec 3anaiite ajapec y3ia W3 BHyTpEeHHEH WM BHeEIIHEH ceTd. Bbl MoxeTe BBIOpaTh
YCTPOUCTBO, MOAKIIOUECHHOE K JIOKAJIbHOW CETH MapIIpyTU3aTopa B JaHHBIH MOMEHT. J[J1s 3TOTO B
pacKphIBarOIeMCsl CIIUCKE BhIOEpUTE COOTBETCTBYIOMUN [Pvb-aapec (mpu 3ToM mosie 3amOJHUTCS
aBTomarnuecku). B mome Ha3BaHue 3anmaiite nOMEH WM JIOMEHHOE HMs, KOTOpOMY OymeT
COOTBETCTBOBaTH 3aManHbIil IPv6-anpec. Haxxmute knonky COXPAHUTD.

Yr1oObl 3amaTh Apyrue MapaMeTpbl Uil KakoW-muOo 3amucu, B paszaene XOCTbl BbIOEpUTE

COOTBETCTBYIOILYIO CTPOKY B Tabnuiie. B OTKphIBIIIEMCS OKHE U3MEHHTE HEOOXOAMMBIC MapaMeTpPbl
u Haxkmute kHoky COXPAHUTD.

YT1oObl yaanuTh 3ammch, B pasznesnie XOCTbl yCTaHOBUTE (MIaXKOK cCjleBa OT COOTBETCTBYIOILICH
F—N
cTpoku Tabnmuisl 1 HaxmuTe knonky YOAJIUTD ([1]).

[Tocne 3aBeprenus padboTsl ¢ 3amucsimu Haxxkmute kHonky MPUMEHUTDb.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

Pe3sepBupoBaHue WAN

Ha crpanuiie Hactponka coeamHeHun / PesepBupoBaHue WAN Bbi MokeTe akKTHBHPOBAThH
byukumio  pesepBupoBanusi  WAN-coenuHeHus, Kotopas obecrnedutr Bam  HempepbiBHOE
MoJKIIoueHne K ceTu WHTepHeT. B ciydae oOpbhiBa OCHOBHOTO COCIMHEHHS MapIpyTHU3aTOP
AKTUBUPYET pPE3epPBHOE COEAMHEHHE, a IOCJIE€ BOCCTAHOBIEHUS PabOTOCTIOCOOHOCTH OCHOBHOTO
KaHaja CHOBA MCIIOJIb3YET €T0 U OTKJIIOYAET PE3EPBHBIN.

PesepBupoeaHne WAN

PesepBupoBaHne WAN

Bbl MOXETE aKTMEMPOBATE GyHKUWH pe3epBMpPOEaHINA WAN-COBAMHEHWR, KoTopaA obecneunT Bam HeNpPepPLIBHOE NOAKMNKUEHWE K CETH
MHTepHeT. B cnyyas obpeIBa OCHOBHOMO COEAVHEHWA MAPLLPYTUZATOP aKTMEMPYET PE3SPEHOE COSAMHEHKE, 3 NOCTE BOCCTAHOENEHWA
paboTocnocoBHOCTH OCHOBHOMD KaHana CHOBa UCMNOAL3YET ero W OTKNKY3ET PE3epEHbIA.

® sBwiounTs

CoegniHeHWs 1Pv4d [MpoBepka ¢ MOMOLLbIO ping
CNWCcok AOCTYNHBIX COBAMHEHWA B NOPAAKE NpUOpKUTETa. MiHTepsan mexgy Nposepkami (& cexyHaax)*
30
CoegnHeHWe MNpoBepka C NOMOLLEH ping
pppoe_dﬁ BKIHUYEHO OmngaHne oTEeTa (B CE}'}'HLEZ{I"‘
1
statip_81 BrnroueHo

KonuuecTao NonbImok®

3

(D) Keauuecmso ping-3anpocos 3adanmsin xocmam

XOCThbI

8.8.8.8 *

77.88.55.55 x
94.100.180.200 *
OOBABWTE XOCT

PucyHok 99. Cmpa+uua Hacmpolika coeduHeHuli / PesepeupoeaHue WAN.

YroObl HAacTpoUTh (YHKIHIO pe3epBUpPOBaHUs, co3aaiiTe Heckolbko WAN-coenuHeHuil. 3ateMm
nepeiinure Ha crpanuiy Hactpowka coepamHeHun /| PesepBupoBaHue WAN, craBumbTe
nepexsroyare b BKNHOYNUTB Bripago.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

B pasmene CoeauHeHus IPv4 cymiectBytomme [Pv4-coequHeHust pacrioioKeHbI B TMOPSIKE
npuoputera. [lepBoe B CIUCKE COCTUHEHHE BBICTYIIA€T B Ka4eCTBE OCHOBHOTO, IMOCIEIYIOIINE
SIBJISIFOTCS PE3EPBHBIMH.

YToOBl M3MCHUTH YPOBCHb HNPHUHOPUTETA COCIAUHCHMHA, BBI6epI/ITC COOTBCTCTBYIOIIYHO CTPOKY B

Ta0JIMIIEe ¥ HAKMHUTE JIEBYIO KHOTIKY MBIIIIH.

pppoe_28 X

pppoe_28

@ nposepka c noMolibHo ping

@ YCTpoicTBO MOXET MPOBepsATE AOCTYHOCTE XOCTOB
C nomoLbto mexaqmnsma ICMP ping. Ecm nposepka ¢
MOMOLbLIO PiNg BhIK/OYEHE, TO PABOTOCMOCOBHOCTL
COEANHEHNA ONPEAENACTCA 10 Ero CTaTyCy.

MpuopuTeT

1 -

PucyHok 100. OkHO usMeHeHUs1 ypOoe8Hs rnpuopumema coeOUHEHUS.

B OTKPBIBHICMCS OKHE 3amanTe HCO6XO,Z[I/IMI:IC napamMeTpBhl.

MapameTp OnucaHwue

CaBuHBTE TEpeKNIIOYaTellb  BIPABO, UYTOOBI  MapIIpyTH3aTOP

ucnonb3oBan Mmexanum3m ICMP ping 1u1st mpoBepKH COETUHEHUSI.
MpoBepka ¢ noMowbIO
CaBuHBTE NEpEKIIIoUaTesb BI€BO, YTOOBI MAPIIPYTH3ATOP MPOBEPSLT

ping
TOJIBKO  CTaryc COEAMHEHUs (MOXeT moTpeOoBaTbCs  JUIs
HECTaOMIIBHBIX COETMHEHH).
YpoBeHb TMPUOPUTETA COCIAMHEHUA. YPOBEHb 1 COOTBETCTBYET
MpuopuTeT OCHOBHOMY COEIMHEHHIO, IOCIEAYIOLUE SBISAIOTCA PE3EPBHBIMM.

Bri6epute HEOOX01MMOE 3HAYCHHE U3 PACKPBIBAIOIIETOCS CITUCKA.

[Mocne 3amanus HeoOxoauMbIX mapamerpoB HaxmuTe kHorky COXPAHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

B pasnene NpoBepka ¢ NOMOLWbIO ping 3a1aiiTe HACTPOUKH MTPOBEPKH COCTUHEHUS C TOMOIIBIO
mexanuzma ICMP ping.

MapameTp OnucaHwue

NMpoBepka ¢ nomMowbIo ping

[lepron BpemeHu (B CEKyHAaX) MEXAY PEryJlsSpHbIMU IPOBEPKAMHU
JocTynHOCTH XocToB. Ilo ymomyanuro 3agaHo 3HayeHue 30.
3HaueHUe MJAHHOTO IMOJs JODKHO OBbITh OOJIbIlE€ MPOU3BEINCHUS

3HaueHu nojieit OxupgaHue oreeta u KonmyecTtBo NONbLITOK.
UHTepBan mexnay

npoBepKamm Jlns mpoBepKH OTIPABISIETCS HECKOJbKO ping-3ampocoB. [locie

YCHEIIHOTO BBIMOJIHEHUS 3alpoca MaplIpyTU3aTOp IPOAOIKAET
UCIOJIB30BaTb  OCHOBHOE coeauHeHue. Ilocine  HeckonbKHX
HEyJa4HbIX 3allpOCOB BKIIIOYAETCS CIEAYIOLIEE COCIUHEHHE B
CITUCKE.

He 1O BPEMEHU (B CECKYHIAX BBIHGHGHHBIﬁ Ha OXKHUJAHUEC OTBETA
OxugaHve oTBeTa p P ( Y )
Ha OJIMH ping-3ampoc.

KonnuecTBo HeymayHbIX 3alpOCOB, OTIPABICHHBIX VISl IPOBEPKH
KonnyecTBO NOMNbLITOK | pabOTOCIIOCOOHOCTH  OIHOTO  COCIWHEHHS, TIOCIEe  KOTOPBIX
BKJTFOYAETCS CIIEAYIOIIee COSMHCHUE B CITHCKE.

IP-anpeca ®3 BHEmHEH CeTH, JOCTYHMHOCTh KOTOPBIX OyIeT
MIPOBEPSITH MAPIIPYTHU3ATOP ¢ rMomoinbio Mmexanusma ICMP ping.

Haxvure xaonky JOBABUTb XOCT u B oroOpasuBmiciics
XocTbl cTpoke BBenute IP-ampec wim OCTaBbTe 3HAYCHHS, MPEITIOKEHHBIC
MapIIpyTH3aTOPOM.

YtoO0bI YAAJIUTb IP-a,upec M3 CIIMCKA, HAXKMHUTEC HAa 3HAYO0K yna.l'lVlTb

(*) B cTpoke azpeca.

[Tocne 3amanust Bcex HeoOXoaUMBIX 3HaYeHN HaxxmuTe kHonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

ABTOHacTpouka 3G/LTE

Ha crpanune Hactponka coeamHeHun /| ABToHacTpomnka 3G/LTE Ber MmoxeTe akTHBHPOBATH
(YHKIIMIO aBTOMATHYECKOTO CO3AaHust MOOMIEHOr0O WAN-COeMHCHUS! TIPH MOAKIIOUYCHUN TTHTAHUSI
MapIIpyTH3aTopa WK BKIroueHnd BcrpoeHHoro LTE-moznema.

= < PesepeuposaHue WAN ABTOHaCTpOI?JIKa 3G/LTE &

ABTOMaTU4eCKoe co3daHne MoBUNLHOro MHTEPHET-COEAUHEHNA

BbIKNHOYUTE

. CpenaTb WNKO30M MO YMONYaHUIO

@ Cozaasats 6es IMSI

(D) Paspewsaer asTOMATHYECKH CO3AABAT MOGHALHOE HHTEPHET-COBAMMENHE
6e3 HacTpoex onepatopa (APN, uMs OAL30BaTENs, Mapons).

PucyHok 101. Cmparuya Hacmpolika coeduHeHuli / AemoHacmpolika 3G/LTE.

Ecnu Bel xoTHTE pa3zpemmTh aBTOMaTndeckoe coznanue MoomibHoro WAN-coeTMHEHHS, HAKMUTE
kaonky BKITKOYUTb. Eciin HeoOxomumMo, H3MEHNUTE HACTPOWKH Ha JTaHHOW CTpaHHIIE.

MapameTp OnucaHwue

CnBuHbTe mepeKioyareab BOPaBO, YTOOBI  MapLIpyTH3aTOP
HUCIIOJIL30BaJl aBTOMATHYECKH co3maHHoe MoOmiupHOe WAN-

COCINHCHHUC B KAYECTBEC COCAMHCHUS 110 YMOHHaHHIO.
CpenaTtb WNO30M MO

yMOnuaHuIo CnBuHbTE mEpekitovareiab BIEBO, €ciu Bbl xoTute, uTOOBI HpH

aBTOMAaTUYECKOM  co3JaHuu  MOOWILHOrO  WAN-coenuHeHus
MapHIpyTH3aTOP MPOOJIKA UCTIOIB30BaTh TEKYIEe COSAMHEHHUE TI0
YMOJTYaHHUIO.

CIBHHBTE NEPEKITIOYATENb BIPABO, UTO Pa3pEUINTh aBTOMATHUECKOE
co3nanre moounbHOro WAN-coenuHenus 0e3 HacCTpPOeK omeparopa
MoOuIbHOU cCBsi3u. JlaHHas HacTpoiika OyneT TMone3Ha, eciH
HEJIOCTYNEH  YHUKAJIbHBIA  MEXAYHApOAHBI  HAEHTU(UKATOP

Cospasate Ges IMSI aboHeHTa, conepkamtuiicss Ha SIM-kapre.

CnBuHbBTE TepEeKITIoYaTeIb BJIEBO, YTOOBI 3aMpeTuTh
aBTOMarnyeckoe cos3gadue wmooOmiubHoro WAN-coequnenus 0Oe3
HACTPOEK OTepaTropa MOOMIBHOU CBSI3H.

[Tocie 3amanus HeOOXOMUMBIX TTapameTpoB HaxxmuTe kHonky MPUMEHUTDb.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa
PykoBoacTBO nonb3oBarens

Ecnmu nna SIM-kaptel BcTtpoeHHoro LTE-momema otkmtouena mposepka PIN-koma, 1O 1pm
BKIroueHUn BcTpoeHHoro LTE-momema Oymer aBTOoMaTtmyeckw co3maHo akTuBHOe WAN-

COCINHCHUC C HaCTpOﬁKaMH oneparopa MOOWIBLHON CBA3M. COSI[I/IHGHI/IG OTO6paSI/ITCH Ha CTpaHULC
HacTtpounka coeanHenunn / WAN.

Ecnu Bbl XoTHTE 3ampeTuTh aBTOMaTuyeckoe co3ganne MoounbsHoro WAN-coeTnHEeHUs, HAKMUTE

kuonky BbIKITIOUUTDb.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHuM moayrnem Ans Asyx SIM-kapt HacTpolika maplupyTusatopa

PyKOBOD,CTBO nonb3oBarens

BanaHcupoBKa Tpaduka

Ha crpanunie HacTtpomka coeaumHeHun | bBbanaHcupoBka Tpadumka Boi Mmoxere

aKTHUBHPOBaTh (QYHKIUIO pacupeneneHus Tpaduka. JlaHHas QyHKIUS MO3BOJISET PAaBHOMEPHO
pacupenenaTh Harpy3ky Ha MaplIpyTH3aTop M yBEJIMYMBATH MAaKCHUMAIBHYIO IIPOIIYCKHYIO
CHOCOOHOCTD MOJKIIIOUEHHS K CeTH MIHTEpHET Ipu MCTIONIb30BaHNH HECKOIbKUX WAN-coeanHeHMi

(HaHpI/IMep, CCJIN JOCTYIL 00ecIIeunBaeTCsl HECKOJIbKUMH HpOBaﬁHepaMH).

8

= < AetoHacTpoiika 3G/LTE banaHcupoBka Tpadmka

BanaHcupoBka Tpadwka

® Braounts

CrnnCoK coefuHeHui -+

CnucoKk coefiMHEHNH nycT

NMPUMEHUTb

PucyHok 102. CmpaHuuya Hacmpolika coeduHeHuli / BanaHcupoeka mpagbuka.

YroObl akTUBUPOBATh (DYHKIIHIO pacrpenesieHus Tpaduka, CIBUHBTE Nepekiouarenb BKAOYUTL
BIIpaBo. 3areM j00aBbTe Ha cTpaHuily WAN-coennHeHus, MeXy KOTOpPbIMU OyZeT pacrnpenesiThes

tpaduk. s atoro Haxxmure kaonky JJOBABUTD ( + ) B pa3nene CNMCOK coeANHEHUN.

CoenvHenne*

He BbibpaHo -

Pacnpepenexue Tpaduka

ABTOMaTUHECKH

COXPAHUTL

PucyHok 103. OkHo OobasrieHuUs1 COeOQUHEHUSI Ha cmpaHuuy.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

B oTkprIBIIEMCST OKHE 3a/1aliT€ HEOOXOAMMBIE ITaPaAMETPHI.

MapameTp OnucaHue

B packpeiBatomemcst criucke BbeiOepute WAN-coenuHeHue, s
CoeauHeHue
KOTOPOTO HEOOXOUMO MPUMEHHTD pactpeaesieHne Tpaduka.

Bri6epuTe HE0OOX0MMMOE 3HAUYEHUE B PACKPBIBAIOIIEMCS CITHCKE.

* ABTOMaTM4YeCKU — TpaduK PaBHOMEPHO pPACIIPEICINIIETCS
PacnpeneneHue ME¥XK]ly COEAUHEHUSIMU C TAKOW 7K€ HACTPOUKOM.

Tpa(twu(a . 3a.qa|-|o BPY4YHYO — Tpa(bI/IK pacipeneisieTCs MEXIay

COCJIMHECHUSIMH B COOTBETCTBHH CO 3HAYCHUEM, YKa3aHHBIM B
nosie Bec.

VYkaxuTe MNpouUeHT Tpaduka, KOTOpbIH OyneT NpOXOAUTh Yepe3
JTAHHOE COe/IMHEHUE.

Bec

[Mocne 3aanus HeoOXxoauMBbIX MapameTpoB HaxmuTe kHorky COXPAHUTD.

YT0OBI M3MEHHTH HaCTpOﬁKy I I[O63.BJ'ICHHOFO COCAUHCHUSA, B Pa3aciIC Cnucok Coep,VIHeHVII;I

BBIICIUTE COOTBETCTBYIOIYIO CTPOKY TaONUIbl. B OTKpHIBIIEMCS OKHE HM3MEHUTE 3HAYCHHE H
Haxxmure knonky COXPAHUTD.

YT00BI YIaMUTh COSANHEHUE CO CTPAHHUIBI, B pa3nesic CNMCOK COeANHEHUN ycTaHOBHTE (IIAXKOK
F—N
cJleBa OT COOTBETCTBYIONIEH CTPOKH Tabmuibl 1 Haxkmute kuonky YOAATIUTb ([11)).

[Mocne 3amanusi HEOOXOAUMBIX MapaMeTpoB Ha cTpaHuile Haxmure kHonky MPUMEHWUTD. Tpu
ITOM Ha CTpaHuile oTodpasurcs nosie CrTaTyc.

YTtoObl BBIKIIOYUTh (DYHKIUIO pacnpenesieHus Tpaduka, CABUHBTE Hepekiouareins BKAYUTB
BiieBo U Haxkmute kHonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

VPN

B nmamHoM pasgene MeHro Bbel mMoxere HacTpouTh VPN-NOAKIIOYEHHs] 10  IMPOTOKOJIAM
IPsec/GRE/EoGRE, a takxe co3nate PPTP- unu L2TP-cepBep u ydeTHsle 3anucu As 10CTyHa K

HEMY.

IPsec

Ha crpanuie VPN / IPsec Bor moxere Hactpouts VPN-TyHHEIH, paboTaroIIue MO MPOTOKOIY
[Psec.
IPsec — 3T0 HaOOp MPOTOKOJOB JUIsi OOECIICUCHUS 3allUThl JAaHHBIX, MepenaBacMbix Mo IP-

IIPOTOKOITY.

= £ GanaHcupoBeka Tpaduka

IPsec

Bbi MOXETE HACTROWTE VPM-TyHHENK, paboTamlme No npotokony IPsec.

BbBIKNMHOYHUTE
YpoEEHE ¥YPHANWPOEIHWA
Bazoekin -
TyHHENn +
ANroOpUTM WWGPOEEHWASXEILWPOBAHIWA
YaaneHHA xocT Pexuim WHTepdenc
Mepean ¢aza Bropas daza
Crartyc
YaaneHHblA x0T KE CHILD CocToAHMe

PucyHok 104. Cmparuya VPN / IPsec.

Yrober paspemmnth IPsec-tynnenu, naxmure kHonky BKITKOYUTD. Tlpu stom Ha crpanuie
oToOpaxarorcsi pasnensl TYHHenu u CTaTyc, a Takke pacKpblBaloluiics crucok YPOBEHb

XypHarimpoBaHus.

B paznene CTaTyc otobpaskaeTcsi TeKyIiee COCTOSHHE CYIIECTBYOLIETO TYHHEIS.

Ctpanunua 131 ns 272



DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHuM moayrnem Ans Asyx SIM-kapt HacTpolika maplupyTusatopa

PyKOBOD,CTBO nonb3oBarens

B packpeiBaromiemcst criucke YPOBEHb XYPHarIMPOBaHUA BhIOCPUTE YPOBEHb JCTalH3alid
COOOILIEHNH, 3allMChIBAEMBIX B JKypHaJl COOBITHI, WM OCTaBbTE€ 3HaY€HUE MO yMmMoidaHuto. Jlns
Oomnee ObicTpoil ycTaHOBKH [Psec-TyHHemnst pekomenayercs 3HadeHine Ba3oBbIW. [l npocmoTpa

KypHaia mnepeiaute Ha crtpanuny Cuctema / XKypHan coObiTuM (cMm. pasmen Kypuan
coovimuii, ctp. 247).

Haxxmute kHonky [JOBABUTD ( -+ ) B pazaene TYHHeINW, 4To0bl cO31aTh HOBBIN TyHHEIb.

' HacTpoliku 10mKHbI ObITh ONMHAKOBBIMU 1J11 000UX YCTPOMCTB, OPraHU3YIOMNX TYHHEb.
|

IPsec/JobaBneHne

[naBHble HaCTpOIﬁKM
. BEMKOUMTE . PazpewinTts DPD

Mz @ DPD - Dead Peer Detection
ipsec_30

3apepxxa DPD (B cexyHgaxy*

30
@ Kosudecman cumenaos SoawHo Seme He Boree 32

Bepcun IP Taiim-ayT DPD (B cekynaax)®

IPv4 - 120
I AuHaMuueckui IPsec TERMES
Path MTU discovery -

o

Address -

AU o

NeHE AN

LLno3 No yMonJaHu:?o -
MAT Traversal
BrnoueHo -
Pexam
TUNNEL -

. PazpeluvTe Tpaduk 13 IPsec Ha poyTep

PucyHok 105. CmpaHuuya dobasneHus IPsec-myHHerns. Pasden NaeHbie Hacmpolku.

Ctpanunua 132 ns 272



DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

Bb1 MoxkeTe 3a1aTh CJICAYIOIIUC MapaMETPhI:

MapameTp Onucanwne

MmaBHblIe HAaCTPONKM

CI[BI/IHLTC IMEPCKIYATCIIb BIIPaBo, YTOOBI BKIIOYUTH TYHHCIIb.

Bknountb
CHIBUHBTE MEPEKIIIOYATEIb BIIEBO, YTOOBI BKIIOYUTH TYHHEb.
Ha3Banue TyHHens mna ynoOHOW wuaeHTH(UKanuu. Vcronb3yiite
Nma ndpel, TATHHCKHUE OyKBBI BEPXHETO W HIDKHETO PETHCTPA U JIPyTHe
CHMBOJIBI, IOCTYIHBIE B AMEPUKAHCKOM PacKiIajKe KJIaBUaTyphI®.
Bepcus IP Bepcus IP-nipoTokona.

CHnBUHBTE MEPEKIIIOUATENh BIIPABO, YTOOBI Pa3pelIUuTh MOJIKIIIOUEHNE
K MapuipyTusaropy mno mnporokony [Psec mns ynmameHHoro ysma ¢
. JMIO0BIM  TIyOnMuHBEIM («Oeneim») IP-agpecom. Tak HACTPOUK
OvnHamunyeckum IPsec Y ( ) P Yo poMiy
MOXXHO 3a/1aTh TOJBKO sl onHOro IPsec-tynHens. 3ampochl Ha
COCIMHCHUE 10 TAKOMy TYHHEII0O MOXET TIOChUIaTh TOJBKO

yIIaJICHHBIN y3€ll.

Bri6epure croco6 HIeHTU(DHUKAITIT yIaJIEHHOTO y37a
(MapmpyTH3aTopa) U3 CIHCKa.

* Address — unentudukanus ynaieHHoro ysia mo [P-aapecy.

Tun * FQDN - unentudukanus yIaaeHHOTO y3iia M0 JOMEHHOMY
VIMEHH.

PackpeiBaromuiicss CIMCOK OTOOpakaeTcs, €CIM TEePeKII0YaTeb
OuHamuyeckum IPsec ciasuHyT BIIEBO.

Beemure [P-agpec VPN-mumro3a ynaleHHOM CETH, €CIM B
packpbIBaroleMcs crircke TUM BeiiencHo 3HaueHne Address.

YaneHHbIi XoCT Benute nomennoe umsa VPN-mumro3a ymaJeHHOM CETH, €ClIu B
packpsbIBarolieMcst criucke TUN BoiaencHo 3HadeHne FQDN.

ITone AOCTYITHO JIA PCHAKTUPOBAHUA, C€CIHM TICPECKIIOYATCIIb
AnHamuyeckuu IPsec casunyT BiIeBO.

WUnentuduxarop ynaneHHOro y3ia Juid YCTAaHOBKH COEAMHEHUS IO
nporokoiy IPsec Tonpko ¢ onpeneneHHbMu y3naMu. st ycTaHOBKH

. COEJIMHEHUS 3HAYCHHE YJIAJIC€HHOI0 MICHTU(]HKATOpa B HACTPOHKaX
YpaneHHbIW

DWM-312W [OMKHO COOTBETCTBOBATH 3HAYEHHUIO JIOKAJIHLHOI'O
naeHTudukaTop

uaeHTU(UKATOpa B HACTPOMKAaX yIajJeHHOTo y3ma. B kadecTBe
uaeHtudukaropa MoxkHO ykaszarb [P-aapec, nomennoe umst mnu CN-
ceprudukar. HeobsazamenvHulil napamemp.

8 0-9,A-Z, a-z, npobden, "#$%&'()*+,-./;<=>2@[\]"_*{|}~.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

MapameTp Onucanue

Homep nopra yganeHHOro y3ia, KOTOpbIi HCIOIb3YEeTCs 111 OOMEHa

[Psec-nmakeramu B iepBO# (pa3ze yCTAaHOBKHU coeAWHEHUs. Ecmu more
. HE 3aroJiHeHo, ucnonb3yercs nopt 500. Ecnu nosne He 3amoinHeHo u
YaaneHHbIN nopTt

TUIst YCTaHOBKH COCIIMHEHUS UCTIOJIBb3yeTCs byHKIHS
npeoOpazoBanusi cereBbix anapecoB (NAT), wucnomeizyercs mopt

4500.

Koy PSK-xmrou n1i1s1 B3auMHOM ayTeHTH(HUKanud cTopoH. Haxkmute Ha
3Hauok MNMoka3aTb (&), 4ToObl 0TOOPA3UTh BBEICHHBIN KITFOY.

WAN-coenuHenue, uepe3 KoTopoe OyleT NpOXOJUTh TyHHEb.
Bri6epute HeoOx0quMOe 3HAYCHHE B PACKPBIBAIOIIEMCS CTIHCKE.

* WHtepdenc -~ mnpu BeIOOpPE JAaHHOTO  3HAYCHHUS
NokanbHbI WAN otobpaxkaeTcsi packpsiBatoinmiics crnmcok UHTepdpenc. B
criucke BeiOepute cymiecTByromniee WAN-coequHeHue.

« LUno3 No yMONYaHUI0 — pu BEIOOPE JAHHOTO 3HAYECHHMS
Oyznet ucnonbzoBaHo WAN-coelMHEHHE TI0 YMOITYaHUIO.

JlokanpHBI MACHTHPHUKATOP MapIIpyTHU3aTOpa Ui YCTAaHOBKHU
COeMHEHMS 110 TIpoToKOTy IPsec Toibko ¢ onpeneieHHbIMU Y3JIaMHU.
Jos YCTaHOBKH COEIMHEHUST 3HAYEHHE JIOKAJILHOTO
uneatupukaropa DWM-312W 1omKHO COOTBETCTBOBATh 3HAYEHUIO
VIQJIEHHOTO WICHTH(HUKATOpa B HACTPONKax yJaJeHHOTo y3na. B
KauecTBe UICHTHU(PHUKATOpa MOXKHO YKa3arh [P-anpec, nomeHHOE nMs

INokanbHbIN
naeHTudpukartop

win CN-ceprudukat. Heobszamenvhbiil napamemp.

Howmep nopra mapuipytuszaropa, KOTOPBIA UCIIONB3yeTCs JIsl OOMeHa
[Psec-nmakeramu B mepBoi (a3ze yCTaHOBKHU coeAnHeHus. Ecmu mone
- HE 3aMoJIHeHo, ucnonb3yercs nopt 500. Ecnu nosne He 3amoinHeHo u
JNokanbHbLIX NopT

JUTSt YCTaHOBKHU COCTMHEHUS HCIIOJIb3YEeTCS GbyHKIHS
npeoOpazoBanusi cereBbix aapecoB (NAT), wucmombzyercss mopT

4500.

Oynkuus NAT Traversal oGecneunBaer mpoxoxaeHue VPN-
Tpaduka yepe3 YCTPOICTBO, BBINONHSIONIEE MPeoOpa3oBaHHE
cereBbix anpecoB (NAT). DWM-312W mno3Boisier NpuHyIUTEIHHO
uHkancyinuposate VPN-tpadpux B UDP-makeTsl A npoxoxaeHus
yepe3 yAaJeHHOE YCTPOWCTBO HE3aBUCHMO OT TOTO, MOJJEPHKUBAET
NAT Traversal JIM OHO MPEOOpPa30BaHUE AIPECOB.

Eciu HEoOXoAMMO BKJIIOUUTh NPUHYAUTETBHYIO WHKAICYIISIIHIO
VPN-tpaduka, Be1OepuTe 3HaucHre BKrroYeHo.

Eciu HEOOXOAMMO OTKIIOUHTH MPHHYIUTCIBHYIO HWHKATICYISIIIUIO
VPN-tpaduka, Beioepute 3HaucHrne OTKNIOYEHO.

Ctpanuua 134 ns 272



DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp Onucanue

Pexxum pabotsl IPsec-tynnemns. Beibepure HeoOXoauMoe 3HaYCHNE B

PacKpBIBAIOLLIEMCS CITHCKE.

* TUNNEL (TyHHEenmpHBII peXUM) — Kak MpaBMIIo,
UCIIOJIB3yeTCs Ul CO3/[aHUS 3alUIIEHHOTO COEAMHEHHUS C
yIaJCeHHbIMU ceTAMHU. B 3TOoM pexxume ncxonubiii [P-maker
MOJTHOCTHIO MU pyeTcs u AodaBnseTca B HOBbIN [P-nakerT, a
nepenavya JaHHBIX BBHITIOJNHSAETCS Ha OCHOBAaHWHM 3arojlOBKa

Pexum
HoBoOrO [P-11aKeTa.

* TRANSPORT (TpaHCHOpPTHBIII pEXUM) — KakK IMPaBHIIO,
UCTIONIb3yeTCs Uil MH(POBaHUS TOTOKA JAHHBIX BHYTPH
onHOW cern. B 3TOM pexume mudpyercs TOJIBKO
collepKUMOe UCXoaHoro IP-nakera, ero 3arojioBOK Ipu 3TOM
HE MEHseTCs, a Iepeladya JaHHBIX BBINOJHSETCS Ha
OCHOBAHHUU MCXOIHOTO 3arojIOBKa.

CaBuHBTE TEpEKIOYaTelb BIEBO, YTOOBI 3alpPETHTh JOCTYN K
Pa3pewntb Tpaduk us | Bamemy wapmipytuzaropy u3 yaaneHHoi moxacetu 1o [Psec-

IPsec Ha poyTep tyHHemo. [lepexirouarens oToOpakaeTcs, eciid B criiucke PeXum
BoizesieHo 3HaueHue TUNNEL.

CaBunHbTe MepeKIIroyaresib BIIPABO, YTOOBI pa3peumTh
ucnons3oBanue mnporokona DPD mnga manHoro tyHHens. Takas
HACTpOMKa IMO3BOJSIET MPOBEPUTh COCTOSIHUE YOAJICHHOTO y3ia B
PaspewnTtt DPD TyHHENIE: eclu OOMeH 3amu(poBaHHBIMU MAKETaMH MEXIY

MapuipyTH3aTOpOM W YIOAJIEHHBIM  y3JOM  NpeKpaliaercs,
MapuIpyTH3aTop HauuHaeT nocbuiath DPD-3ampockl ynaneHHomy
y3iy. Eciiu mepekiiodarens cABUHYT BCBO, mois 3agepxka DPD

u Taum-ayT DPD HenocTynHbI 7151 peIaKTUPOBAHUSL.

Ilepuon BpeMeHH (B CEKyHIax) MeEXK DPD-3anpocamu. Ilo
3apepxka DPD pron Bp ( yHAax) o P
YMOJTYaHHIO 3a]1aHO 3HaueHue 30.

Bpemst oxxmmanus orBera Ha DPD-3anpoc (B cekynnax). Ecnu yzen
HE OTBEYAeT Yepe3 yKa3aHHOE BpPEMs, MapIIPyTH3aTop OOpbIBAaeT
Taum-ayt DPD COeIMHEHHUE M0 TYHHEIN0, OOHOBIISET HH(OPMALIUIO O HEM U 3aHOBO
IBITACTCSI BOCCTAHOBUTH coequHeHue. [lo ymonmyaHHi0 3aJaHO
3HadyeHue 120.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp Onucanue

Maximum Segment Size — MakcuManbHblll pazmep ceecmenma nakema

TCP. lansblii mapametp BiusieT Ha pasMmep nakera TCP, xoropslii
OyzeT nepenaBaThcs OT YAAJICHHOTO y371a K MapIIpyTHU3aTopy.

Ecnu BbimeneHo 3HadeHne 3afAaHO BPYYHYH, Bbl Mokere
CaMOCTOSITEJIbHO OMpEeeIUTh 3HAYeHHE TAaHHOTO MapaMerpa Uit

TCP MSS .
kax0# nmoncetu TyHuens B nmojae MTU. ITone otoOpaxkaercss B OKHE
n00aBJICHHUS TTOJICETH B pasJiene TyHHenupyemMble noaceTu.
Ecmu Boeimeneno 3nauenne Path MTU discovery, nanmbiii
nmapamMeTp OyzmeT 3aJaH aBTOMAaTMYECKH [JIi BCEX CO3AaHHBIX
MOJICETEM.

MNepean ¢asza Bropas ¢asa

An A IHHA Nepeci dase AnropuTk WKppoEaHWR ETOROA dazel

DES - DES -

DEEAM WHWdpOE3HMA -} LI B. A

CBC - CBC -

An I E. A An BLLIAL

MD5 - MD5 -

2! ep xella B IE]

96 hd 96 -

FEXKM XELWHPOEBaHNA Pexim xelUMpOEaHNA

HMAC - HMAC -

Tian DHgroup nepecit $aas . BenwouuTe PFS

MODP768 -

Tun DHgroup sTopoit dazel
MODP768 -

Psec-5A Bpems #MaHM®

Aggressive pexunm 3600

apeun IKE

PucyHok 106. Cmparuua 0obasneHusi IPsec-myHHerns. Pasdenei lNepeas ¢pha3za / Bmopasi ghasa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBarend

HacTtpoika mapwpyTmusatopa

MapameTp Onucanue

MNMepBas c¢a3za

Anroputm
wucpoBaHUA nepBomn
¢asbl

B packpbiBatomeMcsi CIUMCKE BBIOEPHTE JIOCTYITHBIN aJITOPUTM
mudpoBaHus.

Pexum wmncppoBaHus

B packpsiBaromieMcst CliCcKe BRIOEPUTE PEKUM MUPPOBAHHUS.

Anroputm
XelunpoBaHus

B packpsiBaroiiemMcsi CucKe BHIOEPUTE aAITOPUTM XEITUPOBAHUS.

Pa3mep xewa

JlnuHa xemia B OuTax.

Pexum XewnpoBaHua

B PACKPBIBAOIICMCS CIIMCKE BBI6€pI/ITe PECKUM XCIIUPOBAHUA.

Tun DHgroup nepson
¢asbl

['pynma xmrovei mmdpoBanus mo anroput™my Jdndou-Xeamana ams
UCTIONB30BaHUS B Xozie NepBoi (as3wl. Beibepure HEoOXommmoe
3HAYEHUE U3 PACKPBIBAIOLIEIOCA CIIHCKA.

IKE-SA BpemMs XX1U3HU

Bpewms cymectBoBanus kitoueit IKE-SA B cexynnax. [1o ucreuenun
3aJJaHHOTO TEpHOAa BpEeMEHU TpeOyeTcs MOBTOPHOE COINIacOBaHHE
KIItouel. 3HaueHue, OMPECICHHOE B JAHHOM II0JIE, JTOJDKHO OBITh
OoubIiie 3HAUEHMsI, 3aJaHHOTO B TIosie IPsec-SA BpeMs XXU3Hu.

Aggressive pexum

C)IBI/IHI)TG MEPCKIIOYATCIIb BIIpaBo, YTOOBI HCITIOJIB30BAaTh

arpecCHBHBIM pPEXHUM JUIsI B3aUMHON ayTeHTH(HUKAIMH CTOPOH.
Taxast HacTpoHKa MO3BOJSIET YCKOPUTh YCTAHOBKY COEIUHEHHS, HO
CHUKAET ero 0e301nacHOCTb.

IKE (Internet Key Exchange) — mpoTOKOJI 0OMEHa KITFOUaMU MEXTY

Bepcus IKE nByMs y3namu VPN-coenunenuii. Beibepure HE0OX0IMMYIO BEPCHIO
MIPOTOKOJIA B PACKPHIBAIOIIEMCS CITHUCKE.
Bropas ¢asa
Anroputm .
. | B packpeiBaromemMcsi cnumcke BbIOEpUTE JOCTYIHBIA aJITOPUTM
wudpoBaHUA BTOPOM
mmdpoBanus.
¢asbl

Pexxum wncpposaHus

B packpsiBaroiemcs Ciiucke BbIOEpUTE pPexkUM UG POBAHUS.

Anroputm
XelwunpoBaHus

B PaCKpbIBAOUICMCA CITUCKE BBI6epI/ITe AJITOPUTM XCIIHUPOBAHUA.

Pa3mep xewa

JnuHa xemia B Ourtax.

Pexum xewmpoBaHus

B PaCKpBIBAOUICMCA CITUCKE BLI6epI/ITC PCKUM XCIIHUPOBAHUA.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBarens

HacTtpoika mapwpyTmusatopa

MapameTp Onucanue

Bknrouutb PFS

CaBuHBTE TEpeKIoYaTeib BIPaBO, YTOOBI BKIOUMTH omuuio PFS
(Perfect Forward Secrecy, cosepuieHHas npamas ceKpemHocmy).
Ecnu nepexitouatenb CABUHYT BIPABO, OyAET MPOUCXOAUTH HOBBIM
oOMeH KITtouaMu mudpoBaHus B Xojie BTopol ¢a3sl. Mcnons3oBanue
JAHHOW OINIMHM TOBBIIAET YPOBEHb OE30MACHOCTH Mepeaaqn
JTaHHBIX, HO YBEIMYMUBAET Harpy3ky Ha DWM-312W.

Tun DHgroup BTOpOM
¢dasbl

['pynmna xmrodeii mmdpoBanus no anroputmy Andodu-Xenmana amns
WCIIONIb30BaHUSI B XoJe BTOpoi (a3el. BriOepure HeoOxomammoe
3HAQUCHHUE U3 PACKPBIBAIOIIETOCA CMHUCKA. PaCKphIBAIOIIMIACS CIIUCOK
JOCTYTIeH, eciu nepekitodarens Bknountb PFS crsunyT Bipaso.

IPsec-SA BpeMSA XNU3HU

Bpemst cymectBoBaHUs Kiroyei BTopoil (asbl B cekyHaax. llo
UCTEYCHUIO 3aJ@HHOrO IEpUOoAa BpPEMEHH TpeOyeTcss MOBTOPHOE
COITIACOBaHME KIIIOYEH. 3HAYCHME, ONPEIEIIEHHOE B JaHHOM IIOJE,
JIOJDKHO OBITH OOJIBIIE HYJIS.

Urto6s1 3anaTh [P-anpeca mokanpHOM M yaaeHHOM MOACETeH I CO37aBaeMOTO TyHHEIISI, HAKMHUTE

kuonky JJOBABUTD ( -+ ) B pazneiie TYHHenupyemble noaceTu.

Jo6aBnTe Npaeuno X

NokansHan nogeTs

OOBAEWUTE NOOCETE

@ 3
cem

YganeHHan NnogceTs

OOBAEWTE NOACETE

@ Fodadim

COXPAHWTE

PucyHok 107. CmpaHuua 0obasneHusi IPsec-myHHerns. OkHo dobaesneHus myHHenupyemou rnodcemu.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

B otkpsiBIIeMcs OkHE Bbl MOXETE 3a/1aTh CIIEIYIOIINE TapaMETPhI:

MapameTp OnucaHwue

[P-anpec u macka TOKaJIbHOW MOJCETH.

YroObl 100aBUTH eIle OAHY IMOACETh, HAKMHTE KHOIKY
OOBABUTb TMMOOCETb wu BBeaure aapec TMOACETH B
JlokanbHasa noaceTb | oroOpasuBIIeiics CTpoke (mocTymHo, ecid B paszaenc [lepBas
¢aza B ciucke Bepeusa IKE BriienceHo 3HaueHue 2).

YroObl yaaiuTh TOACETh, HAKMHUTE Ha 3HAYOK YAANMUTb (*) B
CTPOKE a/ipeca MOACETH.

[P-agpec u Macka ynajJeHHON NOJCETH.

YroObl 100aBUTH e€mIe OOHY IMOACETh, HAKMHUTE KHOIKY
OOBABUTb TMOMOCETb wu BBeaure aapec MOACETH B
YpnaneHHasa noaceTb | oroOpasuBIIEics cTpoke (mocTymHo, ecau B pasuaene lMepBas
c¢pa3sa B ciucke Bepceua IKE BoinencHo 3naucHue 2).

Uro0Obl yIaJINTh IOJCETh, HAXMHTEC HAa 3HAYOK YAANUTb (*) B
CTPOKE aJipeca MoJICETH.

MakcumanbHbIil  pazmMep HepparMeHTHUPYeMOro  (HEIeIHMOIO)
MTU nakera (B Oaiitax). [Tone oroOpakaercs, eciu B pasnene FnaBHbIe
HaCTPOMKUN B packpeiBaromiemcst crucke TCP MSS Brigencno

3HaueHHe 3afaHO BPYUHYIO.
Haxxmure kHonky COXPAHUTD.

Yto0sI 3a1aTh Apyrue IP-agpeca jgokanbHOW U yaajaeHHOH mojaceTel B pasnene TYHHeNnMpyemble
NoAceTU, BeIOEpPHUTE COOTBETCTBYIOILIYIO CTPOKY B Tabimie. B OTKphIBIIEMCS OKHE HM3MEHHTE
HeoOxoaumble napamerpsl 1 Haxkmute kHonky COXPAHUTD.

YT1o06nI YAAJIUTb NIOACETH, YCTAHOBUTC (b.]'Ia)KOK cJieBa OT COOTBCTCTB}’IOH_[eﬁ CTpOKH Ta6.]'H/IHBI u

F—9
naxvute kHonky YOAJNMUTb ([1]). Ber Taxke MoxkeTe ynanuTh MOACETh B OKHE H3MEHEHHS
napameTpoB.

[Tocne 3amanmsi Bcex HEOOXOAMMBIX HAcTpoek i IPsec-TyHHens HaXMHTE KHOIKY
NMPUMEHUTD.

Yt00BI 3a/1aTh JPYTHE MapaMeTpsl Ul CYLHISCTBYIOLICTO TYHHEIs, B pasneiec TYHHeNM BoiOepute
COOTBETCTBYIOIINI TyHHENb B TaOmuie. Ha OTKpBIBIICHCS CTpaHUIC H3MEHHTE HEOOXOIAMMBIC
napameTpbl 1 HaxxmuTe kHoriky MTPUMEHUTD.

UroOBl OTKIIIOYHUTH KAaKOH-TMOO CYIIECTBYIOUIMH TyHHENIb U CHOBAa YCTAaHOBHUTH €T0, YCTAaHOBUTE
¢naxxok  crmeBa  OT  COOTBETCTBYIOIICH ~ CTPOKM  TabiAMII M HaXMUTE  KHOIKY

NEPENOAKNIOYNTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa
PykoBoacTBO nonb3oBarens

YT1o0OBI YAAIUTh CYI_HCCTBYIOIHI/Iﬁ TYHHCJIb, YCTAHOBUTC (bﬂa)KOK CJIeBa OT COOTBCTCTBYIOH_[eﬁ

=1
ctpoku Tabmuiel 1 Haxmute kHomky YOANMUTD ([ ). Bul Takke MoxeTe yqamuTh TyHHeEIb Ha
CTpaHUILIC N3MCHEHHUS TapaMETPOB.

Urto06ns1 3anpetuth ucnoiab3oBanue VPN-TyHHenel, pabotaromux mo mpotokony IPsec, Haxkmute
kHonky BbIKITHOYUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOﬂCTBO nonb3oBarens

GRE

Ha crpanunie VPN / GRE Bbr moxere Hactpouts VPN-TyHHenu, paboTaroige mo mpoToKOIy
GRE.

GRE (Generic Routing Encapsulation, obwas umkancyiayus mapuipymog) — 3TO MPOTOKOI
TYHHEIIMPOBAHMS CETEBBIX TAKETOB, MO3BOJISIONIMI OpPraHW30BbIBATH He3aluIeHHble VPN-
TYHHEIH.

GRE

Bl MOXETE HACTROUTE YPN-TyHHENW, paboTarowme no npoTokony GRE.

He co3aaHo HW ofHOMO TyHHENs +

B moxeTe ,CI'D';"E-EHTb TYHHENE

PucyHok 108. Cmparuuya VPN / GRE.

UYrtoObl co3ath HOBBIN TyHHEIb, HAXMUTE KHONKY [IOBABUTD ( -+ ).

GRE/[JobaBneHwe
HaCTpoﬁKM TYHHEeNA HaCTpOIﬁKM CTaTU4eCKoro MapwpyTa
. BrntounTh
P-afpec yoaneHHon NOKansHOM ceTk™
W
GRE_61

Macka yganeHHoW nokansHoW cetn™

@ Kowmursecmeo cumentos donsro Seme He Goree 32

IP-agpec*

Macka nogceTu*

Wurepdeic®

He euiGpaH -
YoanexHsIA IP*

MTL*
1400

@ Pazpewnts Tpadwik GRE -> LAN

NMPUMEHHWTDE

PucyHok 109. CmpaHuya dobasneHuss GRE-myHHens.
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PyKOBOﬂ,CTBO nonb3oBarend

Bb1 MoxkeTe 3a1aTh CJICAYIOIIUC MapaMETPhI:

MapameTp Onucanwne

HacTtpowku TyHHens

UtoOsl paspemmth ucnonb3oBaHue GRE-TyHHens, caBuHbTE
MEepPEKII0YaTesb BIPABO.

BknounTtb
Urobbr 3amperuth ucnonb3oBaHue GRE-TyHHens, cnBuHbTE
MEPEKIIIOYaTesb BIEBO.
st HazBanue TyHHenst anst ynoOHoW uaeHTH(UKauu. MoxeT ObITh
IIPOU3BOJIBHBIM.
IP-appec Beeaure IP-anpec unrepdeiica GRE-TyHHens.
Macka noaceTtu BBenute MacKy noaceTH.

Beioepure WAN-coenuHeHune, 4epe3 KOTOpoe OyIeT NpPOXOAWTh
UHTepdenc tTyHHenb. [lpu BeIOOpe 3HavyeHus LUM0O3 no ymonyaHuio Oyaer
ucnoyib3oBaHo WAN-coeTMHEeHHE 10 YMOTYaHUIO.

Beenute nyOonuunbiii («Oenbrity) [P-anpec VPN-mumto3a ynaneHHou
MIOZICETH.

YpaneHHbin IP

MTU MaxkcumanbHbI pa3Mep THakeTa, KOTOpBI OyneT mepeaaBarhCsi OT
YAAJIEHHOTO y3J1a K MapIIpyTH3aTOpYy.

C,Z[BI/IHBTC NEPpCKIOYaTC]Ib  BIIPABO, 4TOOBI Pa3spCIINTL OOCTYII

PaspewmTb Tpacduk . §
P pacp nons3oBarensiM  GRE-TyHHens Kk ycTpolicTBaM  yAaJIEHHOM

GRE — LAN

JIOKAJILHOU MOJICETH.

HacTpoiiku cTtaTMyeckoro MmapLupyTta

IP-agpec ynaneHHou

. Brenute [P-anpec ynaneHHOM JIOKAJIbHOM MOJCETH.
JTOKaJliIbHOU CeTn

Macka ynaneHHoun

. BBenuTe Macky ynaneHHON JOKaIbHOM MOJICETH.
NOKallbHOU CceTu

IP-appec yaaneHHoro

GRE-wHTepdelica Beenure IP-anpec unatepdeiica GRE-TyHHens ynaneHHo# moaceTu.

[Tocie 3amanus Bcex HeoOXoauMBIX HacTpoek Haxxkmute kHonky MPUMEHUTD.

YToObI 3a1aTh Ipyrue napameTpbl Ui CYIIECTBYIOLIETO TyHHEINs, B pasaene TYHHENW BriOepuTe
COOTBETCTBYIOIIMI TyHHENb B TaOmuue. Ha OTKpBIBHICHCS CTpaHUIC H3MEHHTE HEOOXOAMMBIC
napametpsl U Haxmute knonky MPUMEHUTD.

YroObl ynamuTh CYUIECTBYIOLIUMN TyHHENIb, YCTAHOBHUTE (PIaKOK CjeBa OT COOTBETCTBYIOLIEH

CTpOKH TabmuIpl 1 Haxmute kHonky YOAJIUTb (ﬁ ).
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PyKOBOD,CTBO nonb3oBarens

PPTP/L2TP-cepBepbl

Ha crpanunie VPN / PPTP/L2TP-cepBepbl Bei moxere Brimounts VPN-cepsep, paboTaroruit
no nporokorny PPTP wmm L2TP. Jlns wnactpoitku PPTP- mmm L2TP-cepepa nepeiinute Ha
COOTBETCTBYIOIIYIO BKJIAJIKY.

[Tporokonsr PPTP/L2TP no3BonsitoT ycTaHABIMBATh 3alIUIIEHHOE COSAMHEHUE, 00pa3ysl TyHHENb B

CTaHJApPTHOM, HE3AIUIIEHHOMN CETH.

Iepen coznanuem PPTP- unu [2TP-cepBepa HEOOXOAMMO CO3[aTh YYETHBIC 3alKCH

®  nous3oBarenei (cM. pasuaen Hoavzoeamenu VPN, ctp. 149 ).

PPTP/L2TP-cepBepkl

PPTP

PPTP-cepeep

Bl moxeTe BEnkounTe YPN-cepeep, pabotamwwid no mpotokony PRTR.

. Brneoumnts
VFN-ceTe Monutukk goctyna i NAT
n TbHEld |P-aopec cepeepa” He onpegenedo -
HauaneHsId KNMeHTCKWRA 1P* He onpegenedo M
P* He onpegeneno -
WHTERgEde @ NAT VPN > WAN
He embpad -
I NAT VPN -> LAN
AyTeHTUdUKaLWA

AononHnTeNbHbIE HACTPOWMKK
I Brnmunte ayTeHTHdMKaLMID

100

MPPE
. Brntounte MPPE 1400
SCHAFYZ. I BKMHYMTE PEXUM OTR3SKK
DMNS

o NomyunTe agpec DNS-cepeepa aBTOMETUYECKNA

0 WN-cosdumenes, swlpamnoso 8 crucee

Cnucok nonb3oBatenen

Crnmcok nonez0eaTened myc

Pucyrok 110. Cmpa+uuya VPN / PPTP/L2TP-cepeephbil.
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PyKOBOﬂ,CTBO nonb3oBarens

UroObl BKIIIOUUTH CEPBEP, CIIBUHBTE MepeKItodareb BKIHOUYNTL BrpaBo.

Bbl MoxeTe 3a1aTh cleayIoUe napameTpsbl:

MapameTp OnucaHwue

VPN-ceTb

INokanbHbIN IP-agpec
AP [P-angpec VPN-cepsepa.

cepBepa
HayanbHbIN Hawaneueiii [P-agpec auanazoHa aapecoB s KIHEHTOB VPN-
KnueHTckun IP cepBepa.

KoHe4yHbIn KnueHTCKMM | Koneunslii [P-ampec nuamasoHa aapecoB i KiIMeHTOB VPN-
IP cepaepa.

Bri6epure WAN-coenunenue, uepes kotopoe Oyaet nocryneH VPN-
UHTepdenc cepsep. IIpu BeiOOpe 3Hauenus LUMO3 No ymMon4yaHuro Oyuaer
ucnosb3zoBaHo WAN-coe1MHEeHHE 10 YMOIYAHHUIO.

Monutukn gocrtyna n NAT

BLI6epI/ITC HCO6XOI[I/IMOC 3HAYCHHNEC B PACKPBIBAIOIICMCS CITMCKE.

* Paspewntb - xmmentam VPN-cepBepa paspemraercs
JOCTYII K JIOKAQJbHOM CETM MAapLIPyTU3aToOpa, KIMEHTaM U3
JIOKaJbHON CETH MapIIpyTH3aTopa pa3pelacTcs JOCTYN K

VPN — LAN cetn VPN-cepaepa.

+ 3anpetutb — kimentam VPN-cepBepa He paspermaeTcs
JOCTYI K JIOKaJIbHOW CETH MaplIpyTH3aTopa, KIMEHTaM W3
JIOKAJIbHOM CeTH MapuUIpyTH3aTopa HE pa3pelaeTcs JOCTyN K
cetu VPN-cepsepa.

BLI6epI/ITe HCO6XO,Z[I/IMOC 3HAYCHUEC B PACKPBIBAOIICMCS CIIMCKE.

* Paspewntb - xmmentam VPN-cepBepa paspemraercs
JIOCTYIl K BHEIIHEW CEeTH, KIMEHTaM W3 BHEIIHEH CETH
VPN <~ WAN pasperaercs goctym k cetn VPN-cepsepa.

« 3anpetutb — imeHtaMm VPN-cepBepa He paspemraercs
JOCTyIl K BHEUIHEW CETH, KJIMEHTAM W3 BHEIIHEH CETH HE
paspemaercs goctym k cetu VPN-cepsepa.

BLI6epI/ITe HCO6XO,Z[I/IMOC 3HAYCHUEC B PACKPBIBAIOIICMCS CIIMCKE.

* Paspewntb - xmmentam VPN-cepBepa paspemraercs
VPN — PoyTep JOCTYI K MapuIpyTH3aTopy.

+ 3anpetutb — kimentam VPN-cepBepa He paspermaeTcs
JOCTYI K MapUIpyTH3aToOpy.
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PyKOBOﬂ,CTBO nonb3oBarens

MapameTp Onucanue

Ecnu mepexiouarens CIBUHYT BIIPaBo, (PyHKIHS MpeoOpa3zoBaHUs
NAT VPN — WAN CeTeBBIX  azpecoB Mexay wuHTepdeiicom VPN-cepepa wu

uHTEpQeiicoM BHEIIHEH CeTH BKIIOYCHA.

Ecnu mepexitouarens CIBUHYT BIIPaBo, (PyHKIHS MpeoOpa3zoBaHUs
NAT VPN — LAN CeTEeBBIX  azpecoB Mexay wuHTepdeiicom VPN-cepepa wu
uHTep(delicoM JIOKaJIbHOM CeTH BKIIIOYEHA.

AyTteHTUdMKaUmA
C,[[BI/IHBTG MEPCKIOYaATCIIb BIIpaBo, 4TOOBI BBITIOJIHATH
BknounTtb ayreHTHQUKanuio. [Ipu 3TOM Ha CTpaHUIE OTOOPA3SITCS CIUCKH
ayTeHTUcuMKauuio OpHoBpemeHHble ceccun, CHAP, MSCHAP, MSCHAPV2 u

PAP.

Pexum IIOAKIIFOYCHUA MOJTL30BaTENEH ¢ MCITOJIB30BAHUEM YUETHBIX
3anmcell, ykasaHHbIX B pasnenie CNMCOK nornb3oBaTeneun.
BLI6epI/ITe HGO6XOJII/IMO€ 3HAYCHUC B PACKPBIBAIOIICMCA CIIMCKE.

* Paspewntb - paspemicHO MOAKIIOYCHHUE HECKOIBKHX
MOJIb30BATEJICH C OHOM U TOM K€ YUETHOM 3aUChIO.

° TonbkKo HOBbIE nogKknw4yeHnNAa — IIpx  HaJIU4YUH
HECKOJIbKMX IIOJIb30BaTejIed C ONHOW M TOW K€ YYETHOMU

OpHoOBpEeMEeHHbIe

ceccum
3alMCHhI0  PA3pElICHO  MOAKIIOYEHHE  TOJBKO  HOBBIX
OJIL30BaTEJIEN.
. TonbkKo cTapble nNOoAKNMKYEeHUA — 1pu HaAIWYUH

HECKOJIbKMX TIOJIb30BaTeJIe € OMHOM M TOM K€ YYETHOU
3aIMChIO HE paspenieHo MMOKJIFOUEHUE HOBBIX
0JIb30BaTEIEH.
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PyKOBOﬂ,CTBO nonb3oBarens

MapameTp Onucanue

Challenge  Handshake  Authentication  Protocol  (npomoxon

aymeHmugurayuu ¢ nped8apumenbHuiM Co2NAcO8aHUEM 8bI3064,).

Microsoft Challenge Handshake Authentication Protocol (npomoxon
npoGepKu  NOOTUHHOCIIU MeNCOYy CepeepoM U  Kiuenmom 6e3
nepeoauu napoiis).

CHAP Password Authentication Protocol (npomoxon aymenmughuxayuu no
napoino).

MSCHAP
MSCHAPv2
PAP

Bribepure HeoOXomumMoe IEHCTBHE B PACKPHIBAIOIIEMCS CITHCKE,
COOTBETCTBYIOIIEM MTPOTOKOITY.

« ABTOMaTM4Y4eCKM —  paspeliuTh  aBTOMATHYECKYIO
ayTeHTH()UKAIMIO KIMEHTA 110 JAHHOMY MTPOTOKOIY .

* OtO6pacbiBaTb — 3anpeTuTh ayTeHTU(DHUKAIUIO KIUSHTA 110
JTAHHOMY TPOTOKOITY.

* TpeboBaTb — TpeOoBaTh ayTCHTH()UKALUIO KIHEHTA IO
JTAHHOMY TPOTOKOITY.

MPPE

CaBuHbTE MEpeKiIrovaresib BIpaBo, uTOObl paspemuts MPPE-
mupoBaHUE.

Bkniounte MPPE MPPE-mudpoBaHre TpUMEHSETCS TOJIBKO B CilydasX, KOraa B
pasnene  AYTeHTU(MKALMA B  pacKpHIBAIOMIEMCS  CIIHCKE
MSCHAP wiu MSCHAPV2 Brinencno 3nauenne TpeboBaThb.

MPPE-nmm¢dpoanue ¢ qnmunoii kimoda 40 6ur u 128 6ut. Beibepure
HEOOX0MMOEe JIEHCTBHE B COOTBETCTBYIOIIEM PACKPHIBAIOILIEMCS
CITHCKE.

* ABTOMaTMyYeCKMU —  pa3pemmTh ABTOMATHYECKOE
MPPE40 MOAKIIOYeHNE KiMeHTa K VPN-cepBepy ¢ mpuMeHeHHEM
MPPE128 MPPE-mudpoBanusi.

* Ortb6pacbiBaTb — 3alIpeTUTh MOAKJIIOYCHHE KIIMCHTa K
VPN-cepBepy ¢ npumenenneM MPPE-mu¢poBanus.

* TpeboBaTb — paspenuth NOAKIOUYCHHE KineHTa K VPN-
cepBepy Tosbko ¢ mpuMmeHeHrneM MPPE-mmudposanusi.
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C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp Onucanue

OononHutenbHble HACTPOWMKKU

Jocmynno na exnaoxe PPTP.
MakcumanbHoe uucno
MakcuManabHOE  KOJHUYECTBO  YCTPOWCTB,  KOTOPHIE  MOTYT

noaKnYeHun
noakouateca k PPTP-cepsepy.
Hocmynno na exnaoxe L2TP.
MopT
ITopt L2TP-cepBepa. [lo ymonyanuro 3agano 3HaueHue 1701.
MTU MaxkcuManbHBIA pa3Mep MmakeTa, nepeaaBaeMoro HHTepecoMm.

C)IBPIHBTG NEPCKIOYaATCIIb BIIPABO, €CJIN XOTHUTE, 4TOOBI B KypHail
BknounTb pexum

CcOOBITUH 3aHOCHIIACH BCS OTIaf04YHas nH(popMmalus 1o 3tomy VPN-
oTnagkmn

cepBepy.

DNS

CnBuHBTE NIepekiodareib BIpaBo, 4ToObl kineHThl VPN-cepBepa
nonydanu aapeca DNS-cepepoB WAN-coeanHeHHS, BRIOPAaHHOTO B
ciiucke UHTepdpenc. Tlpu srom mons MepBuYHbIN DNS u

Monyuutb appec
DNS-cepBepa

aBTOMaTU4YeCKU .
BTopunyHbin DNS HemocTymHb! 1715 pelakTHPOBAHHS.
MepBuYHbIKN DNS/ Beenute agpeca mnepBuuHoro u BropuuHOro DNS-cepBepoB B
BTopu4yHbin DNS COOTBETCTBYIOIIUE MOJIS.

YToO0BI OMpeACIIUTE CITMUCOK HOJ'IB3OB21TCJ'ICI>1, KOTOPBIC MOTYT IOAKJIKOYATHECA K JaHHOMY CCPBCPY,

Haxxmute kHonky JJOBABUTD ( + ) B pa3znenie CMMCOK Nonb3oBaTenemn.

Monk3oBatens X

None3oearens™

He euibpaH -

Hactpoiika IP-agpeca

ABTOMaTUYECKN -

COXPAHWUTb

PucyHok 111. OkHo dobaerneHust nonb308amerisi.
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PyKOBOﬂ,CTBO nonb3oBarens

B otkpsiBIIeMcs OkHE Bbl MOXETE 3a/1aTh CIIEIYIOIINE TapaMETPhI:

MapameTp OnucaHwue

Nonb3oBaTenb Bribepute y4eTHyI0 3amuch, Ui KOTOpOil OyaeT pa3pelieH J0CTyII.

Pexxum Haznauenus [IP-agpeca. Beibepure HeoOXonuMoe 3HaYCHHE B
PACKpPBIBAIOIIEMCS CITHCKE.

* ABTOMaTUYeCKM — IP-ajpec MOIB30BATEIO HA3HAYAETCS
HacTtpownka IP-agpeca ABTOMAaTHYECKH.

* OpuHOYHbIN IP — IP-aapec mMoaB30BATEIIIO HAa3HAYACTCS
BpyuHyto. [Ipu BIOOpE 3TOr0 3HAUEHHS OTOOpa)KAETCs IOJIE
IP-appec.

Beenure IP-ampec u3 auarnasoHa aapecoB, 3aJaHHBIX B MOJAX
HayanbHbin knueHTckun IP u KoHeuyHbIV knueHTckuu IP.

Haxxmure knonky COXPAHUTD.

IP-apgpec

UroObl 3amaTh JApyrMe HACTPOWKH JUIsi Kakoro-aumbo Imojb3oBarensi, B paszaene Cnucok
nonb3oBaTernien BhIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B TalOiuile. B OTKPBIBIIEMCS OKHE
U3MEHHUTE HeoOXoauMbIe mapameTpbl 1 HaskmuTe kHonky COXPAHUTD.

YT00BI yIanuTh Mojb30BaTess, B pasaeie CNMCOK nonb3oBaTenen ycraHoBuTe (axok clieBa
OT COOTBETCTBYIOIIEH CTPOKM Tabnmis! 1 HaxkmuTe kKHonky YOAJIUTL ([1]).
[Mocne 3apanms Bcex He0OXOMUMBIX HacTpoek Haxxmute kHonky MPUMEHUTD.

YToObl 3ampeTuTh HCIOJIB30BAaHUE CEepBepa, CIBUHBTE Mepekiouaresi> BKMAOYUTBL BiIeBO U
Haxxmure kaonky MPUMEHUTD.
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PyKOBOD,CTBO nonb3oBarens

Monb3oBatenu VPN

Ha crpanuiie VPN / Monb3oBatenu VPN Bbr MokeTe co3marh yUeTHBIE 3alUCH TOJIb30BaTe e
JUIsL OpraHu3aluy aBTopu3oBaHHOro nocryna k PPTP- unu L2TP-cepsepy.

= < PPTP/L2TP-cepeeps MNonesoeatenn VPN

Monk3oeateny VPN

Bl MOMETE CO3AATE YHETHBIE 33NUCK NONL30BATENEN ANA OPraHM3auMKy a8TOPM30BaHHOro AocTyna k PPTP- uaun L2TP-
cepeepy.

He CO3AaHO HKM O4HOID Nons20BaTENA +

Bui moxeTe gobasuTb NepEoro NoNe3oBaTensa

PucyHok 112. Cmpa+uya VPN / lNonb3o0eamesu VPN.

YroOsl cO3aaTh HOBYIO YUETHYIO 3allUCh MmojIp3oBarels, Haxxmute kaonky JJOBABUTD ( + ).

MNonb3oBaTene

MNapone* o

PucyHok 113. OkHo dobaerneHus nons308ameris.
B orkpeBmemcs okne B noine MMA nonb3oBaTens 3amaiiTe MMS MONB30BaTels, a B IOJIE
Maponb — napoins y4yetHo# 3anucu. Vcnons3yiTe Hudpsbl, JJATUHHCKHE OyKBBI BEPXHETO U HIKHETO
perucTpa u Apyrue CUMBOJIbI, JOCTYITHbIE B aMEPUKAHCKOW packiajke KiaBuarypsl’. Haxmure Ha
3Hayok Moka3saTb (&), yToObI 0TOOPA3UTH BBEICHHBIH MAPOIb.
Haxxmute kaonky COXPAHUTb.

YroObl Ha CTpaHHIIE OTOOPA3HIINCH IMApOJIM BCEX YUYETHBIX 3allUCEeH IMOJb30BATENICH, CIBUHBTE
nepekmodarens [lokazaTb Naponb Brpaso.

UtoObl M3MEHUTH MapaMeTpPhbl KaKOH-T100 yUeTHOH 3ancH, BHIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B
tabnuue. B oTKphIBIIEMCS OKHE BBEAWTE HOBOE 3HAYCHHWE B COOTBETCTBYIOLIEE IOJE, a 3aTeM
naxxmute kHonky COXPAHUTbD.

YtoObl yoaluTh KaKyro-Iu0O YUYETHYIO 3allUCh, YCTAHOBUTE (PIakOK clieBa OT COOTBETCTBYIOLIEH

crpoku Tabmuibl u Haxmute kHonky YOAAJIUTb (]Tj ).

9 0-9, A-Z, a-z, I"#8%&()*+-/:<=>2@[\]_ {|}~.
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PyKOBOD,CTBO nonb3oBarens

EoGRE

Ha crpanune VPN / EoGRE Bobi moxere HacTpourh VPN-TyHHENH C HCIOJIb30BaHHEM
texHosnornn EoGRE.

Texnonorust EoOGRE (Ethernet over GRE) mo3ponser nepenasatbh Tpadguk mo VPN-TyHHensMm B
Ppa3HOPOIHBIX ceTsx, nHKancymupys Ethernet-kanper ¢ momomnisio mporokona GRE u nepenaBas nx
0 CETH, KOTOPask UCIOJIb3YET CETEBOM MPOTOKOI IPYTrOro YPOBHS.

EoGRE

B moxeTe HacTponTe YPMN-TyHHENKM C McNonb3oBaHKMem TexHonorikm EoGRE.

He co3gaHo HW 0fiHOTO TyHHENS +

Bl MoxeTe ,-.'I'DE-EEHTb TYyHHENE

PucyHok 114. CmpaHuuya VPN / EOGRE.

UYro0sI co31aTh HOBBIN TyHHENb, HAkMuTe KHONIKY JIOBABUTD ( + ).

EoGRE/flobaBneHwe

® sxounTe

Mz HuTepdeic®

EoGRE_44 He eniGpaH

MTU*
1400

@ Kowudecman cusanaos doamHo Seme He Gosee 32

YoaneHHeln IP-agpec”

) TermpoBaHHEIR TpadMk

PucyHok 115. Cmpa+uua dobaeneHusi EOGRE-myHHerns.

BrI MmoxxeTe 3agaTh CJICAYIOIIUC MAapaMETPhI:

MapameTp Onucanwue

UtoObl pazpemmth ucnonbzoBanue EoGRE-tynuens, caBunbTe

MepeKIIoyaresb BIPaso.

BknounTtb
UroOwl 3amperuth wucnonab3oBanue EoGRE-TynHens, crnBuHbre

MEPCKIOYATCIIb BJICBO.
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PyKOBOﬂ,CTBO nonb3oBarens

MapameTp Onucanue

Haspanue TyHHens s ynoOHOW wuIeHTHUPUKAIUU. MoxkeT OBbITh

Nma
HpOI/IBBOJILHBIM.

YoaneHHbin IP-apgpec | Beenute [P-anapec ynaieHHOM JTOKAIBHOM MOICETH.

CaBuHBTE TEPEKIIOYaTeNb  BIPaBO, YTOOBI NPUCBOUTH  TET
TernpoBaHHbIn Tpachuk | (VLAN ID) EoGRE-Tpaduky, u 3amaiite HeoOXoauMoe 3HaYCHUE B
oroopasusmemcs noe VLAN ID.

Brei6epure WAN-coenuHenue, yepe3 KOTOpoe OyaeT NpPOXOIUTh
UHTepdenc TyHHenb. [lpu BeIOOpe 3HadeHus LUMO3 no ymonyaHuio Oyier
ucmosb3oBarbcsi WAN-coeMHEHHUE TI0 YMOTYaHUIO.

MTU MaxkcumanbHbIN pa3Mep MakeTa, epegaBaeMoro nHTepdeicom.

[Tocne 3amanms Bcex HeoOXOMUMbIX HacTpoek Haxxmure kHonky MPUMEHUTD.

YroObl 3a1aTh JApyrye mapamMeTphl Ui CYIIECTBYIOIIETO TyHHENs, B pa3aeic TYHHEeNW BriOepuTe
COOTBETCTBYIOIIMI TyHHENb B TaOmuue. Ha OTKpBIBHICHCS CTpaHUIE H3MEHHTE HEOOXOAMMBIC
napametpsl U Haxxmute knonky MPUMEHUTD.

YT10o0Bl yOamUTh CYHIECTBYIOLIMH TYHHENb, YCTAHOBHTE (NIQKOK CJE€Ba OT COOTBETCTBYIOIICH
F—
cTpoku Tabnmuisl 1 HaxmuTe knonky YOAJIUTD ([1]).

VPN-tyHHenu, co3maHHble ¢ ucnonb3oBaHueMm texHoimornn EoGRE, orobOpaxatorcs B paszzgerne
EoGRE-uHTepdenchl na crpanuiie JlononHutenbHo / VLAN u aBroMaTHyecKu ynajsiroTCs
U3 HETO MpH yIaJeHUH ¢ TeKyIIeld CTPaHUIIbI.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHUM moayrnem anst AByx SIM-kapt

PyKOBOﬂCTBO nonb3oBarens

HacTtpoika mapwpyTmusatopa

Wi-Fi

B nmanHom paszznene MeHr0 Bbl MoxkeTe 3amaTh BCe HEOOXOAMMBIC HACTPOMKU sl OE€CTPOBOIHON

CCTH.

OCHOBHbIE HAaCTPOKH

B pasnene Wi-Fi / OCHOBHble HAaCTPOMKM Bbl MOkeTe M3MEHHTh OCHOBHBIC HACTPOMKH IS
0ecIpoBOTHOTO MHTEpdeiica MapIIpyTH3aTOPa, a TAKIKE HACTPOUTHh OCHOBHYIO U JIOTIOJHHUTEIBHYIO

OeCcTpOBOHBIC CETH.

OCHOBHbI€ HACTPOKK

OCHOBHbIE HaCcTPOIKM

Bl MOXETE U3MEHWTE OCHOBHEIE HACTPOMKKM ANA BecnpoBogHOMS WHTEpdEAca YCTPOACTES.

@ BxniouuTs GecnposogHoe coeguHenne (1)

Crpana

RUSSIAN FEDERATION -

BecnposogHoll pexiam

802.11 B/IG/N mixed -

#® Bu6path kaHan asToMaTIYECKK

@ Bydem ucnoaeI0emMscR HOUMEREE I02MYHEHHENT KOHE nepedmiu

daHHER

@ BroUMTL AONOAHWTENLHEIE KaHAMI

G_) Buumanue! ¥ompoficmao aemowomudgecky epbupoem oduH u2
FOEMYNHEN CMTHAGINHEY U GONOAHUMEALHEL KOHTA0E, Heromopee
RAUEHME He noddepawuamom pabomy HO S0n0HUTEILHEN KOHOA TN
(12-i u 13-4). Eoru Ber ve moxceme nodaoyumecs & GecnpoeodHod
cemy @ duanazone 2.4 [Ty g MmeveHUe HECKDBRUX MUM)TT, COBUHEME

nepekaHameans "Bnouiime SonoaHUmeNeHEE KOHOAR" areen.
KaHan
auto (kaHan 1) @ ( _’,.

] BrnwounTte nepyuoanyeckoe CkaHpoBaHe

G} Yompolomeo Bydem nepuoduecyt NPOSERRME J020YHEHHOCTE

KOHOA0S U NepeMaYameca HO Camerld cenfodreill

MepWog, cRaHWPOBAHKA (B CeRYHAAN)

0 (7]

CeTe Wi-Fi
WA cerim (55101

DWWIA-X0K

J Ckpbite SSID

G} HozsgHue Gecnposodrod cemu (55700 e Gydem omobpawomscs 8

cniicke docrmymndex Gecnpoeodness cemel y wovenmos. K ckpeamodd

CEMTIL MOXNCH O NOAKTMMLMECA, 8oy-HYA yxanzoe S50 moyku docmyna
BSSID

a0:a3f0defc2e 7]

MaxcumManeHoe KoNWUECTED KIMeHToE™Y

0

® Bewars 6ecnposogHyr cete (1)

G} AoHnos lﬁ}'Hrf'-{C.'ﬁ ROISIREN SIS LAY ShIKA UM

eeiparue daqHod SecnposodHoll cemu, e onmCTr s poduoModyns

MempoGomed. Mowcent Oelims UCNOILI0BOHT COSMECTIHD © PERLMOM

“Kauennm

J° M30nAUWs KNMEHTOB

G} Brorupogams Mpodur Mexdy YOmpodcmammi, noAKIRYEHHEMLY
& modre docmyng
HacTpoiikn 6esonacHoCcTK

CeTenan ayTeHTHMpHEILIMA

WPA2-PSK -

PucyHok 116. OcHogHble Hacmpoliku 6ecripo8odHOU flo0KabHOU cemu.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

B paznene OCHOBHbIE HACTPOWMKMW JTOCTYITHBI CICIYIONINE TAPAMETPHI:

MapameTp OnucaHue

Uto0Bl paspemuTs ucnonb3oBanue Wi-Fi-coequHenus, cCABUHBTE
TIepPEKITI0YaTeslb BIPaBo.

UtoOwr 3amperuth wucnonbzoBanue Wi-Fi-coenqunenus, caBUHBTE
MepPEKII0YaTesb BIEBO.

Uro0Obl BKIIFOYATH/BBIKITIOUAThE Wi-Fi-coennHenne mo pacrucaHuio,

Ha)XMHTE Ha 3HauoK 3aAaTb pacnucaHue ( (O ). B oTkpbiBIIEMCs
OKHE B packpheiBaromiemcs crucke NMpaBUNO BbiOepuTe 3HaYCHHE
Co3gaTtb npaBuno, utoObl CO3AaTh HOBOE pacmucaHue (CM.
pasznen Pacnucanue, ctp. 242) wiu BeiOepute 3HaucHne BblOpaTh
cyllecTBytoLWee, 4ToObl BOCIONb30BATHCS YK€ CYIIECTBYIOIIUM.
CymecTByoIue pacnucanus OTOOpPaKaloTCs B PACKPHIBAIOIIEMCS

BKNouYnTb cinucke Mmsa npaBuna.
G6ecnpoBogHoe Yrober BrIounTh Wi-Fi-coenuHeHre BO BpeMs, yKa3aHHOE B
coeanHeHue pacHUCaHuM, U OTKJIIOUYUTH B OCTAJIbHOE BPEMs, BEIOEpUTE 3HAUCHHE

Bknrountb 6ecnpoBoaHOe COeAMHEHME B PaCKPHIBAIOIIEMCS
criucke [lencreme u naxmure knonky COXPAHUTD.

Uto6er otkmtounth Wi-Fi-coemnuenne BO Bpemsi, yKa3aHHOE B
paclucaHiM, W aKTHBHPOBaTh B OCTAJIbHOE BpeMs, BBIOCpPHUTE
3HaueHne BbIKnOYMTL OGecnpoBoaHOe coeAuHeHue B
packpeiBaromiemMcst  cnucke JleMCTBME W HAXMHUTE KHOIIKY

COXPAHUTD.
Y100Bl M3MEHUTHL WA YAAJIUTh paclruCaHue, HAXXMHUTC HAa 3HA4YO0K
PepaktupoBatb pacnucaHme (). B oTkpeIBHIEMCS OKHE

n3MenuTe mnapamerpsl U Haxmure kHonky COXPAHWUTb wmm
naxmure kHonky YOAJIUTb U3 PACINTUCAHUA.

Bamnie wmecrononoxxeHHe. BLI6epI/ITe H606XOI[I/IMOC 3HAaYCHHUC U3

CtpaHa
PAaCKpPBIBAIOIIETOCS CIIUCKA.

Pexxum pabGoThl  OGECIPOBOJHOTO COEIWHEHUS MapIIpyTH3aTOpa.
JlaHHBI TIApaMeTp OMpEIeNseT CTAaHAApPThl YCTPOWCTB, KOTOPHIC
cMoryT paborath B Bameilr OecrnpoBogHoi cetu. BriGepute
He00X0IMMOE 3HAYCHHE U3 PACKPBIBAIOIIETOCS CIHCKA.

BecnpoBogHOU peXum

Bbi6paTb kaHan CaBuHbTe NepeKIoyareidb BIPaBO, YTOOBI MAapIIPyTH3aTOp caM
aBTOMaTU4eCcKu BbIOMpAJ KaHaJ ¢ HANMEHBIIMMHU TTOMEXaMH.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucaHue

Ecnu nepexitoyarens CABUHYT BJIEBO, YCTPOWCTBO aBTOMAaTHYECKH

Bknountb
AONONHUTerNbHbIE
KaHanbl

BBHIOMpAeT OAMH U3 JOCTYNHBIX CTAHJAPTHBIX KaHamoB. Jlms
HUCIOJIL30BaHUA JTOIIOJTHUTEILHEIX KaHaJIOB CIABUHLTE
MEPEKIIIOYATEIb BIIPABO.

Homep kanana 0eCripoBOJHOTO COCAMHECHUSI.

YroObl BEIOpATh KaHAT BPYUHYIO, IEIKHUATE JIEBOM KHOMKOW MBIIIIH,
B OTKpBIBIIEMCS OKHE BBIOEpUTE KaHal U HaXMHTE KHOIIKY
COXPAHWUTb. /leiictBre AOCTYIIHO, €CIIH  IEPEKIIOYATEIIb

Kanan BbiGpaTb KaHan aBTOMaTUYE€CKU CIBHHYT BJICBO.

Uto0bI MapHIpyTH3aTOp BHIOpAN KaHAJ, HAMMEHEE 3arpy>KeHHBIA B

JAHHBIA MOMEHT, HaxMuTe Ha 3Hadok O6HOBUTL ( (). 3nauok

oToOpakaercsi, eciau  mepekimodaresbr BblOpaTb  KaHan
adBTOMaTU4YeCKU CABUHYT BIIPABO.

CnBuHbTE meEpeKiIoyareab BOPaBO, YTOOBl  MapLIPyTU3aTOP

BkniounTb BBHITIOJTHSUT  TTOMCK  CBOOOJHOTO KaHaja 4Yepe3 ONpe/eieHHBIC
nepuoanyeckoe NPOMEXKYTKH BpeMeHu. Eciin mepekiroyaresis CIBUHYT BIIPABO, TOJIE
CKaHMpoBaHue Nepuoa  CKaHUPOBAHMUA  CTAaHOBUTCSA  JIOCTYNHBIM  JUIS
pEIaKTUPOBAHUSL.

VKaxuTe Iepuoj] BpeMeHH (B CEKyHJax), 4epe3 KOTOphI Oyaer
Mepuoa ckaHMpoBaHusi p p ( YHIax), uep pelii Oy,

MPOUCXOAUTH TOBTOPHOC CKAHUPOBAHNEC KaHAJIOB.

[Tocne u3menenwus napametpoB Haxxmure knonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOD,CTBO nonb3oBarens

YroObl M3MEHHUTh HACTPOWKM OCHOBHOW OecrmpoBomHoil cetn, B pasnene CeTb Wi-Fi nsmennte
HeoOxoaumble napamerpsl 1 Haxxmute kaonky MPUMEHUTD.

Bbl Takke MokeTe co31aTh JOMOJHUTEIbHYI0 OCCIPOBOIHYIO CeTh. JIJIsl 3TOr0 HAKMHUTE KHOIKY
OOBABUTb WI-FI CETb. Ha oTkpbiBIneiics cTpaHulle 3a1aiiTe COOTBETCTBYIOIIHIE MTapaMETPhI.

Jo6asneHune Wi-Fi-ceTi

CeTb Wi-Fi HacTpoiikin 6e3onacHoCcTH
s ceTu [S5ID)* CeTeran ayTeHTMhHEaLNA
DWM-XXX.2 WPAZ-PSK -
] CkpbITs 551D Mapones PSK*
rarmanas ©

G} Hozeowue becnpoacdrol cem (55/0) we Gydem omofpoxomecs

crucke docmyndes fecnposodre cemel ¥ kauermos. K cxpeimoll _ i N
R - G} Aouna nopoaa doaxesa Geme om & do 63 ASCT cuweonoe
CEMU MOMHO NOSKAMKYUMELR, 80YYHYTD FrO30e 5D moury Bnc.-ar}r.'ir.-

Tun wudposaHna®

AES -

MakcumansHOe KonMUeCTED KIKeHToE®

0

Mepuog 0BHOBNEHWA FEYNNCECrD KAOUE (B CeryHAax ™

#® Ecuate GecnposogHyko ceTh 3600

G} AoHHAA YHEYUR NOIBLAREM BEMDHUME WAL B&ETHOHEME
eewjanue donnod GecnpoeodHod cemu, He DMK OA poduoModyns
yempotcmen. Moxrem Beime UCNONEI0S0HE COBMECTIHD © PERLMOM
“Kauenm Wi-Fi"

] Mz20nAUMA KNMeHTORB

G_} Backuposams mpodux Mexdy yempoltmeaiy, nodKarKHeHHEIMI K
maoyke docmyna

1 BENHOUYMTE TOCTEBYH CETh

G_} Bramyuime 2ocmesy o ceme, wmoled uinaupoeome Wi-Fi-wovenmos

o LAN-cemu

PucyHok 117. CozdaHue becripoeodHoU fokanbHoU cemu.

MapameTp OnucanHne

Cetb Wi-Fi

Ums cetu (SSID) HasBanue GecripoBOHOM ceTH.

Ecnu mepexiiodaTenb CABUHYT BIIPaBO, APYTUE IOJIb30BATENIN HE
cmoryT Buaetrh Bamy Wi-Fi-cetb. He pexomeHmyeTcst CKpbIBaTh

CkpbiTb SSID

CCTh, TakK Kak JaHHas q)yHKI_[I/IH YCIIOXHACT mnmpounece

[IEPBOHAYAJIbHOM HACTPOUKH CETH.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

MapameTp OnucaHue

Vuaukaneubelii  uneHtuduxatrop Wi-Fi-cetn. JlanHoe 3HaueHme

OIIpeNENseTCs MapaMeTpaMu MapuipyTusaropa, Bel HE MoxeTe ero

BSSID . .
n3MeHuTh. [lone orobpaxaercss B HACTPOWKAX yXKe CyIIECTBYIOLIEH
CETH.
MakcuMalibHOE ~ KOJIMYECTBO  YCTPOMCTB,  KOTOpPbIE  MOTYT
MakcumanbHoe MOAKIIFOUYUTHCA K OeCTIpOBOIHON ceTH. Ecim yCcTaHOBIEHO 3HAUYCHME

KOrnn4ecTtBO KIIMEHTOB 0, YCTpOﬁCTBO HE OI'paHUYMUBACT KOJIHUYECTBO IOAKIIFOYCHHBIX
KJIIMCHTOB.

Ecnm Bemanne OecrpoBOJHOM CETH OTKIIFOUYEHO, YCTPOMCTBA HE
MOTYT MOJKJIIOYaThcsi K OecrpoBogHoit cet. IIpm stom DWM-
312W MOXET MOIKJIIYaThCsl K JPYrOM TOUKE JOCTYyNa B Ka4eCTBE
Wi-Fi-knuenra.

Yr1oOb! BKJIIOYATL/BBIKIIOYATE BCIIaHUC I10 pacClIMCaAHUIO, HAXXMUTE

Ha 3HauoK 3afaTb pacnucaHue ( (O ). B oTkpeIBIIEMCS OKHE B

packpeiBaromiemMcst  criucke  [paBuNoO  BeiOepuTe  3HAYCHHE
Co3pgaTtb npaBuno, utoObl CO3MaTh HOBOE pacmucaHue (CMm.
pasnen Pacnucanue, ctp. 242) winun Beibepute 3HaueHne BblOpaTb
cyLlecTBYyHoLee, 4ToObl BOCIIONB30BATHCS YK€ CYIICCTBYIOIIUM.
CyuiecTByOIIME paclycaHusi OTOOpakaroTCs B PaCKPBIBAIOLIEMCS
cnucke MM npaBuna.

UtoObl BKIIIOYHTH BEIIaHWE BO BpPEeMsl, YKa3aHHOE B PACHHCAHWUH, U
OTKITIOYHTH B OCTaJIbHOEC BpeMsl, BBIOepUTEe 3HaueHne BKAOYMTBL
Bewatb 6eCI1POBOAHyIO BelwlaHue 6eCI'IpOBOFI,HOI7I CeTU B DPACKPBIBAIOIICMCS CIIHMCKE

ceTb OenctBue wu Haxvure kHonky COXPAHWUTb. Ilpu
BBIKJTIOUEHHOM OE€CIPOBOJHOM COEIMHEHUH YCTPOWCTBO HE CMOXKET
BKJIFOYHTH BelllaHUE OECIPOBOIHOM CETH MO PACITHCAHHMIO.

YToObl OTKIIIOYHTH BEIlaHKE BO BPEeMsi, YKa3aHHOE B PACIHCAHUM, U
aKTUBUPOBAaTh B  OCTAJbHOE BpeMs, BbIOEPHTE  3HAYCHHUE
Bbiknountb BellaHue 6ecnpoBogHOMN cetn B
packpeiBaromiemMcst  cnucke JleMCTBME W HAXMHUTE KHOIIKY

COXPAHWUTD.
YroObl M3MEHUTh WIM YIAJIUTHh PAacHHCAaHWE, HAKMUTE Ha 3HAYOK

PepaktuposaTtb pacnucanue ( © ). B oTkpbIBIIEMCS OKHE

usmMenute mnapamerpel U Haxmute kKHonky COXPAHWUTb wmm
Haxxmure kHonky YOAJNIUTb U3 PACINTUCAHUA.

Ecmun Bwr co3gaii JOIOJITHUTEIIBbHYIO CETh, Brr moxerte HaCTPOUTD,
HU3MCHHUTH WJIN YAAJIUTh paClUCAHUC IJIA KaXKJI0M CETH. I[J'I}I 9TOI'O
Ha)XMHUTEC KHOIIKY B CTPOKE CCTH.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

MapameTp OnucaHue

CaBuHBTE  TEpeKIovaTeNlb  BIOPaBO,  YTOOBI  IOJB30BATENN
0ecIIpOBOJIHOM CETH HE MOIVIM B3aMMOJIEHCTBOBATh APYT C APYTOM.

N3onaumna KnmeHTOB

@OyHKIMS AOCTYNHA A JONOJIHUTENBbHOM OECHpOBOAHOM CeTu.
CIBUHBTE MEPEKITI0YaTeNh BIPABO, €CIIA XOTUTE, YTOOBI yCTPOUCTBA,

BknounTb rocteByro . .
IIOAKJIIFOYUBINUECA K AOIIOJIHUTCIBbHOU 6CCHp0BOl[HOI/I CCTH, 6BIJII/I

ceTb . .
HU30JIMPOBAaHbl OT YCTPOUCTB MW PECYpPCOB JIOKAJIBHOU CCTU

MapIIpyTH3aTopa.

B pasmene Hactpowkm 6Ge3onacHOCTU Bel MokeTe H3MEHHTH MMapamMeTpbl 0e30MacHOCTH
0eCcTpOBOIHOMN CETH.

[To ymomyanuto 11t 6ecripoBOJHOM ceTH B 000MX JMana3oHax 3a/1aH THII CETeBOM ayTeHTU(UKAIIUT
WPA2-PSK. B kauecte naposist PSK ucnons3yercs WPS PIN ¢ Hakie#ku co mTPUX-KOIOM.

HacTpoiikn 6e3onacHocTu

CeTtesas ayTeHTUduMKaLna

WPA2-PSK -
Open

WPA

WPA2
WPA-PSK

WPA/WPA2 mixed
WPA-PSK/WPA2-PSK mixed

PucyHok 118. Tunbi aymeHnmucbukayuu, noddepxueaembie Maplipymu3amopom.

MapiipyTuzaTop MOAEP>KUBAET CIEAYIONINE THITHI Ay TEHTH()UKAITH:

Tun ayTeHTUpMKauun OnucaHwue

OtkpeiTass ayTeHTH(DHUKAIMSA (C BO3MOKHOCTBIO HCIOJIb30BAHUS
Open WEP-mmdpoBanus g pexuMoB  OECHpPOBOIHOM ceTH, He
MOJAePKUBAIOIIMX ycTpoiicTBa cTanaapta 802.11n).

AyTteHTudukanus ¢ OOIKMM KIIOYOM C wHcnonb3oBanueM WEP-
mudpoBanus. JJaHHBIA THUI ayTeHTU(PUKAUU HEJOCTYIICH, €CIU Ha
WEP crpanuiie Wi-Fi / OCHOBHble HaCTPOMKW B  CIIHCKE
BecnpoBogHOM pEeXUM 3amgaH pPEXUM, MOICPKUBAOIINIT
ycTrpoiictBa cranaapta 802.11n.

Aytentu¢pukamuss mo TexHoimornn WPA ¢ ucmonp3oBaHHEM

WPA
RADIUS-cepsepa.
WPA-PSK Ayrentudukanus mo texaonorun WPA ¢ ucnonb3oBannem PSK-
KJTIOYA.
WPA2 Aytentupukamuss 1o TexHomorun WPA2 ¢ wmcmonb3oBaHHEM

RADIUS-cepgepa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

Tun ayteHTUdMKaUum OnucaHue

WPA2-PSK Aytentu¢ukanys no texnonorun WPA2 ¢ ucrons3zoBanuem PSK-

KJIro4a.

KomOunupoBanubiii THn ayteHtudukanuu. [Ipu BbIOOpe TaHHOTO
. 3HAYCHUSI K OCCIIPOBOIHON CETH MOTYT TOJAKIIOYATHCS yCTPOMCTBA
WPA/WPA2 mixed P Y YETPOTeTs,
ucnons3ytomue Tun ayreHTugukanmn  WPA, wu ycrpoiicTsa,

ucnojb3yrome tan ayrentudukanu WPA2.

KomOunmpoBanHblii Tvn ayrentudukanuu. [Ipu BbIOOpe JaHHOTO

WPA-PSK/WPA2-PSK | 3HaueHus K O€CIPOBOIHON CETH MOTYT IMOJKJIFOYAThCSl YCTPOUCTBA,
mixed ucnons3ytomue tun ayreHtupukaunu WPA-PSK, u ycrpoiictsa,

ucnonb3yrorue tun ayrentudukarmun WPA2-PSK.

JIna_wcnonb3oBanus _tunoB ayreHtudukaimn WPA, WPA2 u WPA/WPA2 mixed
®  HeoOxonumo Hanmure RADIUS-cepgepa.

[Tpu BeIOOpe 3HaueHus Open waun WEP B criucke CeTeBasi ayTeHTUMIMKALMA HA CTpaHMIIC
0T06pa)KaIOTCSI CJICAYIOIIUC HaCTpOﬁKH (HCI[OCTYHHBI AJId PCKUMOB paGOTBI 6GCHp0BOI[H0171 CCTH,
nojaepxkuBaronux cranaapt 802.11n):

Hactpoiiku BezonacHocTu

CeTesan ayTeHTUEUKaLWA

Open -
. Brknounts Wwndposarne WEP

Homep knoya no yMomaHumn

1 -

@ PeromeHdyemcs ucrnofaiosams T-bi0 ko4 1o yMonyadue ans

ofeCTeysHUA COSMECTIUMOCTIU ¢ BOMblULM KOMUYECMEoM yempodcms.

J Kniou wudpporaHua WEP kak HEX

@ HAnutia kniova WEP donwia Ouime 5 unu 13 cumeonos.

PucyHok 119. 3Ha4yeHue Open 8 packpbigarouiemcs criucke Cemeeasi aymeHmugukayusi.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp Onucanue

Tonvko O muna aymenmuguxayuu Open.

Uto06s! akTuBUpoBaTh WEP-1mmdpoBanue, CIBUHBTE MEPEKIIOUATEIb

BkniounTts BIpaBo. [lpm 3ToM Ha cTpaHHIle OTOOPA3ATCS PACKPHIBAIOIIANCS
wudpposanne WEP | cnycox Homep kntoya no ymonuanmio, nepexiouarens Knroy
wudpoBanua WEP kak HEX wu wuersipe mnons Knroy

wudpoBaHUA.
Howmep kntoya no Homep xmroua (ot 1-ro 10 4-ro), KOTOpHIA OyIeT HMCIOIh30BATHCS
yMon4yaHuio st WEP-mmudpoanusi.
Kritou wucppoBaHua | Caeunbre MePeKITIoYaTeIh BIIPABO, YTOOBI 3a71aTh
WEP kak HEX MIECTHAIIATEPUYHOE YHUCIIO B KAY€CTBE KITt04a JIJIsl MG POBAHUS.

Kmroun nnss WEP-mudposanus. [Ipu mmdpoBannu ucmonb3yeTcs
KJIFOY, HOMEpP KOTOPOTO yKa3aH B pacKpbiBaromiemcs ciricke Homep
KfroMa no ymonyaHuir. HeoOxomumo 3amojHHUTh BCE MOJIS.
Haxmute Ha 3Hadok [lokasaTb (&), uroObl 0TOOPa3HUTH

Knoy wudpoBaHus
(1-4)
BBG,Z[GHHHﬁ KJTIOY.

[lpu BeIOOpe 3HaueHuss WPA-PSK, WPA2-PSK, win WPA-PSK/WPA2-PSK mixed =na
CTpaHUIIE OTOOPAKAFOTCS CIICTYIOIINE HACTPOUKH:

HacTpoiikn 6esonacHocTu
CeTteman aYTEHTUWPUKaLIMA

WPA2-PSK v

Mapons PSK*

o

@ Anura napons domsna Geimes om 8 do 63 ASCIHI cumeomos

Tun wndpoeasna®

AES -

Mepwon ofHOBNEHWA rpYNNOBOMD KNko4a (B cerkyHnax)”

3600

PucyHok 120. BHayeHue WPA2-PSK 8 packpbigarowemcsi criucke Cemeeast aymeHmugbukayusi.

MapameTp OnucaHue

[Tapons mis WPA-mmudpoBanus. Ilapons MOXET cOCTOSTH W3
uudp, JTATUHCKUX OYKB BEPXHEr0 M HUKHETO PETUCTpa U JPYTUX
Maponb PSK CHMBOJIOB, JIOCTYIIHBIX B aMEPUKAHCKOM pacKiajke KiaBuarypbl'’.
Haxxmure ©Ha 3Hauok [lokasaTb (%), uToOBI 0TOOpA3UTH
BBEJICHHBIN MTapOJIb.

Tun wndpoBaHun Mexanmm mmdpposanus: TKIP, AES win TKIP+AES.

10 0-9, A-Z, a-z, npo6eun, !"#3%&'()*+,-./;<=>2@[\|* " {|}~.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucaHue

Ilepuon BpemMeHu (B CceKyHAax), IO HCTEYEHHWU KOTOPOTO
MNepuon o6HOBNEHUA TeHepUpyeTCs HOBBIK KIIOY sl MM(POBAHUS 1O TEXHOJIOTHU
rpynnoBoro Knro4a WPA. Ecim B pgaHHOM 1Moje ykKa3zaHo 3HadeHue 0, Kirou
OOHOBJIATHCS HE OY/IET.

[lpu BeiOope 3naucHuss WPA, WPA2 unu WPA/WPA2 mixed Ha crpanuie oToOpakaroTcs
CIEAYIOIINE HACTPOUKU:

HacTtpoiiku 6eaonacHocTu
Cetepan ayTeEHTUEDWUKaUMA

WPA2 -

) WPA2 npefapwTentsHas ayTeHTHHKaLNa

IP-appec RADIUS-cepeepa”

192.168.0.254

Mopt RADIUS-cepeepa®
1812

RADIUS rmioy wudhporaHKa®

dlink

Tun WngpoeaHua”

AES -

Mepwop ofHoRNEHKMA rPYNNOBOTO KNIDYA (B CceKyHOax)®

3600

PucyHok 121. BHayeHue WPA2 e packpbigaroujemcs criucke Cemeesasi aymeHmugbukayusi.

MapameTp OnucaHue

CIBUHBTE TEpEKII0YaTe)b  BIPaBO, 4YTOOBI  aKTHBHPOBATH
WPA2 npeaBapuTernbHas | npeiBapuTelbHyI0  ayTeHTU(DUKAMIO TPU  HCIOJIB30BAHUU

ayteHTUdpukaums texHonornn WPA2 (otoOpaxkaercst Tonbko it TuoB WPA2 u
WPA/WPA2 mixed).

IP-appec RADIUS-

cepBepa IP-anpec RADIUS-cepsepa.

MopTt RADIUS-cepBepa | Homep mopra RADIUS-cepsepa.

[Taponp, ucnoNIb3yeMbIil MapUIPYTU3ATOPOM IS B3aUMOJICUCTBUSA

RADI 1o}
i Q)UC?BI::M: ¢ RADIUS-cepBepoM (3Ha4eHHE 3TOTO MapameTpa ONpeAesieHO B
P Hactpoitkax RADIUS-cepsepa).
Tun wundpoBaHus Mexanusm mmdposanus: TKIP, AES unun TKIP+AES.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucaHue

Ilepuon BpemMeHu (B ceKyHAax), IO MHCTEYEHHU KOTOPOTO
MNepuon o6HOBNEHUA TeHEpUPYETCS HOBBIM KIIOY sl MIM(POBAHUS 1O TEXHOJIOTHU
rpynnoBoro Knro4a WPA. Ecau B nmaHHOM Tionie ykazaHO 3HaueHue 0, K09
OOHOBJISITHCS HE OY/IET.

[Mocne 3ananmst HeOOXoAUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

UroObl 3a7aTh Jpyrue MapaMeTpbl JUIs OCHOBHOW WJIM JIOMOJHHUTEIBHOW CETH, BBIOCPHTE
COOTBETCTBYIOIIYIO CTPOKY B TaONWIle W HAXXMHUTE JIEBYIO KHOMKY MbImid. Ha OTKpwIBIICHCS
CTpaHUIIe U3MEHHUTE HeoOXoquMbIe mapaMeTpbl 1 Haxxkmute kHonky MPUMEHUTD.

YT1o0OBI YAQIUTh AONOJHUTCIBbHYIO 6CCHpOB0)IHy'IO CCTb, YCTAHOBUTC (bJ'Ia)I(OK, paCHOHOX(CHHBIﬁ

CceBa OT COOTBETCTBYIOIIEH CTpoku B Tabmuue, u Haxwmute xnonky YOAJIUTb ([1). 3arem
Haxxmute kaonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

YnpasJsieHue KJIMeHTaMu

Ha crpanune Wi-Fi / YnpaBneHue knueHTamm Bil MokeTe OPOCMOTPETh CIHUCOK
0eCIIPOBOTHBIX KITMEHTOB, MOAKIFOYCHHBIX K MapIIPyTH3aTOPY.

= £ OcHOBHLIE HACTPORKN YnpaeneHune KAneHTamm

ynpaBﬂEHME KNMWEHTaMK

Bul moxeTe NPOCMOTRETE CRWCDE GEEI‘IPDBD,EIHI:I){ KNWEHTOE, NOAKNHMEHHBIX K MAPLUPYTHUISTORY.

Cnwcok Wi-Fi-knweHToB OEHOBWTE

I:l Mnm MAC-aan Mims ceTu YpoBeHb Bpems
’ viAl-dfg . N
YCTROWCTBS [551D) cWrHana NogKNHYEHIA

m
gl

[] Mi&-MiPhone S50:8FACE39ES0  DWM-XXX = 100% 2 M.

PucyHok 122. CmpaHuya 0r1a yrpaeneHusi nodKmodeHHbiMU 6ecrpo8o0HbIMU ycmpolicmeamu.

Ecnmun HeoO0XomMMoO OTKIIOYUTh KaKOE-TMOO YCTPOHCTBO OT OECIPOBOJHOW CETH, YCTAHOBUTE
¢naxxok B cTpoke, cozaepxkameid MAC-aapec 3TOro ycTpoWCTBa, M HAXKMUTE KHOIKY

OTKIMIOYUTD.

UroObl Ha cTpaHuIe oOTOOpaswiach camas axTyajdbHas wuH(popManus 00 YCTpOWCTBax,
HOJIKITIOUSHHBIX K OecripoBoHO# cet, HaxxmuTe kHonky OBHOBUTD.

YtoObl MPOCMOTPETh MOAPOOHYI0 MH(OPMALIMIO O TOAKIIOYEHHOM YCTPONCTBE, IICTKHUTE JIEBOI
KHOIIKOHM MBIIIIN Ha CTpoOKe, copepxarnieit MAC-aapec 3Toro ycTpomncTsa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

WPS

Ha crpanuue Wi-Fi / WPS Bbi MmoxeTe akTUBHPOBaTh (DYHKIIHIO HACTPOHKU OSCIIPOBOIHOM CeTH, a
Takke BBIOpaTh Croco0 MOAKIIOUEHHS K O€CTIPOBOAHOMN CETH.

Oynkuus WPS mo3BosisseT aBTOMarndyeckd HACTPOMTh 3alMIICHHYH0 OECHpOBOAHYIO CETb.
VYerpoiicTBa, OoAKII0OYaeMbIe K OECITPOBOTHON CETH MapuIpyTu3aropa ¢ momonisio Gyakuun WPS,
JIOJDKHBI IOAJIEPKUBATh TaHHYIO (DYHKIIHIO.

' Oyukums WPS no3Bonser 100aBndTh yCTPONCTBA TOJBKO K OCHOBHOM O€CIIPOBOIHOM ceTn
®  MapuipyTu3aropa.

J11st ucrionb30BaHus 3TOM GYHKIIMK HEOOXOIMMO 3apaHee 3a/arh JUlss OeCIPOBOIHON CeTH
THUII ceTeBoi ayreHtudukaimun Open c BoikimoueHHbM mudposanrneMm, WPA2-PSK wiu
WPA-PSK/WPA2-PSK mixed ¢ meronom mudposanus AES. Ecnu 3amanel apyrue
HACTPOWKH 0e30macHOCTH, AneMeHThl cTpanuiibl WPS HenocTymHbL

= £ ¥Ynpaenenue knveHTamn

WPS

DyHKUWMA WPS NO3BONAET AETOMETUYECKIM NOAKNHYUTLEEA K GECNPOBOAHON CETW MaplpyTW3aTopa. Mogknoyaemsle
YCTPOWCTES JONKHEI NOAAERKMEATE AAHHYH (yHKL.

BbIKNHO4YHUTE WPS

YnpaeneHne WPS WHpopma s

Cratyc WPS: CkoH$mrypuposaHo
YCTAHOBWTE COEOWMHEHWE
PIN-x0g Mo ymonqaHu: 70848960

Hraa cetw (55100 DWR-XXX

CeTesan ayTeHTUGUKALNA: WPAZ-PSK

LudppoBaHKe: AES

MNapons PSK: 70848960

OBHOBWTb

PucyHok 123. CmpaHruuya 0nst Hacmpouku ¢yHkuuu WPS.

Yto0s! akTUBHpOBaTh QyHKIHI0 WPS, Haskmute kHOnky BKITFOUUTb WPS.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

Ecnu ynkust WPS aktuBupoBaHa, Ha cTpaHuIle qoctyneH pasaen MHdopmauus.

MapameTp OnucaHue

Cocrosaue ¢pynknun WPS:

* CkKoHdurypupoBaHO  (3agaHbl  Bce  HEOOXOAUMBIC
HACTPOWKH, OTH HACTPOWKH OyIyT HCIOJIB30BAHBI TIPU

Cratyc WPS yCTaHOBKE OECIPOBOIHOTO COSAMHEHUS),

* He ckoHdurypupoBaHo (mocie akruanuu GyHKimu WPS
Ha3BaHWE CeTM U KIo4 wmudpoBaHus OyayT 3aJaHbl

aBTOMATHUYECKHU, THII CETEBOM ayTeHTU(UKALMU U3MEHUTCS Ha
WPA2-PSK).

PIN-kon mapmipytusaropa. [laHHBI mapaMeTp HCHOIB3YETCS MpPH
PIN-koA No yMONYaHWIO | NOAKIIOYCHUN MapIIpyTU3aTopa K YCTPOWCTBY-PETHCTPATOpPY JUIS
3amanus mapameTpoB pyukmmu WPS.

NUma cetu (SSID) HasBanue cetu mapupytuzaropa.
CeTeBan Trm CeTeBOi ayTeHTU(HKaIUH, 3aJaHHBIN JIs ceTu
ayTeHTUcuKauma MapIIpyTH3aTopa.
WudpoBaHue Texymumii Tun mudpoBanus, 3aJaHHBINA U1 CETU MapUIpyTH3aTOPA.
Texkymuii  mapons  mM(POBAHUS 3aJaHHBIA  JJII  CETH
Maponb PSK 4 P p ’
MapuipyTH3aTopa.
Haxmute KHOMKY a7t OOHOBJICHHS JAaHHBIX, MPEICTABICHHBIX Ha
OBHOBUTb Y > 1P

JTAHHOW CTPAaHMIIE.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

Ucnonb3oeaHue pyHkyuu WPS u3 web-uHnmepgbpelica

Jlns moAkiroueHuss K OCHOBHOM OecnpoBomHOM cetu ¢ momoibio Meroga PIN dyukmmm WPS

BBITIOJIHUTC NICPCUUCIICHHBIC HUKC HCﬁCTBHH.

1.

2
3.
4

7.

Haxxmure kHonky BKITKOYUTb WPS.
B paznene YnpaBneHune WPS naxvure knonky YCTAHOBUTb COEOUHEHUE.
B otkpeiBImieMcst okHe B packpbiBaromiemcs ciincke WPS-meTtop sridoepute 3naueHue PIN.

BeiGepute meron PIN B mporpammHOM obecrieueHHMH OeCHpOBOAHOIO YCTpPOICTBa,
HOZIKIIIOYaEMOT0 K OECIIPOBOIHOM CETH.

HaxxMuTe COOTBETCTBYIOIIYIO KHOIIKY B HPOrPaMMHOM OOECHeYeHHH OeCcrpOBOIHOIO
YCTPOUCTBA, MOAKIIIOYAEMOT0 K OECITPOBOHOM CETH.

Cpa3zy BBenute PIN-koji, yka3aHHBIM Ha KOpITyCe MOAKIIOYAeMOro YCTPOMCTBA WJIM B €0
nporpaMMHOM obecrieuenuu, B iosie PIN-koA.

Haxxmute knonky COEOUHWUTD B web-unrepdeiice mapiupyrusaropa.

Jlns monkiroueHUss K OCHOBHOM OecrpoBOfHOM ceTu ¢ momonisto Metoga PBC ¢ynakmmm WPS
BBITIOJTHUTE TIEPEUNCIICHHBIC HIKE IEHCTBHUS.

1.
2.

Haxmure kHonky BKITKOUYUTb WPS.
B paznene YnpaBneHne WPS naxmure knonky YCTAHOBUTb COEAUHEHMUE.

B otkpbiBieMcs okHe B packpbiBatoriemcst crnucke WPS-MeTon BhiOepuTe 3HaYCHHE

PBC.

Breibepute meron PBC B mporpammHOM obecrieueHuH O€CIpPOBOIHOIO YCTPOMCTBA,
HOAKJII0YaEMOr0 K O€CIIPOBOJHOM CETH.

Haxxmute COOTBETCTBYIOILIYIO KHOIIKY Ha KOPIyCE WM B IPOTrPAMMHOM OO€CIEYEHHUH
0ecIpOBOAHOTO YCTPOUCTBA, MOAKIIOYAEMOTr0 K O€CIIPOBOTHOMN CETH.

Cpasy naxxmure kHonky COEAUHUTD B web-unrtepdeiice mapipyrusaropa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOD,CTBO nonb3oBarens

HacTtpoika mapwpyTmusatopa

WMM

Ha crpanuue Wi-Fi / WMM Bsi moxxete aktuBupoBatrs dyukimio Wi-Fi Multimedia (WMM).

Oynknus WMM peanusyer mexanm3m QoS mis GecripoBomHbIX coenuHeHuid. OHa IMO3BOJISET
VAY4YIIUTh KauecTBO IMepenaud JaHHeIX 1o Wi-Fi-cetn 3a cuer Ha3HayeHHs MPHOPHUTETOB

Pa3IUYHBIM THUIIaM Tpaduka.

UroObl HacTpouth (yHkimo WMM, BbeiOepuTe HeoOXOAMMOE JACHCTBHE B crHcke PeXum

paboTbil:

* ABTOMaTM4eCcKM — napamerpbl pyHknnd WMM HacTpauBaroTCsi aBTOMAaTUYeCKH (IaHHOE

3HAYEHHE 3aJIaHO 110 YMOIYAHHUIO).

*  Bpyu4Hyro — napamerpsl pynkuun WMM HacTpauBarorcst BpyuHyto. [Ipu BeIOOpe 3TOTO
3HAYEHUS Ha CTPaHHIIe 0TOOpaXkaroTcs pas3aenbl Todka goctyna u CTaHuuA.

Wi-Fi Multimedia

MexaHusm YNyHLWEeHWA Ka4ecTea paﬁOTbl 6ECI'I[JOBO,[|,HOIT1 cetw. He peKoMEHAYETCA CaMOCTOATENBHO M3MEHATL 3a/laHHbIE

napameTpel.
Pexum paboTkl

Bpy4Hyto

Touka gocryna

AC AIFSN  CWMin CWMax TXOP

BE 3 15 63 0
BK 7 31 1023 0
Vi 2 7 15 94
VO 2 3 7 47

ACM

off

off

off

off

ACK

off

off

off

off

CraHuus
AC  AIFSN
BE 3
BK 7
VI 2
Vo 2

CWMin CWMax

15 1023
15 1023
7 15

3 7

PucyHok 124. Cmparuua 0ns Hacmpolku ¢yHkyuu WMM.

B cucTeMe 3amaHbl Bce HEOOXOMMMBbIE IapaMeTphl
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94

47

ACM

off

off

off

off
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

Oynkuus WMM no3BosisieT Ha3Ha4aTh MPUOPUTETHI JUIsl YeThIpeX Kareropui mocrymna (Access
Category, AC):

*  BK (Background, ghonoswiii pescum) — Tpaduk ¢ HU3KUM IPHOPUTETOM (3aJaHUS HA T1€YATh,
3arpy3ka (Qaiiiaos, mp.);

* BE (Best Effort, nyuwee kauecmseo u3z 603modicHo20) — TpapuK OT yCTapeBIINX yCTPOMCTB
WJIM YCTPOMCTB M PHIIOKEHUM, KOTOPBIEC HE TTOIePKUBAtOT QyHKITNIO QOS;

* VI (Video, nepedaua suoeo);
* VO (Voice, nepeoaua 2onoca).

[TapameTpsl KaTeropuii JOCTyMa ONpEACICHbI KaK JIjIsi CaMOro MapuipyTu3atopa (B pasiene TovkKa
[OCTYNa), Tak 1 s OCCIPOBOAHBIX YCTPOMCTB, MOAKIIOUEHHBIX K HeMy (B pasaenc CTaHUums).

UTo0bl W3MEHUTh MapaMeTpPhl KAaKOH-TMOO KaTeropuu IOCTyIa, BBIOEPUTE COOTBETCTBYIOIIYIO
CTPOKY W HAXXMHTE JIEBYI0 KHONKY MBIIIH. B OTKpBIBIIEMCS OKHE W3MEHHUTE HEOOXOIUMBIC
napaMeTphl.

Pegaktin POBaHWE TOYKKN

Aoctyna: Background

AIFSN*
7 -
CWMin
K -
CWMax
1023 -
TXOP*
0
) ACM
) ACK
3AKPLITE

PucyHok 125. OkHo 0ns usmeHeHus napamempos ¢pyHkuuu WMM.

MapameTp OnucaHue

Arbitrary  Inter-Frame  Space  Number —  kosgpguyuenm
nepemMeHHO20 MeNCKa0poso2o UHMepsad.

AIFSN DTOT mapaMeTp BIMSET HAa BPEMEHHYIO 3alIepPKKy i1 JaHHOU
KaTeropuu aoctymna. Yem MeHbIe 3HAaYCHUE AAHHOTO TapaMeTpa,
TEM BBIIlIE TPUOPUTET KATETOPUH TOCTYTIA.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucaHue

Contention Window Minimum — MuHUMAanbHbI pasmep OKHA
KOHKYPEHMHO020 00CMYNd.

Contention Window Maximum — maxcumanbhvili pasmep OKHA
KOHKYPEHMHO20 O0CMYNd.

CWMin / CWMax

OTH TmapamMeTphl BIMSIOT Ha BPEMCHHYIO 3aJCPKKy IS JTaHHOMN
kareropuu jgoctymna. 3Hadenue nons CWMax He 10mKHO OBITH
menbie 3HadeHus moiast CWMin. Yem MeHble pasHHIA MEXITY
sgauenueM nons CWMax u 3nauenuem mons CWMin, tem Beimre
MPUOPHUTET KATETOPUHU JOCTYyIIA.

Transmission Opportunity — 603MOMCHOCMb Nepedaiu OaHHBIX.

TXOP YeMm Oombliie 3HaUYSHHE JAHHOTO IapaMeTpa, TEM BBIIIE TPUOPUTET
KaTeropuu AOCTyIa.

Admission Control Mandatory — o6s3amenvhblii KoHmpoib 0onycKa.

ACM Ecan NEpCKIoYaTe]ib CABUHYT BIIPABO, YCTpOﬁCTBO HC MOXKCET
HCIIOJIB30BaTh JaHHYIO KaTCTOPHUIO JOCTYIIA.

Acknowledgment — noomeepocoenue npuema.

Peakiust Ha 3ampochl OTKJIMKA BO BpeMs Iepeaadyd JaHHBIX.
OTtoOpaskaeTcst TOJBKO B paszeic TOYKa gocTyna.

ACK Ecnu nepexirouarens CABUHYT BIEBO, MApUIPYTU3aTOP OTBEYAET Ha
3aIpoCHI.

Ecnum  mepexmrouarens CABHHYT BIPAaBO, MAapUIPyTH3aToOp He
OTBEYAET Ha 3aIPOCHI.

Haxxmure knonky COXPAHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

KnueHTt

Ha crpanunne Wi-Fi / KnueHT Brl mMoxeTe HAaCTpOUTH yCTPOHMCTBO B KAyeCTBE KIMEHTA JIJIS
HOJIKITIOYEHUS K OECTIPOBOIHOM TOUYKE JOCTYIa WM K CETH OECIPOBOIHOTO MHTEPHET-IPOBaiiaepa
(WISP).

= <{wuM KnueHT |

Wi-Fi-knueHTt

Bbl MOXETe HaCTPOMTL YCTPOWCTBO B KAYECTBE KIIMEHTA AN NoAKIoHeHua K 6ecrpoBoHOA ToYKe [OCTYNa UK K CeTH
6ecnpoBogHOro MHTepHeT-nposaigepa (WISP).

® BioumTs

@ EBeuats GecnposoaHyto ceTb 2.4 Ty
@ Ecnm NEPEKOYATENL BELAHWA CETH CABHHYT BIEBO, yCTpOﬁCTBE He
MOrYT NoAgKII0YaTeCA K Wi-Fi-ceTn MapwpyTnsatopa. (lpu 31oM
MapLUPYTU3aTOP MOXET NOAKMOYATECS K APYrof Touke JocTyna B

xavecrse Wi-Fi-kmenta.

Moaknioderue K ceTu

BbiBpath ceTb U3 cnucka -

NMPUMEHWTb

becnpoBofHbIe CETU OBHOBUTL CNIUCOK

Wma ceTwn (SSID) HacTpoiiku 6ezonacHocTH KaHan
= [SDK2] DIR-620-2097 [WPA2-PSK] [AES] 9
%% DIR-825-799B [WPA2-PSK] [AES] 1

PucyHok 126. Cmparuya 05151 HacmpoUKU Mapuwpymu3amopa 8 Ka4ecmee KiueHma.

YroObl HACTPOUTH YCTPOICTBO B Ka4eCTBE KIIMEHTA, CABUHBTE MepeKiodaTesi BKNHOYMTL Bripago.
ITpu 3TOM Ha cTpaHuUIlEe OTOOPAXKAIOTCS CIEAYIOIINE IEMEHTHI:

MapameTp Onucanne

Ecmu  mepexiroyarens CIOBUHYT BIIEBO, YCTPOWCTBA HE MOTYT
Bewartb 6ecnpoBoaHyo| nogkiouarbess k- Wi-Fi-cetn  mapmpytusaropa. [lpu  stom

cetb 24 Ty MapLIpyTH3aTOP MOXKET MOAKIIOYAThCS K IPYrol TOYKEe JOCTyIa B
kauectBe Wi-Fi-knuenra.

MNMoakntoyeHue k cetn | CriocoO MOAKITIOUEHHS K JPYroi TOUYKE TOCTYyIA.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

B pasmene becnpoBoAHble CeTU oToOpa)kaeTcs CIHCOK JOCTYIHBIX OECIPOBOIHBIX CETEH.

YroObl Ha cTpaHMIIe OTOOpa3uiach camasl akTyalbHas MH(OpMAIMA O TOCTYHHBIX OECIIPOBOIHBIX
cersix, Haxxmute knonky OBHOBUTb CMUCOK.

UToObl MOAKIIOYUTHCS K KaKOH-IHOO CEeTH M3 CMHCKA, BBIACTUTE HEOOXONUMYIO ceTh. CIBUHBTE
nepekiroyares [lapameTpbl CeTU BmpaBo, uyTOOBI B OKHE OTOOpasmiach Oosiee MOApOOHas
uHPOpPMAIUSI O CETH, K KOTOPOH MOJKITIOUASTCS MapiIpyTu3aTop. Eciau 1is moJKIroueHus K 3TOH
CeTH HYXEH TMapoyib, BBEIUTE €ro B COOTBETCTByIomee mone. Haxmure KHONKY

NOAKIIYNTBLCA.

YT1oObl MOAKIIOYMTECS K CKPLITOM CETH, B pacKpbiBaromemMcs crucke [NogknioveHune K cetu
BbIOepuTe 3HadcHUEe MOAKNIOYUTBLCA K CKPbITOM CeTU. Beeaurte Ha3BaHue cetd B none UMsA
cetn (SSID). Eciu neobxomumo, 3amonaute none BSSID. 3arem BbiOepuTe HEOOXOMUMBIH THII
ayrentudukanuu B curcke CeTeBas ayTeHTUMKaums.

Jlnst tunoB cereBoit ayreHtudukaimu Open u WEP na crpanuiie oToOpakaroTCs CIEIyIOIINe
HaCTPOUKHU:

MapameTp OnucaHue

Tonvko 05 muna aymenmugurxayuu Open.

YtoOmI aKTUBUPOBATh WEP-umdposanue, CIBUHbBTE

Bkniountb nepexiodarenb BrpaBo. Ilpm 3ToM Ha cTpaHuie OTOOpassTcs
wudposaHne WEP packpeiBaronmiicss cnmcok Homep kKnw4va no ymon4yaHuio,
nepekitouareas Knrow wndposanma WEP kak HEX u detsipe
noist Koy wudppoBaHus.

Homep kntoya no Homep imroua (oT 1-ro g0 4-10), KOTOpBIA OyIeT MCIOJIB30BaThCS
yMos4yaHu1io s WEP-mmudpoBanus.
Knrou wudcposaHus CaBuHBTE NepeKITFoYaTeb BIIPABO, 9TOOBI 3a/1aTh
WEP kak HEX [IECTHAIIIATEPUIHOE YHCIIO B KAYECTBE KITF0YA s U(POBAHHUS.

Kmtoun nns WEP-mudpoBanus. Ilpu mmdpoBanuu ucnonszyercs
KJIF0Y, HOMEp KOTOPOTO yKa3aH B pacKkpsiBatomemcs crucke Homep
KnoYa Mo ymonyaHurw. HeoOXomuMo 3alojHUTh BCE OIS,
Haxvure Ha 3Hadok [lokasaTb (&), 4rtoObl O0TOOpa3sUThH
BBEJICHHBIN KJIIOY.

Jns TunioB cereoii ayrentudukaiun WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTPaHHIIE OTOOPAKAIOTCS CIACAYOIINE TTOJISL:

MapameTp OnucaHue

Maponb PSK [Mapons  gns WPA-mmudpoBanus. Haxmure Ha  3HAYOK

Knoy wudcgpoBaHus
(1-4)

MNMoka3aTb ( & ), uToOBI 0TOOPA3HUTH BBEICHHBIN MAPOIIb.

Tun wundpoBaHusa Mexanusm mmdpposanus: TKIP, AES wi TKIP+AES.

[Mocne 3ananus napamerpoB Haxxmute kHonky MPUMEHUTD.

Ctpanunua 170 ns 272



DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

[Tpu moaxiIroYeHHH K OECHpPOBOJHOW TOYKE AOCTyma KaHal OecmpoBomHoi cetu DWM-312W
ABTOMATHYECKH TMEPEKITFOUNTCS Ha KaHAT 3TOW TOYKH JOCTYTIA.

Kpome Toro, Ha cTpanuiie otoopasutcs pasziaen UHcpopmaums o noaknoveHUm, B KoTopom Bl
CMOJKETE MMOCMOTPETh CTATYC MOAKIIOYCHHS K CETH U OCHOBHBIC €€ IMapaMeTphI.

Ecnu Bel noakmogaerecs kK ceTu 0ecipoBOAHOro nHTepHeT-nipoBaiiaepa (WISP), nocne HacTpoiiku
YCTPOICTBA B KayecTBE KIMEHTAa HeoOxomumo co3nath WAN-COETUHEHHE ¢ COOTBETCTBYIOIIMMU
napamerpamu i uarepdeiica WiFiClient_2GHz.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHUM moayrnem anst AByx SIM-kapt

PyKOBOﬂCTBO nonb3oBarens

HacTtpoika mapwpyTmusatopa

AononHuTenbHO

Ha crpanune pasgena Wi-Fi /| [lononHuTenbHO Bbl MoxeTe OnpeneinTh IOMOTHUTEIbHBIC
napameTpsl, BIusoLIMe Ha padoty Bameil 6ecipoBoiHOM ceTH.

Usmenenus napaMeTpOB HaA gaHHOﬁ CTpAaHUIIC MOI'YT OKa3aTb HCTAaTHBHOC BJIWAHHWC Ha

m  Bamy 6ecripoBOJIHVIO CETb.

JononHuTensHo

JononHutenbHble HacTponku Wi-Fi

Bbl MOXkeTe onpegenuTb 4ONONHUTENbHbIE NAapaMeTpbl, BAnAloLWmne Ha paboTy Baweii 6ecnposogHoit ceTu.

LWupuHa kaHana

Auto v

@ UCrons30BaHMe WMPUHBI OAHOO MM HECKOALKUX KaHANO0B
BECrpoBoAHON CETH OAHOBPEMEHHO

@ Tekywas wupuHa kaHana: 40 My
J  AsTtocornacoeaHue 20/40 (Coexistence)
@ ABTOMaTUYECKOE HIMEHEHME WHPHHBI KaHanNa B 3ar] Dy)KeHHOﬁ cpene

MowHocTe M3nyyexna (B npoueHTax)

100 -

) 3anpeTuTb MyNbTUKAcT

@ 3anpewaert ncnone3osanne multicast-rpagwmra (IGMP, SSDP u 1. n.)
B BECrPOBOAHOH CETH. B HEKOTOPLIX CTYHasaX MO3BOASET MOBLICHTL
NPOH3BOAMTENLHOCTE

@ AnanTuBHLIN pexum

@ VYMEHBLIAET BAHAHME HA PaBOTy APyrix BECrpoBOAHBIX yCTPOHCTE B
3arpyweHHos cpege. MoxeT CHU3UTE NPOU3BOANTENLHOCTS COBCTBEHHON
BECnpoBORHON CETH

NMPUMEHWUTb

B/G-3awmTa

Auto -
Short GI

BxnounTe -

Mepuog Belwanus beacon-dpeidMoB (B MunnucekyHgax)*

100

Mopor RTS (& baiTax)*
2347

MNopor dparMeHTaumK (B GaidTax)*

2346

Mepuoa DTIM (B beacon-dpeiimax)*
1

Bpema 6e3neicTBra A0 OTKNKYEHWA (B cekyHaax)*

0

PucyHok 127. CmpaHuuya 0onosiHumernbHbix Hacmpoek 0151 becripog8odHoU cemu.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

Ha CTpaHUuLEC MPEACTABIICHBI CICAYIOMUC DJICMCHTHI:

MapameTp OnucaHwue

[[Iupuna kanana quis ycrpoilctB ctanaapra 802.11n.

* 20 MI'y — wmentsl crangapra 802.11n pabortaroT Ha
KaHanax mupuHou 20 MI'm.

* 20/40 MI'y - xnwmentsr crangapra 802.11n paGorator Ha
kaHanax mupuHou 20 MI'y wim 40 MI'w.

LLvpuHa kaHana

* Auto - wMapmpyTH3aTop aBTOMAarM4eCKH BbIOMpAeT
HauOoyiee MOAXOMAIIYI0 IIMPUHY KaHaua I KIUEHTOB
crangapra 802.11n.

ChBuHbTE MEpeKIouYaTeab  BIPaBO, 4YTOObI  MapLIPYTHU3ATOP
aBTOMaTU4yeCcKH BbIOMpan mupuHy kaHaia (20 MI'u unu 40 M),
HauOojee MOAXOAALIYI0 il paboTbl C  HOAKIIOYEHHBIMU

ABTOCoOrnacoBaHue . .
yCTpoicTBaMH (Takash HAacTpOMKa MOXET CYIIECTBEHHO CHHU3HUTh

20/40 (Coexistence)
CKOpPOCTH nepcaaiyunu JAaHHBIX B CCTI/I). HepeKnquaT CJIb

oroOpakaercs, ecnmu B cnucke LUMpUMHA kaHana BeigesneHo
sgayenne 20/40 MMy i Auto.

MoLHOCTb U3ny4YeHusa | MomrHocTs nepeaTyuka (B IpoIeHTax).

CnBuHbTE NepeKIIoYaresb BIIPABO, 9TOOBl  3ampeTHTh
MHOTOAJIPECHYI0 pacchlIKy (multicast) ams OecrpoBOmHOI ceTu
Mapmipytusatopa. CIOBUHBTE TMEpEKIIOYaTeNlb  BJIEBO, YTOOBI
3anpeTuTb MynbTUKACT | paspemmuts mnpueM multicast-tpaduka ¢ WAN-coeauHeHus,
BbIJIcIeHHOT0 Ha crpanuie JononHutenbHo /[ IGMP. Ecawu
NepeKIIIoYarelb CABUHYT BIPABO, YCTPOHCTBO HE OyIET JOCTYITHO
10 IOMEHHOMY UMeHH 11 Wi-Fi-KIneHToB.

OyHKIMA 3amuThl  ycTporcTB cranmapra 802.11b u 802.11g
UCTIOJNB3yeTCA ISl YMEHBIIEHHUS KOJIMYecTBa KOH(IMKTOB MEXKIy
ycTpoiicTBamu Bareit 6ecripoBoIHON CeTH.

Bo3MokHBIC 3HAUCHUS:

* Auto — o¢yHkuusA 3aMMTHI BKJIFOYACTCS U BBIKJIIOYACTCS

ABTOMAaTUYECKHU B 3aBUCUMOCTH OT COCTOSHHSI CETH
B/G-3awuTa . .
(pexoMeHayeTcsl, eclii B Bamieid ceTw ecTh ycTpoiicTBa

crannapra 802.11b u ycrpoiicta crangapra 802.11g),

* Always On — (QyHkuus 3amuThl BCerna akTUBHA (Takas
HACTpOIKa MOXET CYILIECTBEHHO CHHU3UTH
MIPOU3BOAUTEIBLHOCTD OECIIPOBOIHOM CETH),

* Always Off — ¢pynkuust 3amuThl Bceraa HeaKTUBHA.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucanHune

3amuTHRIA UMHTEpBal (B HaHOCeKyHAax). JlaHHBI mapamerp
OINpEeNENsieT MHTEpPBAJ MEXAY CHMBOJAMH, IEPEIaBa€MbIMU IIPU

B3aUMOJICHCTBUH MapuipyTH3aTopa c 0eCcrpOBOAHBIMH
YCTPOHCTBAMMU.
* Bknwunte - MapmpyTH3aTOp HCHONB3YET KOPOTKHU
3alIUTHBIA ~ WHTEpBajl, MPOJOKUTEIBHOCTh  KOTOPOTO
Short Gl cocraBiger 400 Hc. Tompko A  peXUMOB  pabOTHI

OecripoBOHOM ceTH, moanepxuBaronmx cranaapt 802.11n
(cM. 3HaueHWE pacKphIBarollerocs circka becnposoaHon
pexum Ha crpanuie Wi-Fi / OCHOBHble HAaCTPOWKM).

*  BbIKNWOUYUTbL — MapHIpyTH3aTOP HCIONB3YET CTaHAAPTHBIN
3aIUTHBIA ~ WHTEPBaJ, NPOAODKHTEIBHOCTh  KOTOPOTO
coctasisgeT 800 Hc.

MNMepuop BewaHusn WurepBan (B MWUIMCEKYHAaX) MEXKIY OTIPABKOH TMAaKETOB IS
beacon-chpenmoB CHUHXPOHH3AIHH OECITPOBOTHOM CETH.

MuHnMaaBEHBEIM pa3sMep IakeTa (B 0OaiTax), IS KOTOpPOTo Oymer
Mopor RTS pasmep ( ), 1 p VL
nepenasarbest RTS-kanp.

MakcuManbHBIi ~ pazMep  HepparMeHTHpyeMoro  (HEIeITUMOro)
Mopor dparmeHTauum | nakera (B Oaiitax). [lakeTsl Oonblero pasmepa (hparMeHTHUPYIOTCS
(pa3buBaroTCS Ha YacTu).

KomnuectBo beacon-¢dpeiimoB mexay ornpaBkoit DTIM-coobmenuii
Mepuvon DTIM (yBemomiieHHii 0 moOCHeayrolel ImupokoBenarenbHoit (broadcast)
WK TpynmnoBoii (multicast) nepenaue).

WutepBan (B CeKyHAAax) MEXAy IpPOBEPKAMH aKTUBHOCTHU

Bpemsa 6e3pencreusa go .
6eCHpOB0)IHBIX YCTPOUCTB, BXOAAIINX B JIOKAJBbHYIO CCTh. Ecnn

OTKNn4YeHus

3aaHO 3HAYCHHUC 0, IMPOBEPKa HC BLIMIOJIHACTCA.

[MTocie u3menenus napameTpos Haxxmure kHonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

MAC-punbTp

Ha crpanuue Wi-Fi / MAC-donnbTp Bol moxere onpenenuts ciicok MAC-aapecoB yCTPOKICTB,
KOTOphle OyayT HMMeTh JOCTyn K OecrpoBoaHOM cerTu, aubo 3amatb MAC-aapeca ycTpOKCTB,

KOTOPBIC HC CMOT'YT INOAKJIFOYAThCA K HEH.

' Pexomennyercs HacrpauBarh Wi-Fi MAC-GUIsTp depe3 HPOBOAHOE MOAKIIOYEHHE K
= DWM-312W.

= < [JononHutensHo MAC-cunbTp |

MAC-punbTp

Bbl MOXETE onpefeniTs cnucok MAC-aapecoB YCTPOMCTR, KOTopblE GyayT MMETL AOCTYN K GecnpoBogHoi ceTn, nubo 3aaate MAC-
aapeca YCTPOICTB, KOTOpPbIE HE CMOryT MOAKIUATLCH K HE.

1 PekomeHayeTtca HacTpaveaTe Wi-Fi MAC-nnbTp yepes NnpoBogHOE NOAKMIOYEHWE K YCTPOUCTBY

MAC-dbuneTp

DWM-XXX
@ OTKMOYEHO

OUNbTPBI +

He co3gaHo HW ogHoro npaevna ans MAC-bunsTpoe

PucyHok 128. Cmparuya 0nsi Hacmpotku MAC-¢bunbmpa 0n1si 6ecripogodHol cemu.
[To ymomyanuto Wi-Fi MAC-GuibTp OTKITIOUEH.

Jns nHactpoiiku MAC-dunbsrpa cHayama HeoOxonumo 3anaTh npaBuia (ykazare MAC-aapeca
YCTPOWCTB, Ui KOTOPBIX OyAyT NPHUMEHSATHCS PEXKHUMBI OTPAHWYCHUH, 3aJaBacMble Ha JaHHOU

crpanute). [Jyis atoro Haxkmute kHonky [JJOBABUTD ( + ).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

[JobaBneHue npasuna X

SSID
DWM-XXX -

@ Ans garHon ceti MAC-ounsTpsl OTKIOYEHB!

MAC-agpec* -

ma*

G) KonmyecTso cHmMBONOB JONMKHO BbITh He Gonee 32

® BwioumTs

COXPAHWUTb

PucyHok 129. OkHo Onist 0obaeneHus npasuna MAC-gunsmpa.

Br1 MmoxkeTe 3aaaTh CJIICAYIOINHEC IapaMETPHhI:

MapameTp OnucaHue

BbecnipoBogHast ceTh, Ui KOTOpoil OymeT AelCTBOBATH JTaHHOE
SSID npaBuio. Beibepute HeoOXoAMMOE 3HAYCHHUE B PACKPHIBAIOIIEMCS
CIIUCKE.

Beemure B moie MAC-aapec ycTpoHcTBa, UIL KOTOPOro Oymer
MAC-aapec ) _~vIpee YeIp . P Y
JeCTBOBATh 3aJaHHBIN PEKUM OTPaHUICHUN.

- HasBanme  ycTpoifictBa  ans  ynoOHOM — HMIEHTU(UKAIUH
MUmsa ycTpouctBa .
(neobsi3amenvHbll napamenmp). MoxeT OBITh IPOU3BOJIEHBIM.

ECJII/I HepeKJIIO‘-IaTeHB CI[BI/IHYT BHpaBO, HpaBI/IJIO AKTHUBHO.
Bknountb CIBUHBTE TEpPEKIOYaTeIb BJIEBO, €CIIM XOTHTE OTKIIIOYUTH
JTAHHOE MTPABHJIO.

[Tocrne 3aganus HeoOxoquMbIX MapamerpoB Haxkmute kHonky COXPAHUTD.

YroObl W3MEHUTh MapaMeTpbl CYIISCTBYIOIIETO MpaBwia, B pasaene ®OURBTPbI BbIOEpHUTE
HEoOX0MMOEe MPABHJIO W HAXMUTE JICBYIO KHONKY MBINIA. B OTKpHIBIIEMCS OKHE W3MEHHTE
HacTpoiiku u Haxxmute kHoky COXPAHUTD.

YroObl ymaiuTh KakKoe-THOO TPABWIO C JAHHOH CTpaHUIBI, B pasueic ®OUNLTPbI yCTaHOBHUTE
¢GraxoK, pacloJOKEHHBI cJeBa OT COOTBETCTBYIOUIETO TMpaBWiIa, W HAXMHUTE KHOIKY

YOANUTB ( [ ).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBO,EI,CTBO nonb3oBartens

ITocne 3aganus IpaBUJI H€06XOI[I/IMO HAaCTPOUTH PCIKUMBI OFpEIHH‘ICHPIfI.

YroOBl OTKpPHITH OECHPOBOAHYIO OCHOBHYIO HJIM JONOJHUTEIBHYIO CeThb Ui ycTpoiictB, MAC-
azpeca KOTOPBHIX yKa3aHbl Ha JAQHHOM CTpaHWIE, W 3aKpHITh €€ JUII BCEX JPYTUX YCTPOHCTB,
BBIJICTIUTE CTPOKY CETH M HAKMHUTE JICBYIO KHOIKY MBIIIM. B OTKpBIBIIEMCS OKHE CIABHHBTE
nepexiouarens Bknountbe MAC-dunbTp Brpaso. [lpu 3ToM 0TOOpa3HTCS PacKpBIBAFOLIHIACS
crricok Pexxum orpaHmyeHun MAC-cunbTpa. Beibepure 3nauenrne Pa3pelwartb u HaKMHUTE
kHonky COXPAHUTD.

YroObl 3aKphITh OECHPOBOJHYIO CETh JUIsl YCTPOWCTB, ajJpeca KOTOpBIX yKa3aHbl Ha JaHHOMN
CTpaHHile, B packpsiBaromemcs: corcke Pexum orpaHnyeHun MAC-cdunbTpa Bbigenute
3HaueHre 3anpewaTb u Haxvute kHonky COXPAHUTD.

YToOBbI HACTPOUTH pacnucaHue padoThl A npasmwia MAC-¢uisTpa, HOKMUTE Ha 3HAYOK 3aAaTh

pacnucanue ( (D) B cTpoke 5TOro npasuiia. B OTKPBIBIIEMCS OKHE B PACKPHIBAOLIEMCS CIIMCKE
MpaBuno Bribepute 3HaucHne Co3AaTb MPaBUIIO, YTOOBI CO3/1aTh HOBOE paciucaHue (CM.
pasnen Pacnucanue, ctp. 242) win BbiOepute 3HaucHue BbIOpaTh cyuwiecTBylowee, 4ro0s
BOCIIOJIB30BAaThCsl  yXke cyniecTByromuM. CyIIeCTBYIONIME pAclUCaHUs OTOOpaKalTCs B
packpbiBaroiemcs ciucke UMs npasuna.

Yro0b! akTuBHpOBaTh NpaBuiio MAC-¢puibsrpa Bo BpeMs, yKa3aHHOE B PACIIHCAHUH, ¥ OTKIIOYHUTh B
OCTallbHOE BpeMs, BbIOepuTe 3HaueHHe BKMHOYMTL NPaBUIO B PacKpPBIBAIONMIEMCS CIHCKE
DenctBue u naxxmure kionky COXPAHUTD.

YrtoOb! oTKITIOUNTE TTpaBmwio MAC-¢guisTpa Bo BpeMsi, YKa3aHHOE B PaCFCAHUH, U aKTUBUPOBAThH B
oCTambHOE BpeMs, BbiOepuTe 3HaucHHe BBIKMIOYUTL MPaBUNO B PaCKPHIBAIOIIEMCS CITHCKE
HDenctBue u naxxmure knonky COXPAHUTD.

UroObl M3MEHHUTh WM YIAJIUTh PACIHCAHHUE JJIs KAKOrOo-IMOO TpaBHiia, HAKMUTE HA 3HAYOK
PepaktupoBatb pacnucaHue ( (Y ) B CTpoke 5TOro npapmia. B OTKpHIBIIEMCS OKHE U3MEHUTE

napametpbl u Haxkmure KkHomky COXPAHWUTb wm naxmure xHonky YOAJIUTb W3
PACIMUCAHUA.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHuM moayrnem Ans Asyx SIM-kapt HacTpolika maplupyTusatopa

PyKOBOD,CTBO nonb3oBarens

LTE-mo0em

JlaHHBIH pa3nen MeHIO NMpeaHa3HavYeH s paboTsl co BcTpoeHHbIM LTE-Momemom.

Ecnmu nns SIM-kapthl, ycranosieHHou B LTE-moznem, He oTkimtouena mpoepka PIN-koga, B mpaBoM
BEPXHEM YTy CTPaHUIIbI 0TOOPA3UTCsl COOTBETCTBYIOLIEE YBEIOMIICHHUE.

ﬂ YeegomMNeHKe
SIM-kapTa sabnokuposaHa

-+ MOOEM 1: BEECTH PIN

X

PucyHok 130. YeedomrneHue o nposepke PIN-koda.

Haxxmure knonky BBECTWU PIN u Beemure PIN-kox B okne BBoa PIN. Haxmute Ha 3HauOK
Moka3aTtb (), yToObl 0TOOpa3UTh BBEeACHHBIN Ko/, 3ateM Haxkmute kHonky MTPUMEHUTDb.

Beog PIN

[:D Yircan oomoeiwach nonsimor: 3

PucyHok 131. OkHo 0ns egoda PIN-koda.

Ctpannua 178 ns 272



DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOﬂCTBO nonb3oBarens

OCHOBHbIE HAaCTPOMNKH

Ha crpanune LTE-Moaem / Mogem 1 / OcHOBHblIe HAaCTPOWKKU Brl MoxeTe MmpocMarpuBath
uHopmaruio o BcrpoeHHoM LTE-moneme, uamennts PIN-kon aktuBHOM SIM-kaptel LTE-Moznema,
OTKJIFOUUTH WM BOCCTaHOBUTH NpoBepKy PIN-kona u BeIOparh akTHBHYI0 SIM-KapTy.

OCHOBHbIE HACTPOWKK

BEIKNHYUTE NKTAHME

VHpopmaLma MHpopMaLma o ceTu

Moasne ECZE Pamim
MNpowzEoguTEnR Quecte W geHmmduakaTop coTw 1603458617
IMEI 353389110207107  MuwanazoM EUTRAN band 7
WHTepdelic unetl Eclo -2
PeBuzua ECISEFARDGADSMAG  TAC 162
CepuiHuii HoMep - RSSI -B0 gEm
RSCP -BT nEm
RSRP -101 gEm
RSRQ -9 ab
CIMNR 9.0 g6
YpOBEHE CHrHana il sas
Hazeanwe onepatopa "beeline Beeling
PoysHr BrixnioueH

IMS1

Craryc PIN Yorpodicreo pazfnoxwposano
SMS 3
BIKMOYUTE 3ANPOC PIN-HOOA

CMEHA PIN-KOOA

UssD

AKTWEHAA 5IM-KapTa
® sIMA
O sIMB
Cnwucok 5IM-kapT

P 5 Craryc PIN SMS
SIM A 250998556309617 Ycrpoficrao paafinokmpoBaro B
5IM B - YeTpo#cTa 3aBnokMpoBaHo Hew3agecTHD

PucyHok 132. Cmparuya LTE-modem / Modem 1/ OcHOBHbIe HacmpoUKu.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

ITo ymonmyanuto nuranue LTE-mMonema BxitoueHo. Eciu Bel He xoTuTte ucnons3osars LTE-mMonem,
Haxxmure kHonky BbIKITIOYUTb MUTAHUE.

Ecnu nuranue LTE-Moaema BKJIFOYCHO, Ha CTPAaHUIC NOCTYIIHBI CJICAYIOMNC NaHHBIC:

MapameTp OnucaHue

NHudopmauus

VYcinoBHOE  OyKBEHHO-IIM(PPOBOE  OOO3HAYCHHE  OMPEACIICHHOM

Mopenb
momudukanuu LTE-monema.

Mpounssoautenb Kommnanus-npoussoaurens LTE-mMonema.
(International Mobile Equipment Identity)
IMEI YHUKaIbHBIA ~ MEXAYHAPOAHBIH  WACHTU(UKATOP MOOUIBLHOTO
ycTpoiicTBa. 10T Kof Xxpanurcs B namsatu LTE-monema.
UHTepdenc Ha3zBanue cereBoro untepdetica.
PeBususa Bepcus Buytpennero [10 LTE-monema.

o . VYHUKANbHBIN  HUACHTUDUKATO IPUCBAUBAEMBIN CTPOUCTB
CepuiHbIM HOMep . P p, TP ye1p Y
KOMITaHUEN-TTPOU3BOJUTEIIEM.

UHdopmauusa o cetu

Pexum Tun cetu, k koropoit noakiroueH LTE-monem.

VHUKaJIBHBIA HOMEp Ul WACHTU(PHUKAIWK TpUEeMOIepeaaone
NpeHTucpukaTop cotbl
CTaHIIMH.

Ownana3soH YacroTHblil 1uana3oH, B kotopoMm padoraet LTE-monem.

(Energy per Interference Ratio)

Eclo OTHOIIIEHHE YPOBHS TIOJNIE3HOTO CHWTrHajda, npuHuMaemoro LTE-
MOJEMOM, K YPOBHIO ITOMEX.

(Tracking Area Code)

TAC
Kox 30HEBI oTCIIEKUBaHUA.
(Received Signal Strength Indicator)
RSSI
MountHocTs curnana, npuaumaemoro LTE-monemomM.
(Received Signal Code Power)
RSCP CpenHee 3HaueHUE MOIIHOCTM CcHUrHana, npuHuMaemoro LTE-

MOJIEMOM.
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PyKOBOﬂ,CTBO nonb3oBarend

MapameTp OnucaHue

(Reference Signal Received Power)

RSRP Cpennee 3HaueHne MouiHoctu npuHATHIX LTE-MonemMoM munoTHbIX
CUTHAJIOB.

(Reference Signal Received Quality)

RSRQ
KauectBo npunsateix LTE-Mo1eMOM NMUIIOTHBIX CUTHAJIOB.
(Carrier to Interference + Noise Ratio)
CINR OTHOLIICHHE YPOBHSI MOJE3HOTO curHajia, npuHumaemoro LTE-
MOJIEMOM, K YPOBHIO IIOMEX U IIyMa.
YpoBeHb pamuocursHana Ha Bxoae B npueMHuk LTE-monema.
YpoBeHb curHana HyneBoli ypoBeHb CUrHajia MOKa3bIBaeT, 4TO Bbl HaxoauTech BHE

30HBI JIEUCTBUA CETH ONEPATOpA.

Ha3Banme omeparopa COTOBOW CBsI3M, KOTOPBIA OO€cCIeUnBaET
HasBaHue onepaTtopa
MOJKIIIOYEHHE K CETH.

Craryc pexxuma poyMuHra yctaHoBieHHoud B LTE-monem aktuBHOM

PoymuHr

y SIM-KkapThbI.
(International Mobile Subscriber Identity)

IMSI YHUKaIbHBIA MEXKIYHAPOIHBIN HISHTHU(PUKATOP aOOHEHTa. DTOT
kon1 conepxkutcs Ha SIM-kapte LTE-monema.
Craryc 3anpoca PIN-xoxa ycranonennoit B LTE-monem aktuBHO#

Cratyc PIN Y P Yy A

SIM-KkapTsbl.
Uncmo  TEKCTOBBIX  COOOIIEHUH, XpaHSIIUXCS B  MAMSTH
yctaHosneHHoU B LTE-mMonem aktuBHOM SIM-KapThl.

SMS

Haxmute Ha 49ucio cooOmeHuil B CTpOke s Iepexoia Ha
crpanuity LTE-monem / Mogem 1 / SMS.

Ecin nns axtuBHOM SIM-kaptel LTE-monema He oTkmroueHa npoBepka PIN-konma, Ha crpaHuie
orobpaxkaercs kHorka BBO[, PIN.

Ecnu Bol xotute 3amperuts 3amnpoc PIN-kona, Haxxmure knonky BbIKITHKOYUTb 3AIMPOC PIN-
KOJA (xuomka orobpaxaetcs, eciu 3anpoc PIN-koma BKitodeH). B OTKpBIBIIIEMCSI OKHE B TIOJIE
PIN-kop Beeaute Tekymmii PIN-kox u Haxkmure kaonky BbIKITIOYUTDb.

Ecnu Bsl xotute paspeumts 3anpoc PIN-koxa, naxkmure kHonky BKITHOYUTb 3AMNPOC PIN-
KODOA (xuormka otobpaxaercsi, eciu 3ampoc PIN-koma oTkitoueH). B OTKphIBIIEMCS OKHE B MOJIE
PIN-kop BBeaure PIN-kox, medcCTBYyrOIMi Ha MOMEHT OTKJIroueHHs 3ampoca PIN-koma, a 3arem

Haxxmute kHonky BKITIOUYUTD.
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PyKOBOﬂ,CTBO nonb3oBarend

Ecimu Bbr xotute wusmenuth PIN-xox, naxmure kHonky CMEHA PIN-KOOA (kHomka
otoOpaxaercs, eciu 3anpoc PIN-kona BkiatoueH). B oTkpeiBiIeMcs OkHE BBEAUTE IEHCTBYIOIINN
xox B moie PIN-koa u nossiii kox B nons HoBbin PIN-kog u MoareepxaeHue HoBoro PIN-
KoAa, a 3areM Haxkmute kKHoky COXPAHUTD.

Ecnu npu BeinmonHeHnn kakoil-nu6o omnepanuu ¢ PIN-koqoM Bbl TpmkIpl BBeaeTe HENpaBHIbHOE
3Hauenue B nojie PIN-koa (xommuecTBO ocraBimxcsi monbIToK BBoma PIN-koma oroOpakaercs B
okHe BBoJa PIN-kona), SIM-kapra LTE-Monema Onokupyercs.

Beog PUK *

L]

L 3]

PucyHok 133. Cmparuya LTE-mo0dem / Modem 1/ OcHoeHble Hacmpoliku. OkHo 05151 soda PUK-koda.

Jns naneHeiiiero ucrons3oBanus kaptel Haxmute kHonnky BBO[ PUK, Beenure ee PUK-kon B
COOTBETCTByIOIIee TMMojie, a 3areM BBeauTe HOBBIH PIN-kom B momsix HoBbiM PIN-kop u
MoaTBepxaeHne HoBoro PIN-kopa. Haxwmure Ha 3Hadok [lokasaTtb (& ), 49ToOBI
otoOpa3uth BBeneHHbIe 3HaYeHus. Haxxmure kHonky MPUMEHUTD.

Jlns nepexona Ha crpanuity LTE-mopem / Moaem 1 / USSD naxmvute knonky USSD.

Ha crpanunax OcHOBHble HacTpouku, SMS u USSD orobpaxkarorcsi TaHHbIC U JOCTYIIHBI
ANIeMEHTHI ynpaBiaeHus A akTuBHOM SIM-kaptel LTE-monema. UtoOsl BbiOpaTh akTHBHYIO SIM-
KapTy, KOTopasi OyJeT HCIONB30BATHCS 0 YMOIYAHHIO ISl YCTAHOBKA MOOMIBHOTO COCAMHEHHUS,
BBIOCPUTE COOTBETCTByIOLIee 3HaueHue B pasnenic AKTMBHaA SIM-kapta. Ilocne usmeHeHus
akTuBHOM SIM-KapThl HEOOXOAUMO BBIOPATh cOOTBeTCTBYIOMICe WAN-COSTMHEHUE TI0 YMOITIaHHIO
na crpanuiie Hactponka coeguHeHun | WAN (cm. B pasnen Hacmpoiika coedunenuii, cTp.
73).

SIM-kapTa aBTOMATHYE€CKH CTAaHOBUTCA AaKTUBHOM, €CJIM MPHUBSA3AHHOE K HEW COEIMHEHUE
Ha3HayaeTcss WAN-coennHeHreM 110 ymodanuio Ha crpanuiie Hactponka coeguHeHum /| WAN
(cM. B paznen Hacmpoiika coedunenuii, ctp. 73) win noiydaer O6osiee BBICOKHIM MPUOPUTET, YeM
CoeWHEHne, MpuBs3aHHOe Ko BTOpoit SIM-kapre LTE-momema, Ha crpanune HacTpounka
coeauHeHun /| PesepBupoBaHne WAN (cwm. B pasznen Pesepsuposanue WAN, ctp. 124).

YroObl mocMoTpeTh cBefeHust 00 mueHtudukatope abonenta (IMSI), craryce BBoma PIN-koma u
xonmmuectBe SMS Ha kaxaoi u3 SIM-kapt LTE-moznema, B pasnene Cnucok SIM-kapT Beibeprte
COOTBETCTBYIOLIYIO CTPOKY B TaONIuUIE.
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PyKOBOﬂCTBO nonb3oBarens

SMS

[Ipu momy4yeHnn HOBOTO TEKCTOBOTO COOOIICHHUSI B IMPABOM BEPXHEM YLy CTPAHHMIBI OTOOPAa3HTCS
cootBercTByoIIee yBegomienue. Haxmure kHonky MOCMOTPETbD. Ilocne Haxarusi Ha KHOTIKY
otkpoercs crpannna LTE-moaem / Mogem 1 / SMS.

Ha crpanunie LTE-mopnem / Mogem 1 / SMS Bri MoxeTe co3maTh ¥ OTIPAaBUTh TEKCTOBOE
coo0ImeHue, a TakKe MPOCMOTPETh UCTOPUIO M CTATyC OTIPABJIEHHBIX M IMOMYYEHHBIX COOOIIEHHH,
XpaHALMXCS B NaMATH aKTUBHOU SIM-KapThl.

SMS: SIM B
DUneTp coobeHnii

Bxoprwme -

BxojsAlme OBHOBHTE

l:‘ Aata u spema o Coo6LyeHne Crartyc

OTEETHTb
D 02.11.2020 11:30:45 79209548809 Sms to device for check Mpo4dTaHo

MEPECNATb

OTBETWTb
D 02.11.2020 11:42:31 79209548809 From phone to dlink in device MpouynTaHo

NEPECNATEL

PucyHok 134. Cmparuua LTE-modem | Modem 1| SMS. Bknadka SMS.

Yrober Ha BkIagke SMS oroOpasuirch Bce BXOIAIINME WM HCXOMAIIME COOOIICHHMS, BBIICIUTE
COOTBETCTBYIOIIIEE 3HAUYCHHE B pacKphIBaromeMcs criucke PUNbTP COOOLWEeHUN.

Yrobbl B pasaenie 0ToOpasuiiach camasl akTyajabHas HH(GOPMAIHMS O TONYYCHHBIX U OTIIPABIEHHBIX
coobmenusx, Haxmure knonky OBHOBUTbD.
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PyKOBOD,CTBO nonb3oBarens

Yro0Bl CcO31aTh U OTIIPAaBUTh TEKCTOBOC cooneHI/Ie, HaXMHUTE KHOIIKY HoBoe cooneHMe

4,

HoBoe coobuieHne

Homep

NOBABUTb
CoobweHne™

Bsegure coobuieHue. ..

BeejgeHo cumBeonos: 0

PucyHok 135. OkHO Ot co30aHusi HO8020 MEKCM08020 COObWEHUS.

B otkpeiBiemcst okue B nojie HomMep Beeaute HOoMep Tenedona mosydarens. Eciau HeoOXoaumo
OTIPaBUTh TEKCTOBOE COOOIICHHE HAa HECKOIBbKO HOMepoB, Haxkmure kHonky [JJOBABWUTb u B
otoOpasuBIIieiicss cTpoke BBeaute Homep Teiedona. B monme CoobueHune Beeaute Tekct SMS-
coobOmenus u Haxxmute kHonky OTNPABUTD.

UTo0B!I yIanuTh Kakoe-T11u00 COOOMICHHEe, YCTAaHOBHUTE (UIAXKOK CIIeBa OT COOTBETCTBYIOIICH CTPOKU
F—N
Tabnuusl 1 Haxkmute kHonky YOAJIUTD ([1)).

UroObl OTBeTUTh Ha BXozsmiee coobmenue, Haxmute kHonky OTBETUTb B crpoke,
COOTBETCTBYIOIIEH COOOIIEHUIO.

Yrtobbl mepecnarh Bxomsiiee coobmienue, Haxvute KHonky [MEPECJIATb B crpoke,
COOTBETCTBYIOIIEH COOOIIEHUIO.

Ha Bxnanke MamMate SMS Ber moxere nmpocMoTpeTs HHGOPMAIUIO O KOJTHYECTBE COOOIICHUH 1
cocTostHIH maMsaTu SIM-kapTel.

Mamate SMS

MamaTe SMS: SIM B

BroaAwme: 4
Woxogawme: 1
Beero:

Mnonb30BaHo NaMATIA:

PucyHok 136. Cmparuua LTE-modem / Modem 1/ SMS. Bknadka Mamssmbs SMS.
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PyKOBOD,CTBO nonb3oBarens

USSD

Ha crpanunie LTE-mopnem / Mogem 1 / USSD Bri moxere ormpaButh USSD-koMaHIy st
aktuBHOU SIM-KapThi'.

USSD (Unstructured Supplementary Service Data, necmpyxmypupogannvie OONOIHUMENbHbIE
cepeucHble OaHHble) — OTO TEXHOJOTHS, KoTopas obecrmeunBaeT OOMEH COOOIICHUSMU MEXIY
A0OHEHTOM U CIEIHMAIBHBIM MPUIOKEHUEM OIepaTopa MOOWIBHOM CBSI3U B PEKUME pPEajbHOIO
BpemeHH. USSD-koMaH/bl 4acTO UCIONB3YIOTCS sl mpoBepku Oamanca SIM-kapTel, moidydeHHUs
uHbopMaIuK 0 Tapu(HOM IMIIaHe, MaKeTax YCIyr U T.II.

USSD: SIM B

Bul MOMETE OTNPaBMTE USSD-3anpoc

PucyHok 137. Cmparuua LTE-modem / Modem 1/ USSD.

B none Homep Beemute USSD-komanay u Haxkmure kHonky OTMPABUTb. Yepes nexoropoe
Bpems B ojie OTBET o0ToOpas3uTcs pe3ylibrar.

11 O6Gparurecy k Bamemy omepatopy Ui momydeHHs wuHpopMmanun o0 ucmomszyeMbix USSD-komaHmax u ux
(byHKIUSIX.
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HononHumenbHoO

B nanHoM pasnene MeHIO mMpeacTaBieHa paclIUpeHHass BEPCUSl HACTPOECK MapIIpyTH3aTropa. 31ecCh
Br1 moxkeTe:

* cosnarb win penaktuponarb VLAN-ceTu;

* ucnonb3oBate LAN-mopt mapupyTusaropa B KauecTBe jpomnonHureiabHoro WAN-nopra, a
Takke ucrnonb3zoBate WAN-niopT B kauectBe LAN-nopTa;

*  100aBUTH CEPBEPHI IMEH;
* nHactpouts DDNS-cepsuc;

* HACTPOWTH ABTOCOIIIACOBAHHME WU BPYYHYIO HACTPOHUTH CKOPOCTh M PEXHUM AyIUIEKca s
kaxjaoro Ethernet-nopra mapmipyrtusaropa;

*  HAcTPOUTH (PYHKIUIO YBEIOMIICHUS O IPUUMUHE OTCYTCTBUS UHTEPHET-COCTUHEHHUS;
*  ONPEIEIUTh CTAaTHUECKUE MAPILPYTHI;

* Hactpoutb kimeHTa TR-069;

*  aKTUBUPOBATHh (PYHKIHUIO 3epKATHUPOBAHUS MIOPTOB MAPIIPyTH3ATOPA;

*  pa3pemmTh Ucnoap3oBaHue nporokona UPnP IGD;

*  aKTUMBHUPOBATh BCTpoeHHOE npuiiokenne UDPXY;

*  pa3pemmTh MapIIPyTU3ATOPY UCTIOIB30BaTh MpoTokoi IGMP;

*  pa3pemmTh MaplIpyTHU3aTOpy UCIoiab30Barh npotokon RTSP, akruBupoBare mMexanusm SIP
ALG u ¢pynkuuu PPPoE/PPTP/L2TP/IPsec pass through.
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PyKOBOD,CTBO nonb3oBarens

VLAN

Ha crpannne [JononHutenbHo / VLAN Bsl MoxeTe penakTUpOBaTh CYIICCTBYIOIIUE WITH
co3laBaTh HOBbIe BHpTyalbHble cetd (VLAN), Hampumep, Ajs pasrpaHUueHHs Tpaduka HIH
co3aHus JonoaHuTeNbHbIX WAN-uHTep¢eiicos.

[To ymonuanuio B cucteMe MapiipyTtusaropa co3gano 2 VLAN-ceTu.

* LAN — s LAN-unTepdeiica, conepxut LAN-nopt u Wi-Fi-cetn. Bel He MoxeTe ynanuTh
nannyto VLAN-ceTb.

*  WAN - mna WAN-untepodeiica, conepxut nopr WAN/LAN. Bel MmoxkeTe peqakTHpOBaTh
nanHyro VLAN-ceTh Win yianurh ee.

= < ussp

VLAN

Bbl MOXETE CO3AaTh rpynmnbl MHTepheHCoB M NOPTOB MapLIPYTU3aTopa, HanpUMep, AN Pa3rpaHUYeHUs Pa3nuuHbIX TUMOB TPatKKa.

Cnmcok VLAN +

\:l VLAN ID Mms TernpoBaHHble NopTbl HeTteruposaHHble NopTbl
] - LAN - DWM-XXX, LAN
] - WAN - WAN/LAN

PucyHok 138. Cmparuya JononHumenbHo / VLAN.

Hns toro utoObl no0aBuTh HererupoBaHHBI LAN-mopr wmm nocrynueie  Wi-Fi-cetn B
cyniecTByroIyr win HoByl0o VLAN-ceth, ux HeoOxoaumo uckimounts u3 cetu LAN Ha maHHOM
crpanune. s srtoro Beioepute ctpoky LAN. Ha oTkpeiBmIciics cTpaHuiie B cruicke TWUR s
anieMeHTa, coorBeTcTByomero LAN-niopry win Wi-Fi-cetn, BoiOepute 3HaueHue WCKMKOYEH u
Haxxmure kaonky MPUMEHUTD.
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Uro0sl co3nath HOBY10 VLAN-cets, Haxkmute kHonky JJOBABUTD ( + ).

= <{vaN VLAN/[obaBneHue i

VLAN WMHTepdelic

Ecnu dyHKuma "Co3gath MHTEpdeidc" oTknloueHa, To VLAN-ceTb
Wmsi* 6yaet paGoTaTb B PeXUME MOCTa M MaKeTbl, NPOXOAAILME Yepes
Hee, He GyﬂyT OTCNeXunBaTbCA.

@ KOMM4YecTso C1MBOSIOB A0/MKHO BbiTh He 6onee 32 ) CDB,D.aTb MHTEdeeﬁC
VLAN ID*
Qos*
0
MopTbl
WAN/LAN LAN
Twun Tun
TernpoBaHHbIVt - WckntovyeH -

BecrnpoBoaHble MHTepdelics

DWM-XXX

=
J;\ Tun

Wckniover -

NPUMEHWUTb

PucyHok 139. CmpaHuuya dobasneHusi VLAN-cemu.

Bbl MoxeTe 3a51aTh clieAyIoLe napameTpsbl:

MapameTp OnucaHwue

Uma Hazpanue VLAN-cetu 11 ynoOHOM naeHTU UKL,
VLAN ID WNnentudukarop VLAN-ceTn.
QoS MeTka prOpHUTETa JUTS TIEPEaaBaeMoro Tpaduka.

CnBuHBTE TMEpeKIIoUaTeNlb BIPaBO, 4YTOOBI co3daTh HHTEp(eEiic,
KOTOPBIN MOXKET UCIOJIb30BaThCsl pu co3nanuu WAN-coequHeHu .

Co3paTb UHTEPMENC | Chpunsre mepexirouarens BiIeBo, uto6sr VLAN-cets paGoTana B
pexume Mocrta. Takod THUI CETH OOBIYHO HCIOJB3YeTCS IS
noakmoueHus [PTV-npucraBok.
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MapameTp OnucaHue

BriGepute THI A7 KaXXA0ro MopTa, Bxonsuiero B gaHHyro VLAN-
CETh.
* HeTerMpoBaHHbLIN — uepe3 yKasaHHBIM mOpPT OydeTr
IIPOXO/IUTh HETETMPOBAaHHBIN TpaUK.

MopTbl * TernpoBaHHbIA — uepe3 yKazaHHBIA MOpT OymeT
NpOXOAUTh TerupoBaHHbll Tpaduk. Ecmu B VLAN-ceTb
no0aBiieH XOTs Obl OAMH TOPT TAKOTo THIMA, HEOOXOIUMO
3anonauTh ot VLAN ID u QoS.

OcraBbre 3HaucHue WCKIOYEH Ui MOPTOB, HE BXOISIIUX B
nannyto VLAN-ceTb.
Beibepute 3HaueHue HeTernpoBaHHbIN s kaxaoro Wi-Fi-
BecnpoBoaHble unrepgeiica, Bxoxsuero B faHHy:0 VLAN-ceTs.
UHTepdenchbl OcraBbre 3HaucHue WMcknwodeH s Wi-Fi-uarepdeiicoB, He
BXOJAIIKX B TaHHYI0 VLAN-ceTsb.

Haxxmure kHonky MPUMEHUTD.

YroObl pemakTHpoBaTh cymiecTByouylo VLAN-ceTh, BbIOEpUTE COOTBETCTBYIOLIYIO CTPOKY
B Tabnuite. Ha oTkpbIBIIelics cTpaHuile n3MeHnTe mapaMmerpbl u Haxxkmute kHonky MPUMEHUTDb.

UroOsl ymanuth cymiectByromyro VLAN-ceTs, ycTaHOBHTE (IIaXKOK CIIeBa OT COOTBETCTBYIOIICH

CTpOKH TabmuIpl 1 Haxkmute kHonky YOAJIUTb (ﬁ ).
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PyKOBOﬂ,CTBO nonb3oBarens

Ha3zHaueHune WAN

Ha crpanune [lononHutenbHo / HasHayeHne WAN Ber moxere ucnonb3oBate LAN-mopt
MapIIpyTH3aTopa B KauecTBe JononHuTeabHoro WAN-mopra, a Takxke ucrnoip3oBatb WAN-NopT B

kauectBe LAN-mopra.

= <{van HasHaueHne WAN |

Ha3HauyeHne WAN

Bbl MOXKETE WCMOMB30BaTh OAMH WM HECKOMBKO NMOPTOB MAapLUpYTU3aTOpa [1s NOAKMIOUEHUs K BHELUHEH CeTW. 1 NopTsl ByayT
MCNonb3oBaThes B kadectse WAN-nopTa. [ins gansHeiwwein HacTporkn neperante Ha crpannuy VILAN

ﬁ WAN/LAN “ LAN

PucyHok 140. CmpaHuya fononHumenbHo / HaznayeHue WAN.

Ucnonb3zoeaHue LAN-nopma e kasuecmee WAN-nopma

Yrobsl HacTpouTh LAN-mopT MapuipyTusatopa Uis HUCHOib30BaHHMs B kadecTBe WAN-mopra,

BBITIOJIHUTE IICPEUYUCIICHHBIC HUXKC ,I[CﬁCTBHSI.

1.

Ha crpannne flononHutenbHo / HasHayeHne WAN BriGepute LAN-opT U HaxkxmMuTe
kaonky MPUMEHUTD.

[epeiinure Ha crpanuny JlononHutenbHo / VLAN u co3naiite IONOTHUTEIBHYIO
VLAN-cetb, B kKoTOpyto Oynet Bxoauts LAN-niopt (cMm. pazaen VLAN, ctp. 187).

Y100l co31aTh _ceTeBO MHTEPpdENC, K KOTOPOMY MOXKHO mpuBs3aTe WAN-coennHEHHE,

npu_no6asiaennn VLAN-cetn mnepekirouarens Co3natb WMHTEpdenc Heobxommmo

CABHHYTH BIIPABO.

[Tepeiinure Ha crpanuny HacTtpowka coeguHeHun /| WAN u cospaiite  WAN-
coelMHEHHe, KOTopoe Oy/IeT MpUBsI3aHO K ceTeBoMy uHTepdeiicy coorBerctByromed VLAN-
cetu (cM. pazaen WAN, ctp. 73).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

Ecin Bpl Gonbuie He xotute ucnonb3oBaTb LAN-mopr B kadectBe WAN-mopra, BBIIOJIHHUTE
NIEPEYUCIICHHBIE HUXKE JEHCTBUS.

1. Ha crpannne Hactpomka coeguHeHun | WAN ymaiure WAN-coenunenue,
npuBsizaHHOe K ceTeBoMy uHTepdeiicy VLAN-cetu, B koropyto BxoautT LAN-mopt (cMm.
paznen WAN, ctp. 73).

2. Ilepeiinure Ha crpanuiy JononHutenbHo / VLAN wu ymamure sty VLAN-cets (cm.
paznen VLAN, ctp. 187).

3. Tlepeiiaure Ha crpanuiyy JlononHutenbHo / HasHayeHne WAN, caumuTe BbIIEIEHHE C
LAN-nopra u saxxmure kaonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

HacTtpoika mapwpyTmusatopa

PyKOBO,EI,CTBO nonb3oBartens

Ucnonb3oeaHue WAN-nopma e kasecmee LAN-nopma

Yrobsr HacTpouth WAN-mopt mapuipytuszaropa Jjs Hcojib3oBaHusi B kadectBe LAN-mopra,
BBIIIOJIHUTE NIEPEUNUCIICHHBIE HUKE JEHCTBHUS.

1.

Ha crpannne Hactponka coeguHeHun | WAN ymanmure WAN-coeauHeHue,

npuBsizaHHoe K cereBoMy uHTepdeiicy VLAN-cetn, B kotopyto BxoguT WAN-mopt (cMm.
pasznen WAN, ctp. 73).

[Mepeiinure Ha crpanuny [ononHutenbHo / VLAN u ynamute sty VLAN-ceth (cMm.
pasznen VLAN, ctp. 187).

Ha crpanurie flononHutenbHo / HasHayeHne WAN cuumute Bbiaenenune ¢ WAN-
noprta u Haxmure knonky MPUMEHUTD.

Ecnu Bbr Gombiie He xotute ucmoib3oBath WAN-mopt B kadectBe LAN-mopra, BBINOIHUTE
IIEPEUNCIICHHbIE HUKE JEHUCTBHS.

1.

Ha crpanune flononHutenbHo / HasaHayeHune WAN Bribepute WAN-1OPT 1 HaXKMHUTE
kHonky MPUMEHUTD.

[Mepeiinure Ha crpanuiny JononHutenbHo / VLAN u co3naiite VLAN-ceTh, B KOTOPYIO
oynet Bxonutb WAN-niopt (cm. paznen VLAN, ctp. 187).

Yr1o0Bl co31aTh ceTeBO HHTEpdEc, K KOTOPOMY MOXKHO ITpuBsizare WAN-coennHeHHe
npu__nobGasneann  VLAN-cetn nepexnrouarens Co3gatb uHTepdenc HeoOXoamMo
CIOBHUHYTE BIIPABO.

[epeiinure Ha crpanuny HacTtpowka coeguHeHun /| WAN u cospmaiite  WAN-

COEIIMHEHHUE, KOTopoe OyIeT NMpHBs3aHO K ceTeBoMy uHTepdeiicy 3toii VLAN-cetn (cMm.
paznen WAN, ctp. 73).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOﬂCTBO nonb3oBarens

DNS

Ha crpanune flononHutenbHo / DNS Ber mokete 1006aBuTh B cuctemMy cepBepbl uMeH (DNS-
CepBepHI).

€ Hactpoiiku

DNS

DMNS-cepeepel (Cepeepsl MMEH) MCNOAL3YITCA 408 onpejensHnd IP-agpeca no MMeHW cepeepa BO BHYTPEHHWX CETAX MW
ceT¥ MHTepHeT. Bel MOXETe 234aTk agpeca DNS-C2pEepOoB BPYUHYH MW HACTROWTE 3BTOMATUYECKOR NoNYyYeHNe 0T
npoeaifepa Npy YCTAaHOBKE CoefMHeHMA.

IPv4 IPv6

I Bpy4Hyto I Bpy4Hyo

. LLAK3 NO yMON4YaHWI . LLINO3 MO YMONYaHWIO
WHTEpdEnC WHTEpdenc

statip_81

CepBepbl MMeH

MNpegHazHaveHbl 407 MCNOAL30BAHWA KNMEHTaMK NOKaNLHOA CeTK,

IPv4
1.1.1.1 a
1.0.0.1 a

PesepBHble cepBepbl

an,ﬂ,HEBHEI'L'IEHI:I AnA MCNONBE3CBaHMA MapLUPYTU3aTopoM, 8N HEJOCTYNHBI adpecs, 3ajaHHble BpYUHYH WK nonydeHHb e

JdETOMATUECKK.
IPv4 IPv6
NOBABWTL CEPBEP NOBABWTL CEPBEP

NMPUMEHUTE

PucyHok 141. Cmparuya fononHumernwbHo / DNS.

DNS-cepBepbl ucnonb3yrotrest i omnpenenenust [P-agpeca mo mMeHu cepBepa BO BHYTPEHHHX
ceTsx wim cetd VIHTepHET (Kak TpaBWIIO, YKA3bIBAIOTCS NPOBAWICPOM WM HA3HAYAIOTCS
aJMMHHUCTPATOPOM CETH).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

Bbl MoxxeTe BpydHyIO 3aJaTh ajipeca TaKHUX CEPBEPOB Ha JAaHHOM CTpaHMIIE WJIH HACTPOHTH
aBTOMaTU4eCcKoe noiaydeHue aapecoB DNS-cepBepoB OT mpoBaiijiepa Mpu YCTAaHOBKE COCIMHEHUS.
Taxxe 31mece Bbl Moxere 3amarh agpeca pe3epBHbIX DNS-cepBepoB, KOTOpbIE MapUIPyTHU3ATOP
MOKET HCIIONIb30BaTh, €CIU aJpeca, 3aJaHHble BPYYHYIO WM TOJY4YEHHbIE aBTOMATUYECKH,
HEJOCTYIIHBI.

H[)I/I HCMNOJIL30BAHUW BCTPOCHHOIO DHCP-CC[ZBC[!& Ha3HAYEHUE CETEBBLIX MApPAMETPOB (B

u ToM urcie DNS-cepBepoB) KIMEHTAM OCYIIIECTBIIETCS aBTOMATHYECKHU.

3ajaiiTe HEOOXOAMMBIC HACTPOWKHU s mpoTtokona IPv4 B pasnene IPv4, s nporokosna IPvo — B
pasnene IPv6.

YroObl HACTPOUTH aBTOMaTHYECKOE NoaydyeHue agpecoB DNS-cepBepoB, CABUHBTE MEPEKIIOYATEND
BpyuHyto BiieBo. 3arem caBuHbBTE Tepekiouarens LLINKO3 No yMonyaHuio BieBo U BeiOepHTE
WAN-coenuHeHne, KoTopoe OyaeT HCHOJIb30BaThCs Ul aBTOMATUYECKOTO MOIYYEHHs apecoB
DNS-ceprepos, B criucke UHTepdenc. Ecinu Bor xotute, 4T00BI MapIIpyTH3aTOp HCIIOIB30BaI
WAN-coennHeHue 1o yMoOi4YaHuI0 Juid noiayudeHuss anapecoB  DNS-cepBepoB, caBUHBTE
nepexitodarens LLIN03 no ymonyaHuio sopaso.

Yrtobsl 3amate DNS-cepBep BpydHYI0, CABHHBTE Iepekiouaresis Bpy4Hyro BrnpaBo. B pasnene
CepBepbl UMeH cootsercTBylomieil Bepcun IP-mporokona Haxmurte kHonky [JOBABWUTb
CEPBEP u B oro6pasusmieiics ctpoke BBenute IP-ampec DNS-cepsepa.

YroOs! 3anmark pesepBHblii DNS-cepBep, B pasznene Pe3epBHble cepBepbl COOTBETCTBYIOILICH
Bepcuu IP-mporokona naxxkmute kuonky [JJOBABWUTb CEPBEP u B ortoOpasuBiieiics cTpoke
Beaute [P-anpec DNS-cepsepa.

Yto0s! ynanute DNS-cepBep co cTpaHHIbI, HAKMUTE Ha 3Ha40K YAANUTb (* ) B CTPOKe ajpeca.

[Tocie 3amanus Bcex HeoOXoAMMBIX 3HaueHHH HaxxmuTe kHonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOﬂCTBO nonb3oBarens

DDNS

Ha crpanunie [lononHutenbHo /| DDNS Bl moxete onpenenuth mapamerpsl DDNS-cepBuca,
KOTOPBIH MMO3BOJISIET CO3/IaTh COOTBETCTBUE IOMEHHOTO HMEHH C JMHAMUYecKkuMu [P-aapecamu.

= < DNs DDNS &

DDNS

Bbl MOxeTe onpeaennTb NapamMeTpsbl DDNS'CEPBWCB, KOTDphIﬁ NO3BOMAET CO3AaTh COOTBETCTBME AOMEHHOIO UMEHK C AUHAMUYECKUMU IP-

agpecamu.

Cnvcok DDNS +

He pobaeneHo Hu ogHoro DDNS-cepeuca

PucyHok 142. Cmparuya JononHumensHo / DDNS.

Yro0sr 1o6aBuTh HOBBIH DDNS-cepsuc, naxkmute kHonky JJOBABUTD ( -+ ).

= < DDNS DDNS/[lo6aBneHue (4
® BiounTs
Vims nonbaosarens*
Mma xocTa
Hanpumep: host.ru Maponb* o
NOBABWUTB XOCT

WHTepdeic*

LWnto3 no ymonyaHuio

DDNS-cepsuc*

changeip.com
MNMepuvoa obHoBNEHWA (B MUHYTaX)*

COXPAHUTb

PucyHok 143. Cmparuya dobaerneHusi Hoeoeo DDNS-cepsuca.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

Ha otkpsiBLIEHCS cTpaHuLie Bel MOXKeTe 3a1aTh CIEAYIOIINE TapaMeTPhI:

MapameTp OnucaHwue

CaBuHbTE NepekItodaTesNb BIpaBo, 4To0bl akTHBHpoBaTh DDNS.
Bknouutb
CaBuHBTE MEepeKIIoYaTeNb BIeBO, 4T0ObI OTKII0UNTE DDNS.

BBenute monHoe nomMeHHOe UM, 3aperucrpupoaHHoe y DDNS-
npoBaiiziepa.

Ecnu Bbl XOTHTE HCHONB30BaTh €IIE€ OJHO JOMEHHOE HMSI 3TOTO
MUma xocTa DDNS-nposaiinepa, naxmure kHonky JOBABUTb XOCT u B
0TOOpa3MBIICHCS CTPOKE BBEIUTE HEOOXOAUMOE 3HAUCHHE.

YrtoObl ynaiuTh JOMEHHOE MMS, HAKMHUTE Ha 3HAYOK YAANUTb (*)
B CTPOKE UMEHHU.

B packpeiBaromemcs crnucke Bbioeputre DDNS-nposaiinepa. Eciu
Bamero mpoBaiinepa HeT B CHHUCKe, BbBIOEpUTE 3HAUEHUE
MNpoBsange nonb3oBaTens u 3aII0JTHUTE OIS
DDNS-cepBuc P P . ’

oTroOpa3uBIIMecs Ha CcTpaHune. 3agaiite HazBanue DDNS-
nposaiinepa B none UMs, nomenHoe nms cepepa mpoBaiiaepa — B

nosie CepBep 1 MecTononoxeHne HacTpoek — B roie MyThb.

Uma nonb3oBaTens Nms nonw3oBarens nns apropuzanuu 'y DDNS-nipoBaiinepa.

[Tapons s aBropusaummu y DDNS-nposaiinepa. Haxmure Ha

Naponb
P 3Hayok MokasaTb ( & ), 4ToObI 0TOOPa3UTh BBEACHHBII MAPOIb.
B packpeiBatomiemcst cnmcke BelOepute WAN-coenuHeHHe, depes
UHTepdhenc koTopoe Oyzner padorare DDNS, mnu ocraBere 3Hauenue LLM03 no

YMOMYaHUIO.

WHTepBan (B MUHyTax) MeXAy OTIPABKOM JaHHBIX O BHeuiHeMm [P-
Mepuop o6HOBNEHMUA .
aZjpece mMaplipyTuzaropa Ha coorBeTcTByommii DDNS-cepBuc.

[Mocne 3ananms HeoOxoauMBIX TapameTpoB Haxkmute kHoky COXPAHUTD.

UtoObsl 3amaTh Jpyrue mapameTrpbl Ui cymecTtByromero DDNS-cepBuca, BwiOepuTe
COOTBETCTBYIOILIYI0 CTPOKY B TaOmuie. Ha OTKpbIBIIEHCS CTpaHuUIle U3MEHUTE HEOOXOIUMBIE
napametpsl 1 Haxxkmute knonky COXPAHUTD.

UroOsl ynanuth cymectByronmii DDNS-cepBuc, yctaHOBUTE (DI1a)KOK ClieBa OT COOTBETCTBYIOIIEH

cTpoku Tabmuiel M HaxkmuTe kHonky YAAJIATb (ﬁ ).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

HacTpoiku noptoB

Ha crpanune flononHutensHo / HacTponkn nopToB Bbl MOxeTe HACTPOUTH WM OTKIFOYHTh
ABTOCOITIACOBAaHUE CKOPOCTHU U PEKUMa AYIUIEKCa, a TAK)KE BPYUHYIO HACTPOUTH CKOPOCTh U PEXKHUM
nyruiekca s kaxkaoro Ethernet-nmopra mapiipyTtuzaropa.

B pexxumMe aBTocornacoBanus Bel Takke MOXKeTe BKIIOUUTH WU BRIKIIIOYUTH (PYHKLNIO YIIPaBICHUS
MOTOKOM JIaHHBIX. [laHHast QyHKIUS MCTIONB3YyeTCs ISl pABHOMEPHOTO pacIpe/ielieHus Harpy3Ku B
CeTsX MpoBaiifiepoB. YTOYHUTE y CBOEro IMpoBaiinepa, TpeOyercs M BKIOYEHHE (QYyHKIIUU
YIPaBJICHUS TOTOKOM.

= < DDNs/AoGapnexve HacTpoiiku noptoB

HacTtpolikun noptos

Bbl MOXeTE HacTpouTb MNK OTK/TIKOYUTh aBTOCOr1acoBaHWe CKOPOCTU K peXunMa AYNneKkca, a Takxke BpYyYHHYH HacTpouTb CKOPOCTb W pexXuM
pynnekca ansa kaxgoro Ethernet-nopTa ycTpoiicTea. B pexume aBTOCOrNAcoBaHNA Bl TaOKe MOXETE BKNIOUUTL MW BLIKMTIOYUTEL BYHKLMIO
ynpaBneHusi NOTOKOM AaHHBIX.

Mopt Cratyc ABsTOCOrnacoeaHune CkopocTb KoHTponb notoka
WAN/LAN @ TMoaknioyeHo BknioueHo 100M-Full OTkNOYEHD

LAN @ Mogxniovero BrntoueHo 100M-Full 802.3x(tx+rx)

PucyHok 144. CmpaHuya JononHumensHo / Hacmpoliku nopmos.

YroObl HACTPOHUTH ABTOMATHYECKOE COMIACOBAHHE WJIM BPYYHYIO HACTPOHTH CKOPOCTh U PEKUM
JIyTuieKkca s kakoro-imoo Ethernet-mopra, BeIOepuTe COOTBETCTBYIONMINM TTOPT B TaOJIHIIE.

' ABTOMATHYECKOE COIIACOBAHME JIOJDKHO OBITh BKJIIOYECHO HAa O00OMX YCTPOWCTBAX,
|

OpPraHr3yromux COCANHCHUC.

H[!I/I BBIKJIIOYEHHOM aBTOMATUYECKOM COTTIACOBAHUH HaCT[QOﬁKH CKOPOCTHU W PCKUMA

OYIUIEKCA JOJDKHBI _OBITh _OJMHAKOBBIMHU _JUISL _O0OMX VCTPOWCTB, OPraHMU3YIOIIAX
COEIMHEHHUE.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂCTBO nonb3oBarens

LAN X

CkopocTb

ABTOMaTUYECKU -

PexxnMbl aBTOCOrNacoBaHUA

@ 100M-Full
@ 100M-Half
® 1oM-Full

® 10M-Half

KoHTponb noTtoka

@ CvMMeTPUUHbLIN KOHTPOAL NOTOKA

PucyHok 145. OkHO usmMeHeHuUs1 HacmpoekK rnopma mapuwpymusamopa.

B oTkprIBIIEMCST OKHE 33/1aliT€ HEOOXOAMMBIC ITapAMETPHI:

MapameTp Onucanue

BeiOepute 3HaueHne ABTOMATUYECKW, dTOOBI  BKIIOYUTH
ABTOMAaTHUYCCKOE COIJIaCOBAaHUC. HpI/I BI)I60pe 3TOro 3HAYCHUS B OKHE
HACTPOEK O0TOOpakaroTcs pasziesisl PeXXUMbI aBTOCOrnacoBaHusA
u KoHTponb notoka.

Brioepute 3nauenue 10M-Half, 10M-Full, 100M-Half iz 100M-
Full, uTo0b1 BpyuHYI0 HACTPOUTH CKOPOCTH M PEXUM JYIUIEKCA JIJISI
BBIOpAHHOTO MOpPTA:

* 10M-Half - mepenaya nmaHHBIX BEACTCS TOIBKO B OIHOM
HaIpaBJICHUH B OJUH MOMEHT BpeMeHH (JIUOO TmpHueM, Jru00

CkopocTb nepenaya) ¢ MaKCHMaabHO BO3MOXKHOM CKOpocThio 10 MouT/
C,
* 10M-Full — nmepemaya mgaHHBIX BemeTcs B JIBYyX

HaIlpaBJICHUAX OOAHOBPEMCHHO (aneM U rnepeaada JaHHBIX B
OJMH MOMEHT BpEMEHM) C MAaKCUMaJIbHO BO3MOXKHOMI
ckopocthio 10 Mowurt/c;

* 100M-Half — mepenaua maHHBIX BEAETCS TOJIBKO B OIHOM
HaIpaBJICHUH B OJUH MOMEHT BpeMeHH (JIUOO MpHueM, Ju00
nepeiaya) ¢ MaKCHMMaJIbHO  BO3MOXKHOH  CKOPOCTBIO
100 Mowurt/c;

Ctpanunua 198 ns 272



DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp Onucanue

* 100M-Full - nepemaya maHHBIX BeAeTCS B JIByX
HaMpaBJICHUSIX OJHOBPEMEHHO (IIpUEM M Iepesavya JaHHbBIX
B OJMH MOMEHT BPEMEHH) C MaKCHMallbHO BO3MOXKHOM
ckopocTbio 100 Mo6wut/c.

Pexumbl aBTOCOrnacosaHus

Y10o0OBl BKIIIOYUTH HGO6XO}11/IMBI€ PEXKUMBI IEpE€aadr MJaHHBIX, CABHHBTC COOTBETCTBYIOIINC
MEPECKIOYATCIIN BIIPABO.

KoHTponb noTtoka

CIBHMHBTE TEPEKIIOYATENh BIPABO, YTOOBI BKIKOYUTH (PYHKIIUIO
Cum METPUYHbI n YHIpPaBJICHUA ITOTOKOM JJI IIOPTA.

KOHTPOIb NOoTOKa CaBHHBTE TEPEKI0YaTeNb BJIEBO, 4YTOOBI OTKIIOYUTH (DYHKIIHIO

yIpaBieHUs TOTOKOM JUIsl ITOpTa.

[Tocrne 3aganus HeoOxouMbIX MapamerpoB HaxkmuTe kHonky COXPAHUTD.

Ecnu BnocneactBuun Bam monanoOutces 3aaarh Ipyrue mapaMmerpsbl Ui MOpTa MaplIpyTH3aTopa,
BbIOEpUTE 3TOT MOPT B Tabmuie. B OTKphIBIIEMCS OKHE M3MEHUTE HEOOXOIMMBIE MapaMeTpbl U

Haxxmure knonky COXPAHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

NMepeagpecauun

Ha crpanune [OononHutenbHo / [lepeagpecaums Bei Moxere BKIIOYUTH (YHKIIUIO
YBEJIOMJICHUS O IPUYMHE OTCYTCTBUS MHTEPHET-COETUHEHUS. YBEJOMJICHUSI OTOOPaKalOTCsl B OKHE
Opay3epa Ipu MOMBITKE OOPATUTHCS K KAaKOMY-TTHOO0 calfiTy B cetu IHTepHeT.

£ Hacrpoiiku nopTos Mepeagpecauma =1

MNepeagpecaums

Bbl MOXETE BKNHOUYMTE (BYHKLMIO YBEAOMNEHMA O NPUYMHE OTCYTCTBNA MHTEDHET-COSAMHEHNA. YBEA0OMNEHHA OTOEPAXAIOTCA B OKHe Bpaysepa
NP NOMBITKE OBPATUTLCA K KAKOMY-NKEO CAliTY B CETU WHTEPHET.

BLIKMIOYN T

MpuYUHbI NepeagpecaLmn
@ Oumbka duanueckoro coeMHerUs
@ Oroyrcreyet nopknoueHmne

@ VcrpoiicTeo He HacTpoeHo

PucyHok 146. Cmparuua JononHumensHo / Mepeadpecayusi.
st Hactpoiiku yBemomienuit Haxmute kHonky BKITHOUUTb. 3arem B pasmene MNMpuynHbl
nepeagpecauumn cIBHHBTE HEOOXOIUMBIC TICPEKITFOYATENN BIIPABO.

MapameTp OnucaHwue

MpuyuHbI Nnepeagpecaunu

VYBegoMIIeHUs B Ciydae HEMoJIaoK (PU3UIECKOro COeAMHEHUs (He

Owwunbka hnsnyeckoro HOJKIIIOUCH Kxa0eJb poBaniepa, He MHOOKIIOYEHO
coeaAMHeHuUA JIOTIONIHUTENBHOE YCTPOICTBO, HE0OX0quMOe NIl AOCTyNa K CEeTH
WHTepHer).
VBenomisienus B ciaydae Henojagok WAN-coenMHEHHs 1O
OTcyTtcTBYyeT
ymonuaHuto (ommOka ayTeHTHU(UKAIMK, HE OTBEYaeT CepBep
noaxKknw4vyeHve o
npoBaizepa, 1p.)
YcTponcTBo He VYBemomiieHHsT B CiIy4ae, KOIjJia YCTpPOWCTBO paboTaer ¢
HacTpPoOeHo 3aBOJICKUMH HaCTPOUKaMHu.

[Mocne 3aganust HeoOxoaMMBIX apameTpoB Haxmute kHonky MTPUMEHUTD.

Jns oTkiroueHus yBenomiieHuid Haxmute kHonky BbIKITIOUUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOﬂCTBO nonb3oBarens

MapuwpyTusayuma

Ha crpanune [fononHutenbHo / MapuwpyTusauma Bbl MoxeTe 3amarth CTaTHYCCKHE
(TOCTOSIHHBIE) MapIIPYTHI.

= < Nepeappecauus MapuwpyTtnsaums &
MapuwpyTusauusa
Bbl MOXeTe 3aaTh cTaThyeckue (NOCTOAHHbIE) MapLLPYThI.
MapLpyTbl +
He co3gaHo HM ogHOro MapLpyTa
PucyHok 147. Cmparuuya JononHumenbHo / Mapwpymu3ayusi.

YroObl 3a/1aTh HOBBIN cTaTH4ecKuil MapuipyT, HaxxmuTe kHonky JJOBABUTD ( -+ ).

[obaBnexve MapwpyTta

® B0

MpoTokon™

IPv4 v
WHTepdenc™

ABTOMATUHECKN -
CeTb HazHaYeHWs*

Macka cetTu Ha3zHauyeHUA™

LLno3*

MeTpuka

Tabnuya™

group_1 A
COXPAHWUTB

PucyHok 148. OkHo GobaeneHusi HO8020 Mapuwipyma.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

B otkpsiBIIeMcs OkHE Bbl MOXETE 3a/1aTh CIIEIYIOIINE TapaMETPhI:

MapameTp OnucaHwue

CaBuHbBTE NepeKIIodaTeNb BIPaBO, YTOObI aKTUBUPOBATH MAPILIPYT.
Bknouutb
C,I[BI/IHI:T (] HepeKJIIO‘IaTCJ'IL BJICBO, I{TO6L>I OTKJIKOUHUTH MapmpyT.

MpoTokon Bepcus IP-nporokona.

B packpeiBarorieMcst criimicke BeIOepuTe MHTEpdeiic (coeanHeHue),
4yepe3 KOTOPBIH OyJeT BBITIOJTHATHCS OOMEH JaHHBIMU C YAAJCHHON
UHTepdenc ceTbio. B ciyuae BbiOOpa 3HaucHuss ABTOMATUYECKU uHTepderic
OyIeT BBIYUCIICH MapIIPYTU3aTOPOM HA OCHOBAaHUM JAHHBIX O
CYIIECTBYIOIUX TUHAMUYECCKUX MapIIpyTax.

VnaneHHas ceTh, IOCTYNl K KOTOPOW 00eCIeYrBacT JIaHHBIHA

MapipyT. Bel Mokete 3anare [Pv4-anpec unu IPv6-anpec.
CeTb Ha3Ha4yeHus
®opmar [Pv6-aapeca y3na — 2001 :db8:1234: :1, IPv6-anpeca

noxceT — 2001 :db8:1234: : /64.

Macka cetn Tonvxo 0na npomoxona IPv4.
HasHa4eHus Macka yiaJeHHOM CETH.
LWinto3 [P-anpec, yepes KOTOPBIM TOCTYIHA CETh HA3HAYCHUS.
MeTobuka Merpuka Mmapumpyra. Yem MeHbIIEe 3HAYEHUE AAHHOIO IIOJIA, TEM
P BBIILIE IPUOPUTET MapipyTa. HeobazamenvHulii napamemp.
B packpbiBaromemMcsi criicke BoIOEpUTE TaOIUIy MaplLIpyTHU3aluH, B
KOTOpY¥O Oy/IeT 3armucal MapuipyT.
e Tabmuma group_1 wucnome3dyercs [UIs MapIIpyTH3ALUH
Ta6bnuua group_ Y puIpy

MOJIB30BATEIILCKOTO TpaduKa.

* Tabmuma mMain wucnome3yercss A MaplIpyTH3AIHH
ciry>keOHOTO Tpaduka BHYTPEHHUX CIIY>KO MapIIpyTH3aTOpa.

[MTocne 3amanust HeoOxoauMbIX mapamerpoB HaxkmuTe kHonky COXPAHUTD.

UrtoObl 32/1aTh ApYyrUe MapameTphl Uil CYIIECTBYIOIIETO MapuIpyTa, BBIJCIUTE COOTBETCTBYIOIIYIO
CTPOKY TaOnuIpl. B OTKpBIBIIEMCS OKHE M3MEHUTE HEOOXOIMMBIE TTapaMeTPhl U HAXMHUTE KHOIIKY

COXPAHUTD.
UroObl ynaiauTh CYIIECTBYIOIIUM MapUIpyT, YCTaHOBUTE (IIaKOK ClieBa OT COOTBETCTBYIOIICH

cTpoku Tabmuisl 1 Haxmute kaorky YAANUTD ([1).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOD,CTBO nonb3oBarens

KnueHT TR-069

Ha crpannne JlononHutenbHo / KnueHT TR-069 Bri MoxeTe HACTPOUTh MapuIpyTH3aTOP IS
B3aMMOJICUCTBUSA C yIaJeHHBbIM cepBepoM aBTokoHurypauuu (Auto Configuration Server, ACS).

Knuent TR-069 ucnonb3yercs i yaaaeHHOro HabIoneHus 3a paboToil ycTpoicTBa U yIIpaBlIeHUsS

M.
= < Mapwpymvsauus KnueHT TR-069 i
KnueHT TR-069
Bbl MOMETE HACTPOMTL MapLUPYTU3aTOp ANA B3aUMOAEUCTBUS C YAaNeHHbIM CEpBEPOM aBTOKOHMMrypaumn (Auto Configuration
Server, ACS).

KnueHT TR-069 ucnonbayetcs Ans yaaneHHoro Habnaexns 3a paboToit yCTpolicTBa W ynpasieHus uM.

@ BxounTs KneHT TR-069 HacTpoliku onoeLleHus
Wirepdpelict ® Bxouero
ABTOMaTUYECKNIA -
WHTepBsan (B cekyHaax)
120
HacTpoliku cepeepa aBTOKOHDUIypaLm Hactpoliku Connection Request

. Monyyate URL-agpec no DHCP
Mms nonbsosarens

URL-agpec
Maponb o
Mms none3osarens Mopt 3anpoca
8999
Maponb o
MyTb 3anpoca
NMPUMEHUTb

PucyHok 149. Cmparuya HacmpoUku krnueHma TR-069.

Br1 Mmoxete 3a4aTh CJICAYIOIIHEC ITapaMCTPHhI:

MapameTp OnucanHune

KnueHnTt TR-069

BknounTb KNUEHT CaBuHbTEe NepeKiIoyarelb BIPaBO, YTOObI BKIIIOUNThH KiueHTa TR-
TR-069 069.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

MapameTp OnucaHue

Wutepdeiic, koTopblii OyneT HUCIONB30BaTh MapUIPyTU3ATOP LIS
B3aUMOJEHCTBUSL C cepBepoM aBTOKoHpurypamuu. OcraBbre
UHTepdenc 3HauyeHHe ABTOMAaTUYE€CKUM, 4TOOBI YCTPOKWCTBO CaMO BBHIOMPAJIO
uHTepdeiic Ha OCHOBAaHMM TaONMIBl MapIIPYTU3AIMH, WIH

BbIOEpUTE JIpyroe 3HaueHue, eciu 3Toro Tpedyer Ba mposaiinep.

HacTtpowkn onoBeLlueHus

CIBuHBTE TEpeKIouareilb BIPaBO, YTOOBI  MapIIPyTHU3aTOP
BkrntoyeHo OTIpPABIST OTYETHl (MHpOpMAIMIO 00 YCTPOHCTBE M CETEBYIO
CTaTUCTUKY) CEPBEPY aBTOKOH(PHUTYpAIIHH.

UHTepBan 3apaiiTe nepuosa BpeMeHH! (B CEKYH/1aXx) MEX/1y OTIIPABKON OTYETOB.

Hactpoiku cepBepa aBTOKOHUrypaumm

Ecnu nepexmouarens CABUHYT BIIPABO, MapIIPyTH3aTOP IOIydacT
URL-anpec  cepBepa  aBTOKOH(UTYpallul  TMpH  yCTaHOBKE
NMonyyatb URL-agpec | coeanHeHus tuia JuHammuyeckui IP.

no DHCP Ecin neoOxomumo 3amate URL-agpec BpydHylo, CHBHHBTE
MEePEKITI0YaTeNb BIEBO U BBEIUTE HEOOXOAMMOE 3HAYCHHE B IIOJIE
URL-agpec.
URL-anpec cepBepa  aBTOKOH(UTYpallUd, TPEAOCTABICHHBIN
URL-agpec .
MPOBaNJIEPOM.
Nms MOTB30BaTENs IS TTOIKITIOUEHHUS K cepBe
Nma nonb3oBarens PBEPY
ABTOKOH(HUTYpaIHH.

[Taporns 1715 MOIKITIOUEHHS K cepBepy aBTOKOHuryparmu. Haxxmure

Maponb .
Ha 3Ha4ok Moka3aTb (&), uroObl 0TOOPA3UTH BBEIACHHBIN TAPOJIb.

HacTtponku Connection Request

Wmst monb3oBarensi, UCHOJIB3yeMOE CEpBEPOM aBTOKOH(HUTYparuu
Uma nonb3oBaTtens IS TepeJayd  MaplipyTH3aTopy — 3ampoca  Ha  COEIMHEHHUE
(ConnectionRequest).

[Tapons, ucmonb3yeMblii cepBepoM aBTOKOH(Urypanuu. Haxmure

Maponb .
Ha 3Ha4oKk Moka3aTb (&), uroObl 0TOOPa3UTh BBEICHHBIN TAPOJIb.

IlopT, wucoons3yeMbli  cepBepoM  aBTOKOHurypauuu. Ilo
MopT 3anpoca P 4 pEep $uryp
YMOJIYaHMIO 3aJaH mopt 8999.

MyTb 3anpoca [TyTh, HCTIONB3yEMBIN CEPBEPOM aBTOKOH(UTYpALIUH.

[Tocne 3amanust HeoOXoaUMBIX MapameTpoB HaxkmuTe kHOonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

3epKasiMpoBaHue NOpPTOB

Ha crpanune [lononHutenbHo / 3epkanuMpoBaHMe MNOPTOB Bbl MoXeTe aKTHBHPOBATH
(GYHKIUIO 3€pKaJMpOBAaHUS TOPTOB MAapLIpyTHU3aTOpa. 3epKaJupOBaHHE IIOPTOB IO3BOJISET
KOITUPOBATh TpauK ¢ MOPTAa UCTOYHMKA B MOPT HA3HAUEHUS 11 MOHUTOPUHIA HEUCIPABHOCTEH B
CEeTH IPU MOMOIIH NTPOrpaMM-aHaJIN3aTOPOB TpaduKa.

= < Kuent TR-069 3epKanvpoBaH1e NopToB &

3epkanupoBaHue NopToB

Bbl MOXETE aKTUBMPOBaTL (hYHKLMIO 3epKanMpoBaHNA NOPTOB MapLUPYTH3aTopa. 3epKkanvpoBaHne NOPTOB NO3BO/MAET KONMPOBaThL TpaduK C
0AHOro UK HECKONbKWX NOPTOB UCTOYHKKA B NOPT HasHa4YeHWA ANs MOHUTOPUHIa HEWCF‘IPBBHOCTEFI B CETW NpK NoMoLyWn nporpamMmm-
aHanu3aTopoB Tpacuka.

BbIKNHO4YUTE

MopT HazHayeHus

LAN -

MopT UCTOYHMKA

LAN WAN/LAN
Pexum Pexim

None None »

PucyHok 150. Cmpa+uuya [JononHumernbHO / 3epkasupoeaHue nopmos.

Yrobsl axkTuBHpOBaTh ¢yHKIMIO, Haxkmute kHOMKy BKITKOMUTb. Ilpu stom Ha crpanwuie
JOCTYIHBI CIIEAYOIIHE HACTPONKH:

MapameTp OnucaHwue

ITopr MapuipyTH3aTropa, B KOTOpBIH OydeT HampaBIAThCS KOIUS
MopT Ha3HayeHusA Tpaduka c apyroro nopra. Beibepure cOOTBETCTBYyIOIEEe 3HAYCHUE
U3 PACKPBIBAIOLIETOCS CIMCKA.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBarens

HacTtpoika mapwpyTmusatopa

MapameTp Onucanue

MopT ncrovyHuka

Beibepute pexum i mopra, TpaduK € KOTOPOTO  HYXKHO
KOIUPOBAThH B IOPT HA3HAYCHHUS.

 Both — konupomare Bxomsmuii u ucXoAAmuid Tpaduk c
MOPTa-UCTOYHUKA B TIOPT HA3HAYCHHMS.

e TX — xonupoBarh HCXoAsIHMNA TpahUK C MOPTA-UCTOUHUKA B
NOPT Ha3HAYCHUSI.

* RX — xomupoBaTh BXOIAIIUN TpapuK C MOPTA-UCTOYHUKA B
HOPT Ha3HAYCHUSL.

OcraBpte 3HaueHne None, eciu Tpaduk konmupoBarh He TpeOyeTCsl.

[Tocie 3aganus HeOOXOMUMBIX TTapameTpoB HaxxmuTe kHonky MPUMEHUTD.

UYroOb! BEIKITIOUNTH (DYHKIUIO 3epKaMpoBaHus mopro, Haxmute kHonky BbIKITIOUUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

UPnP IGD

Ha crpanune [lononHutenbHo / UPnNP IGD Bel MmoxeTe pa3peiinTh UCIOIb30BaHIE MIPOTOKOJIA
UPnP IGD. Mapmpytusarop ucnons3yer nporokon UPnP IGD nns aBromarmdeckod HACTpOMKHU
CBOMX IIapaMEeTPOB YISl CETEBBIX MPUIIOKEHUH, pab0Ta KOTOPBIX TpeOyeT BXOSIIEee NOAKIIOYCHUE K
MapIpyTu3aTopy.

= < 3epkanupoBaHue NopToB UPNnP IGD &

UPnP IGD

Bbl MOXeTe paspelumTb Mcnonb3oBanue npotokona UPnP IGD. MapuwpyTrsatop ucnonbayet npotokon UPnP IGD gns aBToMaTuqeckoi
HaCTPOIKW CBOMX NapaMeTpoB ANs CETEBLIX NPUNOKEHUIA, paboTa KOTOpbIX TPeByeT BXOAsALLEE NOAKMIOYEHHE K MapLUpYTU3aTopy.

. BknoumnTh
IPv4 I1GD

Mpotokon IP-appec BHyTpeHHWii nopT BHewHuit nopt Onucanve

IPv6 IGD

Mpotokon IP-appec BHyTpeHHuUi nopT BHeLLHWIA nopT Pinhole ID

PucyHok 151. Cmparuya JononHumensHo / UPnP IGD.

Ecin Bpr xortute BPYYHYIO 3aJaBaTb BCC IIapaMCTpPHI, HeO6XO,Z[I/IMI>IC JJIs1 pa6OTBI CETCBbBIX
NPUWIOKEHHUH, CABHHBTE Mepekiouaresi> BKMHOYUTL BieBo. 3areM mepeinTe Ha CTPaHHUILY
MexceTteBou 3kpaH / BuptyanbHble cepBepbl 1 3a1aiiTe HeOOXOAMMbIE HACTPOUKH.

Ecin Bel xotuTe paspemnTs uenonb3osanue nporokona UPnP IGD B mapmpyTtusarope, ciBUHBTE
nepexsroyare b BKNHOYNUTB Bripago.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

[Ipy wucCHonIb30BaHMM MPOTOKOJA HA CTPAHULE OTOOPAXKAIOTCA  CIEAYIOLIUE IapamMeTpbl
MapIIpyTH3aTopa:

MapameTp OnucanHue

IPv4 IGD / IPv6 IGD

I'IpOTOKon HpOTOKOJ'I oOMeHa CETEBBIMH ITAKETAMU.

IP-appec [P-angpec knueHTa, HAXOASAIMIETOCS B JIOKAJTBLHOM CETH.

- [Topt IP-agpeca kinueHTa, Ha KOTOPBIA OyJeT mepeaspecOBBIBATHCS
BHyTpeHHUN nopT
TpaduK ¢ BHEIIHETO MMOpTa MapIIpyTH3aTOPA.

. BHemnuii mopr MapmpyTtuzaropa, Tpa@uk ¢ KOTOporo Oyuer
BHewHwit nopT p pupy pa, Tpad p Y.
nepeaapecoBsiBarbes Ha [P-agpec kinuenra.

Tonvko ons IPv4 IGD.

OnucaHune
Hudopmanusi, neperaBaeMasi KIIMEHTCKUM CETEBBIM TPHIOKEHHEM.
Tonvko ons IPv6 IGD.

Pinhole ID Wnentudukarop  mpaBwiaa,  CO3JABAEMOr0  JJISL  BXOMSAIINAX

MOAKJIFOUEHUH K MapLIPYyTU3aTODYy.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

UDPXY

Ha crpanune [fononHutenbHo / UDPXY Bsl Moxere paspemmrth MapIipyTH3aTOpy
ucnoib3oBarh BcrpoeHHoe npuiokenue UDPXY. IMpunoxenne UDPXY npeoOpazossiBaer UDP-
tpapuxk B HTTP-Tpaduk. D10 mpunoxeHue MO3BOJISAET MOIYUYHUTh JOCTYNl K IIOTOKOBOMY BHJIEO
YCTpOMCTBaM, KOTOPbIE HE MOTYT IPUHUMATH IIHpOKoBemarensubie UDP-nmoToku.

= < upnPIGD UDPXY =]

UDPXY

Bl MOXETe pazpelutTe MapLUIpYTH2aTORY MCNONL20BaTE BCTPORHHDE Npunoxedre UDPXY. MpunoxeHue UDPXY
npeobpazoesieaeT UDP-Tpadwk B HTTP-Tpaduk. 3To NpUAOXKeHWE NO3BONAAET NOAYYNTE 40CTYN K NOTOKOBOMY BUWAE0
YETROMCTEAM, KOTOPEIE HE MOTYT NPUHMMATE WMPoKoBeLWaTensHble UDP-NoToKW.

® sBraounTs

MopT* Pazmep Gydepa AnA BXOARLUMK JaHHBN®

4022 131071

MakcHManaHoe KONMHECTED KIWeHTOB* Pasmep Gydepa faHHEX 4nA Nepeaaqm KMeHTy*

3 32768

WAM-nHTEepdenc*

He BriGpaH -

PucyHok 152. Cmparuuya fJononHumensHo / UDPXY.
YroObl aKTUBHUPOBATH MPHIIOKEHUE, CIBUHBTE MEePEKIItovaTeslb BKIMIOYUTB BIipaBo.

[Tpu 3TOM Ha cTpaHHIlE OTOOPAKAIOTCS CIIETYIOIINE TIOJIS:

MapameTp OnucaHwme

[Topt mapuipyTuzaTopa, KOTOpbIi OyleT UCIOIb30BaTh MPUIIOKEHUE

Mopr UDPXY.

MakcumanbHoe MakcumanbHOE KOJIMYECTBO YCTPOICTB U3 JIOKAJIbHOM CceTH
KONMMYeCTBO KINMMEHTOB | MaplIpyTHU3aTopa, Ui KOTOPBIX OyneT paboTarh NPUI0KEHHE.

Pa3mep 6ycepa gns | Pasmep npomexyrodnoro Oyepa ais MPHHUMACMBIX JaHHBIX.

BXOAALLMX AQHHbIX ITo yMOM4aHHIO YCTAHOBICHO MHHUMAIILHOE JIOITYyCTUMOE 3HAYCHHE.
Pasmep 6ycepa Pazmep npomexxyTouroro Oydepa uist epeaaBaeMbIX TaHHBIX.
AaHHbIX ANA nepeaayn
KNMeHTy [To yMOIY9aHUIO YCTAHOBICHO MUHUMAITBHOE IOMYCTHMOE 3HAYCHHUE.

B packpsiBatomiemcs criucke Beioepure WAN-coeMHEHHE, KOTOpOe

WAN-uHtepcpenc
6yz[eT HUCIIOJIB30BATHCA OJIA pa6OTBI C IIOTOKOBBIM BHUJICO.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT

HacTtpoika mapwpyTmusatopa
PykoBoacTBO nonb3oBarens

[Moce 3ananmst HeOOXoAUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

YToObI 00pPATUTHLCS K CTPAHHMIIE CTaTyca MPHIOKEHHS, HAXMHUTE cChUIKy CTaTyc.

udpxy status:

Server Process ID | Accepting clients on | Multicast address | Active clients
1447 192.168.0.1:4022 192.168.161.235 0

Restart

Available HTTP requests:

Request template Function
hitp://address:portiudp/meast_addrmport/ | Relay multicast traffic from mcast_addr:mport
hitp://address:port/status/ Display udpxy status
http://address:portirestart/ Restart udpxy

udpxy v. 1.0 (Build 23) standard - [Mon Dec 16 12:08:29 2019]

udpxy and udpxrec are Copyright (C) 2008-2013 Pavel V. Cherenkov and licensed under GNU GPLv3

PucyHok 153. Cmparuua cmamyca nipunoxeHuss UDPXY.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

IGMP

Ha crpanuine [lononHutenbHo / IGMP Bei MoxkeTe pa3pemuTs MapipyTH3aTOpy UCIOIb30BaTh
nporokon IGMP, a Takke 3a1aTh HACTPOMKH, HEOOXOIUMBIE JJISI €TO UCIIOIH30BAHUSI.

[Tpotokon IGMP ucnons3yercsa mist ynpasieHus: multicast-Tpadgukom (mepenadeid JaHHBIX TPyIIE
anpecatoB) B [Pv4-ceTsx. DTOT mpoTokon mo3BossieT Oosiee 3GEKTHBHO HCIIONB30BaTh PECYPCHI
CEeTH ISl HEKOTOPBIX MPHIIOKEHUH, HallprUMep, 7151 TOTOKOBOTO BUJIEO.

= < UDPXY IGMP =&
IGMP
Internet Group Management Protocol - npoTokon ynpasnexus rpynnoBoi (multicast) nepefaqeit AaHHbIX B CETAX, OCHOBAHHbIX Ha MPOTOKO/E
IP.
® BxounTL
Bepcus IGMP
IGMPv2 A
Wntepdeiict
statip_5 v

PucyHok 154. Cmparuya JononHumensHo / IGMP.

Ha cTpanure npencraBieHbl CICTYIOIINE JIEMEHTHI:

MapameTp OnucaHue

IGMP
CnBunbTE MepEeKITIoYaTesb BIIPABO, YTOOBI pa3penuThb
BknounTb
ucnoab3zoBanue nporokosna IGMP.
Bepcusa IGMP B packpeiBaromiemMcs cricke BeIOepuTe Bepcuto npotokona IGMP.
B packpbiBaromemcsi  ciMcke  BbIOEpUTE  COEAMHEHHE  THUIA
WHTepdeiic HNuuamuueckuit [Pv4 wmm  Cratuyeckwmit IPv4, nams  xotoporo
HeoOXoquMo paspemmTh multicast-Tpadguk (Hampumep, MOTOKOBOE
BHJICO).

[Mocne 3apanust HeoOxoaMMBIX apamerpoB Haxmute knonky MTPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

ALG/Passthrough

Ha crpanune flononHutenbHo / ALG/Passthrough Bri Moxete paspenuts MapiipyTu3aropy

ucnonp3oBarb mnpotokon RTSP, a Takxke axtuBupoBath MmexaHumsm SIP ALG u  Qynkuun
PPPoE/PPTP/L2TP/IPsec pass through.

[Tporokon SIP ucmonb3yercst sl opraHU3auy, MOAU(PUKAIIUA U OKOHYAHUSI CEaHCOB CBSA3U. JTOT
MIPOTOKOJI TIO3BOJISIET OCYIIECTBIATH TeJe(OHHBIE BBI3OBHI Uepe3 ceTh IHTepHeT.

[Tpotokon RTSP ucnonb3yercs nias mepeiayd MOTOKOBOTO MYJbTHMEINA B PEXHUME PEabHOTO
BPEMEHHU. DTOT MPOTOKOJ MO3BOJIAET HEKOTOPBIM MPUIIOKEHUSAM IOJIyYaTh IOTOKOBOE ayAHO/BUIE0
n3 cetn MHTEpHET.

Oyuknuust PPPoE pass through nmozBonser PPPoE-kimuenTaMm KOMIBIOTEPOB W3 JOKAJIBHOM CETH
MOJKJIIOUaThCs K ceTH MIHTepHeT yepe3 MOAKII0YeHHs MapIlIpyTU3aTopa.

Oyuknun PPTP  pass through, L2TP pass through u IPsec pass through pa3spemator
mapuipytuzaropy mnpomyckate VPN PPTP-, L2TP- u IPsec-tpaduk, mo3BOJsIsl KIMEHTaM W3
JIOKAJIbHOM CeTH MapUIpyTHU3aTopa yCTaHABIMBATh COOTBETCTBYIOUINE COCAMHEHUS C YIaJICHHBIMU

CCTAMU.
= <ieMp ALG/Passthrough &
ALG/Passthrough
Bbl MOXeTe paspelwnTb MapLpyTU3aTopy MCNobL3oBaTk NpoTokon RTSP, a Tawke akTueupoBaTe Mexanu3m SIP ALG 1 dyHkumM
PPPoE/PPTP/L2TP/IPsec passthrough.
) SIP ) Mpobpoc PPPoE
@ Paspetuaet npoxoxgeHue Tpaghuxa no npotokony SIP J ﬂpoﬁpoc IPsec
® risp ) MpoGpoc L2TP

@ Paspetuaet npoxoxgexue Tpagmxa no npotokony RTSP

) Mpo6bpac PPTP

PucyHok 155. Cmparuuya JononHumensHo / ALG/Passthrough.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

Ha CTpaHULEC MMPEACTABIICHBI CICAYIOMIUC DJICMCHTBI:

MapameTp OnucaHue

ChBuHbTE  MEpeKIIoYaresib  BIOPaBO,  YTOOBI  pa3pelIuTh
ucnonb3oBaHue mnporokona SIP. Takas HacTpoiika M03BOJSET
SIP ucnonp3oBarb  Mmexanm3sM  SIP ALG. JlaHHBIA  MeXaHH3M
obecnieunBaetr npoxoxacHue VolP-tpaduka depes mapuipytuzarop,
BBINIOJIHAIOLINI TpeoOpasoBanue ceTeBhIX aapecos (NAT)'.

ChBuHbTE  MEpeKIroYaresb  BIOpaBO,  4TOOBl  pa3pelIuTh

ucnonb3zoBanue nporokona RTSP. Takas HacTpoiika mno3BoisieT
RTSP YIPAaBIATh IOTOKOM J@HHBIX: BBIIOJHATH MEPEMOTKY ITOTOKOBOIO

ayano/BUIEO, OCTaHaBJINBaTh u BO300HOBIISITD ero

BOCIPOU3BEICHHE.

CaBuHbTe  MEpeKIroYaresib  BIOpaBO,  4TOOBl  pa3pelIuTh

n PPPOE
p°6p°c ° HCIIOJIB30BAaHUE (byHI(]_[I/II/I PPPoE pass thTOUgh-

CnBuHbTE  TepeKiovareilb  BIOpPaBO,  YTOOBIl  Pa3pelIUTh

Mpobpoc IPsec
poop ucnonb3zoBanue Gpynkuuu [Psec pass through.

C)IBI/IHBTC MEPCKIOYATCIIb BIIpaBo, YTOOBI pa3pCuinThb

n L2TP
pobpoc ucnonb3oBanue pynkuun L2 TP pass through.

CnBuHbTe  TepeKiovarelb  BIOPaBO,  YTOOBl  Pa3pelIUTh

n PPTP
po6poc ucnonb3zoBanue Gynkuuu PPTP pass through.

[Tocne 3amanust HeoOXoAUMBIX MapameTpoB HaxkmuTe kHOKy MPUMEHUTD.

12 Cospmaiire WAN-coenunenne Ha crpanuie Hactpomka coegmnHenum / WAN, casunbre nepeximoudarens SIP
BrpaBo Ha ctpanune JononHutenbHo / ALG/Passthrough, nomxmounte Ethernet-xkaGems k LAN-moprty
Mapmpytuzatopa u k IP-temedony. Ha camom IP-temedone 3amaiite mapamerpbl SIP m Hactpoiite ero Ha
aBTOMaruueckoe nonyuenue [P-anpeca (B kauecrse DHCP-xuimenra).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

Mexxcemeeolu 3kpaH

B nannom paszzaene meHo Bl MOKeTe HACTPOUTH MEXKCETEBOM SKpaH MaplIpyTHU3aTOpa:
*  11006aBUTH MpaBuIa Uil PUIBTPALIUU CETEBBIX MTAKETOB;
*  CO3JaTb BUPTyaJbHbIE CEPBEPHI;
* omnpenenuts DMZ-30mny;
* Hactpouth MAC-dunstp;
*  3a3/1aTh OTPaHUYEHUS Ha MOCEIICHHE HEKOTOPhIX Web-CallToB;

*  Co3JaTh NMpaBWIIA YAAICHHOTO JocTyna K web-untepdericy.

IP-puvnbTp

Ha crpannne MexceteBoun 3kpaH / IP-punbTp Bel moxere co3nars npaBuia s 00pabOTKH
CETEBBIX IMAKETOB, a TAK)KE M3MCHUTD WJIM YIAIUTh PAHEe CO3/IaHHbIE TPABUIIA.

£ ALG/Passthrough IP-puneTp

PUALTPLI

He cozfaHo HW ofHOrO Npaenna AnA IP-guNLTPOB

NOBABUTb

PucyHok 156. Cmparuya Mexxcemeeol 3kpaH / IP-chunbmp.

Uro0bl cO3/1aTh HOBOE MPaBHIO 00pabOTKHM CeTeBBIX MakeToB, HakmuTe kHonky JOBABWUTb

(+).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHUM moayrnem anst AByx SIM-kapt

PyKOBOﬂCTBO nonb3oBarens

HacTtpoika mapwpyTmusatopa

IP-punsTp

IP-¢punsTp/AobaBneHne

FNaBHble HACTPONKK

#® BxouuTe npasuno

AMa*

G} Koaudeoman cumemtos doawro Seime He Gosee 32

Jefctene

Paspeluuts -

MpoTokon

TCP -

Bepcwr [P
IPvd -

HanpaeneHue
WcTouHne

LAN * WAN -

HazHauenmne

WiuTepdeiic ncrourwea Hurepdeiic HazHaueHWRA

ABTOMATHUECKH -

ABTOMATHUYECKH

IP-agpec Ha3HaueHWA

G} Bur moxeme prozame duanazon (P-odpecos, oduHownend [P-odpec wiw [P-
adpec nodcemu (Hanpuwep, 100700 10.10/24 das adpecauuu 1Pl wan
2001:04b8:8503:08d2:1319:8c2e:037 007532764 A odpecoyuw [PvG)

3303t KaK

[lMana3scH UMK oOWHOMHLIA IP-agpec hd
HauaneHeii IPv4-anpec hd
KoHeunwld IPv4-agpec -

NPUMEHWTE

IP-agpec NCTOYHWKa

G} Bet moxeme yxa2ams duanag3on IP-adpecos, odurodred [P-adpec wawr [P-
adper nodcemu (ranpusep, T0.70.710.10/24 dnr adpecayuu (Pvd wiw
2001:00b8:8503:0843:13719:8c2e:0370:7532/64 nr adpecayuu (PvE)

3agaTk Kak

[uanazoH WNW oOWHOMHBIR IP-agpec hd
HavanuHeuli IPv4-agpec hd
KoHeuHklit IPv4-anpec hi
MopTel

@ Bel MONEME YXO30Me O0UH MOMT, HECKOABKD NODMOE YEDEI IONATYR
(ranpusep, 50,900 wau duanazon nopmoe vepes decemoque (Honpuwmep, S0:00)

|_|C|3T Ha3Ha4YeHWA

J© 3apate NOPT MCTOUHWKA BRYUHYHO

PucyHok 157. CmpaHuua 0obasrneHus ripasuna 0151 06pabomku cemesbix rnakemos.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

Bb1 MOxeTe 3a71aTh cieyronme napaMmeTpsl:

MapameTp OnucaHwue

MmaBHbIe HacTPONKH

Y100BI AKTHUBUPOBATL IIPABUJIO, CABUHBTC IICPCKIOYATCIIb BIIPABO.
Bknountb npaBuno
qT06BI OTKJIIOUUTH IpaBUJIO, CABUHLTC MEPCKIIOYATCIIb BJICBO.

Haspanne mpaBwia s ynoOHOW wuiaeHTHPUKAIMH. MOXET OBITh

Nmsa
MIPOU3BOJIbHBIM.
JleiicTBHE, KOTOPOE BBIMOJIHAET TAHHOE MPABUIIO.
 Paspewmntb - paspemaer nepegady — MAKeTOB B
HencrtBue COOTBETCTBUM C KPUTEPUSIMH, 3aJAHHBIMU MTPABUIIOM.
 3anpetuTb — 3ampeniaeT mepefayy  MMakeToB B
COOTBETCTBUM C KPUTEPUSIMH, 3aJaHHBIMU [TPABUIIOM.
Mpotokon [IpoTokon aJis mepenaun ceTeBbIX MakeToB. Beibepurte HeoOXonuMoe
3HAYE€HUE U3 PACKPBIBAIOLIETOCS CIHCKA.
Bepcus [P-nporokona, /s KOTOpoi OydeT NPUMEHSTHCS JAHHOE
Bepcus IP MIPaBUIIO. Bri6epute COOTBETCTBYIOLIEE 3HAYCHHE u3
PacKpbIBAIOLLErOCs CIIUCKA.
HanpaBneHue HanpaBnenue nmepenaud CETEBBIX MAKETOB, JJIS  KOTOPOIO

IPUMEHSAETCA JJaHHOE€ MpaBuUiao. B packpelBaromeMcs CIHCKE
MCTOYHMUK BeIOEpHTE HCTOUHKK HATIPABICHHUS TAKETOB!

« WAN - mpaBmwio mNpuMEHSICTCS JJIs IaKeTOB, KOTOPBIC
MEepPEAl0TCs U3 BHEIIHEW CETH.

* LAN - mpaBwio mnpuMmeHseTcs Uil TAKeTOB, KOTOPbBIE
MepeIatoTCs U3 JIOKAJTLHON CETH.

* GRE - mnpaBwio mnpuMeHSETCS Jisl MaKEeTOB, KOTOPBIE
nepematorcsi w3 GRE-tynnenss (docmymnno, ecau Ha
yempoticmee cozoan GRE-mynneny).

 IPsec — mnpaBwio TUpUMEHSIETCS Ul IAKETOB, KOTOPBIC
nepenatotcsi u3  IPsec-tynHens (docmynuo, eciu Ha
ycmpotuicmee cozoan IPsec-mynnen).

* PPTP-cepBep — mnpaBwio mNpuUMEHSCTCS JUIs IAKETOB,
kotopsie niepenatorcst ot PPTP-cepsepa (docmynno, eciu na
yempoticmee coz3oan PPTP-cepgep).

* L2TP-cepBep — mpaBwio NpUMEHSETCS JJIs MAKETOB,
koTopsie niepenarorcs ot L2TP-cepsepa (docmynno, eciu na
ycempotucmee cozoan L2TP-cepsep).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

MapameTp Onucanune

B packpsiBatoniemcst criucke HasHavyeHue BoiOepute Ha3HaUYCHUE
HaTpPaBJICHUS MAKETOB:

* Router — npasuio mpuMeHSETCS IS MAKETOB, KOTOPHIE
nepenatorcs Ha DWM-312W.

* WAN - nmpaBwio mnpuMmeHsieTCs IS ITaKeTOB, KOTOPBIC
MepPEIaroTCs BO BHEIITHIOKO CETh.

* LAN - mnpaBwio npuMeHsieTcs Ui TaKeTOB, KOTOpBIE
HEepPenaoTCs B JOKAIBHYIO CETh.

* GRE - npaBwio mnpuMmeHsieTcsl sl TAaKETOB, KOTOPBIC
nepenatorcsi B GRE-tynnens  (docmymnno, ecau Ha
yempotuicmee cozoan GRE-mynneny).

* IPsec - mpaBwio mnpuUMEHSICTCS IS MAKETOB, KOTOPBIC
nepenatorcsi B IPsec-trynnens  (docmynno, eciu  Ha
yempoticmae co30an IPsec-myHnueny).

* PPTP-cepBep - mpaBwio mnpuMeHSCTCS JUIsI TAKETOB,
KoTopelie nepenatorcst Ha PPTP-cepBep (docmynno, ecau na
yempoticmee cozoan PPTP-cepesep).

* L2TP-cepBep - mpaBWioO MNpUMEHSETCS ISl MAKETOB,
kotopsle nepenatorcs Ha L2TP-cepsep (docmynno, ecau na
yempoticmee cozoan L2TP-cepgep).

B packpeiBatoruxcs  criuckax  WHTepdeMc WUCTOYHMKA u
UHTepdenc HasHauyeHMA BoiOepuTe MHTEP(EHCH MCTOYHHMKA U
Ha3HauY€HUs, JUIsl KOTOPBIX OyeT MpUMeHsThbcs npaBuiio. OcraBbre
3HaYeHUs: ABTOMATUMYE€CKMW, 4TOOBl NMPaBWIO NPHUMEHSIIOCH JUIs
Bcex co3aaHHbIX WAN-uHTepgeiicos.

IP-agpec nctoyHuka

3apaTtb Kak Bri6epuTe HeoOXoanMOe 3HaYEHUE U3 PACKPBIBAIOIIETOCS CITUCKA.

Hauaneneiit [Pv4- unn [Pv6-anpec nuanazona aapecoB HCTOYHHKA.

Ecin weoOxomuMo 3amarth OAMHOYHBIA aJpec, OCTaBbTE IIOJIE
HavanbHbIn IPV4- KoHeuHbin IPv4-appec / KoHeuHbin IPv6-agpec nycteim.
appec /| HayanbHbIN

Bbl MokeTe BBIOpaTh YCTPOMCTBO, IMOAKIIOUEHHOE K JIOKAJIHHOU
IPv6-agpec

CeTH MapuipyTh3aropa B JaHHbII MomeHT. [lng »3Toro B
PaCKpBIBAIOIIEMCS CITUCKE BBIOEPUTE COOTBETCTBYIOIMKA [Pv4- mnun

IPv6-anpec (1pu 3TOM I10JI€ 3aIIOIHUTCSI aBTOMATHYECKH).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBarend

HacTtpoika mapwpyTmusatopa

MapameTp Onucanune

KoHe4Hbin IPv4-apgpec /

KoHe4yHbin IPVv6-agpec

Koneunsrit [Pv4- nnu [Pv6-anpec nuanazoHa aapecoB HCTOUYHHKA.

IPv4-appec noacetu /
IPv6-agpec noacetu

IPv4- umn IPv6-anpec monceru ucrounuka. [lome oroOpakaercs,
eclli B cucke 3aAaTh Kak BeiaerncHo 3Hayenue MoaceTts.

IP-agpec Ha3Ha4yeHuA

3agaTtb Kak

BI)I6epI/ITe HCO6XOI[I/IMOC 3HAYCHHEC N3 PACKPBIBAIOIIETOCS CIIMCKA.

HavanbHbIX IPV4-
appec / HayanbHbIn
IPv6-agpec

Hauansnslii [IPv4- nnu IPv6-anpec nuanasona aapecoB Ha3HAUEHUS.

Ecmu HCO6XOILI/IMO 3a1aThb OI[I/IHOLIHBII\/'I aZipeC, OCTaBbTC TIIOJIC
KoHeuHbin IPv4-anpec / KoHeuHbIn IPV6-agpec mycTbiM.

Bbl Moxere BBIOpaTh YCTPOMCTBO, MOAKIIIOYEHHOE K JIOKAJbHOU

Hns

PacKpBIBAIOIIEMCSI CITUCKE BBIOEpHUTE COOTBETCTBYrOmui IPv4 wmm

CeTH MapuipyTh3aTropa B [JaHHBIA MOMEHT. 3TOTO B

[Pv6-anpec (ipu 3TOM 10JI€ 3aTIOTHUTCS ABTOMATUYECKH ).

KoHeuHbin IPv4-agpec /

KoHe4yHbin IPv6-agpec

Koneunsiit IPv4- nnm IPv6-anpec nuana3ona aapecoB Ha3HAuYEHUS.

IPv4-agpec nogcetu /
IPv6-agpec noacetu

IPv4- wnu IPv6-anpec moaceru HasHaueHus. [lome otoOpakaercs,
ecinu B ciiicke 3aAaTh KakK BeiaeneHo 3HaueHue NoaceTb.

MopTbl

nOpTHa3HaquMﬂ

[Topt IP-agpeca Ha3HaueHusi. Bbl MoxeTe yka3zaTb OAMH MOPT,
HECKOJIbKO TOPTOB Yepe3 3alATyl0 WM JHara3oH IOPTOB dYepes
JIBOETOUHE.

3apaTb noprt
MCTOYHMKA BPYUHYIO

CnBuHbTE MEepeKIovareNb BIpaBo, YTOObl yka3arhk mopt IP-agpeca
UCTOYHMKA BpyuHyw. Ilpu 3ToM oToOpaxkaercs moae [lopT
UCTOYHUKA.

MopT ucTouyHukKa

ITopr IP-ampeca wucrounuka. Bbl MOXeTe yka3aTb OIHMH IIOPT,
HECKOJIBKO IIOPTOB 4Y€pe3 3aITyl0 WIHM AUAlla30H IOPTOB 4epes
JIBOCTOUHE.

Haxxmute kaonky MPUMEHUTD.

YToObl HACTPOUTH pacmucaHue padoThl aus npaBwia IP-¢wibrpa, HaxxMuTe Ha 3HaUYoK 3apAaTh

pacnucanue ( (V) B cTpoke 5TOro npasuiia. B OTKPBIBIIEMCS OKHE B PACKPHIBAIOLIEMCS CIIMCKE

MpaBuno Bribepure 3HaucHue Co3AaTb MPaABMUIIO, YTOOBI CO3/1aTh HOBOE pacHucaHue (CM.
pasnen Pacnucanue, ctp. 242) wiu BeiOepuTe 3HadeHne BblOpaTb cyuwecTBylowee, 4ToObI

BOCIIOJIB30BAaTBCA  YXKE

CYIIECTBYIOIIHM.

CyuiecTByomuye pacnucaHus OTOOpakaloTcsi B

packpsiBaroremcs cniucke MMs npasuna.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

YT00bl akTHBHUPOBATH MpaBmio IP-GuiabTpa BO BpeMs, YKa3aHHOE B PACIMCaHUH, U OTKIIOYHUTH B
oCTalibHOE BpeMsi, BeIOepuTe 3HaueHWe BKMOYMTL NPaBUIO B PaCKPHIBAIOMIEMCS CITHCKE
OencTtBue u naxmute kHonky COXPAHUTD.

YTo0bl OTKITIOUMTH MPaBmiIo IP-duisrpa Bo Bpemsi, yka3aHHOEC B PACIUCAHHWH, U aKTHBUPOBATH B
ocTalbHOE BpeMsi, BbiOepuTe 3HaueHne BbIKMIOYUTL MPaBUNO B PacKpPhIBAIOIIEMCS CITHCKE
OencTtBue u Haxmute kHonky COXPAHUTD.

YroObl 337aTh APYTHE MApaMETPhI JJIs KAaKOr0o-TH00 MpaBuiia, BBIOEPUTE COOTBETCTBYIOIIYIO CTPOKY
B Tabnuie. Ha OoTKpbIBIIEHCS CTpaHUIC H3MEHUTE HEOOXOJMMBIC MapaMeTpbl U HAXKMHUTE KHOIKY
NMPUMEHUTD.

YroOsl M3MEHHUTh WM YOAIWTh paclUCaHHe IS KaKoro-inOo MpaBwWia, HAaXMHTE HA 3HAYOK
PepaktupoBaTtb pacnucaHue ( (Y ) B CTpoke 5TOro npapmia. B OTKpHIBIIEMCS OKHE U3MEHUTE
napamerpel ¥ Haxmure KHONKY COXPAHWUTb win wmaxmure kHonky YAAJIUTb U3
PACIMUNCAHUA.

UToOBl ymamuTh MPaBWIO, YCTAHOBHUTE (UIAKOK CJI€BA OT COOTBETCTBYIONIEH CTPOKU TAONHIIBI H

F—9
naxvute kHonky YOAJIUTD ([ ). Ber takke MoxkeTe ynamuTh NpaBHiIO HA CTPAHHIIE H3MEHEHHUS
IapaMeTPOB.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuM Moayniem Anis Asyx SIM-kapt HacTpolika maplupyTusatopa

PyKOBOD,CTBO nonb3oBarens

BupTyanbHble cepBepbl

Ha crpanuiie MexceteBon 3kpaH / BupTtyanbHble cepBepbl Bbi MoxkeTe co3aarh
BUPTYaJIbHBIE CEPBEPHI, KOTOPHIC MMO3BOJIAT TMEPEHANPABIATh BXOIAIINA HHTEPHET-TpadUK Ha

onpenencHHbli [P-agpec B JTIOKaJIBHOM CETH.

BupTyanbHble cepBepsbl

€ 1P-dpunstp

BupTyanibHble cepBepbl

He €03/1aH0 HN 0AHOIO BW PTyaneHOro cepeepa

AOBABUTb

PucyHok 158. Cmpa+uua Mexxcemeeoli akpaH / BupmyasibHble cepgepabil.

YroObl co31aTh HOBBIN BUPTYyaJibHBIN cepBep, HaxmuTe kHonky JJOBABUTD ( -+ ).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOﬂCTBO nonb3oBarens

= € Buapryanshsie cepaer BupTyancHble cepeepbl/flobaBneHue

ObLme HacTpoikK HacTpoiikn BHYTPeHHER CeTK
® Brrouns
BHyTpeHHuit IP* -
BHyTpeHHWA nopT®

{E:l KOs cmed fusMenTos forrna fame ve Gosee 32

{z:l Bt MOMTETIE PRT3mTe Dﬁ.-J‘f.'IDI'.:I'.‘l MECKOABED NOYEUT YEDES IO

LWatnoH
{rampuMep, 50.90) waw duanmeon ropmoa wepes daoemoune fhanpusdep, S0730)

Custom -
WHTEpd
<Bce=> -
MpoTos
TCP -

J7 NAT Loopback

HacTpoiikin ny6nuyHoii ceTi

Crnegyrolpme NopTe WCNONEIYHTCA B KOHGUIYPaLMM
YAANEHHOID ADCTYNA K YyCTROBCTEY U B ADyTMx
1 Npasnnax gnA BUPTYaneHeX cepeepos: 50"

YaaneHHbIA IP

{El Bt sraweme ywarams sdurounsid iP-odper waw IPadpec nodoem (ranpuep, Ebl HE MO¥ETE MNONEI0BEATE WX ANA JEHHOMD
FO.TO 10 1024 npasKna.
AEnNEHHR I:

CRORLED MOGFTIOS WEPET 3OVIAMD

fronpuseeg, 50,90) wor SUTNEIDN NOPMoE Yepes Seoemovue [Honpuieg, B0:50)

PucyHok 159. CmpaHuua dobaerneHusi supmyasibHO20 cepseepa.

Bbl MoxeTe 3a1aTh cieayronme napameTphl:

MapameTp OnucaHue

O6LWwure HacCTpoOMKH

YroOBI aKTUBHPOBATH CEPBEP, CIIBUHBTE TIEPEKITIOYATENH BIIPABO.

Bxknoountb
YtoOBI OTKITIOUUTH CEPBEP, CABUHBTE MEPEKITIOYATEIH BIEBO.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

MapameTp Onucanue

Ha3Banue BHpTyanpHOTO cepBepa UIsl YAOOHOW HWACHTH(HKAIWU.

Uma
MoskeT OBbITh TIPOM3BOJIBHBIM.
B packpbiBaromieMcsi CIUCKE BBIOCPUTE OAMH W3 TPUBEACHHBIX
La6rioH 1a0JIOHOB ~ BHPTYaJIbHBIX CEPBEPOB MM BHIOEpPHUTE 3HAYCHHE
Custom (noavzosamenvckuii), 4T00bI CAMOCTOSTENLHO ONPEICTUTD
napaMeTpbl BUPTYaJIbHOTO cepBepa.
. CoenuHeHne, K KOTOpOMYy OymeT TpHBS3aH  CO37aBaeMbIid
MHTepdeiic 4 poMy 0¥ P
BUPTYaJIbHBIN cepBep.
[IpoTokon,  KOTOpBI  OyOeT  HCIONB30BaTh  CO3/1aBAE€MBIid
MpoTtokon BUPTYyaJbHBIN cepBep. BpiOepure HEoOXOmIUMOE 3HAYCHUE U3

PaCKpBIBAIOILIETOCS CITUCKA.

CaBUHBTE TEPEKITIOYATENb BIIPABO, YTOOBI MOJIH30BATENN JTOKAIBHOM
CeTH MapIIpyTH3aTopa MOITIM OOpalaThCs K JIOKAIBHOMY CEpPBEpY,
NAT L back ucnonb3ys BHemHui [P-agpec mapuipytusaropa unu ero DDNS-
oophac ums (ecau HactpoeH DDNS-cepsuc). Ilonp3zoBarenu u3 BHEIIHEH
CeTH 00paIalTCs K MapIIpyTHU3aTopy MO ITOMY ke aapecy (Wiu

DDNS-umenn).

HacTtponku nyénuyHom cetu

Bsenure IP-agpec cepBepa, HaXOAAMIETOCS BO BHELIHEHN CETH.

Yrobsl 100aBUTH emie oauH aapec, Haxmure kHonky [JJOBABUTb
YnaneHHbin IP YOANEHHBIW IP u BBeaute agpec B 0TOOPA3UBIIEHCS CTPOKE.

UtoOb!l yIaJIuTh apec, HAKMUATE Ha 3HAUYO0K YAANUTb (*) B CTpOKe
azmpeca.

I[lopr  mapmpytuszaropa, Tpapuk C  KOTOporo  Oyner
nepeaapecoBbiBaThcs  Ha [P-agpec, ompenensieMblidi B 1oJie
BHyTpeHHUn IP B pa3nene HacTponkn BHyTpeHHen ceTu. Bel
MOXETE YKa3aTh OJIMH IOPT WM HECKOJBKO MIOPTOB Yepe3 3aIsTyIo.

BHewHun nopt

HacTpownku BHyTpeHHeun ceTu

[P-anpec cepBepa, HaxonsIIerocs B JIOKAIbHOM ceTH. Bbl moxkere
BBIOpaTh  YCTPOMCTBO, TOAKIIOUYEHHOE K JIOKAJIBHOH  ceTu
BHyTpeHHuUn IP MapIIpyTU3aTopa B JaHHBI MOMEHT. J[JIs1 3TOTO B pacKpBIBAIOIIEMCS
cnMcke BbIOepuTe cooTBeTcTBYromwmit IP-anpec (mpu stom more
3aI10JIHUTCS aBTOMAaTUYECKN).
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PyKOBOﬂ,CTBO nonb3oBarend

MapameTp Onucanue

ITopr IP-agpeca, 3amaBaemoro B mone BHyTpeHHun IP, Ha
KOTOpBI  OymeT  mepeaapecoBbIBaThCS  TpapuKk C  mopra
MapuipyTu3aropa, 3agaBaeMoro B mojie BHeWHMW nopTt. Be
MOYKETE YKa3aTh OJIMH IOPT WK HECKOJBKO MIOPTOB Yepe3 3amsTyIo.

Haxxmure knonky MPUMEHUTD.

BHyTpeHHU nopT

YT100OBI HACTPOUTH paciicaHue paboThl [Jisl BUPTYaJbHOTO CepBepa, HAKMUTE Ha 3HaUOK 3aAaTh

pacnucanme ((Y)) B cTpoke 9TOro cepsepa. B OTKpHIBIIEMCS OKHE B PACKPHIBAIOLIEMCS CITHCKE
MpaBuno Bribepure 3HaucHre Co3AaTb MPaABUIO, YTOOBI CO3/1aTh HOBOE pacHucaHue (CM.
pasnen Pacnucanue, ctp. 242) win BeiOepuTe 3HadeHne BblOpaTb cyuwecTBylowee, 4ToObI
BOCIIOJIB30BAThCSl YK€  cymiecTByromuM. CyIIEeCTBYIOIIUE pPACHHCAHUs OTOOpaXKaroTcs B
packpsiBatoiiiemcs crucke UMa npasuna.

YT00bl aKTHBHPOBATh BHPTYAIbHBIN CEpBEP BO BPeMs, YKa3aHHOE B PACIUCAHHUH, U OTKIIOUHTH B
ocTalbHOE Bpemsi, BeiOepuTe 3HaueHHe BKMHOYMTL NPaBUIIO B PaCKPHIBAIOMIEMCS CITHCKE
OeuncrtBue u Haxmute knonky COXPAHUTD.

YTOOBI OTKIIIOUUTH BHPTYaJbHBI CEpBEP BO BPEMs, yKa3aHHOE B PAaCIHMCaHHM, M aKTUBHPOBATH B
OCTallbHOE BpeMs, BbIOepuTe 3HaueHHe BbIKMIOYUTHL MPaBUNO B PacKpbIBAIOIIEMCS CIHCKE
DenctBue u naxxmure kionky COXPAHUTD.

YroObl 3a7aTh Apyrve MnapaMeTpbl JUIsl CYIIECTBYIOLIETO CEpBEpa, BBIOEPUTE COOTBETCTBYIOLIYIO
CTpoKy B Tabmuue. Ha OTKpbIBIIEHCS CTpaHUIE U3MEHHUTE HEOOXOIMMBIE MapaMeTpbl U HaKMUTE

kaonky MPUMEHUTD.

UTo0bl W3MEHUTHh WM YIAIWTH PACIHCAHWE I KaKoro-Tu0o cepBepa, HAKMUTE HA 3HAYOK
PepaktunpoBatb pacnucaHue (@) B CTPOKE 3TOTO cepBepa. B OTKphIBIIEMCSI OKHE U3MEHUTE

napamerpbl u Haxmute kHonky COXPAHUTb wmn naxmure kuoomky YOANUTb U3
PACIMUUCAHMA.

UroObl ymanuTh cepBep, yCTaHOBHTE (IIAXKOK CJeBa OT COOTBETCTBYIOIICH CTPOKH TaOIHIBI U

naxmute knonky YAAJIUTD ([1). Ber takke MoxkeTe ynanuth cepsep Ha CTpAaHHIE H3MEHEHHS
IIapaMeTPOB.
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PyKOBOﬂ,CTBO nonb3oBarens

DMZ

DMZ-30nHa npencraBnsieT co00i y3en WM CEerMEHT CEeTH, PAaCIHOIOKEHHBIH «MEXIy» BHYTpPEHHEH
(JloxanbHOM) ¥ BHemHeW (mioOanbHOM) ceraMu. Peanmmzanuss DMZ-30HBI B MapuipyTH3aTope
MOApa3yMeBaeT BO3MOXXHOCTh Iepe/iaun 3arpoca, MPHUILEANIET0 U3 BHEIIHEH CeTH Ha Kakoi-1u0o
MOPT MapUIPyTU3aTOpa, HA YKa3aHHbBIM y3€Jl BHYyTPEHHEN CETH.

Ha crpanuiie MexxcereBoun akpaH / DMZ Brr moxere 3aaath [P-anpec DMZ-y3na B J0KaJIbHOM
CeTH MapuIpyTH3aTOpa WK aKTUBUPOBaTh PyHKIHIO Super DMZ.

= < BupTyanckbe epklf obaEneHe

DMZ

DMZ-30Ha npegcTaenAeT coBoi y2en KWK CErMEHT CETH, PACNON0EEHHBIR «Memay= BHYTpeHHeR (noxansHoR) 1 EHewHed (rnofaneHoi)
ceTAmMW. Peannzaymua DMZ-30Hs & MapLUPYTMIaTOpe NOJPasyMEBIET BOIMOKHOCTE MEPEJAUN 3aNPOca, NPWILELIEND W3 BHELUHEH CaTH Ha
Kakod-nuBo NopT MApLWPYTHIATOPa, Ha YKa3aHHsH yaen edyTpedHei cari,

Bl moxeTe 3agaTe IP-agpec DMZ-yzna B nokansHodH ceTi.

. Brneoumnte

Brneounte NAT Loopback

Super DMZ

®  Brnrouwts

PucyHok 160. CmpaHuuya Mexcemeeol s3kpaH / DMZ.
Jlist onipenenenuss DMZ-30HbI CIBUHBTE TIEpeKITIOouaTe b BKNHOYUTB BIiparo.

Beenute IP-ampec ysna Bamieir nokansHON cetm B mone IP-appec. Bol Moxkere BbIOparh
YCTPOUCTBO, IOAKJIIOYEHHOE K JIOKAJIBHOW CETH MAapLIPyTU3aTopa B JaHHBIA MOMEHT. /[ 3TOrO B
pacKphIBarolleMcs CIHCKE BBIOEpHTE cOOTBeTCTBYIOmMi I[P-anpec (mpu 3TOM moie 3amoJHUTCS
ABTOMAaTUYECKH).

CnsunbTe nepexiatodaresib Bknounte NAT Loopback siipaBo, 4To0b! 1101630BaTE I JIOKATBHON
CeTH MapuipyThzaropa Moriu oOpamarbess k DMZ-y3my, wucnons3ys BHemHui [P-anpec
MmapurpyTtuzatopa wiu ero DDNS-ums (ecnu Hactpoen DDNS-cepsuc). [Tons3oBatenu u3 BHeUTHEH
ceTr o0pamarTcs K MapIIpyTU3aropy mo 3tomy xe aapecy (wm DDNS-umenn).

Haxxmure xnonky MPUMEHUTD.
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PyKOBO,EI,CTBO nonb3oBartens

[Tpu axTuBupoBaHHOM DMZ-30He Bech Tpaduk, NOCTyHarOMIMi Ha HEKOTOPBIN MOPT UHTEpdeiica
WAN mapmipyTtusaropa, OyaeT NmepeHanpaBIsIThCsS Ha aHAJOTHYHBIM MOPT ykazaHHoro IP-ampeca.
Taxke crneayeT y4yuThbIBaTh, YTO OOJNBIIMN MPHUOPUTET MMEIOT BUPTYaJbHBIE CEPBEPHI, T.€. €CIH
CO3/1aH BUPTyalbHBIN cepBep ¢ BHemHero nopra 80 Ha Kakoil-mubO MOPT CETEBOTO YCTPOWCTBA B
JIOKAJIbHOM CeTH MapUIpyTH3aTopa, TO MOIb30BaTEIH, HAXOASIINECs B TII00ANBbHOM CeTH, IPU BBOJIE
anpeca http://wan_IP MapuwpyTmsaTopa B aJpecHOi CTpoke Opaysepa MmonaayT He Ha HOPT
80 IP-ampeca, ykasannoro Ha crpanuie MexceteBon akpaH /| DMZ, a nwa mopr u IP-ampec,
3aJJaHHbIE AJI1 COOTBETCTBYIOILIETO BUPTYaIbHOTO CEpBEpa.

YroOb1 HAaCTPOUTH pacnucaHue paboThI DMZ-30HB5l, HaOKMUTE Ha 3HA4Y0K

3apatb pacnucaHue ((Y)). B oTkpeiBIIeMcs OKHE B pacKpeiBaromemcs crucke lMpaBuno
BeIOcpuTe 3HaueHne Co3paTb MPaBUIO, 4TOOBI CO3/1aTh HOBOE pacmucaHue (CM. pasaeln
Pacnucanue, crp. 242) wiu BbeiOepure 3HaueHne BbIOpaTb cyuwecTBylowWwee, dToObI
BOCIIONIb30BaTbcs  yke cymecTByrommM. CyIIecTBYIONIME paclUCaHUs OTOOpakaroTcs B
packpbiBatoiemcs ciircke UMsi npaBuna.

Uto6n! akTrBUpOBaTh DMZ-30HY Ha BpeMsi, yKazaHHOE B PACIHCAaHUU, U OTKIIOYUTH B OCTAIBHOE
BpeMs, BbIOepuTe 3HaueHHe BKOYUTL NpaBuUmoO B packpbiBaromiemcs crucke [encTBue u
Haxxmute kHonky COXPAHUTD.

YroObl oTkiIt0unTs DMZ-30HYy Ha BpeMmsl, yka3aHHO€ B PaclHCAaHUU, U aKTUBHPOBATh B OCTAJIbHOE
BpeMsi, BbIOepuTe 3HaueHHe BBIKMIOYMTL NpPaBuUIo B packpbiBatonieMcs crnucke [lencTBue u
Haxxmure knonky COXPAHUTD.

YtoObl H3MEHUTH HIU YAAJIUTh pPaClIMCaHuC pa60TLI DMZ—3OHBI, Ha>XMHUTC Ha 3HA4YOK

Pepaktuposatb pacnucanue ( (D). B oTkpbIBIIEMCS OKHE H3MEHHTE TIApaMeTPhl H HAKMHUTE
kHonky COXPAHUTb nmm naxvute kaonky YOAJIIUTb U3 PACNMTUCAHUA.

Hns ynanenuss DMZ-30HbI CIBHHBTE MepekitodaTes’ls BKMHOYUTL BICBO W HaXMHTE KHOMKY
NMPUMEHUTD.

MapmpyTtuzarop nomuepxkubaer ¢yHkmuio Super DMZ, xoTopasi MO3BOJSET KOMITBIOTEPY WU
cepBepy B JIOKAJILHOW CETH MapIIpyTHU3aTOpa UCIONIb30BaTh MyonuuHblii [P-anpec Mapmpytusaropa
st poctyna B MHTepHeT. DTO MOXeT HOTpeOoBaTbesl AJIE HEKOTOPHIX BHUAOB MPOTrPaMMHOIO
o0ecriedeHusi, KOTOpOe HE TMOAJEPKHBAET KOPPEKTHYIO paboTy ¢ (yHKIMeld mnpeoOpa3oBaHHs
cereBbIx agpecoB (NAT).

Jns ucnonb3oBanus (Qyukiuu Super DMZ caBunbTe mnepekitouarens BKAWOYUTBL B pasiene
Super DMZ srpaBo (noctynHo, eciiu DMZ-30Ha He onpejiesieHa).

Beequre MAC-anpec y3na Barueit nokansHoi cetu B mone MAC-agpec. Bol moxere BbIOparh
YCTPOMCTBO, NOAKIIOUEHHOE K JIOKAJIBHON CETH MapIIpyTU3aTopa B JaHHBIM MOMEHT. i 3TOro B
packpheIBarolieMcs ciucke Boioepute coorBeTcTByIommid MAC-aapec (IIpu 3TOM HOJI€ 3aIOTHUTCS
aBTOMAaTHUECKN).

Haxxmure knonky MPUMEHUTD.

Js ormroueHuss gynkuuu Super DMZ capuHbTe nepekimodaredb BKAKOYUTL B pasnene
Super DMZ snieBo u naxmute knornky MPUMEHUTD.
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MAC-punbTp

Ha crpanune MexceteBon akpaH /| MAC-cpunbTp Bbl Moxere HACTpOUTh (DUIIBTPALMIO T10
MAC-aapecaM Ui KOMIIBIOTEPOB B JIOKAJIBHOM CETH MapIIPyTU3aTOpa.

£ DMz MAC-¢untTp &

MAC-¢unbTp

Bbl MOXeETe HAaCTPOWTL GUALTRaLWe No MAC-aJipecaM ANS KOMMNbIOTEPOB B 0Ka/NbHOI CETW MapLUpyT3aTopa.

Pexum no YMONYAHWH

PaspewnTs

CNMCOK MCKNHOYEHNIA +

He cozaaHo Hi ogHoro npaeuna ana MAC-punsTpoB

PucyHok 161. CmpaHuuya Mexcemeeou 3kpaH / MAC-¢bunbmp.

YroObl HACTPOUTH (UIBTPALMIO I BCEX YCTPOWMCTB CETH MAapUIPyTH3aTopa, BbIOCpUTE
HEOOX0IUMOe JICUCTBHE B criricke PeXMUM no ymonyaHuio:

* PaspewunTb — paspemaer JOCTYyIl K CETH MapIIpyTH3aTopa M K ceTd MHTepHeT mis
YCTPOICTB JIOKAJIbHOM CeTH (JaHHOE 3HAaU€HUE 3aJaH0 110 YMOIYAHUIO);

* 3anpeTuTb — 3ampeniaeT JOCTYI K CETH MapluIpyTH3aTopa AJisl yCTPONCTB JIOKAIBHOH CeTH.

' Bbl MOXETe€ HCIONB30BaTh PEXUM 3aNPEeTUTb, TOILKO €CJIM Ha JAHHON CTPAaHUIIE
®  CVIIECTBYET XOTS OBl OJTHO aKTUBHOE MMPABUIIO, PAa3pENIArONIee TOCTY K CETH YCTPONCTRA.

Uto0sl coznarhk mpaBuino (ykazarb MAC-ampec ycTpoHCTBa, i KOTOPOro OyneT MpUMEHSTHCS

pexxum orpannyeHuit ), Haxmute kaonky JJOBABUTD ( + ).

[obaeneHve npasuna X

@ BxoumTs npasuno

Paspewmntb -
MAC-agpec* -
Mma*

(© Komuectso cumsonos omxHo GeiTe He Gonee 32

COXPAHUTb

PucyHok 162. OkHo dobasrneHus npasuna ons MAC-gunbmpa.
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B otkpsiBIIeMcs OkHE Bbl MOXETE 3a/1aTh CIIEIYIOIINE TapaMETPhI:

MapameTp OnucaHwue

Y100bI AKTUBUPOBATH NIPAaBUJIO, CABUHLBTC IIEPCKIOYATECIIb BIIPABO.
BkniounTtb npaBuno
Y100bI OTKIIIOYUTH IpaBUJIO, CABUHBTEC IICPCKIIOUATEIIb BIICBO.

HeﬁCTBHe, KOTOPOC€ BBITIOJIHACT JaHHOC IMPABUJIO.

* 3anpeTtuUTb — 3ampemaeT JOCTYn K ceTtd MHTepHeT s
ycTpoiicTBa ¢ 3agaHHbIM MAC-aapecom, axe eclii pekuM

D,e ACcTBUe 10 YMOJTYAaHUIO paspeiIacT JOCTYII AJId BCEX YCTpOfICT B.

* PaspewnTb — paspemaeT 10CTynm K CETH MapIipyTH3aTopa
u Kk cetu MHTEpHET 11 ycTpoicTBa ¢ 3agaHHbIM MAC-
aZpecoM, Jaxe €Cld PEeXHUM [0 YMOIYaHHUIO 3allpelnaeT
JOCTYT JIJIsl BCEX YCTPOMCTB.

MAC-anpec ycTpoiicTBa U3 JIOKaJbHOW CETH MapuipyTuzaropa. Bel
MOKETE BBIOpATh YCTPOWCTBO, MOAKIIOUYEHHOE K JIOKATbHOW CETH
MAC-agpec MapuipyTH3aTopa B JaHHBIA MOMEHT. JJIs1 3TOT0 B pacKphIBaroLIEMCs
CIIUCKE BBIOEPHUTE COOTBETCTBYIOIIEE YCTPONCTBO (MPU ITOM TOJE
3aIOJIHUTCS] aBTOMATUYECKH).

Haspanue yctpoiictBa mist ynoOHOUM uaeHTHPUKAIMH. MoXeT ObITh
MIPOU3BOJIBHBIM.

Nma

[MTocne 3amanust HeoOxoauMbIX mapamerpoB HaxkmuTe kHonky COXPAHUTD.

YToOBI HACTPOUTH pacnHcaHue padoThl A npasmwia MAC-¢puisTpa, HOKMUTE Ha 3HAYOK 3aAaTh

pacnucanue ((1)) B cTpoke 3TOro TpaBuia. B oTKphIBIIEMCS OKHE B PACKPHIBAIOMIEMCS CITHCKE
MpaBuno BriGepute 3HaucHue Co3AaTb MPAaBMUIIO, YTOOBI CO3/1aTh HOBOE pacHucaHue (CM.
pasnen Pacnucanue, ctp. 242) wnu BeiOepuTe 3HaucHue BbIOpaTh cyuwecTBylowWee, uToOb
BOCIIOJIb30BAThCS YK€  CcymiecTByromuM. CyIIEeCTBYIOIIHE PACHHCAHUS —OTOOpaXKaroTCs B
packpbiBaronemcs ciucke UMs npasuna.

YroObl akTHBHUPOBaTH MpaBuiio MAC-(uibTpa BO BpeMsl, yKa3aHHOE B paCIMCaHUH, U OTKIIIOYUThH B
ocTalbHOE BpeMsi, BbiOepuTe 3HaucHHe BKMWOYUTL MNPaABUIIO B pacKpBIBAIOIIEMCS CITHCKE
HOenctBue u naxxmute knonky COXPAHUTD.

YroObl oTkII0UUTH MpaBuiio MAC-duibTpa Bo BpeMsl, yKa3aHHOE B paclMCaHUU, U aKTUBUPOBAThH B
ocTalbHOE BpeMsl, BbiOepuTe 3HaueHHe BBIKMIOYUTL MPaBUNO B PacKPBIBAIOIIEMCS CITHCKE
DenctBue u naxxmure knonky COXPAHUTD.

UToOBI 3a/1aTh IpyTHE TApaMeTPhl IS KAKOTO-THOO MpaBujia, BEIOEPUTE COOTBETCTBYIONIYIO CTPOKY
B Tabmuiie. B OTKphIBOIEMCS OKHE W3MEHUTE HEOOXOJMMEBIC IMapaMeTpbl M HAXMHUTE KHOIKY

COXPAHUTDb.
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UToOBl WM3MEHWTH WM YAAJIUTh paclucaHue IS KaKoro-muOo TpaBWiIa, HAKMHTE Ha 3HAYOK
PepaktnpoBartb pacnucaHue (@) B CTPOKE 3TOr0 MpaBwWia. B OTKpBIBIIEMCS OKHE U3MEHUTE

napamerpbl u Haxmutre kHonky COXPAHUTb wmun naxmure kuoomky YOANUTb U3
PACIMUUCAHWMA.

UroObl ynanuTh MpaBUIIO, YCTAHOBUTE (DIaXKOK CJIeBa OT COOTBETCTBYIOIIECH CTPOKH TaOIHIIBI U

F—N
naxmute kaonky YOAJIUTb ( [ ). Bu takke Moxkere ynanuTh HpaBuao B OKHE M3MEHEHHUS
apameTpoB.
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URL-punbTp

Ha crpannne MexceteBon 3kpaH / URL-cbunbTp Bl MokeTe 3aaTh OrpaHHuYCHHs Ha
MOCCIICHUE HEKOTOPhIX Web-CaiToB, a TakkKe ONpeAeIHTh YCTPOWCTBA, IS KOTOPBIX OymyT

MMPUMCHSATBHCA 3aJaHHBIC OTPAHUYCHUS.

= < MAC-dunbTp URL-cpunbTp &
URL-cpnnbTp
Bbl MOXETE 3afaTb OrpaHW4eHUA Ha NoceleHMe HeKOTOPbIX web-caiTos. I'Ipaavma MOXHO NPUMEHUTD K VCTDOVICTBBM, KOTOpble ﬂOﬁaBﬂeHb\ B
CMNUCOK, UNK KO BCEM, KpoMme yCFpOl)'ICTB M3 CNKUCKa.
) BrouuTb
@WﬂbTDaL\MR agpecoe @HﬂprauMﬂ KIMEHTOB
- Bce, kpome ycTpoiCTB 13 cnMcka -

EﬂDKMpOBaTb YKasaHHble afgpeca

Appeca + KnueHTbl +

URL-agpec CoBnageHve ¢ WwabnoHoM MAC-appec

PucyHok 163. Cmparuua Mexcemeeol 3kpaH / URL-¢chunbmp.

Yro6s! BKmounTh URL-GunbTp, caiBuHbTE Nepekioyaresis BKIOYUTB BpaBo, a 3ateM BbIOEpUTE
pexum B crincke PUNbTpaUmnsa agpecos:
* bnokupoBaTb yKasaHHble agpeca — mpu BBIOOpE STOTO 3HAYEHHs MapIIpyTH3aTOP

OJIOKHPYET JTOCTYII KO BCeM web-caiiTam, 3aJJaHHBIM B pasnene Agpeca,

 bnokupoBaTtb Bce agpeca, KpOMe YyKa3aHHbIX — IpH BBIOOpE 3TOr0 3HAYCHUS
MapIIpyTH3aToOp pa3pemraeT JOCTyH ToIbKo K web-calitaM, 3alaHHBIM B paszaeine Agpeca, u
OJIOKHPYET JOCTYI KO BCEM OCTAJIbHBIM CaiiTaM.
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Urobsr no6aButh URL-anpeca, kK KOTOPBIM OyIeT MPUMEHSTHCS 3aJaHHBIA pekuM (DUIBTpAIUH, B

pasnene Appeca naxmure kHonky JOBABUTb (+ ). B otkpeiBmiemMcsi okHe Bbl MoxeTe
3a/1aTh CIICAYIOIINE TapaMeTpPhI:

MapameTp Onucanue

URL-agpec URL-agpec, vacte URL-aapeca niu kiito4eBoe CiI0BO.

Bri6epute HEOOX0MMMOE 3HAUCHHUE B PACKPBIBAIOIIEMCSI CITHCKE.

® MonHoe — SaHpaHIHBaeMBIfI aapeC T0JDKCH TOYHO COBIIAAaTh
CO 3HAYCHUEM, 3aJITaHHBIM B I10JIC BBIIIC.

° Haqano — 3aHpaIJ_II/IBaeMBII71 aﬂpec JOJIDKEH HA4YUHAThCA CO
CoBnageHue c

3HA4YCHUs, 3aJaHHOI'O B I10JIC BBIIIC.
LabrioHoM

* KoHew, — sampammBaemblii aapec JOMKEH OKAHYMBATHCS
3HaYE€HUEM, 3aJaHHBIM B I10JI€ BEIIIIE.

* YacTuyHoe — 3ampammBaeMblil ajpec JAOJDKSH COJCpPKATh
3HAUEHME, 3aJJaHHOE B II0JIE BBIIIE, B JIFIOOOM CBOEH YaCTH.

Haxxmute knonky COXPAHUTb.
Uto0bl ymanuTh Kakoi-mubo amapec u3 cnucka URL-aapeco, ycraHoBuTe (akoK cieBa OT

F—N
COOTBETCTBYIOIIEH CTpokH Tabmuusl u Haxmute kHonky YOAJIUTb ([U]). Brr Taxke moxere
YAAIUTh aJPeC B OKHE U3MEHEHHS ITApaMETPOB.

UroObl OmpenesnTh yCTPOWCTBA, S KOTOPBIX OyayT JeiCcTBOBATh 3alaHHBIE OTPAHUYCHUS,
BBIOEpPHTE HEOOXOIMMOE 3HaUeHUE B criicke PUNbTPaLUs KITMEHTOB:

* YcTpoucTBa M3 CMUCKA — Tpu BHIOOpPE ATOrO 3HAYCHHSI MApIIPyTHU3aTOp MPHUMEHSIET
OrPaHUYCHUS TOJIBKO K yCTPOUCTBAM, 3a1aHHbIM B pasneic KnueHTbl;

* Bce, KpoMe yCTPONCTB M3 CNMUCKA — IpH BHIOOPE ITOrO 3HAYEHHs MApIIPYTH3ATOP HE
MPUMCHSACT OIPaHUYUCHUA K YCTpOﬁCTBaM, 3aIaHHBIM B pa3aciic KnVleHTbl, HO IIPUMCHSCT
OTPaHUYEHUS K OCTAIBHBIM YCTPONCTBAM.

Yrobsl 100aBUTH KIMEHTA B CIIUCOK, B pasneine KnmeHTbl naxvure knonky [JJOBABUTb (+ ).
B otkpeiBiremcs okue B mojie MAC-agpec Beenute MAC-aapec yCTpoicTBa U3 JIOKAJIbHOM CETH.
Bb1 MoxeTe BbIOpaTh YCTPOWCTBO, MOJKIIOYEHHOE K JIOKAJIbHOM CeTH MapHIpyTH3aTopa B JTaHHBIN
MOMEHT. [IJi1 3TOro B pacKphIBAIOIIEMCsl CIIUCKE BBIOEPUTE COOTBETCTBYIOIIEE YCTPOMCTBO (IpU
3TOM I10JIE 3aMOIHUTCS aBToMariyeckn) u Haxkmute knonky COXPAHUTD.

YToOBl ynanuTh KIMEHTAa M3 CIIHMCKA, YCTAHOBUTE (PIIAKOK CJIEBa OT COOTBETCTBYIOICH CTPOKH

F—M

Tabmumel u Haxvute kHonky YOAJIUTL ( [ ). Ber takoke MokeTe yqamuTh KIMEHTAa B OKHE
U3MEHEHHS IapaMeTPOB.

[Mocune 3aBepiienus HacTpoiikin URL-¢duinsrpa Haxxmure kHonky MPUMEHUTD.
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C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

UroObl  HacTpouTh  pacnucanue  paborel  URL-dunsrpa, Haxkmure  Ha  3HAYOK

3apgatb pacnucaHme ((Y)). B oTkpeIBIIEMcs OKHE B pacKphIBaromemcs crucke [paBuno
BbIOepuTe 3HaueHne Co3paTb MNPaBUIO, 4TOOBI CO31aTh HOBOE pacmucaHue (CM. pasaen
Pacnucanue, crp. 242) wiu BbeiOepuTe 3HaucHue BbIOpaTb cyuwecTBylowWwee, dToObI
BOCIIOJIb30BaTbcsd YK€  cymiecTByromMM. CyIIeCTBYIOLIME paclUCaHUs  OTOOpakaroTcsl B
packpsiBaroiiemcs crucke UMa npasuna.

YroOs! akTuBupoBarh URL-punerp Ha BpeMs, yka3aHHOE B paCMHCAHHUU, U OTKIIOUYUTH B OCTAJIbHOE
BpeMsi, BbIOepuTe 3HaueHHe BKMIOYMTBL MpPaBuUIoO B packpeiBatonieMcs crnucke [encTBue u
Haxxmure knonky COXPAHUTD.

YroOs! otkmrounTh URL-GmiibTp Ha Bpemsl, yKka3aHHOE B paclMCaHUH, U AKTUBUPOBATh B OCTAJIbHOE
BpeMs1, BbIOepuTe 3HaueHHe BbIKMIOYMTBL NPaBUO B packpbiBaromeMcs crucke [leMcTBue u
Haxxmure knonky COXPAHUTD.

YroObl WM3MEHHUTh WIM yHaduTh pacnucanue padorei URL-¢QwibTpa, HakMHUTEe Ha 3HAYOK
Pepnaktuposatb pacnucaHue ((U) B paszene URL-bMnbTp. B oTkphIBIIeMCS OKHE

usmenute napamerpbl 1 Haxkmute kHoky COXPAHUTD wnn naxmute knonky YOANIUTb U3
PACIMUCAHUA.
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C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOD,CTBO nonb3oBarens

YaaneHHbIn gocTyn

Ha crpanunie MexceTteBon 3kpaH / YaaneHHbIn AocTyn Bel Moxere co3iarh HpaBmiIa s
YIAJIICHHOTO JIOCTYMa K MapuipyTu3aropy. [1o yMomuaHuIO ZOCTYI K MapIIpyTU3aTOpy M3 BHEIIHEH
cetd 3akpbIT. Ecin BaM HEOOXOMMMO OTKPBITH JOCTYN K MapIIPyTHU3aTOpy W3 BHEIIHEH ceTH —
CO3/1aiiTe COOTBETCTBYOLINE MTPABHIIA.

= £ URL-dunbTp YnaneHHbIl fgocTtyn

YaaneHHbIl gocTyn

Bbl MOXeTe co3aaTh Npasuna Ans YAANeHHOro AOCTYNa K MapLupyTusatopy. Mo yMon4aHmio 4oCTYN K MapLupyTU3aTopy U3 BHELHeH ceTn
3aKpbIT. ECnW BaM HeOBXOAMMO OTKPLITb AOCTYN K MapLUPYTU3aTOPY M3 BHELHEN CeTH — co3AaiiTe COOTBETCTBYIOLME NpaBuna.

Mpaeuna +

He cospaHo HW 0AHOrO NpaBWna ANA yaaneHHoro AocTyna

PucyHok 164. CmpaHuya Mexcemeeol akpaH / YOaneHHbIl docmyn.

UYro0sI co3math HOBOE mpaBuiio, Haxkmute kHonky JIOBABUTD ( -+ ).

[o6aenTb NpaBuno

. BrniounTs

Nma*

G) KonnqecTso cuMBOROB AOJIKHO GbITb He Bonee 32

WHTepdelic

ABTOMaTUYECKNIA A

Bepcus IP
IPv4 -

) OTkpbITb AgocTyn ¢ nwboro
BHELLHero xocra

IP-agpec*

Macka noacetu*

BHewwHuit nopt*

80

MpoTtokon

HTTP -

PucyHok 165. OkHo OobaeneHusi npasuna ydaneHHo20 docmyrna.
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C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

B otkpsiBIIeMcs OkHE Bbl MOXETE 3a/1aTh CIIEIYIOIINE TapaMETPhI:

MapameTp OnucaHwue

C,I(BI/IHI:T (] HepeKJIIOLIaTCJ'IL BHpaBO, IITOGI:I aKTI/IBI/IpOBaTB HpaBI/IJ'IO.
Bknouutb
C,I(BI/IHI:T (] HepeKJIIOLIaTCJ'IL BJICBO, I{TO6L>I OTKJIKOYHUTH HpaBI/IJ'IO.

st Haspanue mpaBuna ansg ynoOHo¥ uaeHTH(uKanuu. MoxeT OBbITh
MIPOU3BOJIBHBIM.

B packpeiBaromemcst cnucke Bbioepute uHTepdeiric  (WAN-
COCJIMHEHUE), Yepe3 KOTOPbIH OyaeT padoTaTh yNaJICHHBINH JOCTYI K
UHTepdenc Mapiipytusatopy. OctaBsre 3HaueHHe ABTOMATUYECKUWU, YTOOBI
yOaJeHHBIM JOCTyn pabotanm depe3 Bce co3gaHHbie WAN-
COCIMHEHMUSL.

Bepcust [P-mpoTtokona, s KOTOpoil OyldeT NMPUMEHSTHCS JTaHHOE
Bepcus IP MIPaBHUIIO. Bri6epuTe COOTBETCTBYIOIICE 3HAYCHHE u3
PacKpBIBAIOIIETOCS CITUCKA.

OTKpbITbL AOCTYN C CABUHBTE TMEPEKITIOYATENb BIPABO, YTOOBI pPa3peliuTh JOCTYH K
nboro BHeLWHero MapIIpyTu3aTopy it jaroboro y3ma. Ilpu stom nons IP-apgpec u
XocTa Macka nogceTu He 0ToOpaXkaroTCsl.

V3en wunum monacers, Uil KOTOPOM JAaHHOE IPaBUIIO pa3pellaet

IP-appec
AP noctyn. Bel moxete 3anars IPv4-anpec nnu [Pv6-anpec.

Tonvko ona npomokona IPv4.
Macka noacetu
Macka nozaceru.

Tonvko ona npomokona IPv4.

BHewwHumn nopt BrenmHuit mopT MapmipyTu3aropa. Bel MokeTe ykazaTh TOJIBKO OUH
HOPT.
I[TpoTokon JNOCTYNHBIA ISl aJIEHHOTO TIpaBJICHUS
MpoTokon P ’ 4 Y yip
MapIIpyTH3aTOPOM.

[Tocne 3amanust HeoOxoauMBIX mapameTpoB HaxkmuTe kHonky COXPAHUTD.

Uro0Obl HACTPOWUTH pacHUcaHue pabOTHI s MpaBHia YJAJIEHHOTO JIOCTYNa, HAKMUTE Ha 3HAYOK

3apatb pacnucanue ((5)) B cTpoke 9Toro npaBuna. B oTKpHIBIIEMCS OKHE B PAaCKpHIBAIOIIEMCS
ciucke MpaBuno BeiGepute 3HaueHre Co3paTh MPaBUIO, 4TOObI CO37aTh HOBOE PACIUCAHHE
(cM. paznen Pacnucanue, ctp. 242) win BeiOepute 3HaueHre BblOpaTh cywecTByloLwee, 4toob
BOCIIOJIB30BAaThCsl  yke cyniecTByromuM. CyIIeCTBYIONIME pAclUCaHWs OTOOpaKAlTCs B
packpbiBaroiemcs criucke UMs npasuna.

YroObl aKTHBHPOBATH IPABHIIO YIAIEHHOTO IOCTYIIa BO BpPEMs, YKa3aHHOE B pACIMCAHHHU, H
OTKJIIOYHTH B OCTAIIbHOE BpeMsi, BbIOepuTe 3HaucHHe BKMOYUTL NPaBUIO B pacKphIBAIOMICMCS
crrcke flencrBume u Haxkmure knonky COXPAHUTD.
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C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

YToObl OTKJIFOYHUTH MPABUIO YAAJICHHOTO JOCTya BO BpEMs, YKa3aHHOE B pacClUCAHUH, H
aKTHBHPOBAaTh B OCTAJbHOE BpeMs, BbIOEpUTE 3HaucHHe BbIKAKYUTL nNpaBuUNoO B
packpbiBaroriemcs crincke flencTeme u naxmurte knonky COXPAHUTD.

Yr10o0BI 3a1aTh APYrHe MapaMeTpsl Uil KaKoro-jinbo MpaBmia YAaJeHHOTO JOCTYIa, BBIOEpHTE
HEOOXOMMOE TMPAaBUIO W HAKMHUTE JICBYIO KHOIMKY MbIIIA. B OTKpBIBIIEMCS OKHE HM3MEHHTE
HeoOxomuMble mapameTpsl 1 Haxkmute KHOKy COXPAHUTD.

UroObl M3MEHHUTh WM YIAJIUTh PACIHCAHUE JJIs KAKOTO-IMOO TpaBHiia, HAKMUTE HA 3HAYOK
Penaktuposatb pacnucanue ((U) s CTPOKE 3TOr0 IpaBwWia. B OTKpBIBIIEMCS OKHE U3MEHUTE

napametpbl u Haxkmure KkHomky COXPAHWUTb wm naxmure xHonky YOAJIUTb W3
PACIMUCAHUA.

YroObl ynanuTh Kakoe-TUOO MpaBHIIO YNAJIEHHOTO JOCTyINa, YCTAaHOBUTE (PIakoK cieBa OT

COOTBETCTBYIOIIEH cTpokyu Tabmuie! 1 HaxvuTe knonky YAANUTb ([1)).
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PyKOBOﬂ,CTBO nonb3oBarend

Cucmema

B nannom paszzaene meHto Bbl MOXXeTe BBITTOJIHUTE CIEAYIONIUE NEHCTBUSA:
*  HW3MEHHTH MapOoJIb JIJIS JOCTYIA K HACTPOIMKaM MapIIpyTH3aTopa;
*  BEpPHYTh MapUIPYTU3ATOP K 3aBOJACKHUM HACTPOIKaM;
* clenarh Pe3epPBHYIO KOMHIO KOH(UTYpAIIMH MapIIPyTH3aTOPa;
* BOCCTAaHOBUTH HACTPOMKHU M3 KOH(UTYpAIIMOHHOTO (haiina;
*  COXpaHUTh TEKYIIHE HACTPOUKH B SHEPTOHE3aBUCUMON MaMSITH;
* mepe3arpy3uTh MapuIpyTHU3aTop;
*  U3MEHUTH I3BIK Web-uHTepdeiica;
*  OOHOBWTH MPOrPAMMHOE O0ECIICUEHUE MAPIIPYTU3ATOPA;
*  HACTPOUTb ABTOMATHUYECKOE YBEJOMJIEHUE O HANUM4UU HOBOM Bepcuu 110;

* HAacTpOWTHh  BKJIIOUCHHE/BBIKIIOUEHHE  OecrpoBogHoit cetu u  Wi-Fi-¢unsrpa,
aBTOMATHUECKYI0 TIepe3arpy3Ky YCTpOicTBa IO paclMCaHUIO, a TakXe HacTPOUTh
pacnucaHue paboThl IPAaBUI U HACTPOEK MEXKCETEBOI0 3KpaHa;

*  MPOCMOTPETH KypHAJ COOBITUI M HACTPOUTH NEpeady KypHaia Ha ylIaJeHHbIN y3el;

* MPOBEPUTH JIOCTYMHOCTh KAaKOTO-THOO y3/la CeTH HEMOCPEICTBEHHO U3 web-untepdeiica
HaCTPOWKH U yNPABIICHNUS;

*  ONpeAeTuTh MapUIPYT 0 KaKOro-Iubo y3ia;
*  pa3pelMTh WM 3alpeTUTh JOCTYI K MapupyTtu3aropy no nporokonam TELNET u SSH;

* HACTPOWUTHh aBTOMATUYECKYI0 CHHXPOHHU3AIMI0 CHCTEMHOTO BPEMEHH WM BPYUHYIO 3a7aTb
JaTy ¥ BpeMs AJIs MaplIpyTH3aTopa;

* axTUBUpPOBaTh QpyHKUHUIO Auto Provision.
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PyKOBOﬂ,CTBO nonb3oBarens

KoHdurypauums

Ha crpanunie Cuctema / KoHdmrypaums Bl MoxeTe H3MEHHTH MApOib YYCTHOH 3alHCH
aJIMUHHUCTpaTopa Juld 10CTyna K web-uHTepdeiicy MapupyTu3aropa u Juid 10CTyla K HacTpoiikam
no nporokosiaM TELNET u SSH, BoccTaHOBUTB 3aBOJCKHE HACTPONKU MapLIpyTH3aTOpa, CO3/1aTh
pPE3epBHYI0 KONHUIO TeKylled KOHQUrypalMM WM BOCCTAHOBUTh pPaHEE COXPaHEHHYIO
KoH(puryparuio u3 ¢aina, COXpaHUTh H3MEHEHHBIE HACTPOWKH B SHEPrOHE3aBUCHUMOW TaMSTH,
nepe3arpy3uTh yCTPOMCTBO, a TAKXKe U3MEHHTH S3bIK Web-unTepdeiica.

< BnokupoBka peknambl K0H¢wrypau,wﬂ

3aBofICK1e HACTPORKK
Monb3oBarent

PesepBHan konuA
admin

BoccTaHoBWUTE

MOBLIM Naponk L~

CoxpaHuTe
® Anuna napons JonxHa Guite o1 1 40 31 ASCH
CHMBOAa
Mepe3arpyanTs
MonoTeepxaeHWe napons o
Bpens beageicTens (B MukyTax)®
5
A3niK ® Ecni sxar 'Hd G}"HK.‘JM.’I w0 ATBCA B CHCTEMER, TO NOJIBI0BATENH HE 6y,i‘y.' nepeHanpagneHb Ha
. CTPAHALY dBTOPUIALMK HECMOTP 33[aHHOE BpEmMa Be3 efcTEun.
Pycckmia -

PucyHok 166. Cmpa+uuya Cucmema / KoHgpuaypayus.

J1sis TOro 4TOOBI U3MEHUTH MApPOJIb YUETHOM 3allUCH aJIMUHKUCTpaTopa, B pasaene Nonb3oBatenb
BBEJIMTE HOBBIN maposs B monst HoBbIM naponb u MoarBepxxaeHue napons. Vcnosb3yiite
uQpHl, JTATUHCKWE OYKBBI BEPXHEr0 W HIDKHETO PETHUCTpPAa W JIPYTHE CHMBOJBI, JOCTYITHBIE B
aMEpUKaHCKOM packinaake kinapuarypsl’. Haxmure Ha 3Hadoxk [lokasaTb ( & ), 4roObI
orobpasuTh BBeeHHBIE 3HaYeHus. 3aTeM HaxkmuTe kHOonky COXPAHUTD.

3aOMHUTE WJIM 3a0UIINTE HOBBIM Haposib aAMUHHUCTparopa. B ciydae yTepu HOBOTIO
[apoJis aAMUHHACTpATopa Bbl CMOXKETE NOJYYUTh JOCTYI K HACTPOMKAM MaplipyTH3aTopa
' TOJIbKO TOCJHE BOCCTAHOBJIEHHS 3aBOJICKMX HACTPOEK [0 YMOJYAHWIO MPH MOMOIIKN
- ammapatHoii kHonky RESET. Takas mponenypa YHHYTOKHT Bce 3ajaHHble  Bamu
HACTPOWKHK MApPUIPYTU3ATOPA.

Jlnst Toro 4ToOBI U3MEHUTH SI3bIK Web-uHTepdelica, B pacKpbiBaroeMcs criiucke FA3bIK BrIOSpUTE

HEO0OXOIMMOE 3HAUYCHHUE.

13 0-9, A-Z, a-z, npo6Gen, !"#3%&'()*+,-./;<=>2@[\]* " {|}~.
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PyKOBOﬂ,CTBO nonb3oBarens

Taxxe Ha HaHHOﬁ CTpaHUIEC NOCTYIHBI CJICAYIONINC KHOIIKU:

nemMeHT OnucaHue

Knomka st cOpoca HacTpoeKk MaplipyTu3aropa K 3aBOACKUAM

" ycTaHoBKaMm. JlpyruM BapwaHToM cOpoca HACTpOEK SBISETCS
3aBoacKkue HaCTPOMKMU
ucnonb3oBanue kHONku RESET (cMm. paznen 3aousas namens, ctp.

15).

Kuonka guis coxpaHeHusi KoHHrypamuu (Bcex IapaMeTpoB
MaplIpyTHU3aTopa) Ha JIOKAJIbHOM JHUCKE KOMIIbloTepa. PesepBHas
PesepBHas konusa .

KOITUSI HACTPOEK OyleT HAaXOIAMTHCS B TAIKE 3arpy’KeHHBIX (hailioB

Bamero 6paysepa.

Knonka s BbIOOpa paHee COXpaHEHHON KoH(Urypamuu (Bcex
IapaMeTpoB MaplLIpyTU3aTOpa) Ha JOKAJIbHOM JIUCKE KOMIIbIOTEpPA U
BoccTtaHoBUTbL pavetp PHpY .
ee 3arpy3kd. Haxmure KHONKYy U clexyiliTe HHCTPYKUMSIM

JAUaJIOroBOoro OKHa.

Knomnka AJI1 COXpaHCHHA HACTPOCK B 3H€pFOHe3aBHCHMOﬁ HaMsTH.

MapuipyTu3arop COXpaHseT HU3MEHEHHS HACTPOEK aBTOMATHYECKH.
CoxpaHutb Ecnu M3MeHEHHBIE HACTPOWKH HE COXpPAaHEHbI AaBTOMATHYECKH, B
[PaBOM BEPXHEM YINIy CTPAHHUIBI OTOOPa3sUTCS COOTBETCTBYIOIIEE
yBEIOMJICHHE.

Kuonka mis mepesarpy3ku ycrpoiictsa. IIpu mepesarpyske Bce
MNMepe3arpy3uTb p p}: yerp P p py
HECOXPAaHEHHbIE HACTPOUKH OyyT yTEpSHBI.

B mone Bpemsa 6e3aencTBUA 3amaiite Bpems MPOCTOs (B MUHYTaX), [0 MCTEYCHHH KOTOPOTO
MapLIpyTH3aTOp 3aBEPLIUT ceaHc paboTsl mHTepdeiica. [lo ymomrdanuto 3agaHo 3HadeHune 5. 3arem
Haxxmure knonky COXPAHUTD.
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PyKOBOﬂ,CTBO nonb3oBarens

O6HoBneHue MO

Ha crpanuiie Cucrtema / O6HoBneHune MO Bei MoxeTe 00HOBUTH BHYTPEHHEE MPOrPAMMHOEC
obecrieueHHe MapUIpyTH3aTopa, a TakKe HACTPOUTh ABTOMATHYECCKYIO MPOBEPKY HAIUYUS
oOHoBnenuit 1y [1O ycrpoiicTsa.

Oo6nosaenne BHyTpeHHero 110 MapmpyTu3aTopa peKOMEHIYETCS BBIIOIHATH TOIBKO [IPU
L IPOBOJHOM HNOAKIIOYCHUW MAPIIPYyTHU3aTOPA K KOMIILIOTCPY.

= < Kougwrypaumna O6HoeneHwe M0

NlokaneHoe oBHOBNEHWE YnaneHHoe oBHOBMEHWE
© Texyuyan sepeun 10: 4.0.2 Agpec cepeepa obHoBNEHWIA
BoCCTaHOBWTE 34dBOACKKME HaCI'leﬁKM nocne fwupdate.dlink.ru

ofihoBneHua MO
OOBAEBWTE

BbIEPATL ®AMN... ©aiin ve euifipan
) g #® AstomaTueckn NpoeepATs 0BHOBNEHIA

—

43200
@ He v

NPOBEPWTL OEHOBNEHWA

PucyHok 167. Cmpa+uua Cucmema / O6HoeneHue [10.
Texymias Bepcust BHyTpenHero 10 ycrpoiicTBa otobpakaercs B mojie Tekywasa sepcus MO.

[Io ymomuaHWI0O B cCHCTEME HACTPOECHAa aBTOMAaTWYeCKas TMpOBEpKa HAIU4YUs OOHOBIEHHI
BHyTpeHHero [10 mapmpyTtuzaropa.

Ecnu oOHOBEHHME NOCTYIHO, B MPAaBOM BEPXHEM YIVIY CTpPaHHIIBI 0TOOPA3UTCs COOTBETCTBYIOIIEE
yBEIOMIICHUE.

YToOBl OTKIIOYMTH aABTOMAaTHUYECKYIO MPOBEPKY OOHOBICHHMH, B paszaene YAareHHoe
OOHOBNEeHUe cIBUHBTE MepekiToUaTe ABTOMaTUYECKU NPOBepATb OOHOBMEHUSA BIIEBO U
naxvute kaornky MIPUMEHUTb HACTPOUKMU.

YT0OBI BKIIIOUYUTH aBTOMATHYECKYIO IPOBEPKY OOHOBIICHUIL, B pa3nene YaaneHHoe o6HoBneHue
CIBMHETE IEpeKmodaren ABTOMaTU4YeCKM MpPoOBepsiTb OOHOBMNEHUsi Bmpaso. B mone
WHTepBan 3anaiite nepuoa BpeMeHH (B CEKYHIAX) MKy MPOBEPKaMH MITH OCTaBbTE 3HAYCHUE T10
ymonuanuto (43200).

B mone Aapec cepBepa OOHOBMEHMW 1O yMONYAaHHIO yKa3aH aapec cepBepa OOHOBICHUIA
D-Link — fwupdate.dlink.ru. YroObsl [100aBUTH €mie OAWH aApeC, HAXKMHUTE KHOIKY
OOBABWUTb wu Beeaute aapec B oroOpasuBiiciics cTpoke. UTOOBI ynanuTh ajpec, HAKMHUTE Ha
3HAuOK YAANUTb ( * ) B CTPOKE ajpeca.
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PyKOBOﬂ,CTBO nonb3oBarend

Haxmure knonky MTPUMEHUTb HACTPOMKM.

Bbl moxere o0HOBuUTh BHyTpeHHee I[IO mapupyTuzaropa JIOKaldbHO (C JKECTKOIO JIUMCKa
KOMIIBIOTEpA) WK YJIAJIEHHO (C cepBepa OOHOBIEHUIN).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

JlokanbHoe o6HO8IeHUE

Buumanue! Bo BpeMs 0OHOBIEHHS NPOrpaMMHOTO OOECHEYCHHs HE OTKIFUYANTE
[IMTAaHUE MAPIIPYTHU3aTOpa. ITO MOXKET HOBJIEYD 32 cOO0M BBIXOI YCTPOWCTBA M3 CTPOSL.

I[J'IH JIoKajasHOro ooHoBIeHus [10 MapuIpyTu3aTopa BBEIIIOJIHHUTE IIEPECUNCICHHBIC HUXKC ,HCIZCTBHH.

1.
2.

Ckauaiite (aiin ¢ HOBOI Bepcueit mporpaMmMHoro odecrieueHus Ha caiite www.dlink.ru.

Ha crpannne Cuctema /| O6HoBneHue MO B pasmene JlokanbHoe obHOBREeHue
naxmure kHonky BbBIBPATb AWM, uro6bl ompeeinTs MeCTOmONIOKeHHe (aiima ¢
HOBOI1 Bepcueii [10.

Ecim Bwr xotute mnocne oOHoBieHuss BHyTpennero IIO wmapmpyTtuzatopa cpasy
BOCCTAHOBHTH 3aBOJICKUC HACTPOHMKH, CABHHBTE Iepekiouaresr BoccTaHOBUTb
3aBoAcCKMe HacTponku nocne o6HoBneHus MO smpaso.

Haxxmure knonky OBHOBUTbD MMO.

Joxnaurech nepe3arpy3kyu MapLpyTu3aTopa (IoJaTopbl-IBE MUHYTHI).

BBenute uMs monb3oBatens agMUHHCTpaTopa (admin) u TeKymuil mapois A AOCTyma K
web-unTepdeiicy.

Ecmu nmocne o6HoBNeHUst BHyTpeHHero [10 MapmipyTusaTtop He paboTaeT KOPPEKTHO, HEOOXOIUMO

BOCCTAaHOBHTh 3aBOJICKME HACTpO#KH ycrpoictBa. J[ms storo Ha crpanuine Cucrtema |/
KoHdurypauma naxvute KHONKY 3aBOACKWE HACTPOMKW. JlokaWTech Iepe3arpysku
MapIIpyTH3aTopa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

YOaneHHoe o6HO8/1I€HUE

Buumanue! Bo BpeMs 0OHOBIEHHS NPOrpaMMHOTO OOECHEYCHHs HE OTKIFUYANTE
n [IMTAaHUE MAPIIPYTHU3aTOpa. ITO MOXKET HOBJIEYD 32 cOO0M BBIXOI YCTPOWCTBA M3 CTPOSL.

Jns ynanennoro oonosinenus [10 mapuipyTuzaTopa BBIIIOTHUTE EPEUNCICHHbBIC HIKE 1EHCTBUS.

1. Ha crpanuiie Cuctema / O6HoBneHue MO B paszgene YaaneHHoe oGHoBReHue
naxxmute kHonky MPOBEPUTb OBHOBJIEHUA, uto6sr y3uath, cymiecTByeT i HOBas
Bepcus [10.

2. Haxwmure kHonky OBHOBWUTb MO (kHomka oToOpakaeTcsi Mpu HAJIMYMU HOBOHM BEpCUU
MIPOrpaMMHOTO OOECIIeYeHUS).

3. Joxaurech nepesarpy3ku MapupyTusaTopa (IIoJaTopbl-IBE MUHYTHI).

4. BBenute MMs MOJNB30BaTeNsl aJMUHUCTpaTopa (admin) u TeKylui maponb i J0CTyna K
web-unTepdeiicy.

Ecnu nocnie o6HoBNeHust BHyTpeHHero [10 MapmipyTusaTtop He paboTaeT KOPPEKTHO, HEOOXOIUMO
BOCCTAHOBUTh 3aBOJICKHE HACTpOiKH ycrpoiictBa. [ns storo Ha crpanune Cucrema |/
KoHdurypauma naxvute KHONKY 3aBOACKWE HACTPOMKW. JlokauWTech Mepe3arpysku
MapIIpyTH3aTopa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

PacnucaHue

Ha crpanune Cuctema / PacnucaHue Bbl MoxeTe HACTPOHUTH BKJIFOYCHHE/BBIKIIOUCHUC
O6ecripoBogHOi ceth M Wi-Fi-¢uibrpa, aBTOMaTH4yecKyro Mepe3arpy3Ky YCTpOMCTBa IO
pacrucaHmio, a TAK)Ke HACTPOUTH paclrcaHre paboThl MPABUI U HACTPOEK MEXKCETEBOTO IKPaHa.

HGQCZ! CO31IaHNEM PACTIMCAHNA H606X02!I/IMO HAaCTPOUTHL ABTOMATUYCCKYIO CUHXPOHU3AIIUTIO

' CHCTEMHOTO BPEMEHM C CepBepOM BpeMeHHW u3 cetr UHTepHEeT (cM. paznen Cucmemmuoe
|

épems. CIp. 255).

< O6Hoenenne N0 PacnuncaHue

ABTonepesarpyska

CocroAaHne OTKOYEHO

MNEPE3AIPY3KA NO PACTTUCAHWIO

Bce 3agaHma +

HET HW ogHoOro 3agaHnA no pacnucaHn

PucyHok 168. CmpaHuya Cucmema / PacnucaHue.

YroObl HACTPOWUTH ABTOMATHYECKYIO IIepe3arpy3Ky YCTPOWCTBA 10 pACIHCAaHUIO, B pas3zese
ABTtonepe3sarpy3ka naxmute knonky NEPE3AMPY3KA MO PACINMUACAHULIO.

Bbi6op pacnucaHnsa

3afaHue ByJeT BRINOAHATLCA, TONLKD eCIM CUCTEMHOE
BpEMA YCTPONCTEA CMHXPOHW3WpOBaHo C NTP-
CEPEEPOM.

CUCTEMHOE BDEMA: 24 voHA 2021, 14:23

Pexm

YNpoLUeHHbIA pexmumM -

Mma pacnucaHua®

HHTE|JEB.‘I BBINONHEHWA

Kamabii oeHb -
Yac (0-23) MuHyTH (0-59)

Bpema O 0

1 88008 HECKOALKUX napaMempog UCl'.‘O."."UJ_}"J."‘IE CLUMBO.T w0
g w2, 5, 12=)

COXPAHUTL

PucyHok 169. OkHO Hacmpolku asmomMamu4eckol nepesagpy3ku ycmpolicmea ro pacrucaHutro.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

B otkpeiBiIeMcs okHe B ojie CUCTEMHOE BPeMS 0TOOpakaeTcsi CHCTEMHOE BPEMsl YCTPOMCTBA.
B packpsiBaromemcs criricke PeXXum Ber Mmoxete BbIOparth YNPOLWEHHbIN PEXUM paciucaHus 1
3a/1aTh CIEAYIOLIUE TapaMeTPhI:

MapameTp OnucaHwue

YnpoLeHHbIN peXxum

3ajaiite Ha3BaHWE pACHHMCAHUSA [UIA YIOOHOM WACHTHU(HKALINU.
Amsa pacnucaHuna
MoskeT OBITh TIPOU3BOIBHBIM.

3aaiiTe NEpUOJUYHOCTD IIepe3arpy3Ku yCTpONCTBa.

* Kaxpbln feHb — mpu BHIOOpPE 3TOrO 3HAYECHHS B pasieiie
orobpaxaercs nojic Bpems.

MHTepBan BLINONHEHMS  Kaxayro Hepenwo — mpu BBHIOOpPE 3TOrO 3HAYCHHS B
paszene oroOpakaloTcs Ha3BaHUS JHEW HeNeau U ToJje

Bpewms.

*  Kaxpabin mecsiy, — npu BeIOOpPE STOr0O 3HAYEHHUS B paszieie
orobpaxarorcs nmojisi [leHb mecsiua u Bpems.

Bpewms Vkaxkute BpeMms epe3arpy3ku yCTpOiCTBa.

Bribepure neHp WM JHU HENeNH, B KOTOpble OyIeT MPOUCXOAUTH
OHwn Hepenn aBTOMaTH4eCKas Iepe3arpy3ka ycTpoucTsa. Jlias 3TOro yCTaHOBHTE
(I1a>k0K cieBa OT COOTBETCTBYIOLIETO 3HAUEHMUSL.

VYkaxuTte 4ynuciio Mecsana. Bel MoxkeTe yka3arb OJHO WJIM HECKOJIBKO
[deHb mecsina N
3HAUECHUH Yepe3 3anATYIO.

B pacmmpenHom pexxume Bbl MokeTe 3amarh OOJbIlIe TapaMeTpPOB ISl pACITUCAHUS, HUCIIONB3YS
dopmar crpoku cron. Jlnus 9Toro BeIOepHTe 3HaucHne PacCWIMPEHHbIN pPexXuM B
packpeiBaroiieMcs criucke PeXWUM u 3aiaiite HeoOXOAMMBIC 3HAYEHUS B OTOOPA3UBIIMXCS IOJISIX.
Bbl MoxeTe yka3aTh OJHO WM HECKOIBKO 3HAUYCHUN depe3 3amsiaTylo. Bl Takke MoeTe
MCIOJIB30BaTh CUMBOJ * (3BE3/104Ka), YTOOBI 3a1aTh MOJIHBIN AHAana30H BO3MOXKHBIX 3HaueHUi. [Ipu
srom none PacnucaHue 3zamonmuutcs aBromarnuecku. B mome UMA pacnucaHuAa 3anaiite
Ha3BaHUE paCTMCaHUs 1 YI0OHO! NAEeHTU(UKAIIMHN (MOXET ObITh IPOU3BOJIBHBIM).

Haxxmure knonky COXPAHUTD.

YtoObl M3MEHHTH pacIUCaHUEe aBTOMATHUECKOW Tepe3arpy3kd, B paszjieic ABTonepesarpyska

Haxxmure kHOonky USMEHWUTb. B orkpeiBiieMcs OKHE W3MEHUTE HEOOXOOMMBIC MapaMeTpbl U
Haxxmure knonky COXPAHUTD.

YToObl OTKJIIOUUTH ABTOMATHYECKYIO Ie€pe3arpy3ky YCTpONCTBa IO pacHUCaHHUIO, B paszjeie

ABTtonepe3sarpy3ka naxvute kHonky ASMEHWUTD u B oTkpbiBiIeMcs OKHE Ha)XMHUTE KHOIIKY
BbIKINIOYUTDb.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

YroObl co3aaTh pacmucaHue Ui 3aJaHus Ha MPUMEHEHHE KaKoro-IMOo MpaBuiia WM HACTPOUKHU
MEXCETEBOTO JKpaHa, BKJIIOYCHHUE/BBIKIIOUCHUE OecripoBogHo cetn win  Wi-Fi-¢punerpa, B

paznene Bece 3apaHua naxmure knonky [JJOBABUTb (+ ).

PacnuncaHne

3agaHune DydeT BLINONHATECA, TONBKD ECIW CUCTEMHODE
BpEMA YCTPONCTBA CMHXPOHWMIWPOBaHD € NTP-
CepEepoM.
CUCTEMHOE BpEMA: 24 viroHa 2021, 15:07

) BbINONHATL 3aJaHWe No pacncaHno

Pexum

YNpoLIeHHbIA peXuM -

Vima pacnncaHma®

WHTEpBan BeNONHEHWA

Kamabi oeHb -
Yac (0-23) MiaryTes (0-59)

Bpema 0 0

O .'Tl'J L 8800€ HECKOALKUX napamempos (.'C:'.‘O.".‘b}_',"{‘.'."':f CLUMEDN &8

(Honpumep, «2, 5, 12s)

ANVUTenbHOCTb
Yacoe* MutHyT* CeryHg*

0 0 30

COXPAHWUTL

PucyHok 170. OkHo OobasrneHusi pacriucaHusi 0rns 3a0aHus.

B otkpsiBiIeMcs okHe B ojie CUCTEMHOE BpPeMS 0ToOpakaeTcsi CHCTEMHOE BpeMsl YCTPOMCTBA.
Bb1 MoxeTe BBIOpaTh YNPOUICHHBIH PEXHUM pacnucaHus. i1 3TOro B pacKpbIBAIOIIEMCS CIIUCKE
Pexum BeiGepute 3HaueHHE YNPOLEHHbIN PEXUM U1 3aaiiTe ClIeIyIOIINe TapaMeTphI:

MapameTp Onucanue

UroObl aKTUBHUPOBATb paclUCaHUE, CABUHBTE MEPEKIIOYaTeNb
BbIinonHATb 3apaHue

no pacnncaHunro

BITPABO.

YT0OBI OTKIIIOYUTH pacnmucaHue, CABUHLBTC IICPCKIIIOIATECIIb BJIICBO.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

MapameTp OnucaHwue

YNpoLeHHbIN peXxum

3amaiiTe Ha3BaHME paclUCaHus AN YIOOHOM HIAEHTHU(UKAIIH.

Umsa pacnucaHus
MooxeT OBITh IMPOU3BOJILHBIM.

3az[a171Te NCPpUOANYHOCTDH BBITIOJIHCHUSA 3aIaHU .
*  Kaxayro MUHYTY.

* Kaxablh 4yac — mpu BbIOOpE STOTO 3HAYECHUS B pasjiese
orobOpaxkaercs nojic Bpems.

* Kaxpablh geHb — npu BeIOOpE ITOTO 3HAYCHUS B pasiese

UHTepBan BbINOMIHEHUA
oroOpaxkaercs nojic Bpems.

+ Kaxayro Heaenro — rpu BEIOOpE 3TOTO 3HAUCHHS B pa3jiesie
0oTOOpaXKkarTCs Ha3BaHMs JTHEH Heaenu 1 nojic Bpems.

*  Kaxabin mecsiy, — nipu BEIOOpE 3TOTO 3HAYEHHS B pasfeiie
oroOpakarorcs oyt [leHb Mecsiua u Bpems.

n.l'l UTenNbHOCTb Vkaxure MMPOAOJIKUTCIIbHOCTD BBIITOJIHCHUA 3aJaHHA.

BpeMSl Vkaxxure BPEMs BBIIIOJTHCHUA 3a1aHUs.

Bribepute aeHp WM JAHUA HENENH, B KOTOpbIE OyJIET BBIOIHATHCS
OHv Hepenun 3amanue. Jlnga  aToro  ycraHoBuTe — (paxkok  cieBa  OT
COOTBETCTBYIOLIETO 3HAYCHHUS.

Vkaxute 4ynuciio Mecdna. Bel MOXKeTe yka3aTb OJHO WJIM HECKOJIBKO
[deHb mecsiua N
3HAUCHUN Yepe3 3ansaTylo.

B pacmmpenHom pexume Bbl MokeTe 3amarh OOJbIEe MapaMeTpoOB ISl pACITUCAHUS, HUCIIONB3YS
dopmar crpoku cron. Jlnus 9Toro BeIOepuTe 3HadcHne PacCWIMPEHHbIN pPeXuM B
packpeiBarorieMcs criucke PeXWUM u 3amaiite HeoOXOAMMBIC 3HAUYEHUSI B OTOOPA3UBIIIHMXCS IMOJISX.
Bbl MoxeTe ykazaTh OOHO WJIM HECKOJIIBKO 3HAUeHWI uepe3 3amaTyro. Bbl Takke Moxere
UCIOJIb30BaTh CUMBOJ * (3BE3/104Ka), YTOOBI 3a]1aTh MOJHBIN AHAana30H BO3MOXKHBIX 3HaueHui. [Ipu
srom none PacnucaHue 3zamonmuutcs aBroMmarnueckd. B mone UMA pacnucaHua 3anaiite
Ha3BaHUE pACTIMCAHUs 1 YI0OHOU NAeHTU(UKAIIMHN (MOXKET ObITh IPOU3BOJIBHBIM).

Bl Takke MOXKETe HCIONIb30BaTh KAJICHAAPHBIA PEKUM Ul HACTPOMKM pacnucanus. [ns storo
BeIOEpHTE 3HaucHne KaneHpapHbIN peXuM B packpbiBaromiemcs criucke Pexum. B mone Umsa
pacnucaHuA 3anmaiiTe Ha3BaHWE paCHUCAaHUA I yAOOHOW WACHTH(PUKAIMK (MOXET OBITh
MPOU3BOJIbHEIM). B Tabnuiie BeimenuTe siueiku, COOTBETCTBYIOIIME HEOOXOAWMBIM YacaM U JTHSIM
Henenu. UToOwl yOparh BhIICTICHUE C STYCHKH, HAKMUTE Ha Hee enle pa3. UToOwl yOparh BhIIETIECHUE
CO BCeX stueeK M BHIOpaTh apyrue, Haxmure kHonky CBPOCUTb HACTPOWUKWU u Beienute
HOBBIC STYCHKH.

Haxxmute kHonky COXPAHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

YrtoObl 3amaTh Jpyrue mapameTpsl Ul pacnucaHus, B pasiaene Bce 3apaHums BwiOepute

COOTBETCTBYIOIIYIO CTPOKY B Tabuuiie. B OTKpBIBIIIEMCS] OKHE U3MEHUTE HEOOXOMMBbIC MapaMeTphl
u Haxxmute kHoky COXPAHUTD.

Yr1oOBl yHmanuTh pacnmcanue, B pasieine Bce 3apaHMA ycranoBuTe (nakok cieBa OT
COOTBETCTBYIOIIEH cTpoku Tabiuib! U Haxkmute knonky YAANUTb (L)),

YtoObI HA3HAYUTH CYIIECTBYIOIIEE PACIUCAHUE IS 3a/IaHUs HA TPUMEHEHHE KaKOTO-T100 TpaBmiia
WIM HACTPOWKH MEXKCETEBOTO JKpaHa, BKJIIOUEHHUE/BBIKIIOUeHUE OecripoBomHoi cetu mmmu Wi-Fi-
bubTpa, epeIMTe Ha COOTBETCTRYIOIIYIO CTPAaHUIYy wWeb-uHTepdeiica ycTpoicTBa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOD,CTBO nonb3oBarens

XXypHan cobbiTni

Ha crpanune Cuctema / XXypHan cobbiTMi Bbl MokeTe HACTPOHMTH MapaMeTphl JKypHalia
COOBITHIA, a TAKXKE HACTPOHTH Mepeiady KypHajia Ha BHELIHUH y3el.

= £ Pacnucanve XypHan cobbITuiA
HacTtpownkn
)I(ypHaﬂmpo BdHle
Bbi MOMETE HACTPOWTE NapaMeTpel XypHana cobBeITMi.
® Bnounts
Twn YpoBEEHE
NokansHLIA U yoaneHHLIA - WHhopmauuonHele cooblueHna -
G} )h'_'t.LlHr\l.’: cofeimug XPOHUMCA & ROMAMLU MODLLDymUusamoma U r 'eluedl-c.'s.'r::ﬁ HT

y3ea, sodonmnil & noge "Cepeep”

Mopt*

314

NPUMEHWTE

PucyHok 171. Cmparuya Cucmema / XypHan cobbimul. Bknadka Hacmpolku.

UroObl paspermth (GOpMUpOBAHHME KypHAia COOBITHH, mepeiinute Ha BKiIaaky HacTpouku wu
C/IBUHBTE Tiepekitouareib BKNHOUNTB BipaBo. 3atem 3a1aiiTe HEOOXOIUMbIE TApaMETPHhI.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp Onucanue

XypHanupoBaHue

B packppiBaromeMcsi CIUCKE BBIOEPUTE HEOOXOAMMBIM  THII
KYpHATHPOBAHHSL.

* JlokanbHbIW — KypHajd COOBITHH XpaHUTCS B MaMSITH
mapmipytusaropa. Ilpu BbiOope 5TOro 3Ha4YEeHUS O

CepBep u lNopT He oTobpaskaroTcs.
Tun
* YpaneHHbIW — >xypHaln COOBITHH TiepegaeTcss Ha y3ell,

3agaHHEI B mojae CepBep.

* JlokanbHbIN U yaaneHHbINW — XypHaJI COOBITUI XPAaHHUTCS
B MMaMSITU MapIIpyTU3aTOpa M MEPEeaacTCa Ha y3el, 3aJaHHbIN
B oiie CepBep.

Tun cooOmieHuii U MpeaynpexIeHHA, KOTOphIe OyAyT 3aHOCUTHCS B

YpoBeHb .
KYPHAJ COOBITHH.

IP- win URL-agpec y3na u3 J0KaabHOM WK M100aabHOW CETH, Ha
CepBep

KOTOpBIH OyJIeT nmepenaBarhes )KypHasl COOBITUH.

ITopr y3ma, 3amanHoro B moje CepBep, Ha KOTOpHIA Oyaer
MopT nepenaBarbes KypHal coObiTuil. [1o ymomuaHuio 3a1aHo 3HAYCHHE
514.

[Mocne 3amanmst He0OXoAUMBIX 3HaYeHnH Haxkmute kKHonky MPUMEHUTD.

Yrobsl 3anpeTuTh (HOpPMHUpPOBAHHE >KypHaia COOBITHH, CABMHBTE IMeEpeKIouareh BKAYUTL
BiieBo U Haxkmute kHonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂCTBO nonb3oBartens

HacTtpoika mapwpyTmusatopa

YToOBI MPOCMOTPETH )KypHAI COOBITHI, TIepeliauTe Ha BKiIaaky XKypHan.

£ Pacnucaue

XypHan cobbITnin

XKypHan

OBHOBWUTL  3KCMOPT B @AAN

[INFO]
[INFO]
[INFO]
[INFO]
:49 [INFO]
:49 [ DBG] update udhcpc[7716]:
ice.Network.Inter
[NOTE] AUTH[7
[NOTE] AUTH[7
[INFO] udhc
[INFO] udhc :
[ DBG] update ud
ice.Metwork.Interf
[ DBG] renew[8643]
[ DBG] DynPortMap[8649]:
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[ DBG] update uﬂh:p:[864’
ace.Ethern
[8738] :
: Attempt to
U 2]: Attempt to
d url_parse[8928]:

149
149
149
149

Attempt to
Attempt to
di

dth opt prlnt[??lﬁ]:
dhcp_opt_print[7716]:
dhcp_opt_print[7716]:
dhcp_opt_print[7716]:
dhcp opt print[7716]:

.Ethernet.

could not open
dhcp_opt_print[8643]:
dhcp_opt_print[8643]:
dhcp_opt_print[8643]:
dhcp opt print[8643]:
dhcp opt print[8643]:

255.255.255.0
192.168.161.1
1.1.1.1 1.0.0.
600

: 192.168.16

stop on _fail=8;

Option(1):
Option(3):
Option(6):
Option(51):
Option(5
action=renew;
2.;
proceed a RPC with invalid token:
a RPC with invalid token:
161.1
btained, lease tlmn 608
; stop_on_fz B

125e9c85-b936-4b79-95f6-cde95f024714
125e9c85-b936-4b79-95f6-cde95f0247f4

.168.161.1

lease file: /tmp/miniupnpd/1.lease
: 255.255.255.0

192.168.161.1

1.1.1.1 1.0.08.1

600

192.168.161.1

; stop_on_fail=0;

Option(51)

action=rel

t.2.;
Can't parse scheme in url=;

RPC with invalid token: ba2eb528-7529-
RPC with invalid token: ba2eb528-7529-

proceed a
proceed a

6e-75304424

4ec2-8c
4ec2-8chbe-7530442

Can't parse scheme in url=;

PucyHok 172. CmpaHuya Cucmema / XypHan cobbimul. Bknadka XKypHan.

Jlist oToOpaXkeHust CaMbIX TOCIIEAHUX coObIThii Haxkmute kHoky OBHOBUTD.

Jns 3amucu kypHana coObITHH B (aiil Ha JOKAIBHOM JIMCKE KOMITBIOTEpAa HAKMHUTE KHOIKY

3KCMOPT B ®AWNI. daiin Gyaer HAXOTUTHCS B MAIKe 3arpyxaeMbix daiinos Baurero 6paysepa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBO,EI,CTBO nonb3oBartens

Muur

Ha crpanunie Cuctema / MUHr Bei mMoxere MpoOBepHTH AOCTYIMHOCTh KAaKOro-JIMOO y3ia B
JIOKaJIbHOM MJIH I100aJbHON CETH C MOMOIIIBIO YTUIUTHI Ping.

YTtunuta Ping oTmpaBisier 3X0-3ampochl YKa3aHHOMY Y31y CeTH U (UKCUPYET MOCTyHaroIue

OTBETHI.

< Xypuan cobbimwii MuHr [

MuHr

Bbl MOMETE NPOBEPHUTL AOCTYMHOCTE KaKoro-nméo ¥3na B NOKaNbHOM WK rMobanbHON CeTH C MOMOLLBKD YTHUANTBI ping.

3 IPv6 EQNELWE HACTPOEK

CTAPT OUUCTUTE

PucyHok 173. CmpaHuya Cucmema / lNMuHe.

J11st IpOBEPKH TOCTYITHOCTH Kakoro-imnoo y3ia BBenute [P-anpec wim ums storo y3ina B mosie XoCT
U 3aj1aiiTe KOJMYECTBO 3alPOCOB, KOTOpbIe OYyIyT OTIPaBlIEHBI Ul IPOBEPKHU JOCTYITHOCTH, B MOJIE
KonuyecTBO nonbITOK. Eciu 11 mpoBEPKH TOCTYITHOCTH HEOOXOIMMO HCIIOIb30BaTh MPOTOKOI

[Pv6, cneunbTe niepexiouarens IPV6 Brpago.

Yro6sl 3a7aTh TOMOIHUTENbHBIE HACTPOIiKH, HaxkMuTe kKHONKy BOJIBLUE HACTPOEK.

CtpaHuua 250 ns 272



DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

Pazmep naxeTa (B OaiTax)™

56

@ 33A3ET KOTHYECTED OFHT JaHHBE, KOTOpoE Byger

OTIIOIEAEHD

PucyHok 174. Cmparuuya Cucmema / lNure. OKHO O0nosIHUMesbHbIX HACMPOEK.

B otkpeiBmIeMcst okHe B osie Pa3mep naketa 3ajaiite o0beM 1aHHbIX (B 0aliTax), mepeaaBacMbIX
B 3anpoce. B noie OxXnaaHme oTBeTa yKaKUTE MEPHOJ] OKUIAHKS OTBETA Ha 3alpOC B CEKyHIaX.
UTtoObl BOCCTAaHOBHTH 3HAUEHHUs TIOJICH, 3aJaHHbIE 1O YMOJIYAaHHWIO, HAXKMHUTE KHOIIKY

HACTPOMKW MO YMONMYAHMUIO.
[Mocre 3aanust JONMOIHUTEIBHBIX MApaMeTPOB HaxkMuTe KHONKY OK.

Yto0b! 3amyctuth npoBepky, HaxxmuTe kHonky CTAPT. Uepe3 HexkoTopoe Bpemsi Ha CTpaHHIIC
0TOOPA3HUTCS PE3yJABTAT IPOBEPKH.

Ecimu Bam HeoOxomumo tpepBath npoBepky, Haxkmure kHOKy OTMEHWUTD (kHomka cranoButcs
JIOCTYITHOW ¢ MOMEHTA 3aIycKa IIPOBEPKH).

YToObI yIaauTh pe3yibraT npoBepku, Haskmute kKHonky OYUCTUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBO,EI,CTBO nonb3oBartens

TpaccupoBKa MapLupyTa

Ha crpanunie Cuctema / TpaccupoBKa MapwpyTa Bbl Moxkere ONpEIeIuTh MapLIpyT
CJIeZIOBaHMSI JAaHHBIX /10 KAKOTO-IMOO0 y3J1a CEeTH C MOMOIIIBIO YTUIIMTSHI traceroute.

& Nuwr TpaccvpoBka MapLipyTa [

TpaccupoBka MapLupyTa

Bbl MoXeTE ONpejennTE MapLpyT CNejoBaHWA AaHHbBIX 40 kakoro-nnbo ¥3na CeTh C NOMOLLBH YTUNWUTEI traceroute.

IPv6 BONbLUE HACTPOEK

PucyHok 175. CmpaHuya Cucmema / Tpaccupoeka mapwpyma.

Jlist onipesieniennst MapuipyTa BBeaute uMms win [P-anpec xakoro-nmu6o y3na B oie XocCT. Eciu s
orpezeNieHus] MapuipyTa HEOOXOIMMO HCIONb30BaTh Mpotokon IPv6, caBuHbTE mNepekiovarenb
IPv6 BrpaBo.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

YroObl 3a/1aTh TOTIOTHHUTENBbHBIC HAacTPoiKH, HaxkmuTe kHoKy BOJIBLUE HACTPOEK.

MaKouMansHoe 3Hauedne TTL®

30|

@ Max

€ KOTHYECTED MPOMEXR)

A0NH4ECTBO NONBITOK

Q) Komwecrso G0 EHNA K

TDOMERYTOUHOMY )

Bpema oxmnaanua (B cexyHaax)

3

Q) Owmgarme orsera (& cexyrgax)

PucyHok 176. CmpaHuuya Cucmema / Tpaccupoeka mapuwpyma. OKHO G0noIHUMEbHbIX HACMPOEK.

B OTKPBIBHICMCS OKHE Br1 moxxeTe 3a1aTh CJICAYIOIUC MTapaMETPhI:

MapameTp Onucanue

MakcumanbHoe 3amaiite MakcuMmasibHOE 3HaueHue mnapamerpa TTL (Zime to live,
3Ha4yeHue TTL epems dcu3nu). 3HaueHue 1o ymonyanuio — 30.

KonuyecTtBo nonbIToK | KoianuecTBo MOMBITOK 00palieHus K IPOMEKYTOYHOMY y3ITy CETH.

Bpemsa oxupaHus [Tepuon oxxuaaHust OTBETa OT MPOMEKYTOUHOTO y3j1a CETH.

YToOBI BOCCTAHOBUTH 3HAYCHHS HOJ'ICfI, 3aaHHBIC 110 YMOJIYaHWIO, HAXMUTC KHOIIKY

HACTPOWMKW MO YMONMYAHMUIO.
[Mocre 3aanust JONOIHUTEIBHBIX ApaMeTPOB HaxkMuTe KHONKY OK.

YrtobObl 3amycTuTh mpoBepky, Haxkmute kHOmky CTAPT. Uepe3 HekoTOopoe BpeMsi Ha CTpaHUIIC
0TOOpa3UTCS PE3yNbTaT MPOBEPKHU.

Ecnu Bam HeoOxomumo tipepBath mpoBepky, Haxkmute kHonky OTMEHWUTD (kHonka cranoButcst
JIOCTYITHOM C MOMEHTA 3aIycKa IIPOBEPKH).

YroOsl ynaauThk pe3yasrar npoBepku, Haxxkmute kHonky OHUCTUTDb.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ofHuM moayrnem Ans Asyx SIM-kapt HacTpolika maplupyTusatopa

PyKOBOD,CTBO nonb3oBarens

Telnet/SSH

Ha crpanunie Cuctema / Telnet/SSH Bsl MokeTe BKIIOYMTH HIM BBIKIIOYHTH JOCTYI K
HacTpoiikaM Mapupytusatopa 1no nporokonam TELNET u (unu) SSH u3 nokanshoi cetu. Ilo
ymomnmuanuto goctyn no TELNET u SSH oTknrouen.

< Tpaccupoeka MapLupyTa Telnet/SSH

Telnet/SSH
Bbl MOXETe BKNHYMTb MAW BbIKNHO4WTE AOCTYN K HAaCTpoiKam ycTpoiAcTea no npotokonam TELNET 1 55H 13 nokanbHoR cetn.
J© Brmounte Telnet J© BrauuTe 55H

Mopt Mopt
23 22

PucyHok 177. Cmpa+uya Cucmema / Telnet/SSH.

Yrobwl pazpemuth goctyn no TELNET w (wnmm) SSH, cneuubre mepeximovarenu BKAounTb
Telnet u (wn) Bknountb SSH Brpaso. B none MOPT BBeuTe HOMEp MopTa MapIIpyTH3ATOPA,
4yepe3 KOTOPBIN OyzieT pasperieH A0cTyn (Mo yMOTYaHHo it mpoTokoina Telnet 3aman mopt 23, mst
nportokona SSH — 22). 3arem Haxxmute kHonky TIPUMEHUTDb.

YroOsl cHoBa 3anpetuth goctyn 1o TELNET u (wmu) SSH, caBunbTe nepexiouareny BKAounTb
Telnet u (wn) Bknountb SSH Biieso u Haxkmute knonky MPUMEHUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

CucreMmHoe BpeMs

Ha crpanunie Cucrtema /| CucrteMmHoe BpeMsl Bbl MOkeTe BPYYHYHO YCTaHOBUTH CHCTEMHOE
BpeMs MapLIpyTHU3aTOpa WM HACTPOUTh AaBTOMAaTUYECKYIO CHHXPOHHU3AIUI0 CUCTEMHOIO BPEMEHHU C
CEpBEPOM BpeMeHU U3 ceTH VIHTepHeT.

< Telnet/ssH C1cTeMHOe Bpems

cuctemMHoe BpEMA

Bhl MOXETE HACTPOWTE ABTOMATUUECKYD CUHXPOHWZALMKD CUCTEMHOrD EPEMEHW C CEpBEPOM BpEMEHW M3 CeTH MHTepHeT.

. BKNHOYATE NTP MHTEpean Bpemen Mex gy NTP-3anpocamia NoCne CMHXDOHNIaUMIA
€ NTP-cepaepom
ABTOMaTUHECKH v

p) Hactpolika cveweHna ot UTC

. HacTDOWTL NETHEE BDEMSA BOVUHVIO WHTepean epemen mexgy NTP-3anpocami gns
P P Py-HY HECMHXpOHWIMpoBarHora NTP-kaueHTa
ABTOMaTWYECKK -
) Mony4ynTe ajpeca CEpBEPOB BPEMEHKW NO
DHCP
YacoBsoW noack
-
). 3anycTUTb B Ka4ecTBe CepBepa ANA Europe/Moscow

NokansHoOW ceTi

CWCTEeMHARA AaTa: 24.06.2021 .
OMNPEAENUTE YACOBOW NOAC

44

u

CUCTEMHOE BpemMA:

CUHXpOHW3aLWA: BrinonHeHa

CepBepbl BpeMeHun

pool.ntp.org x

OOBABWTE CEPBEP

PucyHok 178. CmpaHuya Cucmema / CucmemMHoe epems.
Jlnst HaCTPONKHM YacoB MapUIPYTH3aTOPa BPYYHYIO BBIIIOJIHUTE TIEPEUHCIICHHbIE HIDKE JICHCTBHS.
1. Casunsre nepekitouaresis Bknountb NTP Biego.

2. B pasgenec HacTpOMKM BpeMeHM 3aaiite HeoOxoaumble 3HaucHus. UToOBI 3a/1aTh Bpems,
YCTAaHOBJIEHHOE Ha BallleM KOMIIbIOTEpPE HMJIM IMOPTATHBHOM YCTPOMCTBE, HAKMHUTE KHOIKY

CKOIMNMUPOBATb JIOKAJIbHOE BPEMAI.

3. Haxwmure xnonky MPUMEHWUTb. Ilpu srom mons CuctemHas gata u CuctemHoe
BPEMFI 3aII0JIHATCSA aBTOMATUYCCKHU.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

Jlns aBTOMaTu4yecKod CHHXPOHHU3ALMU YacOB MapLIpyTHU3aTopa ¢ KaKUM-JIHOO CEpBEpOM BpEMEHU

BBITIOJIHUTE ICPEUYUCIICHHBIC HUXKC ,I[CﬁCTBHfI.

1.
2.

Cnsunbte nepekitouaresis Bkrountb NTP Bopaso.

B paznene CepBepbl BpeMeHM 3amaiite apyroii NTP-cepBep win ocTaBsTe 3HauCHHE,
3aJIaHHOE 110 YMOJTYaHHi0. Ecii HeoOX0MMMO 3a1aTh HECKOJIBKO CEPBEPOB, HAXKMHUTE KHOTIKY

OOBABUTb CEPBEP.

B packpsiBaromemcst criucke 4YacoBomM NoAAC BeiOepure Bamr yacoBoit mosic. YToOb

yKa3aTb 4YacOBOM II0C, COOTBETCTBYIOLIMH HACTpoOiikaM Baiiero komiprorepa WM
NOPTaTUBHOTO ycTpoiicTBa, Haxkmute kHonky ONMPEAEJIUTb YACOBOW MNMOAAC.

Haxxmute xnonky NMPUMEHWUTb. Tlpu stom mons CuctemHas pata u CucremHoe
BpeMs 3amnoiHATCA aBTOMarTH4ecKH. B cimydae ycnemHoN cuHXpoHM3amun ¢ NTP-
cepBepoM B osie CUHXPOHU3aUMA otobpasurcs 3HaucHne BbinonHeHa.

Ecnu mapmipyTtusaTopy He yAaaoch HOJIYYHTh JaHHBIC OT cepBepa, B mone CUHXpPOHU3auumsA

oroOpasurcs 3HaueHne He BbinoriHeHa. [Ipu 3ToM ycTaHaBIMBAIOTCS Jara W BpeMs CO3JaHUS

tekymiei Bepcuu [10 mapmpyruzartopa.

Ha CTPAaHUIEC TAKKC NOCTYIHBI JOIIOJHUTCIIbHBIC HaCTpOﬁKHZ

MapameTp OnucaHue

HacTpounka cmewweHus

ChoBuHBTE TEpeKIoYaTreldb BIOPaBO, YTOOBI 3a1aTh CMEIICHHE
BpeMenu ot UTC (Coordinated Universal Time, 6cemuproe
KOOPOUHUPOBAHHOE 8peMsl) ISl 9aCOB MapIIpyTH3aTopa Bpy4HyIo. B
oroOpasuBmemcss none CmeweHne ot UTC  ykaxwure
HE0O0XOMMO€ 3HaY€HNE CMEIIECHUS (B MUHYTaXx).

ot UTC

HacTtpouTb netHee | oroOpasuBiiemcs pasznene JleTHee BpeMSl yKaxuTe 3HAUYCHUE
BpeMs BPY4HYLO cmemenus or UTC s netHero BpeMeHH (B MUHYTax) W 3a/aiTe

CIBUHBTE MEpeKIoYaTeNlb BIPAaBO, YTOObI HACTPOUTH IMapaMeTphl
JIETHEr0 BpPEMEHM JUIsl 4YacoB MapuipyTu3aropa Bpy4Hyr. B

HCO6XOI[I/IMBIG 3HAYCHUA B pasgciiax Haqano JleTHero BpeMeHVI )51
KoHeu neTHero BpemMeHu.

Monyuntb agpeca IIPENOCTABIIAET aJpeca CEpBEpPOB BpEMEHU. YTouHHMTE y Bamero
cepBepoB BpeMeHM no| posaiiiepa, TpebyeTcs JM JaHHas HacTpoiiKa.

CnBuHBTE MepeKJoYaTeNb BIpPaBO, €CIM  IpoBailnep cam

DHCP Ecnu  mepeximodarens CABUHYT BhpaBo, pasaen CepBepbl
BpPeMeHM He 0ToOpaxkaeTcsl.

3anycTutb B KayecTBe | CaBuHbTE nepexoyarenb BIIPaBo, 9TOOBl  Pa3pELIUTh

NnoKanbHOM ceTn BpeMeHu [P-anpec mapuipytusaropa B JIOKaJIbHOM NOJCETH.

cepBepa Ansa MOJIKJIFOYEHHBIM YCTPOMCTBAM HCIOJB30BaTh B KadeCTBE CEpBEpa
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

MapameTp OnucaHue

MUHTepBan BpemMeHu
mexay NTP-
3anpocamu nocrne
CUHXPOHM3aLMU C
NTP-cepBepom

B packpeiBatolieMcs CHUcCKe BblOepUTE TEpUOA  BpeMeHU (B
CeKyHJax), d4epe3 Kotopblii NTP-cepBepy OymeT oTnpaBisThCs
3ampoc Ha OOHOBJIEHME CHCTEMHOIO BPEMEHH, WIH OCTaBbTe
3HaueHne ABTOMaTUYECKN.

[lepuon Bpemenu (B cekyHaax), uepe3 kotopbiii NTP-cepBepy Oyner
OTIIPaBJIATHCSA 3alIPOC HA CUHXPOHU3AIMIO CHCTEMHOTO BPEMEHHU.

WHTepsan Bpemenn | g PacKpBIBAOIIEMCS CITUCKE BBIOCPUTE HEOOXOIUMMOE 3HAUCHUE.

mexay NTP-

3anpocamu ans * ABTOMaATM4YECKM — T[epuOJ BpPEMEHH OIpEIeIseTCs
HECUHXPOHU3NPOBaHH aBTOMATHHCCKH.

oro NTP-knueHTa * Bpy4yHyro — nepuoxm BpeMeHH ~ OmpeieNnseTcs B

COOTBETCTBHUH CO 3HAYCHUEM, YKa3aHHBIM B II0JIE 3Ha"|e|'|V|e
MHTepBana.

3amaiite nepuoa BpeMeHH (B CeKyHaax). MUHUMaNIbHOE JOMYCTUMOE
3HayeHue nHTepBana 3
3Ha4eHue — 3.

[Mocne 3ananmst HeOOXoAUMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.

H[)I/I BLIKJTIOYCHUW THUTAHUA WJIH TICPE3arpy3ke MapmipyTHu3atropa MPOUCXOIUT C6[2OC
JaThl W BpEMEHH YCTpoMcTBa. Eciay mMaplipyTu3aTop HACTPOSH HA aBTOMAaTHYECKYIO

' CUHXPOHU3AINIO BPEMCHHU, TO HNPHU YCTAHOBKC COCANHCHUA C CCTHLIO HHTG[)HCT IOKa3aHuA
|
4acOB YCTPOKHCTBA aBTOMATHYECKHM BOCCTAHOBATCS. Eciu dacel mMapiipyTuzaropa ObUIH

HAaCTPOCHLI BPYYHYIO, HGO6XOZ!I/IMO CHOBA 3aJ1aThb AaTy U BpEMS (CM. BBIIIIE).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

Auto Provision
Ha crpanuue Cuctema / Auto Provision Bsl moxete akTuBrpoBath GyHKIu0 Auto Provision.

Oynaknus Auto Provision mo3BossieT MpoBaiepy yAaJICeHHO YNPaBIsATh HACTPOMKAMU yCTPOUCTBA:
DWM-312W cBs3bIBaeTCsl C CEpBEpOM IpoBaiiiepa, CpaBHUBAET TEKyIIUi ¢ailn KOHPUrypaluuu ¢
¢aiinoM KOH(GUTYpaIIMA HAa STOM CepBEpe U, €CITH (haiiyIbl OTIUYAIOTCSI, OOHOBJISIET CBOM HACTPOUKH.

< CuctemHoe Bpems Auto Provision

Auto Provision

) Bkatouutk Auto Provision Cratyc: Mpoeepka He 3anyckanacs

NMPOBEPUTBL CTATYC

J Mcnonb3oeate BOOTP-onuwnio

Afpec cepeepa aBTOK OHPUrypupoBaHUA

Mma daiina

Mepuog npoeepkw gaiina (8 cexyHaax)

1800

Tun npoTokona

TFTP -

PucyHok 179. Cmparuya Hacmpoulku ¢byHkyuu Auto Provision.

Bbl MoxeTe 3a51aTh cleAyIoLIe napameTpsbl:

MapameTp OnucaHwue

CraBUHBTE MNEpEeKIoYaTeNb BIIPABO, YTOOBl BKIIOYUTH (YHKIHIO
BKnouuTb Auto Provision.

Auto Provision CIBUHETE IEPEKIIOYATENh BIIEBO, YTOOLI OTKIKOYHUTHL (YHKIHUIO
Auto Provision.

Ecnmm mepekimodarens CABUHYT BIPaBO, IapaMeTphl cepBepa
nmpoBaiiepa (aapec, MecromoiiokeHue (haiia KoHpUTyparuy,
MIPOTOKOJI) aBTOMATHYECKU 3aaaroTcsi ¢ momoinsio DHCP-onmwmit 66
u 67. Ilpu stom Ha crpanune Hactponka coeanHenun /| WAN
JIOJDKHO OBITh HACTPOCHO coeanHeHne Thuna JJunamuaeckuit [Pv4.

Ucnonb3oBaTtb
BOOTP-onuutio

Ecim nepexntouarens CABUHYT BIIEBO, IIapaMeTpbl cepBepa
npoBaiiiepa He0OX0MMO 33/1aTh BPYUYHYIO.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

MapameTp OnucaHue

ecC cepBepa .
AAp pPBep IP- wmu URL-agpec cepBepa mpoBaiiziepa, Ha KOTOPOM XPAHUTCA
aBTOKOH(UrypumpoBa- .
¢baiin KoHpUryparmu.
HUA
Uma cdanna MecTtomnonoxeHnue Qaiia KoH(pUTYypalK Ha cepBepe mpoBaiiaepa.

Ilepnon BpeMeHu (B CEKyHIAaX) MEXKIY IONBITKAMH CpPaBHHUTb
Mepuoa nposepkm P P ( YHIax) y p

dbaitna tekymmid  Qaitn  koHdurypanuu ¢ (daiiaoM KOHPUTYpalud Ha

cepBepe IpoBaiiiepa.

[Iporokon Ui B3aMMOIEHCTBHA C CEPBEPOM IIpOBalcpa, Ha
Tun npoTokona

KOTOPOM XpaHUTCs (aiin koHpurypamuu.

[Tocne 3amanust He0OXOAUMBIX MapameTpoB Haxkmute kHonky MPUMEHUTD.

Ecniu Bam Heo6xonMMo BpydYHYIO MPOBEPHUTH, COOTBETCTBYET JHM TEKyIIMi (aitn koHurypamuu
daitny xoHpurypauu Ha cepsepe nposaiiaepa, Haxmure kHonky NMPOBEPUTb CTATYC.
Pesynbrar mpoBepku orobpasurcs B mone CraTtyc. Ecnium ¢aiibl omiMuaroTcs, HACTPOWKH
yCTpoiicTBa OylyT OOHOBJICHBI.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarend

SkyDNS

B nannom paznene Bel MmoxkeTe HacTpouTth padboty ceppuca SkyDNS.

SkyDNS — 3T0 cepBUC KOHTEHTHOW (QMIBTpAIlMU, KOTOPBI OOECIEYMBAIOT 3aIlUTy YCTPOWCTB,
MOJKITIOYCHHBIX K CETH MAapIIPyTHU3aTopa, OT BPEIAOHOCHBIX CAWTOB, a TaKXKe IIO3BOJISCT
HACTpauBaTh (UIBTPAIMIO, 3alPeliaTh JOCTYI K pecypcaM, HEXEeNaTelbHbIM Il IPOCMOTpa, H
MCITOJIb30BaTh O€30MaCHBIA MOUCK MPH OOpaIIeHUH K MOUCKOBBIM cHcTeMaM. J[J1s1 ucronp3oBaHuUs
cepBHCca HEOOXOMMO 3aperHCTPUPOBATh YUETHYIO 3aITUCh Ha caiite cepBuca SkyDNS.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM mopynem Ans asyx SIM-kapT HacTpoiika mapipyTusaropa

PyKOBOﬂCTBO nonb3oBarens

Hactpoiku

Ha crpanune SKyDNS / HacTponku Bl moxere Britrounth cepBuc SkyDNS u 3a1ath HACTPORKH
IUTSL €70 PaOOTHI.

Hactpoiikw

SkyDNS

 ShuDns

ﬁ Be3onacHbIA MHTEDHET ONA JoMa

Yao6Hoe CPEACTEO POAMTENLLKOTO KOHTPONRA 1
obecneyenmn GesonacHoi paboTel B MHTEPHETE 4R
JAOMALLHWX NoNb3oBaTENed.

g 3awmTa oT BpENOHOCHLIX NPOTPaMM

Cepeuc Takke obBecneYnBaeT 3alumTy oT
BPEA0HOCHEIK, GULIMHIOEEIX CAATOR W BOT-ceTel.

OCHOBHbIE HACTPOIKK

BBIKNIDYHTE

MNposaidgep

SkyDNS
@ MNpoBaifgep JocTyneH
NEPEWTH B NIMYHBLIA KABMHET

Mpodmne No yMonuaHmo®

OCHOBHOR -

WIHTEpEAN CUHXPOHMZELIMN (B CaxyHgan]™

3600

NMPUMEHWTb

CEPEMC ana KDHTE‘I—T-dJIH'IbTDEI.]AL’I W BesonacHoro A0CTYNE B MHTEPHET.

e KoHTEHT-DMNLTRaUMA NyOnuYHBIX ceTen Wi-Fi

HagexHan sawwTa Ana nyGnndHex Wi-Fi-koTcnoTos B
kade, pecTopaHax, guTHec-Knybax, KMHOTeaTpax 1
ApYrix 0BLECTBEHHBIX 33BEAEHNAX.

o Ynofuoe ynpaenexue

MakcrmansHo rubkMe HACTPoRKK UNETPaLMK, a
TaK#e NOHATHBIA U NPOCTOR UHTEPgERC.

YUYETHaA 3anncek

MouTa*

test@dlink.ru

Mapone™

R ©

Tapwd

OoMaLLHWA a

@ YcnewHo asToprIosaH

PucyHok 180. Cmparuua SkyDNS / Hacmpoliku.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ofHVUM moaynem Ans asyx SIM-kapt HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBartens

YrtoObl BKIOUUTh cepBuc, Haxxmure kHonky BKITKOYUTDb. 3arem B monsx Moyta u MNaponb
BBE/IUTC [AHHBIC YYCTHOW 3amucH (aJpec JIEKTPOHHOW IMOYThI M Mapojib COOTBETCTBEHHO),
yKa3aHHbIe TpH perucrpauun Ha caiite cepBuca SKkyDNS. Haxwmure kHonky MPUMEHWUTDL. Ha
CTpaHHUIe 0TOOpa3ATCS JaHHbIE 00 yYETHOU 3alUCH (CTaTyC aBTOPU3AIMHU, UCTIONB3YEMbIi Tapud),
packpsiBatonuiics cnrcok NMpodunb no ymonyaHuw u none UHTepBan CUMHXpPOHU3aLUN.
Eciun HeoOxomumo, B crucke [lpodmnbe no ymonuaHuro BeiOepute apyroir mpoduiib
¢bunbTpanuy, KOTOpbIM OyleT HCHONb30BaThCA JUIsl BCEX YCTPOMCTB JIOKAJIBHON CETH, W CHOBa
Haxxmure kaonky MPUMEHUTD.

Jlns BHOBb MOAKIIOYEHHBIX K CETH MaplIpyTHU3aTopa yCTpOMcTB Oyner neicTBOBaTh MPOdUib
bunbpTpanyy, Ha3HAYEHHBIH 10 YMOTYAHHUIO.

UtoOsl W3MEHUTh mapaMmeTpbl Bamreit yudetHo#t 3ammcu Ha caiite cepuca SkyDNS, Haxmwute
kuonky MEPEWUTU B JINYHbIA KABUHET.

[To ymon4aHuIO aBTOMATHUYECKass CHHXPOHHU3AIMS MapaMEeTPOB YUETHOW 3aIllMCU C CATOM CEepBHCA
SkyDNS npowucxonut onus pa3 B yac (3600 cekynm). UToObl N3MEHUTh HHTEPBAJI aBTOMATHYECKOU
CUHXPOHM3AIlNH, 33JaiiTe JIpyroe 3HaueHue B none MHTepBam CUHXPOHM3aUUWU U HAKMHUTE

kHoriky MPUMEHUTD. YTtoOb1 BpyuHYO 3allyCTHTh MPOLECC CHHXPOHU3AIMH, HAXKMUTE KHOIIKY
CUHXPOHU3UPOBATb BPYYHYIO.

YToObI UCTIONB30BaATh JPYTYIO YUETHYIO 3alKCh, 3a1aiiTe ee AanHbie B nojisx MoyTta u Maponb u
Haxxmure kaonky MPUMEHUTD.

Yrobsr otkarounTh cepBrc SKyDNS, naxxmurte knonky BbIKITIOUUTD.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOD,CTBO nonb3oBarens

YcTpoucTBa M npaBuna

Ha crpannnie SkyDNS / YcrponctBa M npaBuna Brl MoxeTe Ha3HAUYUTh KaKOMY-JTHOO
YCTPOMCTBY JIOKaJIbHON CETH OTAEIbHBIN MPoduis GUIbTpaluy.

= < Hactpoiiku YcTpolicTea U npaBuna

3BeCTHBIE KNWEeHTEI

P-agpec MAC-agpec AmA Mpodgnt

192.168.0.3 00:13:46:62:2F4¢ - He BrifpaH
Npasuna +

(D) Ana scex yompoiicms, He dofiasnerHex & mafauyy, Gydem LCTOAEI0E0H NPOGUTE N0 YMONHOHUR, YCMaHOSAEHHSID 8

HECMpolKax.
MAC-aapec Mpodune Wmg ycTpoAcTaa
PucyHok 181. Cmparuua SkyDNS / Yempoliicmea u npaeuna.

B paznene U3BeCTHbIe KNMMEHTbI 0TOOpakaroTcsl yCTPOWCTBA, TIOAKIIOYCHHBIE K JIOKATbHOW CeTH
MapIIpyTU3aTOpa B HACTOSAIIMNA MOMEHT, U COOTBETCTBYIOIUN UM IPOPHIL PUIBTPAIHH.

UToOBl Ha3HAYUTH OTIAEHBHBIM MPOPUIL (UIBTPALIMU IS KaKOTO-THOO yCTpOWCTBa, B pasielie

MpaBuna naxmure kuonky JOBABUTb (+ ) wimm B paznene U3BeCTHble KIWUEHTbI
IICJIKHUTE JIEBOM KHOIMKOW MBIIIM Ha HAa3BAaHWUU NPOQuIs (GUIBTPALUN B CTPOKE YCTPOWMCTBA, JUIS
KOTOPOTo He0OXOAMMO HAa3HAYUTH MPOPUIIB.

NobaeBnexne X

~aapec

MNpoduns™

OcHOBHOR -

Mma y poUCTEa

COXPAHWUTE

PucyHok 182. Cmparuua SkyDNS / Yempotiicmea u npaeuna. OkHO dobaerneHus rpasursa.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT HacTtpoika mapwpyTmusatopa

PyKOBOﬂ,CTBO nonb3oBarens

B oTkpbIBIIEMCS OKHE 331alTE CIEAYIOUIUE TApaMETPhI:

MapameTp OnucaHue

MAC-agpec ycTpoiicTBa M3 JIOKAJIBHOM CETH MapIIpyTU3aropa,
JUIS  KOToporo Oyaer JeicTBOBaTh  3agaHHBIA  MPO(UIH
¢buibTpany. Bel MoxeTe BBIOpaTh YCTPOMCTBO, MOIKIIOUEHHOE K

MAC-agpec . .
JIOKaJbHOM CETH MapIIpyTH3aTropa B JaHHBIM MOMEHT. J{is 3Toro
B PAcKpBIBAaIOLEMCS CIIMCKE BBIOEPUTE COOTBETCTBYIOIEE
YCTPOMUCTBO (TP 3TOM TOJIE 3aMOJIHUTCS AaBTOMAaTHUECKH ).
B packpeiBatomemcs cnucke BbiOepuTe Mpoduib (HUIBTpanuy,
Mpodunb KOTOpBI OyleT HCIONB30BAThCSA ISl YCTPOMCTBA C 3aJaHHBIM

MAC-aapecom.

o 3amaiiTe Ha3BaHHWE JUISI YCTPOWCTBA B CETH ISl YIOOHOM
Umsa ycTpoucTBa .
uneHTuGuKamu (Heobs3amenvHblil napamemp).

[Mocue 3ananust HeoOxoauMBbIX TapameTpoB Haxkmute kKHolky COXPAHUTD.

YT1o0OBI 3a4aThb APYTrUuc nmapaMeTphbl IJId KaKoro-anbo ImpaBujia, BLI6epI/ITe COOTBCTCTBYIOIIYIO CTPOKY
B Ta6J'II/II_IC. B OTKPBIBIIECMCSI OKHC HU3MCHUTC HCO6XOI[I/IMLIG napaMeTpbl U HAXKMUTC KHOIIKY

COXPAHUTD.
UTo0Bl yHamuTh MPABUIIO, YCTAHOBHUTE (PIaKOK CIeBa OT COOTBETCTBYIOMICH CTPOKH TaOMHUIBI U

Haxxmute kHonky YAAJIATD ( ﬁ ).
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE

C ogHuUM moaynem ans Asyx SIM-kapT PekomeHAauMm no ncnonb30BaHUIo

MapLpyTusaTopa
PykoBoACTBO nosb3oBarerns

MABA 5. PEKOMEHOAUMMX MO WUCIMOJIb3OBAHUIO
MAPLUPYTUSATOPA

lMpaeuna u ycnoesusi 6e3onacHol aKkcnayamauuu

BauMarenbHO mpouyMTalTe NAaHHBIM pasziesl Nepes] YCTAaHOBKOM M MOJKIIOUEHHEM YCTPOWMCTBA.
Y6enurech, 4TO YCTPOWUCTBO, aanTep MUTAHUS U Kabelnn He UMEIOT MEXaHHUECKUX MOBPEXKICHUH.
YCTpoicTBO  TOMKHO OBITH HCIOIB30BAHO TOJNBKO 10 HAa3HAYEHHIO, B COOTBETCTBHHM C
JIOKYMEHTaLUEH.

VYCTpoiCTBO TIpeHA3HAUCHO I OKCIUIyaTallud B CyXOM, YHCTOM, HE3albUJICHHOM W XOPOIIO
MPOBETPHUBAEMOM TOMEIICHUH C HOPMAJbHON BIIa)XHOCTHIO, B CTOPOHE OT MOIIHBIX HCTOYHUKOB
temia. He ucnomnp3yiiTe €ero Ha yJluile 1 B MECTax C MOBBIIIEHHON BIaXHOCThIO. He pa3memaiite Ha
YCTPOICTBE TMOCTOPOHHHE MPEAMETHl. BEHTHIALMOHHBIE OTBEPCTHSI YCTPOWCTBA JOJKHBI OBITh
OTKPBITHL. Temrieparypa OKpy»Karouieil cpeapl B HEMOCPEICTBEHHONW ONM30CTH OT YCTpOICTBa U
BHYTPH €ro KopItyca AoipkHa 0bITh B nipenenax ot 0 °C mo +40 °C.

Ucnonp3yiite amantep NUTaHUA TOJBKO M3 KOMIUIEKTa IMOCTaBKM YycTpoiucTBa. He BkimrouaiiTe
ajjantep MHUTaHUA, €CIH ero KOpIyc Wiu Kabenb moBpexaeHbl. [lomkmtodaiite agantep MUTaHHS
TOJILKO K MCIIPaBHBIM PO3ETKAaM C apaMeTpamH, YKa3aHHBIMH Ha aJanTtepe MUTaHusl.

He BckpeoiBaiiTe kopmyc ycrporcta! Ilepen o4MCTKOM yCTpOMCTBa OT 3arpsA3HEHUN W TBUIM
OTKJIFOYUTE THMTAHUE YCTPOWCTBA. YJausiiTe MbUIb C TOMOINBIO BiIaXHOM canderku. He
UCTIOJIB3YWTE JKUIKHE/adPO30JIbHbIE OYMCTUTEIN WM MarHWTHBIE/CTaTHUECKHE YCTpOMCTBa s
ouncTku. M36eraiite monagaHus BjIaru B yCTPOMCTBO U aanTep MUTAHUS.

Cpok cmy>k0bI yCTpOCcTBa — 2 Toja.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT PekomeHAauMm no ncnonb30BaHUIo

MapLpyTusaTopa

PyKOBOﬂ,CTBO nonb3oBarend

PexomeHdayuu rno ycmaHoeke 6ecrnpo8olHbIX ycmpolicme

becnipooanoit mapmpytuzarop DWM-312W no3Bosisier moiaydyuTh JOCTyn K Bameir cetu ¢

IIOMOIIIBIO 66CHpOBOI[HOFO COCAUHCHHUA IMPAKTHUYCCKU U3 JI000H TOYKH B paauyce JeHCTBUS

6eCHpOBO,Z[HOI>'I CCTH. O,Z[HaKO CICOYET YUYUTBIBATh, YTO KOJIMYCCTBO CTCH U HeperBITHﬁ, KOTOPbIC

6y].'[eT npeoaoJICBaTh CUI'HAJ, UX TOJIIWHA U PACIIOJOKCHUEC MOI'YT YMCHBIIUTL paanuycC JIeHCTBUS
CCTH. PaI[I/ch OXBaTa CETH B OONBIIOH CTEIEHH 3aBUCUT OT THIIOB MaTtepuajlia U YPOBHHA

CONNYTCTBYIOIINUX PaIHOYACTOTHBIX ITYMOB B JOMC HIIN O(I)I/ICG. YToOBl MaKCUMAJIBHO YBCIUYUTDH

paaunyc neiicTBus Barei 6CCHpOBO,Z[HOI>’I CCTH, BBITIOJIHUTC NEPCUUCIICHHBIC HUKE PCKOMCH IAIINH.

1.

Pacnonoxkure MapiipyTu3arop Tak, 4TOObI KOJHMUYECTBO MPENSATCTBUN (CTEH, IEPEKPBITHIA U
T.I.) MEKIY MapIHIpyTU3aTOPOM U JIPYTHM CETEBBIM 00OPYIOBAaHHEM OBLIIO MHHUMAJIbHBIM.
Kaxmoe mpemsTcTBHE COKpaliaeT paauyc ACUCTBUS OSCIPOBOIHON CETH Ha HECKOIBKO
MeTpoB (ot 1 10 30 m).

MBICIIEHHO TPOBEAUTE JIMHHIO MEXIY MapUIpyTH3aTOpOM U CETEBBIM YCTPOWHCTBOM.
PekomMeHmyeTcss pacnoNOKHTh  YCTpPOMCTBa Tak, YTOOBI 3Ta JIMHHSA POXOAWIIA
HEPICHIUKY/IIPHO CTEHAM WM MEPEKPBITHAM, HAXOMSIIMMCS MEXIY MapIIpyTH3aTOPOM H
CETeBBIM YCTPOMCTBOM ([UIsi CHTHAJa, MPOXOAAIIErO MPEISTCTBHE IO YIVIOM, TOJIMHA
HPENATCTBUA ropasio OoJbIIe).

OOpatute BHMMaHHE Ha MarepHall, U3 KOTOPOro CJIENaHO MpensTcTBUe. MaccuBHas
JKelle3Hasl JIBeph WM aJTIOMUHHEBBbIE OalkM, OKa3aBIIMECS B 30HE OeCTpPOBOAHON CETH,
YMEHbBIIAIOT €€ panuyc neictBud. [loctapailitech pacnonoxuth Bamr mapuipyTtuzarop,
TOYKH JOCTyNa ¥ KOMIIBIOTEPHI TaK, YTOOBI CHUTHANl MPOXOIWJI Yepe3 TOHKUE CTEHbI WIH
JIBepHble MpoeMbl. Ha cHurHanm HEraTuBHO BIMSIOT CTEKIO, CTallb, METalll, CTEHBI C
U30IIALIMEeH, Bojla (AKBapUYyMBI), 3epKaja, MKkadbl, KAPMUIHBIE 1 OETOHHBIE CTCHBI.

Jepxxute MapuipyTuzatop Baid (KaKk MHUHHMYM, Ha pacCcTosHMM 1-2 MeTpa) OT
AIEKTPUYECKUX IPUOOPOB WU YCTPOMCTB, CO3AAIONIUX PAJUOYACTOTHBIC TOMEXH.

Pamuorenedonst ¢ Hecymeit wactorot 2,4 I'T'm mnmm obopynoBanue cranmapra X-10
(OecripoBO/IHBIE YCTPOICTBA TUIA MOTOJIOYHBIX BEHTHJIATOPOB, OCBETUTENBHBIX MPUOOPOB
WM JIOMAIlIHeW CHUCTEeMbI O€30MaCHOCTH) MOTYT OKa3aTh HEraTMBHOE BIWsHHME Ha Bare
OecrpoBofiHOE coenuHEHUE. YoOemuTech, uro 0a3a Bamero paaumorenedona ¢ Hecylen
gactoroit 2,4 I'T'y makcumansHO ynaneHa ot Bammx GecripoBogHBIX ycTpoicTB. OOparute
BHHMaHue, 4yTo 0asza paauotenedoHa mepedaeT CUTHAN Jaxe Toraa, Korga TeiaedoH He
UCIIOJIb3YETCH.
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBOﬂ,CTBO nonb3oBartens

AG6GpeBMaTypbl U COKpaLLeHUs

MABA 6. ABBPEBUATYPbI U COKPALLEHUA

TpeTbe NOKOJIEHHE TEXHOIOT Ut

3G Third Generation .
MOOUJIBHOM CBSI3H
AC Access Category Kareropus nocrymna
AES Advanced Encryption Standard ViyuiieHHbI CTaHAapT MUPPOBAHUS
AP Access Point Touka gocrymna
. IT MAC-
ARP Address Resolution Protocol POTOKOI LA Ol'Ipe,Z[eJ'IeHI/Ifi
anpeca no IP-agpecy yctpoiicTBa
BPSK Binary Phase-shift Keying JBonyHas a3zoBas MOILYIISALUSL
. . . b i
BSSID Basic Service Set Identifier A30BbII HHeIfTH@HKaTOp
0OeCrpOBOAHON CETH
CCK Complementary Code Keying Moynsius JOTOTHSIOMIUM KOJIOM
. 1
Challenge Handshake Authentication POTOKOI ayTeHTHHKAIIH ¢
CHAP MIPeIBAPUTEILHBIM COTTIaCOBAaHUEM
Protocol
BBI30Ba
: T . . O
DBSK Differential Binary Phase-shift Keying THOCHTE.bHAS ABOHHAS (asoBas
MOYJISIIINS
DDNS Dynamic Domain Name System JlnHamMHu4ecKasi CHCTEMa JIOMEHHBIX
UMEH
. . P
DDoS Distributed Denial of Service ACTpCC/ICHHAs aTaKa Thia oTias B
00cITy>)KMBaHUHT
DES Data Encryption Standard Crannapr muppoBaHus JaHHBIX
. . IT 7 7
DHCP Dynamic Host Configuration Protocol SPC;TOKOH AHHAMUHECROM HaCTpOHiHt
y3I
DMZ DeMilitarized Zone JleMunuTapu3oBaHHas 30Ha
DNS Domain Name System Cucrema 1OMEHHBIX IMEH
. IT 0
DPD Dead Peer Detection POTOKOTL ODHADYHCHIA
HepaloTarolero nupa
DQPSK Differential Quadrature Phase-shift OTHOCHUTENbHAS KBaJpaTypHas ¢a3oBas
Keying MOYJISIIINS
DSL Digital Subscriber Line Hugppopas aGOHEHTCKAs JTUHUS
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBO,EI,CTBO nonb3oBartens

AGGpeBMaTypbl U COKpaLLeHuUs

[[npoxomnonocHass MOLYIALUSA C

DSSS Direct-sequence Spread Spectrum
MPSIMBIM PACITUPEHUEM CIIEKTPa
. o CooO1ienue ¢ yBeIOMJIEHHEM O
DTIM Delivery Traffic Indication Message B e
nepenade Tpahuka
Ethernet over Generic Routing Wnkancynsuus Ethernet-xanpos no
EoGRE :
Encapsulation npotokony GRE
. . Cpennee Bpems 1o [ puHBHUYCKOM
GMT Greenwich Mean Time pell P P Y
MepUIrany
GRE Generic Routing Encapsulation OO01mast HTHKATCYISAIUS MapIIPyTOB
Global System for Mobile
GSM TS I'moGanbHas cucTeMa MOOWIIBHOMW CBSI3H
Communications
HTTP Hypertext Transfer Protocol IIporokon nepenayu runeprexcTa
Pacummpenue nporokona HTTP nns
HTTPS Hypertext Transfer Protocol Secure MOAEPKKN MU(POBAHUS B LIEIIX
0€301acHOCTH
[TpoTOKOI MEKCETEBBIX YIPABIISIOLIIX
ICMP Internet Control Message Protocol P . ynip B
coo01IeHu I
ID Identifier W nentudukarop
«MHTEpHET-IUTI03», IPOTOKOJI
IGD Internet Gateway Device yIPaBJICHUS YCTPOHCTBAMH Yepe3
WHTEPHET-IILTIO3
[IpoTokoin ynpaBieHusl TpyaMu B
IGMP Internet Group Management Protocol P yip 124
cetu MHTepHeT
[IpoTokon oOMeHa KIIO4aMH MEX,
IKE Internet Key Exchange P . o
nByms y3iiamu VPN-coennnennii
. . ) YHUKaJIbHBIA MEXIYHAPOIHBIN
International Mobile Equipment AYHApON
IMEI . UACHTUPHUKATOP MOOHITBHOTO
Identity N
yCTPOUCTBA
. . . YHUKaJIbHbIA MEKIYHAPOIHBIN
International Mobile Subscriber AYHAPOR .
IMSI . uaeHTupuKarop aboHeHTa MOOUILHOMN
Identity
CBSI3U
[IpoTokon MHTEpHETA, MEKCETEBOM
IP Internet Protocol
TIPOTOKOJT
IPTV Internet Protocol Television Tenesunenue 1o IP-nporokomy
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBO,EI,CTBO nonb3oBartens

AGGpeBMaTypbl U COKpaLLeHuUs

[TpoTtokon asnst oOecredeHus 3auuThl

IPsec Internet Protocol Security JAHHBIX, TTEPEIaBaeMBbIX 110
MEKCeTeBOMY IpoToKoiy IP
ISP Internet Service Provider HHuTtepueT-nipoBaiinep
L2TP Layer 2 Tunneling Protocol TyHHENbHBIH IPOTOKOJI BTOPOTO YPOBHS
LAN Local Area Network JlokanbHas ceTh
. [IpoTokoin ynpaBieHusI KAHAIOM
LCP Link Control Protocol P yip
nepeaavn JaHHbIX
LED Light-emitting diode Caetoauon
«JlonrocpovHoe pa3BUTHE», CTAHAAPT
LTE Long Term Evolution BBICOKOCKOPOCTHOMW O€CITpOBOTHOM
CBSI3U
) VYipasieHue 10CTyIIOM K Cpefie
MAC Media Access Control P AOCLY pe
(mepenauu JaHHBIX)
. . . . Heckonbko naeHTn(ukaropos
MBSSID Multiple Basic Service Set Identifier I[u ¢ P
0OeCIpOBOHON CETH
MIB Management Information Base baza ynpasnsronieit nHbopManmum
Meron npoCTpaHCTBEHHOTO
. . KOJAMPOBAHUS CUT'HAJIA, UCTIONB3YIOIINN
MIMO Multiple Input Multiple Output P YIoH
CHCTEMY C MHOJKECTBOM KaHAaJIOB
nepeaavn u npruema
[Tpotokon mmdpoBaHus TaHHBIX,
MPPE Microsoft Point-to-Point Encryption HCIIOJIB3yEeMbIH TTOBEPX COSAMHEHUIN
PPP
. [IpoTokon npoBEpKH NOAIMHHOCTH
Microsoft Challenge Handshake P POBEP 8
MS-CHAP o MEXKIy CEpBEPOM U KIIMCHTOM 0e3
Authentication Protocol
nepeaadn napoist
. . . MakcumanbHbIN pazMe
MTU Maximum Transmission Unit P P
MepeaBaeMoro maKera
NAT Network Address Translation [IpeoOpazoBaHue CETEBBIX aIPECOB
NIC Network Interface Controller CereBoii azanTep
NTP Network Time Protocol CeteBoil MPOTOKOI CIYKObI BpeMEHU
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DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBO,EI,CTBO nonb3oBartens

AGGpeBMaTypbl U COKpaLLeHuUs

Orthogonal Frequency Division

MynbsTHUILIIEKCUPOBAaHUE C

OFDM S OPTOTOHAJBHBIM YaCTOTHBIM
Multiplexing
paszie’eHneM CUTHAIOB
PAP Password Authentication Protocol [TpoTokon ayTeHTHU(HUKAITUH TIO TTAPOITO
. Hacrpoiika ¢ moMompro HakaTus Ha
PBC Push Button Configuration P B
KHOTIKY
PFS Perfect Forward Secrecy CogepiiieHHas psiMasi CEKPETHOCTb
PIN Personal Identification Number JInyHbIN UIEHTU()UKALUOHHBIA HOMED
PoE Power over Ethernet [Murtanue no cetn Ethernet
PPP Point-to-Point Protocol [IpoTokos THIa «TOYKa — TOUKa»
pppd Point-to-Point Protocol Daemon Jlemon mpotokona PPP
) ) [IpoTokon TMNA «TOYKA — TOYKa» 1O
PPPoE Point-to-point protocol over Ethernet P
Ethernet
. . . TyHHENBHBIH NPOTOKOM THIIA «TOYKA-
PPTP Point-to-point tunneling protocol 4 P
TOYKA»
PSK Pre-shared key OOt KoY
PUK PIN Unlock Key Kittou myist paz6okupoBanus PIN-koma
. . KBanparypHas ammuntynHas
QAM Quadrature Amplitude Modulation APATYP A
MOTYJISIINS
QoS Quality of Service KauectBo ycimyr
QPSK Quadrature Phase-shift Keying Kanparyphas (hazoBas MOIYIISIIHAS
RADIUS Remote Authentication in Dial-In User | Cnyx06a ynaneHHo# ayTeHTH()HUKALIUT
Service M0JIH30BaTENs] KOMMYTHPYEMOH CeTH
. ) IIpoTrokon oOMeHa JaHHBIMU AT
RIP Routing Information Protocol P A s
MapIIpyTH3aluu
. : . |IIpoTokon oOMeHa JTaHHBIMM ISt
RIP Next Generation Routing Information P A 8
ng MapLIPYTU3ALMH CIENYIOLIETO
Protocol
TTOKOJICHHS
RTS Request To Send 3armpoc Ha OTIIPaBKY
. . [TpoTokoa MOTOKOBOM Tepesayr B
RTSP Real Time Streaming Protocol P Pt

PEXUME PpEATTBHOIO0 BPpEMCHU

CrtpaHuua 270 ns 272




DWM-312W BecnposogHort M2M-mapuupyTtusatop 4G LTE
C ogHuUM moaynem ans Asyx SIM-kapT

PyKOBO,EI,CTBO nonb3oBartens

AGGpeBMaTypbl U COKpaLLeHuUs

Coenunenue o0eceyeHus

SA Security Association
0€e30MacHOCTH
. . OpnHoBpeMeHHas! paBHONIPAaBHAS
SAE Simultaneous Authentication of Equals AHOBP p P
ayTeHTU(UKAIIAS
SIM Subscriber Identification Module Monynb uaeHTu(uKau abOHeHTa
SIP Session Initiation Protocol [TpoToKOIT yCTAaHOBJICHHS CeaHca
«bJ10K coo0IIeHHI cepBepay, IPOTOKOII
SMB Server Message Block B PEEp . P
JUTs1 00IIIero JTocTymna K (haiiam
) [IpocToii mpOTOKONI CETEBOTO
SNMP Simple Network Management Protocol P P
yIpaBICHUS
CeTteBoil MPOTOKOJT yAAJIEHHOTO
SSH Secure Shell P A
yIpaBICHUSI
SSID Service Set Identifier Wnentugukarop 6ecripoBOAHON ceTH
) ) [TpocTpaHCTBEHHO-BPEMEHHOE OJIOYHOE
STBC Space-time block coding pocTp P
KOJMPOBaHHUE
. [IpoTokon ynpasneHus nepenadeit
TCP Transmission Control Protocol P yop pe
JTAHHBIX
) [TIpoToKOa BpEMEHHOM LETOCTHOCTH
TKIP Temporal Key Integrity Protocol P . P t
KJTFOU et
UAM Universal Access Method YHUBEpCaIbHBIH METOJ IOCTYIIA
[TpoTokoI mOIB30BaTEIBCKUX
UDP User Datagram Protocol P
JararpaMmm
. YHUBEpCaNbHbIA PEKUM «BKITFOUU U
UPnP Universal Plug and Play pu P
paboraii»
URL Uniform Resource Locator EnunbIii ykazarenb pecypcoB
. ) YHHUBepcallbHas MOCIe0BaTeIbHAs
USB Universal Serial Bus P A
[IIMHA
VLAN Virtual Local Area Network BupTtyanbHas J0KallbHAs CETh
VPN Virtual Private Network BuptyanbHas yactHas ceTh
) ) HNnentuduxkatop BUPTyaIbHOTO
VRID Virtual Router Identifier A ¢ P BUPTY

MapIuIpyTH3aTopa
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IIporokon pe3epBUpOBaHUS

VRRP Virtual Router Redundancy Protocol
BUPTYaJILHOTO MapIIpyTH3aTopa
WAN Wide Area Network I'moGanbHas ceTb
. ) ) be3onmacHOCTh, aHAJIOrUYHAS 3aIIUTe
WEP Wired Equivalent Privacy . B
MPOBOJHBIX CETEH
— . o «becnpoBoiHas TOYHOCTHY, CTAaHIAPT
Wi-Fi Wireless Fidelity POBOA . Aap
0eCIIPOBOIHOM CBSI3U
WISP Wireless Internet Service Provider becnpoBogHoii HTEpHET-TIpOBaiinep
WLAN Wireless Local Area Network BecripoBogHast 10KajgbHAS CETh
- . . [lepenava MyIbTHMEAMIHBIX TAHHBIX
WMM Wi-Fi Multimedia P H . Y 8 8
no Wi-Fi-cetn
— 3alUIeHHbIN JOCTYI 1O
WPA Wi-Fi Protected Access i VH Y
0ecTpOBOAHOMN CETH
A be3omnacHas HacTpoiika OecrpoBoIHOM
WPS Wi-Fi Protected Setup P poBOx

CE€TH
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