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Basic principles for network management

1.1 How to change the switch management IP address to
avoid accessing the wrong device

This example shows administrators how to use the Web GUI to manage
the IP addresses of the switches and avoid administrators from
unintentionally accessing the wrong devices. As shown below, there are
two switches in the environment. Both default IP addresses of the two
switches are 192.168.1.1.

PC Switch-2 Switch-1
IP:192.148.1.100 Default IP: 192.148.1.1 Default IP; 192.148.1.1

—_—

Figure 1  Two switches are using the same default IP address

V" Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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1.1.1 Configuration in the Switch-2

1 Disconnect the link between Switch-1 and Switch-2.

2 Setthe PC’'s|IP address on to the same subnet as the switches.

For example, set the PC IP address as 192.168.1.100.
Internet Protocol Version 4 UCPHPV4) Properties @lél

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192 . 168 . 1 . 100
Subnet mask: 255,255 .255. O
Default gateway:

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DMS server:

[ valdate settings upon exit

[ OK ][ Cancel ]

3 Open a browser (IE, Chrome, Safari, Firefox, etc....). Go to
website hitp://192.168.1.1 (default management IP address).

Key in “username: admin; password: 1234" and log in.

ZYXEL
GS1350-12HP

Enfer User Name/Password and click to login.

2
7
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4 Enter the webpage and go to Menu > Basic Setting > IP Setup.
Set the IP address you prefer, for example 192.168.1.2. Then

click Apply.
IP Setup
Default Manogement DHCP Cliant
Jrealels 5 ® Stotic P Address
IP Address
IF Subnet Mosk 255.255.255.0
Default Gotewaoy 0.0.0.0

ViD 1

5 Logbackinusing the new IP address 192.168.1.2. After logging
in again, remember to click the Save icon to save the new

configurations.
@ Refresh @ Status @ Wizord @ Logout @ Help

1.1.2 Test the Result
1 Log in via the web GUI and click Status > IP Address

Information. Check if the IP address is already configured

as 192.168.1.2.

O Refresh @ Sove @'-.-’-.-"zcrd ®_DQDL' --&|:

IFV4 Address 192.168.1.2
E

Subnet Mask

Default Gotewoy
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1.2 How to configure the switch with a device name to avoid
accessing the wrong device

This example shows administrators how to use the Web GUI to manage
device name and avoid accessing the wrong devices. As shown below,
the PC connects with Switch-1 in the environment. In the default setting,
device name (System Name) will be the model name.

PC Switch-1
IP: 192.168.1.100 Default IP: 192.168.1.1

— 4

Figure 2 Change the device name of the switch

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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1.2.1 Configuration in Switch-1

www.zyxel.com

1 Enter the web GUI and go to Menu > Basic Setting > General

Setup. Change the System Name (Switch-1 in this example)

and click Apply.

System Mame
Location

Contact Person's Name

Switch-1

2 Click “Save” to save the configuration.

@ Refresh @ Status @ Wizord @ Logout @ Help

1.2.2 Test the Result

Enter the web GUI and you will see the page of the switch
information. Check if the System Name is the name you
configured (Switch-1 in this example) or not.

System Info

System Mams

Product Model

G31250-12HP

9/83
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1.3 How to configure the switch to update the time from an
NTP server

This example shows administrators how to use the NTP server to update
the system tfime of the switch. As shown below, the PC connects with
Switch and Switch connects with the USG in the environment.

NTP Server -
IP:216.239.35.12

PC Switch UsG
IP:192.148.1.100 VELAN T, IP:192.168.1.2 LAMN IP: 192.168.1.1

Figure 3  Set up Switch to get time from NTP Server

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. We
use google free public NTP server (216.239.35.12) to be our NTP server. You can also
choose another available NTP server. Furthermore, due to there is routing set up in

this configuration, the user intferface might be some difference for other models.
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1.3.1 Configuration in Switch

www.zyxel.com

1 Enfer the web GUI and go to Menu > Basic Setting > IP Setup.
Set the default Gateway as USG IP: 192.168.1.1. Then click

HAppIy”-
| IPSelp |

Default Manogement
IF Address

NHCP
[ L

Client

® Static IP Address
|F Address

IP Subnet Maosk

Default Goteway

G
=]

]
=0 | R

o

n
[
o

=]

o

o

b

[ ]
]
on
]

2 Go to Menu > Basic Setting > General Setup. Select “Use Time
Server when Bootup” to NTP(RFC-1305) and set the “Time
Server IP Address”. In this scenario, we use the google free

public NTP server (216.239.35.12) as an example. Also, select

the “Time Zone” in your location. Finally, remember to click

HAppIy”.

Use Time Server when Bootup

MTP{RFC-1305) v

Time Server P Address

216.239.35.12

Current Time
Mew Time [hh:mm:ss)
Current Date

MNew Date |yyyy-mm-dd)

It will take 60 seconds if fime server

|29 |UTC
00 |:|34 |29
2016 |-01 [-|O0
2014 |-01 [-]|O1

00 |:|34

Time Ione
Daylight Saving Time

Start Date First ¥ | [Sunday
End Date First ¥ | [Sunday

is unreachable.

v

v

of

of

January

January

¥ | at

¥ | ot

0:00
0:00

v

v

3 Click Save to save the configuration.
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@ Refresh @ Stotus @ Wizard @ Logout Help

1.3.2 Test the Result

1 Go fo Menu > Basic Setting > General Setup. Both the Current
Time and Current Date should be the current time in your
location. If the current fime is not updated as the correct time,
click “Refresh”.

Use Time Server when Bootup MTP [RFC-1305) ¥

Tirne Server IP Address 216.239.35.12

Icurent Time 14 |:42 |:]57 |utC+og00]

Mew Time (hh:mm:ss) 14 |-|42 |:|&7

[curent Date 2015 |-05 [-/24 |

MNew Date (yyyy-mm-dd] 2019 |-|05 |-|24

Time fons UTC+0800 ¥

Daylight Saving Time

Start Date First ¥ | [Sunday ¥ [ of | January M=
End Date First ¥ | [Sunday ¥ [ of | January ¥ |ob (00O ¥

It will take 40 seconds if time server is unreachable.

@dee @ Stotus @ Wizard @ Logout @ Help

2 Try to select the “User Time Server when Bootup™ as None. Few
second later, change back to NTP(RFC-1305). The time will sfill
update to the current time.
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Mme Server when Bootup Mone M |

Time Server IP Address 216.239.35.12

{ Curent Time 14 |47 |:]a1 |utcC+os:00

Mew Time [hh:mm:ss) 14 |:|47 |[:|41

Cumrent Date 2019 |-05 |-|24

Mew Date (yyyy-mm-dd) 2019 |-|05 [-|24

Time fone UTC+0800 ¥

Davylight Saving Time

Start Date First ¥ | [Sunday ¥ | of [ Jonuary Y|t {000 ¥
End Dote First ¥ | | Sunday ¥ | of | January Yot (000 ¥

It will take 60 seconds if fime server is unreachakle.

IUse Time Server when Bootup MTP{RFC-1305) r I

Time Server IP Address 216.239.35.12

fCurrent Time 14 |:|47 |:|44 |uTC+08:00

Mew Time [hh:mm:ss) 14 |-|49 |[:|44

Current Date 201% |-|05 |-|24

Mew Date (yyyy-mm-dd) 2019 |-|058 |-|24

Time Zone UTC+0800 ¥

Davlight Saving Time

Start Date First ¥ | | Sunday ¥ | of | January ¥ ot (000 ¥
End Date First ¥ | |Sunday ¥ | of [Jonuary Y| ot (DD ¥

It will take 40 seconds if fime server is unreachable.

1.3.3 What could go wrong?

1 Switch may not be able to access the NTP Server successfully.
Follow the step to test if NTP Server is available. Go to Menu >
Management > Diagnostic. Select IPv4 and type the IP
address of NTP Server (216.239.35.12) into the IP Address field.
Click “Ping”.
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Diagnoslic
Resolving 216.23%.35.12... 216.239.35.12
sent revdrate it avg mdev max  min reply from
1 1 100 10 10 0 10 10 216.239.35.12
2 2100 7 10 1 10 7 216.23%9.35.12

2 3 100 5] 10 1 10 7 216.239.35.12
s
® P4 - v
IPvé - A
Fing Test
IIP Address/Host Name |2] 6.239.35.12 I
Count 3
1.4 How to configure the switch to backup events on a
SYSLOG server
The example shows administrators how to set up the switch to send
system log events to a remote syslog server.
PC-1 Switch-1 Syslog Server
IP:192.148.1.100 [P:192.148.1.1 IP:192.148.1.200

B - Fihmn- M
“'-..._‘___‘_-_-. —

—

7 =

Figure 4 Upload the syslog automatically to the server
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U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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1.4.1 Configure the Switch-1

1

Enter the web GUI and go to Menu > Management > Syslog
Setup > Syslog Server Setup. Activate the syslog server setup
and set up the server IP address. In this example, it is
192.168.1.200. Choose the Log Level you prefer (Level 0-7 in this
example). The wider the range, the more detailed log will be
recorded. Remember to click “Add".

Syslog Server Setup

Active o
Server Address 192.1658.1.200
UDF Port 514

\I 7’

Q Note:

Log Level refers to which events should be sent to the Syslog Server.

Severity: Emergency (0), Alert (1), Critical (2), Error (3), Warning (4), Notice

(5), Informational (6), and Debug (7).

2

In the same page, activate the Syslog and activate the
logging type you prefer. Also, remember to click “Apply”.
System i localuse 0 ¥
Interfoces v localuse 0 v
Switch v localuse 0 ¥
AAA 4 localuse O ¥

1= i loca e v
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3 Click Save to save the configuration.

@ Refrash @ Stotus @ Wizard @ Logout @ Help

1.4.2 Test the Result
1 Unplug and re-plug PC-1 from the switch.

2 The Syslog Server should receive an event log from the switch.

& Tfipdsd by Ph. Jounin — - - E@gl

Current Directory IC:'\app\Tflded ;I Browse |

Server interfaces || 92.168.1.200 | Realtek RTLE1EECIPI/ETT1CIF) Family F'CI-Ej Shiowy Dir |
Titp Server I Thtp I:Iierlt Syslog SEWBfll Log viewer

text | fram | date |

<134 Jan 01 02:54:47 XG54E00 authentication: Console uzer admin login- 192.168.1.1 12/06 13:21:53.736

<135x Jan U7 U4 55022 =5 4bll interface: Fort 1 link down 19216311 12406 18:22:25.097

<1353 Jan 01 02:55:27 XG54600 interface: Port 1 link up 19218811 12/06 18:22:33.498
Clear I Copy

About | Settings Help |

3 We can also check the directory (“C:\app\Tftpdé4” in this
example) to find out if a text file is created on the Syslog Server.

| | EuPL-EN
E thpd32
| thpd32
&y thpded

&} uninstall

17/83



ZYXEL S

1.4.3 What could go wrong?

1 If Switch-1 and Syslog Server are in different subnets, remember
to set default gateway so that Switch-1 and the Syslog Server

can communicate with each other.

2 Confirm the service port number of the Switch-1 and the Syslog
Server are the same. (Default service port for the Syslog Server
in the Switch-1is 514).

Syslog Server Setup
Active <
Server Address 192.168.1.200
UDP Port 514 |
Log Leve Level0-7 ¥
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1.5 How to configure the switch with a port name to quickly
identify directly connected devices

The example shows administrators how to configure the switch with @
port name to quickly identify directly connected devices. By doing this,
administrators can quickly identify which port connects to which device,
location, or section of the network.

PC Switch-1 Switch-2
IP:192.168.1.100 IP:192.168.1.1 w
f Port 2
> Port3
{
AP

Figure 5 Configure the port name of the switch

V" Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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1.5.1 Configure Switch-1
1 Enter the web GUI and go to Menu > Basic Setting > Port Setup.
Type the name of each directly connected devices on the
corresponding port name. For example, you can type Switch-
2 in port 2 and AP in port 3. Then click “Apply”.

i |
Auto v or
1 Ld Auto v Or
2 Ld Switch-2 Auto v or
3 I I v ov

2 Click Save to save the configuration.

1.5.2 Test the Result

1 Go to Menu > Management > Port Status. You will see the

name you type in the column of name.

1 1G/F FORWARDIMNG
2 Switch-2 1G/F FORWARDING
3 AP 1G/F FORWARDING
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1.6 How to collect the Diagnostic Info

The example shows local administrators how to collect the Diagnostic
Info by web GUI. The Diagnostic Info is a set of logs that includes useful
information such as System Information, CPU utilization history, system
logs and debug reports for issue analysis.

[=T'es Switch-1
[P: 192.148.1.100 Default IP: 192.148.1.1

Figure 6 Collect the Diagnostic Info from web GUI

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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1.6.1 Collect the Diagnostic Info from web GUI

1 Enfer the web GUI and go to Menu > Management >
Maintenance > Tech-Support > Click Here. Click the Download
button for All. You can also select the specific Diagnostic Info
you need. (Ex: Crash, ROM,.....)

Al Download |

Crosh Downlood

CPU history Downlood
Memary section Downlood
Miwuf Downlood
ROM Downlood

1.6.2 Test the Result

1 Open the file and you can view the Diagnostic Info. (In this
example, we use the Notepad++ to open the .ixt file.)

[ techSupport_sll_1 log E3 l

1]
)
3 Time : 69:55:13 ========== show system-information ================= msclock :251713652
4
5
6 Product Model : GS1350-12HP
7 System Nams : Switch-1
2 B8ystem Mode : Standalons
S System Contact
10 System Location
11 System up Time H 69:55:13 (£00dB8%c ticks)
12 Ethernest Address : 00:1%:cb:00:00:01
12 Bootbase Version : V1.00 | 02/22/2019
14 ZyNOS F/W Version : V4.60 (ABRPJ.0)bS | 04/08/2015
15 Hardwars Version : V1.0
16 Config Boot Image = 1
17 Current Boot Image : 1
18 cCurrent Configuration : 1
159 RomRasSize : 5404132
20 sSerial Numbsr ! EHHEXERHEEHEHKEHR
21 Register MAC Address : 00:19:cb:00:00:01
22
23
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1.7 How to change the default administrator password

The example shows administrators how to change the default
administrator password used for management access. Failure to
change the default administrator password is a security risk that allows
unauthorized user access to your device's management.

[=T'es Switch-1
IP:192.148.1.100 Default IP: 192.168.1.1
7
Figure 7 Change the default administrator password

U Note:
All network IP addresses and subnet masks are used as examples in this article

Please replace them with your actual network IP addresses and subnet masks.
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1.7.1 Change the default administrator password

1 Enfer the web GUI and go to Menu > Management > Access
Control > Logins > Click Here. Enter the Old Password and New
Password. Then click “Apply”.

Access Confrol
Administrator

C’d jOSS’\-‘L"D’d [E RN ]
Mew Password rernn
Retype to confirm TIIL

2 After clicking the “Apply”, the browser will show a message

similar below.

Password Changed

Fleosze close the browser before using the new possword.
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1.7.2 Test the Result

1 Close the web GUI and login again with the OLD password.
The “Authentication Required” window will pop up again and

show “Invalid username or password”.

ZYXEL
GS1350-12HP

Enter User Name/Password and click to login.

2
7

Invalid username or password.

Login

2 Use the new password to login. Switch-1 web GUI should be
accessible.
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1.8 How to configure a whitelist for remote management to
prevent unauthorized access

The example shows administrators how to configure a whitelist for host
devices that prevents attempted access from unauthorized devices or
subnets. The whitelist inspects the source IP addresses of hosts and the
types of services accessing the switch (Ex: Telnet, FTP, HTTP.....).

PC-1
IP:192.168.10.100
Ir___
AdministratorPC Switch f"
IP:192.168.1.100 VLAN 1, Default IP: 192.168.1.1 ;
— VLAN 10, IP 192.168.10.1 —7
= -
III
"'\--..,.-';/
PC-2
IP:192.168.10.200

Figure 8 Configure the whitelist for remote management

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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1.8.1 Configure the whitelist of the remote management

1 Enfer the web GUI and go to Menu > Management > Access
Control > Remote Management > Click Here using
Administrator PC. Enter the range of IP addresses and the
corresponding types of services that are allowed to access the
Switch. Then click “Apply”.

Access Control
Secured Client Setup

1 t 192.148.10.100 192.148.10.120 ti v < ti v Ld

2 t 192.148.1.100 192.148.1.100 t L4 t T v ! Ld

3 0.0.0.0 0.0.0.0

4 0.0.0.0 0.0.0.0

5 0.0.0.0 0.0.0.0

& 0.0.0.0 0.0.0.0

7 0.0.0.0 0.0.0.0

8 0.0.0.0 0.0.0.0

? 0.0.0.0 0.0.0.0

10 0.0.0.0 0.0.0.0

11 0.0.0.0 0.0.0.0

12 0.0.0.0 0.0.0.0

13 0.0.0.0 0.0.0.0

14 0.0.0.0 0.0.0.0

15 0.0.0.0 0.0.0.0

14 0.0.0.0 0.0.0.0
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1.8.2 Test the Result

1 In the setfing, we set the IP range: 192.168.10.100-
192.168.10.120, which is allowed to access the Switch by all
protocol types, EXCEPT HTIP. Therefore, if we use PC-I]
(192.168.10.100) to access the Switch by HTIP, the Switch will
refuse the connection. If we try to access the web GUI by HTTPS
(Enter the hitps://192.168.10.1), PC-1 can connect to the Switch

successfully.
1
F.

This site can't be reached

192.168.10.1 refused to connect.

2 The PC-2 (192.168.10.200) is not in the range which is allowed
to access the Switch. PC-2 cannot access or ping the switch’s
management IP address.

5

This site can't be reached

192.168.10.1 refused to connect.

3 Administrator PC can access the Switch by all service types

successfully.
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1.8.3 What could go wrong?

1 The IP address is setting up repeatedly, but the sefting is
different. The logic rule of whitelist is OR.
For example, if we set the range of the IP addresses shown
below. 192.168.10.120 is repeatedly set up accidently. The
result is that all types of services are ALLOWED for 192.168.10.120.
Access Control
Secured Client Setup
1 Ld 192.168.10.100 | 192.168.10.120 d Ld Ld L4 td L
2 Ld 192.148.10.120 192.168.10.120 Ld
3 0.0.0.0 0.0.0.0
4 0.0.0.0 0.0.0.0

2

If the administrator has forgotten or lost track of the whitelisted
IP addresses, the administrator will not be able to access the
Switch. To solve this problem, use Console to verify the settings.
Administrators can find out which IP addresses are allowed to
access the Switch by reviewing the running configurations.
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Designing the Local Area Network

2.1 How to configure the switch to separate traffic between
departments using VLAN

The example shows administrators how to set up the switch to make
separate fraffic between departments. Using Static VLAN, hosts
accessing the same VLAN will only be able to communicate with hosts

accessing the same VLAN.

VLANTO L VLANTO
PC-1 AdministratorPC PC-3
IP:192.168.10.101 i  IP:192.168.1.105 {1P:192.168.10.103

Port 2 Switch-1 Switch-2 Port 4
............................... VLAN T, 1P:192.168.1.1 VLANT, IP:192.168.1.2  f ..
— —
lll H H III
PC-2 P oPC4 s
IP:192.168.20.102 i L IP:192.168.20.104
VLAN20 i VLAN20 |

Figure 9 Set up VLAN to separate the traffic between

departments

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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2.1.1 Configure Switch-1

1 Use Administrator PC to set VLAN 1 in Switch-1: Port 1, 2 as
Normal port. (Prevent VLAN 1 broadcast packets to port 1, 2).
Enter the web GUI and go to Menu > Advanced Application >
VLAN > VLAN Configuration > Static VLAN Setup > VID > 1.
Select port 1, 2 as Normal. Click “Add”.

o Sahc VAN VLAN Confiquraion

ACTIVE 7

MName

WLAN Group ID

® MNormal
WLAN Tyoe
Private hd

Association VLAN List
- MNormal v | Ty Togging
1 * tormal Fixed Forbidden Tx Togging
2 * Mormal Fixea Foroiddsn Tx Tagging
3 Mormal ® Fixed Forbidden Tx Togging
4 Mormal ® Fixed Forbidden Tx Tagging
v} Mormal ® Fixed Forbidden Tx Togging

2 Use Administrator PC to create VLAN 10 in Switch-1: Entfer the
web GUI and go to Menu > Advanced Application > VLAN >
VLAN Configuration > Static VLAN Setup. Check the “ACTIVE"
box. Type the Name and VLAN Group ID=10. Select port 1, 5 as
Fixed and uncheck Tx Tagging (Untagged) on port 1 and
check Tx Tagging (Tagged) on port 5. Click “Apply”.
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SR VAN VIAN Confiauraton
ACTIVE v
Name WLANTG
VLAN Group 1D
O —
VLAN Type ermel
Private A

Association VLAN List

Mormal v ¥ Tx Tagging

! Nomal Forbiaen
2 ® Normal Fixed Forbidden ¥| Tx Tagging
3 ® Normal Fixed Forbidden ?| Tx Tagging
4 ® Normal Fixea Forbidden ¥ Ty Tegging
5 Mormal Ferbidden

3 Use Administrator PC to create VLAN 20 in Switch-1: Entfer the
web GUI and go to Menu > Advanced Application > VLAN >
VLAN Configuration > Static VLAN Setup. Check the “ACTIVE”
box. Type the Name and VLAN Group ID=20. Select port 2, 5 as
Fixed and uncheck Tx Tagging (Untagged) on port 2 and check
Tx Tagging (tagged) on port 5. Click “Apply”.

Sl VAN VLAN Confguroion
ACTIVE e
Mame VLANZO
WLAN Group ID 20
* MNeormal
VLAN Type erm
Private v

Associotion VLAMN List

- MNormal v ¥ Tx Tegging
1 ® MNormal Fixed Ferbidden ¢ Tx Togging
3 * MNormal Fixea Forbidden ¥ Tx Tagging
4 * Mormal Fixea Forbidden Ld Tx Togging

4 Setthe PVID on Switch-1: Go to Menu > Advanced Application
> VLAN > VLAN Configuration > VLAN Port Setup. Set port 1 as
PVID=10 (VLAN 10) and port 2 as PVID=20 (VLAN 20).
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VLAN Port Seling VLAN Configuration

Al v

2.1.2 Configure Switch-2

1 Use Administrator PC to set VLAN 1 in Switch-2: Port 3, 4 as
Normal port (this prevents VLAN 1 from broadcasting packets
to port 3, 4). Enter the web GUI and go to Menu > Advanced
Application > VLAN > VLAN Configuration > Static VLAN Setup
> VID > 1. Select port 3, 4 as Normal. Click “Add".

[ SiaficVIAN | VLAN Configuration

'''''''''

]
3
Q
-
(3
']
)
]
3
]

-
1]

-
1]

R

L ]
313 3|3 3
ola oale o
i ‘B L
oo 0 o0

'

)

i

Q

Q

]

1

0

J

]

3

)

-
1]

2 Use Administrator PC to create VLAN 10 in Switch-2. Enter the
web GUI and go to Menu > Advanced Application > VLAN >
VLAN Configuration > Static VLAN Setup. Check the “ACTIVE"
box. Type the Name and VLAN Group ID=10. Select port 3, 5 as
Fixed and uncheck Tx Tagging (Untagged) on port 3 and
check Tx Tagging (tagged) on port 5. Click “Apply”.
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www.zyxel.com

ACTIVE
Name

VLAM Group ID
VLAM Type

Association VLAN List

VLAN Configuration

3 Use Administrator PC to create VLAN 20 in Switch-2. Enter the
web GUlI and go to Menu > Advanced Application > VLAN >
VLAN Configuration > Static VLAN Setup. Check the “ACTIVE”
box. Type the Name and VLAN Group ID=20. Select port 4, 5 as

Fixed and uncheck Tx Tagging (Untagged) on port 4 and

check Tx Tagging (tagged) on port 5. Click “Apply”.

ACTIVE
MName

WLAMN Group ID
WLAN Type

Association VLAN List

Mermal
Mormal
® Nermal

Mermal

€n o ode 03 Ry — w

Mermal

b
'-,\‘f_,&_l\|2:.
20
® Mormal
Private v
Mormal v
Fixed Feroiddsen
Fixed Ferbidden
Fixed Forbidden
® Fixed Forbidden
® Fixed Forbidden

VLAN Configuration

# Tx Tagging
¥ Tx Tagging
¥ Tx Tagging
# Tx Tagging

Tx Tegging

¥ Tx Tagging

4 Setthe PVID on Switch-2: Go to Menu > Advanced Application
> VLAN > VLAN Configuration > VLAN Port Setup. Set port 3 as

PVID=10 (VLAN 10) and port 4 as PVID=20.
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2.1.3 Test the Result

1

CzsUzersslserping 192,

Pinging 192.168.1A.183

Al =] =
-

168.18.183 —t
with 32 hytes of data:

VLAN Configuration

The PC in the same VLAN can ping each other. PC-1 can ping
PC-3 successfully, but PC-1 cannot ping PC-2.

Reply from 192 _168._108.183: bytesz=32 time<{ims TTL=128
Reply from 172.168_.18.183:
Reply from 192.168_18.183:

C:sUzersslser>ping 172

Pinging 192.168.20.182
PIHG: transmit failed.
PING: transmit failed.
tranzsmit failed.
transmit failed.

-168.208.182

with 32 bytes of data:z
General failure.
General failure.
General failure.
General failure.

bytez=32 time<ims TTL=128
hytes=32 time<ims TTL=128

2 PC-2 can ping PC-4 successfully, but PC-2 cannot ping PC-3.

Cixllzersslserping 192,

Pinging 192.168.20.184

Reply from 172.168.20.184: hytez=32 timed<ims
Reply from 172.168_.20.184: hytez=32 time<ims
Reply from 1722.168_20.184: hytes=32 time<ims

sUzersslseriping 192,

inging 172.168.18.183
ING: transzmit failed.
ING: transzmit failed.
ING: transmit failed.
I transmit failed.

168.28.184 —«
with 32 buytes of data:

168.16.183

with 32 bytes of data:
General failure.
General failure.
General failure.
General failure.

TTL=128
TTL=128
TTL=128
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Improving Network Reliability

3.1 How to configure RSTP in a ring topology

The example shows administrators how to set up RSTP (Rapid Spanning
Tree Protocol) in the ring topology to implement network redundancy.

Switch-1 (Root Bridge]
192.148.1.1
Default pricrity: 4094

Switch-2 Port2 Port2 Switch-3
192.168.1.2 192.148.1.3
Default priority: 20480 Default priority: 32748

Figure 13  Configure RSTP in a ring topology

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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3.1.1 Configure Switch
1 Make sure that the link between Switch-2 and Switch-3 is not

connected to prevent unintended loops before finishing the
RSTP setup.

2 Set up Switch-1: Enter the web GUI. Go to Menu > Advanced
Application > Spanning Tree Protocol > RSTP. Check the
“Active” box. Set the Bridge Priority = 4096. Active port 1, 2.

Click “Apply”.
Rapid Spanning Tree Prolocol Status

Active v

Bridge Priority 4076

Hello Time z Seconds

fAX Age 20 |Seconds

Forwarding Delay 15 |3ecaonds
1 Ld 125 4
2 i 125 4
3 25 4
4 25 4

3 Set up Switch-2: Enter the web GUI. Go to Menu > Advanced
Application > Spanning Tree Protocol > RSTP. Check the
“Active” box. Set the Bridge Priority = 20480. Active port 1, 2.
Click “"Apply”.
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Rapid Spanning Tree Profocol

Active

Bridge Pricrity
Hella Time
MAX Age

Forwarding Delay

Port

R T N

Actlive

www.zyxel.com

4 Set up Switch-3: Enter the web GUI. Go to Menu > Advanced
Application > Spanning Tree Protocol > RSTP. Check the
“Active” box. Set the Bridge Priority = 32768. Active port 1, 2.

Click “Apply”.

Rapid Spanning Tree Prolocol

Active

Bridge Priority
Hella Time
fAX Age

Forwarding Delay

Port

R v R S R

Active

O O0® 8O

Status
z Seconds
20 |Seconds
15 |Seconds
Edge Priority Path Cost
(]
(] 128 4
(] 128 4
(] 128 4
(] 128 4
Status
2_ Seconds
20 |Seconds
15 |Seconds
Edge Priority Path Cost
(]
(] 128 4
(] 128 4
(] 128 4
(] 128 4

5 Finally, connect the link between Switch-2 and Switch-3.
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3.1.2 Test the Result

1 Verify the status of Switch-1: Go to Menu > Advanced
Application > Spanning Tree Protocol. The Root Bridge ID and
the Our Bridge ID should be the same. This means that Switch-
1 is the Root Bridge. Both port 1 and 2 should be in
FORWARDING state, while both their Port Roles are Designated

Ports.
Spanning Tree Protocol: RSTP
Bridge Root Our Bridge
Bridge ID 1000-0015ek6000001
Hello Time [second) 2 2
Max Age (second] 20 20
Forwarding Deloy (second] 13 13
Cost fo Bridge a
Port ID 0X0000
Topclogy Chonged Times 4
Time Since Last Change 0:00:01
1 FORWARDING Cesignated 1000-001% 000001 0xB001 o
2 L’“-QW EOINC D=2 ’.G'J 1000-001% 000001 0x8002 o

2 Verify the status of Switch-2: Go to Menu > Advanced
Application > Spanning Tree Protocol. Check the port status of
Switch-2. Port 1 should be the Root Port in FORWARDING state,
while port 2 should be a Designated Port also in FORWARDING
state.

Spanning Tree Protocol Status

S$panning Tree Protocol: RSTP

Bridge Root Cur Bridge

Bridge ID 1000-001%cb000001 5000-bccidfd77dds
Hello Time {second) 2 2

Max Age (second) 20 20

Forwearding Delay (second] 13 13

Cost to Bndge 4

Port ID 0X8001

Topology Chonged Times

o n

o
=]
=]

Time Since Last Change

1 FORWARDING Root 1000-001%ck000001 CrB001 o
2 FORWARDING Designated 5000-becf4fdr7dds 0xB8002
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3 Verify the status of Switch-3: Go to Menu > Advanced
Application > Spanning Tree Protocol. Check the port status of
Switch-3. Port 1 should be the Root Port in FORWARDING state,
while Port 2 is an Alternate Port in DISCARDING state.

Spanning Tree Protocol Status

Spanning Tree Protocol: RSTP

Bridge Root Owr Bridge

Bridge ID 000-0019ck000001 8000-bocf4f477038
Hello Time (second)
Max Age [second)

— k3 k3
IR =]

Farwarding Delay (second)
Cost to Bridge
Port ID

Topology Changed Times

X5002

k3 03 s — k3 R3
et [N

=]
]

Time Since Last Change

1 DISCARDING Alternate 2000-bocffdiTdds OxB002 4

FORWARDING Root 000-0015cb000001 0xB002 o]

k2

3.1.3 What Could Go Wrong

1 |If your Root Bridge is not the device you expected:

a. Decrease the Spanning Tree priority of this device.

b. Increase the Spanning Tree priority of the other devices.
The switch with the LOWEST bridge priority will be the Root
Bridge. If the priority is the same, the switch LOWEST MAC
address will be the Root Bridge.

2 Ifitis not possible to access the management of the switches
and the switch’s port LEDs are constantly flashing, you can
recover management access by removing or disconnecting
any redundant links to break the ring topology. This frequently
occurs before Spanning Tree is configured on the devices or if
Spanning Tree is configured incorrectly.
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3.2 How to configure bandwidth control to limit incoming or
outgoing traffic rate

This example shows administrators how to configure bandwidth conftrol
to manage ftraffic rates. We can limit either incoming traffic, outgoing
traffic, or both. In this example, we use two computers: FTP Client (PC)
and FTP Server (FTP Server). PC will either be uploading files or
downloading files from the FTP Server.

FC Switch FTFServer
IP:192.168.1.100 [P:192.188.1.1 IP:192.168.1.200

Figure 15 Configure bandwidth control to limit the traffic rate

V" Note:
All network IP addresses and subnet masks are used as examples in this arficle.

Please replace them with your actual network IP addresses and subnet masks.
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3.2.1 Configure Switch
1 Enter the web GUI. Go to Menu > Advanced Application >
Bandwidth Control. Check the “Active” box. Key in the rate in
Ingress Rate (PC Upload rate) = 10240 kbps and Egress Rate
(PC Download rate) = 20480 kbps. Remember to check the
port “Active” boxes as well. Click “Apply”.

Bandwidih Conirol
Active

kbps kbps
1 L 10240 kbps L 20420 kbps
2 &4 kbps &4 klops
3 &4 klops &4 kbopos
4 &4 kbps &4 klops

3.2.2 Test the Result

1 Use PC to upload a file to the FTP Server. Transfer rate should
be more orless 1.2 MB/s (or 10240 Mb/s).

Server/Local file Directi.. Remote file Size Priority  Status
B test@192.168.1.200
D\ Test\ TestFile.avi ——m [TestFile.avi 831 MB MNormal Transferring

00:00:14 elapsed ooooseler N 21.3% 18,612,224 byteq (1.2 MB/s)|

2 Use PC to download a file from the FTP Server. Transfer rate
should be more orless 2.4 MB/s (or 20480 Mb/s).

Server/Local file Directi.. Remote file Size Priority  Status
B test@192.168.1.200
D\ Test\ TestFile.avi <<--  [TestFile.avi 34GB Marmal Transferring
00:00:28 elapsed  00:23:371eht | 20% 71,762,000 bytes|2.4 MB/s) |
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Designing an IPTV Network

4.1 Introduction for IGMP

Before we begin designing an IPTV Network, there are 3 important
concepts of Zyxel's IGMP (Internet Group Management Protocol) and
IGMP Snooping that administrators should be aware of.

4.1.1 What are General Queries and Group Specific Queries?

General Query: The querier will send query messages to the multicast
clients to learn which multicast groups sfill have active members within
the network.

Group Specific Query: When the client leaves a multicast group and
sends a leave group message, the querier will send this query message
to learn if a particular group has any other active members on a
downlink port.

4.1.2 What are IGMP Snooping Querier Modes?

There are 3 Querier Modes: Auto, Fixed and Edge.

Fixed: To have the Switch always use the port as an IGMP query port.
Select this when you connect an IGMP multicast server to the port.
Edge: Prevents the switch from using the port as an IGMP query port. The
Switch will not keep any record of an IGMP router being connected to
this port. The switch does not forward IGMP join or leave packets to this
port.

Auto: The port behaves as a Fixed port if the port receives any IGMP
queries. The port behaves as an Edge port if the port receives no IGMP
queries within a period of time.
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41.3 What are the differences between IGMP Snooping

fast/normal/immediate leave?

Fast leave:

In fast leave mode, the switch itself sends out an IGMP Group-Specific
Query (GSQ) message right after receiving an IGMP leave message from
a host on a port. This determines whether other hosts connected to the
port should remain in the specific multicast group. This helps speed up
the leave process.

Normal leave:

In normal leave mode, when the Switch receives an IGMP leave
message from a host on a port, it forwards the message to the multicast
router. The multicast router then sends out an IGMP Group-Specific
Query (GSQ) message to determine whether other hosts connected to
the port should remain in the specific multicast group. The switch
forwards the query message to all hosts connected to the port and waits
for IGMP reports from hosts to update the forwarding table.

Immediate leave:

Select this option to set the Switch to remove this port from the multicast
tree once the ports receive an IGMP leave message. Select this opftion if
there is only one host connected to this port.
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4.2 How to configure IGMP Snooping for multicast clients in
the same LAN

The example shows administrators how to configure IGMP Snooping for
multicast clients and streaming servers in the same VLAN. When Media
Server multicasts the stream, IGMP snooping allows the switch to learn
multicast groups without having the user to manually configure each
switch. This prevents the switch from flooding multicast streams on ports
that have no members for these multicast addresses.

VLAN 10 VLAN 10

/' Port | ot L Port 2 I
PC (Client) Switch Media Server
VLAN 10 : VLAN 10, IP: 192.168.10.1 ¢ VLAN 10

IE:192.166.10.100 IP: 192.168.10.150

Figure 18 Configure IGMP Snooping for multicast clients in the
same LAN

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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4.2.1 Configure Switch

1 Configure the VLAN 10 on Switch. (Please refer to the topic: 2.1
How to configure the switch to separate traffic between

departments).

2 Configure the IGMP Snooping: Enter the web GUI and go to
Menu > Advanced Application > Multicast > IPv4 Multicast >
IGMP Snooping. Check the “Active” box and select Unknown
Multicast Frame as Drop. Check Querier. Click “Apply”.

IGMP Snooping 1Pv4 Mulficast Status IGMP Snooping VLAN IGMP Filtering Profile
Active
N . Querier

IGMP Snooping
Hest Timeout 260
802.1p Priority MNo-Change ¥

IGhP Filtering Active

Unknown Multicast Frame Flooding

Reserved Mulficast Group ® Flooding Crop

4.2.2 Test the Result

1 Play the stream on Media Server using Multicast IP address
239.1.1.1.

2 Have PC send an IGMP join message for 239.1.1.1.
3 Go to Menu > Advanced Application > Multicast > IPv4

Multicast. PC connected to port 2 joins Multicast Group-
239.1.1.1.

22400251
22400252
23%.255.255.250
2240025
22400252

23%.1.1.1

(] ) s R T s TR o Y

Bal Bal kA R — — —

I O R

237.255.255.250

L
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Network Security

5.1 How to configure MAC filter to block unwanted traffic

The example shows administrators how to configure MAC filter to block
unwanted fraffic. In this example, Switch-1 will block traffic based on
which device sends the packet or which device receives the packet.

PC-1

VLAN |

IP:192.168.1.100

MAC: 00-1E-33-27-04-93

|

P 1 /
Port3 Port 2
Server Switch-] Switch-2 T
VIAN | VLAN 1, IP: 192.168.1.1 VLAN 1, IP: 192.168.1.2 =
IP: 192.168.1.150 > 4
PC-2
VLAN 1

P:192.168.1.200
MAC:00-23-54-2E-98-89

Figure 20 Configure MAC filter o block unwanted traffic

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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5.1.1 Configure Switch-1

Enter web GUI and go to Menu > Advanced Application >

1
Filtering. Check the “Active” box and set the filter Name.
Choose the Action as “Discard source”. Key in the MAC you
want to block and the VID. Click “Add".
| Filering |
Active
MHarme M ACTter

I #| Discard s:u:el

Action
Discard destination
MAC | O0:1E:23:27:04:93 |
VID 1
U Note:

Use Discard source to drop fraffic sent by the device with the configured

MAC entry.
Use Discard destination tfo drop fraffic sent to the device with the

configured MAC entry.
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5.1.2 Test the Result

1 PC-1 (with MAC address 00:1E:33:27:04:93) fails to ping Server.
C:sUzers-User>ping 192_.168_.1_154

Pinging 172_168_1_.158 with 32 hytes of data:

Reply from 172.168.1.188@: Destination host wunreachahle.
Reply from 192_168.1.188: Destination host unreachable.
Reply from 172.168.1.188@: Destination host wunreachahle.
Reply from 192_168.1.188: Destination host unreachable.

Ping statistics for 192.168.1.158:
Packetz: Sent = 4. HReceived = 4, Lost = @ <{Bx loss>,

2 PC-2 can ping Server successfully.

C:slsersslserping 1972.168.1.158

Pinging 1?2.168.1.158 with 32 huytes of data:

Reply from 1922.168.1.158: hytes=32 time=766mz TTL=128
Reply from 122.168.1.158: hytes=32 time<imsz TTL=128
Reply from 122.168.1.158: hytes=32 time<imsz TTL=128

Reply from 122.168.1.158: hytes=32 time<imsz TTL=128

Ping statistics for 192.168.1.158:

Packets: Sent = 4, Received = 4, Lost = B (Bx lossl.
Approximate round trip times in milli—seconds:

Hinimum = Bms, Maximum = 766ms,. Average = 1%1ms

5.1.3 What Could Go Wrong

1 The MAC address set on Switch-1 should be identical to the
MAC address of PC-1 so that the ftraffic can be blocked

successfully.
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5.2 How to Configure the Switch to Protect Against Rogue
DHCP Servers

This example will instruct the administrator on how to configure the switch
to protect the network from attackers sending false IP configurations to
clients. DHCP Snooping blocks DHCP offers coming from an untrusted
port. Untrusted ports are usually ports connected to office workstations
or publicly accessible jacks.

Local Network
Network 192.168.1.0 Access
Netmask 255.255.255.0 Ports

7

7

il P A |

b

Switch USG (DHCP Server)
VLAN 1 1P 192.168.1.2 LAN IP 192.168.1.1

Figure 26 Fake DHCP Server Connected through Publicly
Accessible Ports

V" Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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5.2.1 Configuration in the Switch

1 Access the Switch's Web GUI.

www.zyxel.com

2 Go to Advance Application > VLAN > VLAN Configuration >

Static VLAN Setup. For this example, all traffic entering access
ports are sent to VLAN 1. VLAN 1 should be fixed and
untagged for all access ports. Click Add.

ACTIVE
MName

VLAMN Graup ID

Mermal
Mermal
Mermal
Mormal
Mormal
Mermal

Mermal

[« T H = S N 8 L e R

Mermal
Mermal
MNermal

Mermal

ba — o e

Mermal

[1

[1

Fixed
* Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed

Fixed

Forbidden
Foroidden
Foroidden
Forbidden
Forbidden
Forbidden
Forbidden
Foroidden
Foroidden
Foroidden
Forbidden

Ferbidden

VLAN Configuration

¥ Tx Tagging
Tx Tagging
Tx Togging
Tx Togging
Tx Togging
Tx Togging
Tx Tagging
Tx Tagging
Tx Togging
Tx Togging
Tx Togging
Tx Togging
Tx Togging

3 Go to Advance Application > VLAN > VLAN Configuration >
VLAN Port Setup. Configure all access ports with PVID 1. Click

Apply.

£ (%) 2% —

Al
Al
Al
Al
Al

VLAN Configuration
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4 Go to Advance Application > DHCP Snooping > Configure.
Check the Active box under DHCP Snooping Configure. Click

Apply.
DHCP Snooping Configure DHCP Snooping Port VIAN
Acftive rd
& Disabl
DHCP Vian EEEE

5 Go to Advance Application > DHCP Snooping > Configure >
Port. Set all access ports as untrusted ports. Ports to the USG or
other network components should be frusted ports. Click

Apply.

DHCP Snooping Port Configure Configure

Unfrusted ¥
Untrusted -

Untrusted

[ e B

Untrusted »
Untrusted ¥
Untrusted v
Untrusted ¥
Untrusted ¥

Unfrusted v

-0 00 s O | Lh e

Unfrusted ¥
10 Untrusted -
11 Untrusted

12 Trusted v

L i T e e T o T T e e e T O i

6 Go to Advance Application > DHCP Snooping > Configure >
VLAN. Input the VID and make sure that the PVID of the access
ports are included in this range. Click Apply.
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DHCP Snooping VLAN Configure Configure Port
VLAN Search by VID 1-5

7 After inputting the VID range, a list of VID should appear
below. Select Yes for the access ports’ VLANs. Click Apply.

The Number of Search Resulis: 5

1 fes ¥ "
2 Mo ¥ v
3 Mo ¥ v
4 No ¥ v
5 Mo ¥ v

5.2.2 Test the Result

1 Connect the Rogue-DHCP on one of the access ports.
Create the following DHCP Pool on the LAN interface:
Starting IP Address  :172.16.1.10
End IP Address 2 172.16.1.20

2 Connect DHCP clients on the other access ports. The clients
should only be receiving IP Addresses provided by the USG.
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5.2.3 What Could Go Wrong?

1

If the DHCP clients in the publicly accessible ports are using IP

Addresses provided by the Rogue-DHCP:

a. Make sure that all ports connected to publicly accessible
ports are an untrusted port in Advance Application > DHCP
Snooping > Configure > Port.

b. Verify the PVID of the port to this DHCP client. Make sure
that DHCP snooping is enabled for that VLAN in Advance
Application > DHCP Snooping > Configure > VLAN.

If the DHCP clients in the publicly accessible ports are not able

to receive IP Addresses provided by the real DHCP server:

a. Make sure that the port to the real DHCP is a trust port in
Advance Application > DHCP Snooping > Configure > Port.

b. Make sure that both redundant ports are frusted ports in
Advance Application > DHCP Snooping > Configure > Port
when using a ring topology.
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Implementing VOIP

6.1 How to configure an IP Phone's VLAN using LLDP-MED

The example shows administrators how to use LLDP-MED to configure an
IP Phone's VLAN ID. Any IP Phone connected to the switch will be
assigned to the certain VLAN based on the switch’s port. In the following
topic, we will also infroduce other ways to send VOIP fraffic into a
specific (Voice) VLAN. Implementing VOIP allows administrators the
option to prioritize Voice fraffic during network congestions, thus,
preventing poor voice quality or miscommunications between IP Phones.

D e PP TP

VLAN 100
Port 1 gy
= HFHEEE=
IP Phone Switch 1
IP: 192.168.100.100 VLAN 1, IP: 192.168.1.1

VLAN 100, IP: 192.168.100.1

Figure 23  Configure LLDP-MED to assign an IP Phone’s VLAN

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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6.1.1 Configure VLAN for IP Phone

1 Configure VLAN 100 on Switch (Please refer to the topic: 2.1
How to configure the switch to separate traffic between
departments). VLAN 100 is created for the IP Phone.

6.1.2 Configure Switch

1 Enter the web GUI and go to Menu > Advanced Application >
LLDP > LLDP Configuration. Make sure that the LLDP

configuration is active.

LLDP Configurafion LLDP Basic TLV Setting Org-specific TLV Settin
Active
Transmit Interval 30 seconds
Transmit Hold 4 time
Transmit Delay 2 seconds
Reinitialize Delay 2 seconds

2 Enter web GUI and go to Menu > Advanced Application > LLDP
> LLDP-MED Configuration. Check the “Network Policy” on port
1 (the port that connects to the IP Phone).

LLDP-MED Configuration LLDP

0 k3 — &

3 Enter the web GUI and go to Menu > Advanced Application >
LLDP > LLDP-MED Network Policy. Key in the port number as 1
and the VLAN we want to assign the IP Phone to (VLAN 100)
and leave DSCP as “0". We can also set the Priority. Click “Add”.
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Port I’]:|

Application Type vaice A |
Tag tagged v |

VLAN [100 |
DSCP 8]

Priority 7

—
—
-]

6.1.3 Test the Result

1 Go to Menu > Management > MAC Table > Search. Check the
MAC table. The IP Phone's MAC address should be in VLAN 100.

00:15:65:93:81:94 1 1

1
| 2 | 00:15:65:93:81:54 100 1]
| 3 00:12:33:27:04:93 1 15
| 4 42737 4:20:55:56 1 CPU
| 3 423737 4:20:55:56 10 CPU

Dynamic

Dynomic

Dynamic
Static

Static

2 Enter the web GUI and go to Menu > Management >

Diagnostic > Ping test. Use Switch to ping the IP Phone. The

switch can ping the IP Phone successfully.

® |py4 [ ]
O v 2 [ ]

Fing Test IP Address/Host Mame ||] 22.1462.100.100 ||

Source IP Addrass | |

Count

Resolving 192.1468.100.100... 192.1468.100.100

sent revdrate it ovg mdev max  min reply from
T 1100 0 o} 0 0 0 192.143.100.100
2 2100 0 0 0 0 0 192.148.100.100
3 3100 0 0 0 0 0 192.148.100.100
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6.1.4 What Could Go Wrong

1 If the MAC address of the IP Phone is not assigned to the VLAN
100 successfully, please check if the IP Phone supports LLDP-
MED. LLDP-MED must be enabled on the switch.

2 Since the IP Phone is assigned a VLAN ID via the function of the
Network Policy in LLDP-MED, The voice fraffic from the switch
must be tagged backed to the IP Phone. Port 1 in VLAN 100 on
the Switch should be tagged out (Check TX tagging) so that
the Switch can ping the IP Phone successfully.

3 Since the IP Phone is assigned a VLAN ID via the function of the

Network Policy in LLDP-MED, please make sure the IP Phone
either supports LLDP-MED, or has LLDP-MED enabled.
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6.2 How to configure the switch to separate VOIP traffic from
data traffic

The example shows administrators how to use Voice VLAN to separate
untagged VOIP traffic from untagged data traffic. Unlike traditional
VOIP applications, the Voice VLAN feature separates VOIP and data
traffic as traffic reaches the switch. This means that the VLAN
architecture begins on the switch and not on the IP Phones themselves.

VLAN 100
Port 1
IP Phone Switch 1
: 1P 192.168.100.100 : VLAN 1, IP: 192.168.1.1
..CCiodide:64:dei77 VLAN 100, IP: 192.168.100.1

Figure 24 Configure Voice VLAN to separate VOIP traffic from
data traffic

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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6.2.1 Configure VLAN 100 for IP Phone
1 Configure VLAN 100 on Switch (Please refer to the topic: 2.1

How to configure the switch to separate traffic between
departments). VLAN 100 is created as the Voice VLAN for the
IP Phone.

6.2.2 Configure Voice VLAN

1 Enter the web GUI and go to: Menu > Advanced Application >
VLAN > VLAN Configuration > Voice VLAN Setup. Input the
Voice VLAN. In this example, it is VLAN 100. Click “Apply”.

Voice VLAN Selup VLAN Configuration
Voice VLAN Global Setup

Disclole

Veoice VLAN

Pricrity 57

2 Configure the OUI Setup: Enter the web GUI and go to: Menu >
Advanced Application > VLAN > VLAN Configuration > Voice
VLAN Setup. Set the OUI address. (You can key in the MAC
address.) In this example, it is cc:5d:4e:64:.de:77. Set up the OUI
mask as ff:ff:ff:00:00:00. Click "Add".

Voice VLAN OUl Setup

OUl ccidress ccisdidesdide 7y

OUI mask f:ff:f£:00:00:00

Description IYXEL IP Phone
[ | Cones]

\I 7’

Q Note:

This will instruct the switch to process any fraffic from devices with MAC
address between cc:5d:4e:00:00:00 and cc:5d:4¢e ff:ff.ff into the Voice VLAN.
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6.2.3 Test the Result

1 Go to Menu > Management > MAC Table > Search. Check the
MAC address table. The IP Phone is assigned to VLAN 100.

1 Q0:1e:33:27:04:93 1 g Dynamic
2 42:73:74:20:55:56 1 CPU Stafic
3 42:73:74:20:55:56 100 CPU Stafic

[ 4 cooddebd:de 7T 100 1 Dynarmic |

2 Enter web GUI and go to Menu > Management > Diagnostic >
Ping test. Use Switch to ping IP Phone. Switch can ping IP Phone
successfully.

® |py4 |- v
O IPvs - | |:|
Fing Test |IP Address/Host Mame ||]92,]58_]DO.]30 ||

Source IP Address | |

Count

Diagnostic
Resolving 192.148,100.100... 192.165.100.100
sent revdrate Mt avg mdev max  min reply from
1 1100 0 0 0 0 0 192.168.100.100
2 2100 0 0 0 0 0 192.1468.100.100
3 3 100 0 0 0 0 0 192.168.100.100
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6.2.4 What Could Go Wrong

1

If the IP phone is not assigned to the voice VLAN, please verify
the MAC address of the IP phone. The MAC address can usually
be found on the label or sticker underneath the IP phones. This
MAC address must be within the range of the Voice VLAN OUI
settings.

Here are the expected behaviors of IP phones based on the
different settings. If you find the behaviors of the IP Phone is not
the same as your expectation, please refer below:

If the IP Phone is VLAN enabled and this VLAN is the same as
Voice VLAN: The Switch will keep the Voice VLAN and assign
the priority setting to the IP phone. The IP phone will only
recognize the tagged traffic. In this case, port 1in VLAN 100 on
Switch should be set as tagged out (check the TX tagging box).
If the IP Phone is VLAN enabled and this VLAN is different from
the switch’s Voice VLAN: The Switch will not apply any changes
on the VOIP tfraffic of the IP Phone.

. Ifthe IP Phone is VLAN disabled: The Switch will assign the Voice

VLAN and priority setting to the IP phone’s VOIP traffic. This
setting causes the IP Phone to only send and receive untagged
traffic. In this case, port 1 in VLAN 100 on Switch should be set
as untagged out (uncheck the TX tagging box).
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6.3 How to configure the switch to improve Voice traffic
quality

The example shows administrators how to use Voice VLAN to improve
Voice traffic. Like the introduction in topic 6.2, Voice VLAN not only
groups voice traffic into an assigned VLAN, but also assign the voice
traffic a certain priority. Administrators can use this priority to improve
Voice traffic quality. The Voice VLAN priority can be applied to both
tagged and untagged voice fraffic.

PC
IP: 192.168.1.100
7
Port 10
Port 1 Port2
Port 2
Switch-1 Switch-2
IP Phone VLAN 1, IP: 192.148.1.1 VLAN 1, IP: 192.168.1.2
IP: 192.168.100.100 VLAN 100, IP: 192.168.100.1 VLAN 100, IP: 192.168.100.2

MAC: cc:5d:4e:64:de:77

Figure 25 Configure Voice VLAN to separate VOIP traffic from
data traffic

V" Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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6.3.1 Configure VLAN for voice traffic

1 Configure VLAN 100 on Switch-1 and Switch-2. (Please refer to
the topic: 2.1 How to configure the switch to separate traffic
between departments). VLAN 100 is created for the Voice
VLAN. Make sure that devices in VLAN 100 can communicate

across Switch-1 and Switch-2.

6.3.2 Configure Voice VLAN
1 Enter the web GUI and go to: Menu > Advanced Application >
VLAN > VLAN Configuration > Voice VLAN Setup. Key in the
Voice VLAN. In this example, it is VLAN 100. Assign a priority to
the traffic, for example, priority=6. Click “Add".

Voice VLAN Setup VLAN Configuration
Voice VLAN Global Setup

.

- Discble
Voice VLAN
- '| ::.

Priority ev

2 Configure the OUI Setup: Enter the web GUI and go to: Menu >
Advanced Application > VLAN > VLAN Configuration > Voice
VLAN Setup. Set the OUI address. (You can key in the MAC
address.) In this example, it is cc:5d:4e:64.de:77. Set up the OUI
mask as ff:ff:ff.00:00:00. Click “Add".

WVoice VLAN OUIl Setup

OUl cddress cCihdidesdide 77

OUl mask ff.ff:f1:00:00:00

Description IY¥EL IP Phone
[#ca] Concel

s

Q Note:

This will instruct the switch to process any fraffic from devices with MAC
address between cc:5d:4e:00:00:00 and cc:5d:4eff:ff.ff into the Voice VLAN.
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6.3.3 Configure Mirroring (For “Test the Result”)

1 To verify that results are acceptable, we have to use the
mirroring function to check if the priority of the packet is what
we assigned. Enter the web GUI and go to Menu > Advanced
Application > Mirroring. Check the "Active” box. Key in the
Monitor port, which is used to monitor the fraffic. Check the
port we want to mirror. In this example, it is port 2. Select the
direction as “Both”. Click “Apply”.

= oo Rt
Active Ld
Monitor Port 10

ngress T
ngress ¥

ngress v

o3 pa
4
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6.3.4 Test the Result

1 Connect the PC and Switch-1. Open Wireshark to monitor the

packet. Filter “arp | | icmp”.

2 Use Switch-2 to ping IP Phone: Enter web GUI and go to Menu
> Management > Diagnostic > Ping test. Switch-2 can ping IP
Phone successfully.

3 Check the packet from IP Phone (192.168.100.100) on
Wireshark. The VLAN header should indicate the assigned
Voice VLAN priority “6".

Adn 2@ LBERBEQRe=F s Baaan

[ [oxp Niomp
No Time Source Destination Protocal Length  Info
17 1.784977  192.168.100.2 192.168.160.100 ICMP 78 Echo (ping) request 1d=8x2014
.  181.704989  192.168.109.2 192.168.168.108 TCMP 78 Echo (ping) request id=8x2014
— 19 1.704982 192.168.160.2 ICHP 78 Echo (ping) reply  1d=8x2014
20 1.704985  192.168.100.2 192.168.160.100 TP 78 Echo (ping) request id=8x2014

> Frame 19: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @
> Ethernet I1, Src: ZyxelCom 64:de:77 (cc:5d:4de:64:de:77), Dst: ZyxelCom_14:97:5¢ (84:bf:6d:14:97:5¢)
A|882.1Q Virtusl LAN, PRI: 6, CFI: 8, ID: 1aa|
TI8. e v wnnn = Priority: Voice, < 18ms latency and jitter (6)
F = CFI: Canonical (@)
.. BBeeg elle elee = ID: lee
Type: IPvd (8xB8800)
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6.3.5 What Could Go Wrong

1

If the priority is not the same as the setting in voice VLAN, please
verify the MAC address of the IP phone. The MAC address can
usually be found on the label or sticker underneath the IP
phones. This MAC address must be within the range of the
Voice VLAN OUI settings

Here are the expected behaviors of IP phones based on the
different seftings. If you find the behaviors of the IP Phone is not
the same as your expectation, please refer below:

If the IP Phone is VLAN enabled and this VLAN is the same as
Voice VLAN: The Switch will keep the Voice VLAN and assign
the priority setting to the IP phone. The IP phone will only
recognize the tagged traffic. In this case, port 1in VLAN 100 on
Switch should be set as tagged out (check the TX tagging box).
If the IP Phone is VLAN enabled and this VLAN is different from
the switch’s Voice VLAN: The Switch will not apply any changes
on the VOIP traffic of the IP Phone.

If the IP Phone is VLAN disabled: The Switch will assign the Voice
VLAN and priority setting to the IP phone’s VOIP traffic. This
setting causes the IP Phone to only send and receive untagged
traffic. In this case, port 1 in VLAN 100 on Switch should be set
as untagged out (uncheck the TX tagging box).

Some computer network cards may not support the 802.1Q
(VLAN) information. If you don’t see the 802.1Q information in
Wireshark, you may need to use a different NIC. We

recommend using USB network adapters.
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Surveillance Application

7.1 How to Apply Extended Range Mode on Zyxel
Surveillance Switch

Traditionally, PoE switch delivers power and data within the distance
of 100-meter limitation. If you want to deploy a power device for alonger
distance, you have to add an exira PoE switch to extend the distance
like the figure below (Figure.l). Therefore, you have to spend more
money on it. Now, with the Zyxel surveillance switch GS1300/GS1350
series, you can fulfill the need to deploy your PD to a distant location
and also reduce the expense.

If your PD is “802.3af mode” and is able to run with the “link speed 10
Mbps”, with the feature of extended range on Zyxel surveillance switch,
you can simply deploy your power device with the distance at most 250
meters without extra PoE switch like the figure below (Figure. 2).

After enabling the extended range, the selected port on switch will
enter forced 802.3at mode and the max power of output on the port will
extend to 33 watts to compensate cable loss over long distance cabling.
Furthermore, the link speed will be fixed to 10Mbps to guarantee data
transmission over long distance operation. That's why the PD should be
able to run with the link speed 10 Mbps.

.

Figure 1
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Figure 2
Below example will instruct the administrator on how to apply the
extended range mode.

Q" Note:
If PD can't link up af the distance of 250m, please try to shorten the distance to 200m

or change a higher quality cable.

7.1.1 Configure Extended Range

GS1300 Series

1. Follow the instruction on the front panel and toggle the dip switches
for the selected port.

2. Push the RESET & APPLY button to restart switch.

Step 1 Step 2
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GS1350 Series
1. Access switch via Web GUI
2. Go to Basic Setting > Port Setup

3. Select the port you would like to enable extended range

Port Setup

Pot Acfive Name Speed / Duplex """" ~ Flow Confrol 802.1p Priority
1

| Auto
| Auto v
| Auto
| Auto
| Auto
| Auto
| Auto

T
v
v
v
v
| AUto v
v
v
v
v
v

| Auto
| Auto
| Auto
| Auto
| Auto

OO0 et e kY

=

IR R R R R A A R AR R |

10000 D0OoOoOoOD Do ED O

1000 D0OD0DDoODoDDDoDD oo

il e el

S

7.1.2 Test the result
GS1300 Series

After enabling extended range successfully, the link LED will show
“amber” for 10Mbps and the PoE LED will show “green” for 802.3at.

ZYXEL
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GS1350 Series

1. After enabling extended range successfully, the link LED will show
“amber” for 10Mbps and the PoE LED will show “green” for 802.3at.

Amber Green
for link for PoE
LED LED

ZYREL

2. Check PoE status and you will find the Power-Up mode is fixed to
802.3at and the Max Power is 33 waltts

EEME* PoE Time Range Setup PoE Setup
| PoE Mods Consumption
| Total Power (W) 3750
| Usags (%) 0
| Consuming Power [W) 35
| Allocated Power (W) MA
| Remaining Power (W) a7 2
s Consuming
Port State Class  PD Priority Power-Up Power (W) Max Power (W) Time-Range State

1 Enakble o] Low 02 3at 0.0 0.0 -
| - Erabls 2 Tow PR 2.5 T | -

3 Enable 0 Low 802 3at 0.0 0.0 -

4 Enable 4] Low 802 3at 0.0 0.a -

3 Erable 4] Low 802 3at 0.0 0.0 -

) Enable 0 Low 802 3at 0.0 0.0 -

7 Enakble o] Low 02 3at 0.0 0.0 -

g Enable 0 Low 8502 3at 0.0 0.0 -

? Enable 0 Low 802 3at 0.0 0.0 -

10 Enable 4] Low 802 3at 0.0 0.a -

71/83



ZYXEL ——

7.1.3 What May Go Wrong:

1. For GS1300 Series, after toggling the dip switches on the front panel,
remember to push the reset & apply button. After pushing the button,
the switch will restart and the feature of extended range will indeed
be activated.

2. For GS1350 Series, we recommend users to enable the extended

range first and then plug in the cable. Otherwise, users have to re-
plug the cable or re-enable the PoE to activate extended range.
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7.2 How to Configure the Switch to Implement Auto PD
Recovery

The crash/hang on surveillance devices (ex: IP camera) can usually be
recovered by just a reboot. Zyxel switch GS1350 series models support
PoE feature "“Auto PD Recovery” which offers a way to restart
malfunctioning PDs from Zyxel Switch (PSE) to reduce service-down time
by sending a field engineer to tfroubleshoot the live site. Additionally, this
feature ensures the reliability of network by preventing situations where
PDs are suddenly no longer working.

In the purpose of ensuring reliability of the network, below example will
instruct administrator on how to configure the switch by using Auto PD
Recovery to have an alternative & sufficient way to reset power supply
of malfunctioning PDs.

v
=== v

0 Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.

In order to access PDs efficiently to simulate the PD malfunction, the example was
tested with WAC6502D-S and NWAT1123-NI as PDs instead of common IP Cameras,
and we use GS1350-6HP as the PoE Switch.
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There are 2 options for Auto PD Recovery feature.

1.Ping mode: Detect the PD status by performing ping requests.
2.LLDP mode: Monitor LLDP packets from the PD.

Both modes detect PD status within a certain period of time (referred to
as "Resume Polling Interval’). Once the configured criteria is reached,
the switch will perform reboot-alarm action to the PD.

The number of times that the switch can make the PD reboot is also a
configurable value (referred to as "PD Reboot Count"). If the times that
the switch fries to reboot the PD reaches the value, the switch will no
longer try rebooting the PD even if the polling count is reached.

We will respectively use “Ping mode” & “LLDP mode” in the following
examples.
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7.2.1 Configuration in the Switch (Ping mode)

1. Access the web-GUI of the Switch.
2. Go to Advanced Application > Auto PD Recovery.

Activate Auto PD Recovery and check the desired port(s).

ZYXEL cs1350 @ @- @ @

Menu
Basic Seffing Avto PD Recovery
Advanced Applicafion Aute PD Recovery Active E
IP Application
Management
LEL _ Li 0 L
Slafic MAC Forwarding ® LDP — I
Slafic Mulficast Forwarding . — Reboot-Alarm ¥
Fillering i |
3 D WAC6502D-5 !
Spanning Tree Prolocol . @ |© uor 20-5 [N R feoo - =
Bandwidth Control ® Ping 10.214.48.45 | 20 I
Broadcast Storm Confrol ® LDP )
Minoring 2 = ! 5 B Reboot-Alarm ¥ [s00 1 10
Link Aggregation =
LLDP nwaS123-ni —
e 3 v - = Reboot-Alarm ¥ 600 1 10
‘Queving Method ® Ping 10.214.48.58 20 3
Mullicast ® [1DP
AAA 4 = ! = B Reboot-Alarm ¥ [s00 1 10
DHCP Snooping ne
® upp
lm!’ Lok 5 : Rebooi-Alarm v ‘60 1 10
Endisable Ping | 20 l

Green Ethernet

LLDP

P —

3. Select the mode as “Ping” and make sure the IP of the PD is
correct.

Reboot-Alarm ¥ \

LLDP WAC45020-5 !
R Rebooi-Alarm v {600 1 10
10.214.48.49 20 [
Reboot-Alarm ¥ |600 1 10
LLDP nwa5123-ni

3 @ om Rebooi-Alarm ¥ l600 1 10
9 Ping | [10.214.48.58 20 2 ‘

4 : T Reboot-Alarm v {600 1 10

S i Reboot-Alarm ¥ 60 1 10
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U Note:
The default setting about Polling Interval (20 secs) and Polling

Count (3 times) will make switch detect the PD status by
performing ping requests every 20 seconds.

If there is no ping reply from the PD, polling count starts to
count from 1. Once polling count is reached to 3 tfimes, the
switch will perform the reboot-alarm action to reboot the PD.

o 0 0

www.zyxel.com
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7.2.2 Test the Result (Ping Mode)
1. Change the polling PD IP in Auto PD Recovery page to

simulate the situation that the PD is not replying ping

requests from the switch.
Avto PD Recovery

Auto PD Recovery Active '

2. Once the Polling Count reached to 3 times, the switch will
perform the reboot-alarm action to reboot the PD.
In Main Status > Neighbor, the PD Health status will turn to
yellow LED (means the PD is rebooting).
When switch performs rebooting the PD (the connected
port is detected as link-down on switch), the switch will
start to again supply the power to the PD 10 seconds later

(default value of Resume Power Interval).

Stlus Neiohbor Deto
o 1G/F 238 nwa5123-n 0.214.48.58 =

©6:30JI8] NO system: PethPse Port 1 OnOff Trap, Port Detection Status is Delivering Power

©6:30:086| NO system: PethPse Port 1 OnOff Trap, Port Detection Status is Disabled

©6:30305| DE interface: Port 1 link down
©6:30:03 WA interface: Port 1 PD failure is detected and reboot due to Auto PD Recovery (ping mode)

3. After the PD is powered on, the switch resumes to detect
the PD status by performing ping requests after 600
seconds (default value of Resume Polling Interval).

4. The Polling Count will once again reach 3 times since
there is still no response from the changed polling IP
10.214.48.100. However, the switch will no longer perform
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PD recovery process due to the PD Reboot Count Value

(default: 1 time) is reached.

WA interface: Port 1 PD failure is detected. PD recovery process is

terminated as switch has reached the maximum PD reboot threshold (ping mode)

Meanwhile the detecting process (ping requests) keeps
going, the PD Health status will become red LED (means

the PD is considered dead).
Stalus Neighbor Detail
o 1G/F 3.5 WAC4502D-S 10.214.48.49 [ Reset |

Uown

5. Change back the correct ping IP of the PD in Auto PD
Recovery page to simulate the situation that the PD is

normally responding the ping requests.

. LLDP
Ping
LLDP WAC6502D-5 [
Reboot-Alarm ¥ 60 1

- ® Ping ‘3:14.45 20 2 _w

® LILDP

6. After the next successful detecting process, the PD Health
status will turn to greed LED (means the PD is considered

normal).
Status Neighbor Delail
| o) 1G/ WAC6502D-5  10.214.48.49 | =
o) 1G/ nwaS123-n 0.214.48.58 =
\II’
V" Note:

The PD reboot count will be reset in case of any modification of Auto PD

Recovery is applied, or rebooting of the switch itself
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7.2.3 Configuration in the Switch (LLDP mode)

1. Access the web GUI of the Switch.
2. Go to Advanced Application > Auto PD Recovery.

www.zyxel.com

Activate Auto PD Recovery and check the desired port(s).

ZYXEL Gsi350

Menu

Basic Seffing
Advanced Applicafion
IP Application
Management

VIAN
Siatic MAC Forwarding

Siatic Mulficast Forwarding

Fillering

Spanning Tree Profocol
Bandwidth Control
Broadcast Siorm Conirol
Mirroring

link Aggregation

Time Range

Queving Method
Mutficast

AAA

DHCP Snooping

Loop Guard

Endisable

Green Ethemnet

Lop

Auto PD Recovery

® LLDP
2 Ping
® LLDP

Ping
® LLOP

Ping
® LLDP
2 Ping
® LLDP

Ping
® LoP

Ping

Avulo PD Recovery

Auto PD Recovery

WAC$502D-5
10.214.48.4%

nwaS5123-ni

10.214.48.58

Reboot-Alarm v

Reboot-Alarm v

Reboot-Alarm v

Reboot-Alarm v

Reboot-Alarm ¥

Reboot-Alarm v

@?é‘r-:-:ﬁ gsc.e @5»:4; ev.‘ic-d

Lil Lil i}

L1 1 [

[s00
[s00

600 1 10

3. Select the mode as “LLDP" (default mode).

LLDP

2 Ping

: " ® LLDP

WAC&502D-5

Ping  [10214.48.49 | 20 [2
R ® LoP
- Ping | 20 E
. . m nwas1 23-ni
D Ping 10.214.48.58 | 20 2
X ® LoP
Ping | 20 [2
: ® LoP
Fing | 20 [

Reboot-

Reboot-

Reboot

Reboot-

Reboot

Reboot-

Alarm v

Alarm ¥

-Alarm ¥

Alarm v

-Alarm ¥

Alarm ¥

] 10

1 | 10

e 1 e

fs0o [ T

0 Li] Li |

| |
600 1 10
600 1] 10
[s00 1] 10
600 1] 10
600 1] 10
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U Note:

In LLDP mode, switch monitors the PD status by checking
incoming LLDP packets every 30 seconds (default value of
tfransmit interval for LLDP feature) from the PD.

Likewise, switch sends out LLDP packets to the PD every 30
seconds fo update the neighbor table on the PD.

Switch will check the LLDP table every 600 seconds (default
value of Resume Polling Interval). If the PD entry disappears
(default LLDP table aging fime: 120 seconds) in switch'’s LLDP
table, the switch will perform the reboot-alarm action

(default action) to reboot the PD.

www.zyxel.com
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7.2.4 Test the Result (LLDP Mode)

1. Turn off LLDP feature of the PD to simulate the situation

that PD is not responding LLDP anymore.

2. Once the PD entry disappears in switch's LLDP table, the
switch will perform the reboot-alarm action to reboot the
PD.

In Main Status > Neighbor, the PD Health status will turn to
yellow LED (means the PD is rebooting).

When switch performs rebooting the PD (the connected
port is detected as link-down on switch), the switch will
start to again supply the power to the PD 10 seconds later

(default value of Resume Power Interval).

Stalus Neighbor Detail

o) 1G/F 29 nwas123-n 0.214.48 58 [ Reset |

©7:42:27| IN authentication: HTTP(s) user admin login [IP address = 10.214.48.43]

©7:42:19|NO system: PethPse Port 1 OnOff Trap, Port Detection Status is Disabled

©7:42:19|DE interface: Port 1 link down

©7:42:17 WA interface: Port 1 PD failure is detected and reboot due to Auto PD Recovery (lldp mode)

67:42:N0 system: PethPse Port 1 OnOff Trap, Port Detection Status is Delivering Power
2

3. After the PD is powered on, the switch resumes to detect
the PD status by checking LLDP table after 600 seconds
(default value of Resume Polling Interval).

4. The PD’s LLDP info is still missing since the LLDP feature is
turned off on the PD. However, the switch will no longer
perform PD recovery process due to the PD Reboot Count
Value (default: T time) is reached.

WA interface: Port 1 PD failure is detected. PD recovery process is
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terminated as switch has reached the maximum PD reboot threshold (lldp mode)

5. Meanwhile the detecting process (checking LLDP table)
keeps going, the PD Health status will become red LED
(means the PD is considered dead).
Slalus Neighbor Detail
o a5 WACss2DS 102144800 S =1

6. Recover the LLDP feature on the PD to simulate the situation
that the PD can regularly exchange LLDP info with the
switch.

7. After the next successful detecting process, the PD Health
status will turn to greed LED (means the PD is considered

normail).
Siolus Neishbor Defa
[ - ) 1G/F 35 WAC45020-5 10.214.48.45 | ==
o 1G/F 2.8 nwa5123-n 10.214.48 58
\l l’
V" Note:

The PD reboot count will be reset in case of any modification of Auto PD

Recovery is applied, or rebooting of the switch itself

82/83



ZYXEL

7.2.5 What May Go Wrong

www.zyxel.com

1. In Main Status > Neighbor, the PD Health will not display

the status instantaneously after any enable/disable

action was applied.

Auto PD Recovery Active
® LIDP
Ping
® LIDP WAC4502D-5
1 v
Ping 10.214.48.49 20
- ® LIDP
) Ping 20
® LioP nwa51 23-ni
3 v
Ping 10.214.48.58 20
) ® LDP
. Ping 20
= ® LLDP
) Ping 20
Swilch Neighbor
o I
z = Down 0.
4 g Down

Reboo

Reboo

nwa5123-n

t-Alarm ¥

t-Alarm ¥

t-Alarm ¥

t-Alarm v

t-Alarm ¥

t-Alarm ¥

Status Neighbor Detail

The status will be refreshed after the configured Resume

Polling Interval (default: 600 secs), which means the

detecting process is ongoing.

® 1G/F
2 - Dow
3 o 1G/F
4 - Dow

Status Neighbor Detail
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