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PykoBOaCTBO NO HacTpounke Yyepes Beb-uHTepdenc

Heo6xoamMmMo BHUMATENLHO NPOYnUTaTh CreaytoLmne NpeaynpexaeHns No TexHuke 6e3onacHocTy 1
npeaocTepexXeHuns, Npexae Yem npUcTynathb K UCMonb30BaHMI0 YCTPONCTBA, YTOBb! n3bexaTb
NOBPEXAEHUI U NOTEPb.

BHumaHue!

¢ He nomelyaiite ycTpoicTBO B MeCTa, NoABepXeHHbIe BO3AENCTBUIO KONOTK, Napa Unw nbinu,
4YTOGbI N36EXKaTh BO3ropaHuUst N NOPaxeHUsi 3NeKTPUIECKUM TOKOM.

e He yctaHaBnuBaiiTe yCTPOMCTBO B MECTaX, NOABEPXKEHHbIX BO3AEICTBMIO CONTHEYHbIX Ny4ein unu

BbICOKOW TemnepaTypsbl.

HarpeBaHue ycTpoiicTBa MOXeT NPUBECTH K NoXapy.

He nogBeprarite yCTPONCTBO BO3AEWCTBMIO BIAXKHOW cpebl, YTOObI HE NPOM30LLNO BO3ropaHus.

[ina obecneyeHns 6e30nNacHOCTH NPU Harpy3ke U 3eMNeTpPSCeHNN YCTPONCTBO JOMKHO BbiTb

YCTaHOBIEHO Ha TBEPAOW NMOCKON NOBEPXHOCTU. OTO HEOOXOAMMO, YTOObI YCTPOWUCTBO He

BbILLIMO W3 CTPOS U He NepeBepHYNoCh.

He knagute ycTpoiACTBO Ha KOBEp WU oAesno.

He 3akpbiBaiiTe BEHTUNSALMOHHOE OTBEPCTHE YCTPOMCTBA U He OrpaHuYMBaiiTe BEHTUNALMIO

BOKPYr Hero. B NpoTMBHOM criyyae ycTpOMCTBO MOXET HarpeTbCs U cTaTb NMPUYNHON Nnoxapa.

He knagute Ha yCTPOICTBO HUKAKWUX NPeaMeToB.

He pasbupaiite ycTpoincteo 6e3 npodheccnoHanbHOro MHCTpyKTaxa.

MpeaynpexaeHue.

o Cobniogaiite NpaBuna akcnyataumy akkymynstopa, 4tobbl n3bexartb noxapa, B3pbiea v
LPYrUX PUCKOB.

o 3ameHuTe HepaboTOCNOCOBHbIN akKyMynATOp Ha akKyMynsTop TOro e Tvna.

o He nopakrnoyanTech K aNeKTPUHECKUM CETSM, OTAINYHBLIM OT yKasaHHbIX. CrieayiTe UHCTPYKUMSM,
4TO6bI U36GexaTb BO3ropaHuUs UM MOPAKEHWS STIEKTPUYECKUM TOKOM.

BaxHoe o6bABneHue.

[aHHoe PYKOBOACTBO NMpegHa3dHa4eHOo TOJIbKO AN CnpaBkKU.

Bce npoekTHble pelueHns n nporpammbl MOTryT MEHATbCA 6e3 npeaBapuTesibHOro NMCbMeHHoro
onoseuleHus.

Bcerpa cne,qyﬁTe WHCTPYKUNAM, NpuBeaeHHbIM B PYKOBOACTBE. KomnaHusi-nponssogutens He
HeceT OTBETCTBEHHOCTM 3a OTkasbl unu cbou B p860Te yCTpOIZCTBa, HacTynuelune B pe3dynbTate
HECaHKLMOHNPOBAaHHbIX AENCTBUIN MO MoAudUKaLmum nunm PEMOHTY CUCTEMDI.

,El,pyrvle TOpProBble MapKn U 3aperMcTpmpoBaHHble TOProBble Mapku, ynoMmmHaemMble B JaHHOM
OOKYMEeHTe, ABNAKTCA CcoBCTBEHHOCTbIO COOTBEeTCTBYHOLWNX BNagenbLes.

Ecnu Bbl HALWNW HETOYHOCTb MK npoTuBopeYymne, CM. Halun nocriefHne pasbACHEHUS.

Onsa nonyvyeHusa [ONOMHUTENBHOM UHpOPMaLIMK NpUrnallaemM NoceTUTb HaLl Beb-caT.
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O6wue cBegeHus KoHcTpyKuua ycTtponcrtea

1.1. BBegeHue

YcTpoiicteo npeaycmatpusaet 16/24 nopta PoE Ethernet 10/100 M6ut/c n 2 Combo

uplink-nopta 1000 M6uT/Cc, NnoaaepXxmBaeT ceTeBoe ynpasreHue 2-ro ypoBHsi U ynpasneHne PoE
Yepes Beb-mHTEPdENC, YTO MOMOraeT peanu3oBaTb BbICOKOCKOPOCTHYIO nepedaqy AaHHbix. OHO
LUMPOKO NPUMEHSIETCA ANs Takux 3afad, kak oxpaHHoe BuaeoHabniogeHve, ynpaBrneHve ceTbio 1

2.1. KoHcTpyKUUs
2.1.1. NepenHsaa naHenb

Tak ganee.
1.2. Ocob6eHHOCTU yCTPOUCTBA

e [NpepocTaBnsieT ynpasreHne CeTbio Ha YpoBHe 2 yepes BeG-nHTepdeic.

o [logpepxvBaeT nepegady AaHHbIX Ha paccTosiHve Ao 250 M.

Ne MNapameTtp Mpumeyanue
* [lonaepxusaet aga Combo nopta 1000 M6ut/c. 1 Mopt RJ45 MopT Ethernet, nogaepxveaet 10/100 M6uT/c ¢ aBTOCOrNacoBaHnem
« TMoanepkviBaeT 16/24 camoHacTpavBatowwmxcst RJ45 nopta 10/100 MéuT/c. 2 Combo nopt Mopt Ethernet, noanepxveaet 10/100/1000 M6uT/C C aBTOHACTOWKOMN,
ONTOBOJIOKOHHbIN NopT nogaepxusaet 1000 Méut/c
e CootBeTtcTBYeT cTaHAapTam IEEE802.3, IEEE802.3u, IEEE802.3ab/z n IEEE802.3X. 3 KHonka c6poca HaxwmuTe 1 ynepxumsanTte KHOMKy, YToBbl COPOCUTL HACTPOIKM
. yCTpOﬁCTBa N BOCCTAHOBUTb KOHd)MpraLlVIIO no ymoJi4aHuio.
o [Mopnepxusaet ctaHgapT 802.1Q VLAN (noptel Access/Trunk/Hybrid). 4 KOHCONbHbIN OTNanouHbIv NOpT YCTPONCTBa
nocnenoBaTenbHbI
e ABTOMaTuueckoe BHeceHue/yaaneHwe MAC-agpecoB, eMKOCTb Tabnumubl MapLLpyTUsaumm nopT
— 4 Thicsun MAC-azpecos. 5 Wcnonb3sosaHne OTobpaxeHune TekyLero aHepronoTpebneHus
nuTanusa Yyepes PoE
e |EEE802.3X nonHogynnekcHoe yrnpasrieHue NoTOKOM W ynpaBfieHne NoTOKOM MEeTOA0M 6 Mexopswas nuHus TekyLmii cTaTyc NuHUM nopTa u ctatyc PoE.
CBA3N
0GpaTHOro AaBMEHSA B NONYAYNNEKCHOM pexXume. 7 Combo nopt Combo nopt oTto6paxaer link/act
o [MoppepxuBaet nogady nutanus 100—240 B nocT. Toka. 8 Cucrema Cratyc cuctemsl.
Kor,qa YCTPOWUCTBO 3arpyxaeTtcs, nHankaTop 6bICTp0 mMuraert.
e CootBeTtctByeT cTaHaaptam IEEE802.3af n IEEE802.3at, nopTel 1 1 2 nogaepxusatoT Koraa ycTporictso paGoTaeT npaBuribHO, MHAUKATOP MUraeT
. MeasneHHo.
Hi-PoE 60 Br. 9 Mutaxne COCTOsiHME N1TaHWS YCTPONCTBA.

o [lopaepxvBaeT ynpaBrneHus aHepronoTpedneHvem PoE.

o [MopnepxuBaeT ynpaBneHue ceTbto SNMP V1/V2/V3.

o [logaepxvBaeT NPOTOKON 3akonbLoBaHHON ceTn STP/RSTP.
o [lopgaepxuBaeT pyyHyto arperaumio u ctatudeckun LACP.

o [logaepxvBaeT 3epkanvMpoBaHue «MHOTME K O4HOMY».

o [Mopnepxusaet npuessky MAC-agpeca k nopry.

o OTnn4YHas 3almTa OT KOPOTKOrO 3aMblKaHUS.

e 3awurta oT MOMHUM A0 YPOBHSA 4.

PucyHok 2-1
Cwm. Tabnuuy 2-1 ona onucaHus nepegHen naHenm

Tabnuua 2-1

2.1.2. 3agHAA naHenb
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PucyHok 2-2
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Cwm. Tabnuuy 2-2 ansa onucaHus 3agHew naHenu

MapameTp

MpumMeyaHue

1

Bbikntoyatenb NUTaHns

BkntoYeHne v BbIKNOYEHWe YyCTPONCTBA ynpaBnexHus

2

BxogHasi MOLLHOCTb

MopaepxvBaeT nepemeHHbIi Tok 100—240 B

3

Knemma 3a3emneHus

MpoBog 3a3emnexus

Tabnuua 2-2

& Bxoa B cuctemy ynpaBneHuUsi KOMMYTaToOpPOM

3.1. Bxoa B cuctemy ynpasrieHUs KOMMYTaToOpoOM

Mepen HacTpolikoi koMMyTaTopa Heo6xoAMMO cHavarna BoWTH B cuctemy. 3atem
nonb3oBaTenb CMOXET MHTYUTUBHO ynpaBnaTb Ethernet-kommyTaTopom cepumn PFS42
1 nopaepxuBaTh ero Yyepes Beb-nHTEpPdENC yNpaBneHns ceTblo.

n—d4»

PucyHok 3-1

YcTpocTBO

MonyunTb JOCTYN K KOMMYTaTOPy MOXHO Yepe3 Beb-6paysep, ybeamsLunch, YTO BaLl

KOMMbIOTEP NOAKIOYEH K CETU, rAe HaxoamuTcst kommyTtaTtop. [py nepsom

MCnonb30BaHNM KOMMyTaTopa HeobxoaMmo 3afaTth naponb nonb3oBatento admin Ha

Beb-nHTepdeiice.

1 UameHuTe IP-agpec un macky noaceTn CeTeBOro afantepa Ballero Komnblotepa Ha
192.168.1.50 1 255.255.255.0 COOTBETCTBEHHO.

2 OrtkpoliTe Beb-6bpaysep, BBeante 192.168.1.110 B agpecHon ctpoke. ObpaTnte
BHMMaHuWe, 4To 192.168.1.110 ABNaeTCa agpecom ynpasneHus No yMOnYaHuo Ans

KomMMyTaTopa.

3 MNocne Toro kak 6yaeT 3aaaH naponb Ans nonb3osartens admin, B 6pay3sepe
oTOoBpa3nTCca MHTEpdENc CUCTEMbI YNPaBNeHNs KOMMYTaTOPOM.

3.2. BBogHble nonoxeHus o Beb6-uHTepcpence
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Kak nokasaHo Ha pucyHke 3-2, Becb BEG-UHTEpMENC CUCTEMbI YNPaBNEHUst pa3ferneH Ha
HECKOIbKO YacTel, KOTopble BKMOYaT pasaen, oTobpaxatoLwmii uHgopmaumio 06
YCTPOWCTBE, NaHernb HaBurauum, pasaen KoHgurypaumm u T. 4.

3.2.1. Pazpgen nHdopmaumm o noprax

Ha pucyHke 3-3 nokasaHo, 4TO 3kpaH C MHopMaLmelt o mopTax pasfeneH Ha pasaensi,
oTobpaxatowme coctosiHusa noptoB WAN u coctosiHne noptoB LAN. MokazaHbl Tekyllee
COCTOSIHUE CBSI3M NMOPTa, CKOPOCTb, AYMNEKCHbIA PEXUM U T. 4.

Pt [ Sperd Duplex Meska Type. WA Desaiphon
= Down 10004 Fus Fioer 1
10006 F Ceeps 1
LAN
[ Link Sgeed Dupliex e Descrigien
1 Dewn 00u (] 1
Oewn 00 Ful 1
1 Comm 100 Ful '
Down 1008 r o
5 Down 1008 Ful 1
Dewn 100 Ful 1
Dewn 00 1

pmr‘\ilunu 3-3

3.2.2. NMNaHenb HaBurauun

MaHenb HaBWUraumu ynpaenseT Temy napameTpamu, KoTopble 0TobpaxatoTcs B pasgene
KoHdurypaumm. Coaepxumoe naHenu Haeuraumm otobpaxaeTtcsi B Buae cnmcka. OHo
AennTCa Ha HecKomnbKO kaTeropuin. Ecnn HeobxoanmMo HacTpouTb Kakon-Nmbo anemeHT,
CHayvana LienkHUTe Ha3BaHwue rpynnbl. B pasBepHyTOM cnvcke LWenkHUTe NoANyHKT.
Hanpumep, HeobxoamMmo NpoBepuTb NOTOK TekyLlero nopta. CHavana Haxmvute Port
Management («YnpaBneHue noptamuy»), a 3atem Port Statistics («CTaTnctuka noptos»), cM.
pucyHok 3-4 ¢ 6onee noapobHol nHpopMaumen.

System Config
Port Management
Device

PoE

PucyHok 3-4

3.2.3. Pazpgen otobpaxeHus KoHdurypauum

B pasaene koHdpurypaumm oto6pasnTcst coaepmmoe, KOTopoe BbIbpaHo Ha naHenu
HaBurauumu. B HEM MOXXHO BKITHOYUTb U OTKINHOYUTL beHKLI,VIVI, HacTpouUTb U USMEHUTb
napameTpbl.

YeTblpe KOHpUrypaLMOHHbIX MOAYNsS ByayT pacCMOTPEHbI B CNIEAYHOLLMX YETLIPEX MMaBax, a
MUMEHHO: KOH(bVII'ypaLI,VIF! CUCTeMbl, ynpasreHue noptamMmu, ynpasrneHue YCTpOVICTBaMVI n PoE.

08,

4.1. O630p KOHhUrypauum cuctemsbl

Haxmute System Info («MHdpopmMaums o cucteme»), oTOGPa3MTCS CNNCOK, NOKa3aHHbIA Ha
pucyHke 4-1.

Network Configuration
Software Update

=

>

> Password Change
> Restore Default

> System Reboot

» Log Information
Port Management
Device

PoE

PucyHok 4-1
4.1. UHcpopmauus o cucteme

Ha pucyHke 4-2 nokasaH nHTepdeinc pasgena nHgopmMaumum o cucteme KommyTaTopa, Ha
KOTOPOM MOXHO NOCMOTPeTb MoAenb ycTponcTea, MAC-agpec 1 Bepcuio NporpaMmMHOro
obecneyeHus.

sypuminte | CumentTme | cpuusage

Deica Tige. 24 posts PoE swich(360W)

g JeaeIm 18T

SowaVersion 1400005 RLBula Dute 0170623

Management

Device
Po

PucyHok 4-2
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4.1.2. Tekylwee Bpemsi
Ha pucyHke 4-3 nokasaH HTepdenc HacTponkM CUCTEMHOTO BPEMEHU KOMMyTaTopa, C

NMOMOLLIbHO KOTOPOrO MOXHO YCTaHOBUTL TEKyLLee BPEMS U YaCOBOW MNOSIC YCTPOWCTBA.

Resain

Port Managomont
Device
PoE

PucyHok 4-3
4.1.3. 3arpy3ka LNy

Ha pucyHke 4-4 noka3aH nHTepdelic pasaena c napametpamu LMY kommyTaTopa, B KOTOpOM

MOXXHO NOoCMOTpEeTb 3arpy3ky LIMY Bo Bpemsi paboTbl yCTpoicTBa.

systeminty | CurentiTme | cpuusage

LastSianeends:

Lastiy

LasiSimisutes)

Port Management
Device
PoE

4.2. Hactpoika cetu
Kaxxgomy xocTty Tpebyetcs IP-agpec ans ceTeBoro B3anMoaencTBus.

IP-agpec (Internet Protocol address) — a1o 32-pa3psigHbivi agpec, ncnonb3yembinn B IHTepHeTe.

Y aToro agpeca, HasHa4yaemoro npoTokosnioM IP, eanHbI hopmaT: OH 06bIYHO OTOGpaXkaeTcs B
BMAe YeTblipex AecATUYHbIX Yncen. IP-agpec — 3710 nornyeckuii agpec, KoTopblin HagHavYaeTcst
s KaXaow ceTu n xocta B IHTEpHeTe 1 Ucnonb3yeTcs ANst AeHTUMKaUmMm Kaxaoro xocta u
peanu3aummn ceTeBoro B3aumoaencTBus.

@ Susc (| DHOP
92 168 B) . 16
]
Detaut Gatewa w2 w68 1

MAC Asdress

Port Management
Deviee
PoE

PucyHok 4-5
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Ha pucyHke 4-5 npeactaBneH nHTepdenc HacTpomnku IP-koHdurypauum, rae MoxHo
npoBepuTtb IP-agpec ycTponcTaea, Macky noaceTu, w3 no ymonyaxduo n MAC-agpec.
IP-agpec no ymonyaHuio — 192.168.1.110, oH MOXeT BbITb M3MEHEH B 3TOM pasferne.
Cwm. Tabnuuy 4-1 ¢ nHdopmaumeii o koHurypauum agpeca.

MapameTp Mpumeyanue

IP-agpec IP-agpec ans ynpasneHns KOMMyTaTOPOM, KOTOPbIA MOXHO U3MEHATb B
pasgene HacTpoviku IP-agpeca koMmmyTaTopa

Macka nogceTtn Aapec macku noaceTy KOMMYyTaTopa, KOHUIypaLuio KOTOPOro MOXHO
V3MEHUTb.

LLnto3 no MapLpyT kKoMMyTaTopa no yMon4aHuto

YMOM4YaHuo:

MAC-agpec dur3nYECKMI aApec KOMMYTATOPa, KOTOPbIA HE MOXET ObITb U3MEHEH.

a4-1
MpumeyaHue

He nameHsiiite Macky NoaceTy KoMMyTaTopa cryyaiiHbiv o6pa3om. Ecnu oHa 6bina nameHeHa
HenpaBuIibHO, MOTyT BO3HWUKHYTb Npo6neMbl CO BXOAOM B CUCTEMY KOMMYyTaTopa.

4.2. DHCP

DHCP (Dynamic Host Configuration Protocol — npoTokon AuHaMu4ecKon HacTPonku y3nay)
ucnonb3yeTcs ANs AMHaMUYecKoro pacnpeaenenus IP-agpecoB 1 Apyrux napameTpoB
KOHpUrypaumm cetm mexxagy ceTeBbIMU YCTPONCTBAMM.

DHCP ucnonb3ayeT pexum cBsiau KnueHT-cepeep. KnueHT obpallaeTcsi k cepBepy, cepsep
BO3BpaLLaeT emy IP-agpec u apyrve HeobxoauMble AaHHbIE O KOHAUIypaLun, KOTopble
BblAENEeHbl KNVEHTY U NpeaHa3HaveHbl AN peanusaumum AMHaMU4eckon KoHdurypauum

IP-agpeca v apyrmx napameTpos.
DHCP-knueHT DHCP-cepBep

DHCP-knueHT

= i :
a o

DHCP-knueHT

DHCP-knueHT

PwucyHok 4-6
Mpumep koHdUrypauum.

1 CeTteBoe TpeboBaHue
Heobxoammo HacTpouTb kKommyTaTop kak DHCP-knueHT n aBTomatuyecku nonyuutb |P-
appec ons ynpaeneHyus KOMMYTaTOpOM.

2 LWarn HacTpoviku

a. YcraHosuTe cpraxkok DHCP, kak noka3aHo Ha pucyHke 4-7.
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i P sk

Saanet mak
Dataut Gabwway

WAL Adaress

Port Management
Device
PoE

b. Haxmute Save («CoxpaHutb»).

4.4. OGHOBNEHMe NporpaMmmMHoOro obecneveHus

Ha cHuMKe akpaHa Huxe nokasaH pasgen 06HOBNEHNS CUCTEMHBIX (balifioB KOMMyTaTopa Yepes
MHTepHeT.

Upgrade

Salret Fermte Fils

Port Management
Device
PoE

4.5. N\ameHeHue napons

Maponb nonb3oBaTesisi MOXHO U3MEHWUTbL B CreAytoLeM pasfene; UMs nonb3osartens - admin,
€ro U3MeHUTb Herb3si; Naposib, yCTaHaBNMBAETCA NPy NEPBOM NoceLLeHUN BEG-UHTepdeiica
KOMMyTaTopa.

Hew Pasgwend

Contrm Password

I Sa ]

Port Management
Device
PoE

PucyHok 4-9
4.6. BocctaHOBNeHMe HaCTpPoeK No yMosiyaHuio
Koraa Heo6xoaMMo BepHYTb KOHMMIypaLmio KOMMyTaTopa K MCXOAHbBIM 3HAa4YEHUsIM, BOCMONb3yiTech
dyHKLMEN BOCCTAaHOBMEHNS HACTPOeK
CUCTEMbI MO YMOMYaHUIo.
3a vcknoveHnem IP-agpeca Ans ynpaBneHus yCTPOMCTBOM M Napons ANns BxoAa, BCe ocTarnbHble
napameTpbl 6yayT BOCCTAHOBMEHbI A0
3HaYeHWIN N0 YMOMNYaHWIo.
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Port Management
Device
PoE

PucyHok 4-10

4.7. Nepe3arpy3ka cMcTemMbl

Mepen nepesarpy3koli yCTpoicTBa HEOGXOAUMO COXPaHUTL CAeNnaHHbIe HacTpoliku. B
NPOTVMBHOM cry4ae Bce OHW ByayT noTepsiHbl nocne nepesarpy3ku. MNocne nepesarpysku
yCTpoicTBa BaM HeobxoaMMo CHOBa BONTM B BEG-UHTepdeNC.

Maintain

Macuad Foapaol

» Log kermason
Port Management
Device

PoE

PucyHok 4-11

4.8. Peructpupyemas uHdopmauus

Ha pucyHke 4-12 nokasaH MHTepdec 0TobpakeHNst CUCTEMHOTO XXypHana, rae MoXHo
NpoBepUTb NHHOPMALIMIO O CUCTEMHOM >XypHare Bo Bpemsi paboTbl yCTPOMCTBA, YTO YNpPOCTUT
aHanu3 npobnem Ans o6cnyxvBatoLero nepcoHana.

2018-06-19

Part Management

Davice
PaE

PucyHok 4-12

Mpumep KoHdUrypaumm.

1

2

Hactpolite Start Time («<Bpems Hayana») n End Time («Bpemsi okoH4aHuWs»), 3a0aB
nepvopa Ans nowcka.

Beibepute T1n cobbiTns, Hanpumep Error («Owmbkar), Warning («Mpegynpexaexuer») nnm
Info («Hdopmaums»).

LWenkHnTte Search («Mownck») .
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. TeKyLLlaﬂ CKOpPOCTb: 0T06pa>+<aeT TeKyllee COCToAHME CKOpPOCTU nopTa. Cwm. Ta6rw|uy
5-3,B KOTOpOl7I NoKa3aHa CKOPOCTb NopTa B AYyNIEKCHOM peXxume.

5.1. KoHdwmrypauums nopra

Pasgen koHdUrypaumm nopToB CRy>XWUT Ar1st HACTPOWKM kaxkaoro 6a3oBoro napameTpa,
KOTOpbIN CBAI3aH C NOPTOM KOMMyTaTopa. basoBble napameTpbl nopTta ByayT Hanpsimyto
BMUATb Ha ero paboTty. Heob6xoanMo Npon3BeCcT HAaCTPONKN B COOTBETCTBUM C
npakTuyeckumm TpeboBaHUAMM.

System Config Port Configuratio

1008 Fus

0o Ful

1008 Full

1008 Fut

PucyHok 5-1

Ha pucyHke 5-1 noka3aH nHTepdenc pasaena KoHdUrypaumm nopTos KommyTaTtopa. 34ech
MOXXHO NOCMOTPETb ONMUCaHNe NOPTOB, COCTOSHNE COeAMHEHUS, CKOPOCTb B AYMNNEKCHOM
pexume, COCTOSiHWE YNpaBrieHUsi MOTOKOM KaX[oro nopTa, MOXHO 406aBuTb onncaHve
nopTa, HaCTPOUTb BKITIOYEHWNE W BbIKITIOYEHNE COCTOSIHUS, CKOPOCTb, AYMIEKCHBIA PEXUM 1
YHKLMIO yNpaBreHnst MOTOKOM KaX[oro nopTa.

e [lopT: oToBpaxkaeT HOMep NopTa KoMMyTaTopa.

¢ OnucaHwue nopra: 34ecb MOXHO BHECTW ONucaHve nopra.

o BKmounTb: 34€Ch MOXHO BKITHOUNTL/BBIKIIOYNTE MOPT.

Cwm. Tabnuuy 5-1 ans KoHMUrypaumm cocTosHMS nopra.

NopT Tekywas CKopoCTb B AYNIIEKCHOM pexume
CKOpoCTb
Mopt ABTO (N0 ymMmon4yaHuio) Pexwum aBTOCOrnacoBaHus
Ethernet 10M FULL 10 M6wT/c, nonHbIN gynnekc
10M HALF 10 M6wT/c, nonyaynnekc
100M FULL 100 M6wuT/c, nonHbIn gynnekc
100M HALF 100 M6ut/c, nonyaynnekc
1000M FULL 1000 M6wT/C, NnonHbIA gynnekc
Mopt 1000M-X 1000 M6wT/C, NOMnHbIA gynnekc
ONTOBOJIOKHA

Ta6bnuua 5-3
o KoHgurypaums cKOpoCTW: HaCTpOKKa CKOPOCTN NOPTOB B AYNIIEKCHOM pexumve.
MpumeyaHue

ByabTe BHUMaTebHbI: €CIN Bbl UBMEHUTE CKOPOCTb MOPTa B AYNEKCHOM PeXuMe, aT0
Cpasy e 0TPas3uTCs Ha CoeaUHEHUN.

CwMm. Tabnuuy 5-4 ons KOHUrypaumm ckopocTy nopTa B AyNIeKCHOM pexumMe.

CocTtosiHne MpumeyaHue
On («Bkn.») CTtaTyc coefMHeHWs1 B HACTpoMKax: BKIOYEHO.
Off («Bblkn.») CraTyc coeJMHEeHUs1 B HACTPOMKax: OTKIOYEHO.

Ta6bnuua 5-1
+ CoepavHeHve: oTobpaxaeT cTaTyc kaHana nopra.
Cwm. Tabnuuy 5-2 ans KOHGUrypaumum cocTosiHus nopra.

CocTosiHue

MpumeyaHue

Up («BBepx»)

O3sHavaeT, YTo coefiMHeHne YCTaHOBJIEHO.

Down («BHun3»)

O3Ha4aeT, 4TOo coeauHeHne He YCTaHOBJIEHO.
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Tabnuua 5-2

Mopt Tekylias ckopocTb CKOpOCTb B AYNJIIEKCHOM pexume
Mopt ABTO (N0 YMOMN4aHuio) CamoHacTpoiika CKopocTu nopTa B
Ethernet OYNIEKCHOM pexume
10M FULL CkopocTb nopTa B AynnekcHoMm pexume 10
M6uT/C C NoNHbLIM AyNNEKCOM
10M HALF CkopocTb nopTa B AynnekcHoMm pexume 10
M6wuT/c c nonyaynnekcom
100M HALF CkopocTb nopTa B gynnekcHom pexume 100
M6wT/c c nonyaynnekcom
100M FULL CkopocTb nopTa B gynnekcHom pexume 100
M6wT/c c nonHbIM JyNnekcom
1000M FULL CKkopoCTb NopTa B AYMIEKCHOM pexvume
1000 M6wT/C c NonHbIM JyNnekcom
MopTt 1000-X [ns nopta onTOBOMOKOHHOIrO COeAUHEHNS
OMNTOBOMOKHA ycTaHaBnusaetcs ckopoctb 1000 Méut/c B
NOMHOAYNIEKCHOM pexume
Ta6bnuua 5-4

e YnpaBrieHve NOTOKOM: HacTpowka yHKLUN ynpaBneHus NOTOKOM KOMMyTaTopa
(BKIMOYEHa HAcCTPOKKa Mo YMOSYaHWIO).

B uHTepdeiice ynpaBneH1si NOTOKOM NMOPTOB ON O3HAYaeT BKIHOYEHNE PyHKLMN
ynpaBrneHusi NOTOKOM NopTa, Toraa kagpbl Pause MoXHo ByaeT oTnpaBnaTb unu
NpUHUMATL B OBLIMHOM pexume, off — oTkoueHre yHKLMM YNpaBRieHnsi OTOKOM
nopra.

MpumeyaHue

[ns Ethernet-nopta cnegyeT BKMIOYNTL OYHKLMIO yNpPaBieHs NOTOKOM MOPTOB, YTOObI
CMHXPOHU3UPOBATb CKOPOCTb BXOASILLErO U UCXOASALLEro TpadmKka U UCKMHOYUTL NOTEPHD
NakeToB B pe3ynbTaTe pasHbiX CKOPOCTEN.

5.2. 3epkanupoBaHue NOPTOB

3epkanupoBaHue NopToB (Tak Ha3bliBaeMblli MOHUTOPWUHI NopTa) — 3TO NpoLecc
KOMMPOBaHWA NakeTa, NPOXOASALLEro Yepes NopT UMM HECKOMbKO MOPTOB (MCXOAHbIN NOPT)
Ha gpyrou nopT (NOPT Ha3HaYeHUsl), COEANHEHHBIV C YCTPOWCTBOM MOHUTOPUWHIa Ans
aHanusa nakeToB. 3epkanMpoBaHWe NOPTOB UCMOSb3YETCs ANsl MOHUTOPWHIa CETU U
ycTpaHeHusi ee HencnpasHocTen. CM. pUcyHok 5-2.
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System Config Pert Mirroring
Port Man

> Port Configuration Wonitored Packets  Disable

> Port Statistics

> Port Speed Limit

> Broadcast Storm Control
> Long Distance
Device

PoE

OooooooooooooDooo

PucyHok 5-2

e [lopT Ha3Ha4yeHus: NOPT, OCYLLECTBNSAIOWMUA MOHUTOPUHT. BbiGepuTe TONbKO OAUH 3NEMEHT.
HacTtpoiika no ymon4yaHuio: OTKIMHOYEHO.

e VIcxoaHbli NOPT: MPOBOAUTCS €ro MOHUTOPUHT. Beibepute ognH U HECKOMNbKO 31IEMEHTOB.

e BknoyeHue 3epkanvpoBaHus: CyLLECTBYET YETbIPE pexXMMa: OTKITHOYEHO, TOMbKO TX, TONMbKO
RX, BKntoYeHO.

Cwm. Tabnuuy 5-5 ans HacTpovikv 3epkanmpoBaHns NOPTOB.

HaunmeHoBaHve Mpumevaxune

MakeTbl ANst OTkntoYeHo (Mo ymonyaHuio)| PyHKLMSA MOHUTOPUHIA OTKITIOYEHa

3epkanupoBaHusi Tonbko Tx OTcnexvBaTCa TONbKO UCXOAsLNE NaKeThbI
Tonbko Rx OTcnexviBaloTcs TONbKO BXOAsLME NaKeTbl
BkrntoyeHo MOHWTOPWHT BXOOSLMNX/UCXOASILLMX NaKETOB

MopT, ocyLLecTBNSIOWNIA MOHUTOPUHT. BbiGepuTe TONbKO OAWMH 3NEMEHT.
MopT Ha3HaveHns | HacTpoiika No yMonyaHmio: OTKITIYEHO.
VcxogHbi nopt NPOBOAWTCS €r0 MOHUTOPWHT. BbiGepute oauH U HECKONBbKO 3MTEMEHTOB.

Tabnuua 5-5
Mpumep KoHdUrypaumm.
1  CeteBoe nogkroyeHve.
BknounTb yHKLMIO 3epkanvpoBaHusi MOPTOB, YTOOLI MOPT 1 MOr OCYyLLECTBNATbL
MOHWUTOPWHI NakeToB nopTta 2 1 3.
2 HacTtporikn
(1) BkntounTe chyHKLUMIO 3epKanMpoBaHns NOPTOB U BbIGEPUTE NOTOKW AaHHbIX ANst
MOHWTOPUHra.
(2) Bbibepute ncxoaHbIn NopT.
(3) BeibepuTe nopT Ha3HayeHusi. Bup pasgena nokasaH Ha pucyHke 5-3.
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System Contig Pot Mirrering

Uosseed Packatt | ngresshgrem -

st Pert l =

PucyHok 5-3

5.3. Ctatuctuka nopToB

PucyHok 5-4 — nHTepdeiic cTtaTMCTVKM NOPTOB KOMMYyTaTopa. 34ecbk oTobpaxaeTcs
KONMUYECTBO BXOAALLUMX/MCXOASLLMX NAKETOB AN K&XAOro nopTta, CTaTUcTUKa KOHIIMKTOB,
KONMYECTBO NOTEPSHHbBIX MAaKeToB, NakeThbl ¢ owmnbkamm CRC (LUMKnnyeckunii N3GbITOYHBIN KOA)
1 7. 4. MNpounsBoanNTENbHOCTL NOpTa HU3Kast, €CNN KONMUYECTBO MaKeToB C OLIMBKaMU CIIMLLKOM
BEMWKO; NMPOBEPLTE NOAKIOYEHUE Kabens K MopTy UMM NPoBEPLTE UCTIPABHOCTL
COOTBETCTBYIOLLErO NPOTMBOMONOXHOIO MopTa.

System Contig

Counter Mode SHecion  Transma Focket & Recene Packet

PucyHok 5-4
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5.4. OrpaHu4yeHue CKOpOCTH nopTta

30ech yCTaHaBNMBAKTCS NapaMeTpbl OrpaHUYEHNUs CKOPOCTU MOpPTa, OrpaHMYMBaETCs
NpOomMyckHas CMOCOGHOCTb A1 BXOAALLUMX/MCXOASALLMX NAKETOB AaHHbIX. CM. PUCYHOK 5-5.

System Config Port Speed Limit

Port Management
> Port Configuration TxRate(Mbps) RxRate(Mbps)
> Port Mirroring
> Port Statistics
> Broadcast Storm Control
> Long Distance
Device
PoE

PucyHok 5-5

CM. pucyHoK 5-5, 4TOGbl ONpeaenuTb NOMUTUKY OrpaHUYeHUsl CKOPOCTU NS KaAOoro nopra.
Cwm. Tabnuuy 5-6 ¢ napameTpaMu orpaHUyYeHnst CKopocTU MopTa.

HavnmenoBanuve| [Mpumevanune

Mopt OTobpaxkaeTcsi CMMCOK MOPTOB.

CxkopocTb Tx CnyxuT Ans yCTaHOBKM CKOPOCTU UcxopsiLero Tpadvka Ans nopTa. AnanasoH
3HaveHun ot 0 oo 63 M6uT/c. HacTpoiika no ymonyaHuio

0, orpaH1MyeHne CKOpOCTH OTCYTCTBYET.

CkopocTb Rx CnyxuT ons ycTaHOBKM CKOPOCTU BXOAsLero Tpadguka ansa nopta. AuanasoH
3HayeHui ot 0 oo 63 M6wuT/c. HacTpoiika no ymonyanuio — O,

OrpaH14eHne CKOPOCTU OTCYTCTBYET.

Ta6nuua 5-6
Mpumep KoHUrypaumm.
1 CeTeBoe coeanHeHne
YcTaHoBUTE orpaHuyeHne ckopoctu noptoB 1 1 2. CKOpOCTb KaXXgoro nopta MeHblue 50
Mowut/c.
2 Hactpowku
(1) YcraHoBute Tx/Rx ckopocTb nopta. CM. pucyHok 5-6.
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PucyHok 5-6
(2) HaxxmuTe kHoMnKy Save («CoxpaHutb»).

5.5. KoHTponb WwupokoBeLwaTenbHbIX LUTOPMOB

LLnpokoBeLLaTenbHbINA LUITOPM — 3TO Takoe SIBMEHWE, NPU KOTOPOM
LUIMpOKOBELLATENbHBIE Kaapbl TOBTOPHO NEPECHINAOTCS MO CETU, HapyLuas ee paboTy.
370 3HAYUTENBHO CHUXAET NPOU3BOANTENBHOCTL CETU. KOHTPOMb Haj LUTOPMOM
MOMOXET OrpaHUYUTL NMPUEM LUMPOKOBELLATENbHBIX KaApOB MOPTOM M NPEKPATUTL KX
06paboTKy, KaK TOSbKO MNOTOK NPEBBLICUT YKa3aHHbI NOpOr.

OTa (PyHKUMSI CHUXKAET PUCK LLUMPOKOBELLATESIbHOTO LUTOPMA U rapaHTUpyeT NpaBunbHYy0
paboty ceTn. CM. p1cyHok 5-7.

System Config

PucyHok 5-7
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Cwm. Tabnuuy 5-7 ¢ napamMeTpaMu ynpaBneHusi TpaHCcsLmen.

HavnmeHoBaHue |[pumevaHune
Moporosoe IMuMUT WrpokoBeLLaTenbHbIX NakeToB A1t OAHOro NopTa B TeYEeHMe yKka3aHHoro
3HaueHve nepuoaa.
MopT Vmsa nopTa.
Tabnuua 5-7

Mpumep KoHdUrypaumm.
1 CeTeBoe coeayHeHue

YcTaHoBWTE (hyHKLMIO KOHTPOIS! LUMPOKOBELLATENbHBIX LUTOPMOB Af1s BCEX MOPTOB Ha Cry4van
c60s1 nopTa, ecnu YCTPOUCTBO HE CMOXET NPaBUbHO NepeaaTb AaHHbIE U3-3a 6OMNbLIOro

yncna WMpoKoBeLLaTenbHbIX NaKeToB.
2 Hactpoiiku

(1) YcTtaHoBuTte noporosoe 3Ha4veHue. OTO KONU4ecTso LMpoKoBeLllaTesibHbIX NakeToB Ana

ofHoro nopTa.
(2) Bbibepute NopT Anst HACTPOMKU.

System Config Broadcast Storm Control|
Port M ent
Threshold 63 (1~63)

> Port Configuration

> PortMimoring Threshold is the number of broadcast packets allowed to enter each port over a span of time. This time depends.
on the connection speed and is as follows: 10Mbps is 5000, 100Mbps is 500us, and 1Gbps is 50ps.

> Port Statistics

» Port Speed Limit
Device

PoE

O0O0O0O0O00Go0ooos oo oiE

PucyHok 5-8
(2) Haxxmute kHomky Save («CoxpaHuTby).

5.6. NMepepaya Ha 6onbluMe paccTOAHUSA

B aTom paspene HacTpauBaeTCs pexuM nepefayn AaHHbIX Ha 6onbluve paccTosHus. Ons
cTaHgapTHoro pexuma Ethernet MmoxHo ycTaHoBUTE ckopocTb nepefayn 10 Méut/c Ha 250 m

BmecTo 100 M6uTt/c Ha 100 meTpoB. CM. pucyHok 5-9.
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System Gonfig Long Distance

Port I

> Port Configuration Enabling Long Distance extends the maximum distance from 100m to 250m.
However, this will drop the connection speed from 100Hbps to 10MbpS.
> PortMirroring
[WEnable

O

> Port Stalistics

> Port Speed Limit

> Broadcast Storm Control|
Device

POE

OO0OoooOooO0OooooDooo

PucyHok 5-9
Mpumep koHdUrypaumm.
1 CerteBoe coeanHeHne
YcTaHoBWTe Ans BCeX NOPTOB hyHKUMIO Nepeaaymn Ha 6onblune paccTosiHUS, YTOObI
nogAepxuBanacb kadiecTBeHHas nepefada AaHHbix Ha 250 meTpos.
2 HacTtporiku
(1) YcTaHoBUTE hnaxkok psaom ¢ MOPTOM, YTOObI BKIOUUTE DYHKLMIO NepeaaYn Ha
6onbLune paccTosHUs.
(2) Haxxmute kHonky Save («CoxpaHuTb»). CM. pucyHok 5-10.

System Config Long Distance
Port Man ent
> Port Configuration Enabling Long Distance extends the maximum distance fram 100m to 250m
However, this will drop the connection speed from 100Mbps to 10Mbps,
> PortMirroring
WEnable
> Port Statistics
> Port Speed Limit
> Broadcast Storm Control
Long Distance
Device
PoE

OoooooooEooomd

PucyHok 5-10
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6.1. KonbueBas Tononorusl cetn
6.1.1. Onpepenexune STP

OcHoBHas nges npotokona STP oyeHb npocTa. M3BecTHO, YTO B nocriegoBaTenbHO
pa3BuUBatoOLLECs CETU C TOMONOrMen AepeBa 3aKkorbLOBLIBAHUSI HE MPOUCXOAMUT, eCNy 3Ta
ceTb pacteT nogobHo aepeBbsM B Nnpupoae. Takum obpasom, onpeaensitoTcst KOPHEBOW
MOCT, KOPHEBOW MOPT, Ha3Ha4YeHHbIN NOPT, CTOMMOCTb MYTU U ApYrMe NOHATUSI MpOoToKona
STP, KOTOpPbIN CAYXMUT AN OTCEYEHUSI U3OLITOYHOrO LiMKNa NocpeacTBOM
CTPYKTYPUPOBaHUSI AEPEBA, a TakKe MOXET peanv3oBaTb pe3epBHOE KOMMPOBaHWE
COEAVHEHVI 1 ONTUMU3aLMIo NyTU. ANrOPUTM CTPYKTYPUPOBaHUS AepeBa Ha3biBaeTcs
anropuvTMom cBssytoLero aepesa (Spanning Tree).

MakeT npotokona, npuHsTeIN STP, — BPDU (Bridge Protocol Data Unit — cpeiim
NpPOTOKOMa yrnpaBrieHNs CETEBbIMM MOCTaMM), KOTOPbIV Takke Ha3biBaeTCs
KOHMrypaumoHHom nHcpopmaumein. BPDU cogepxuT gocTaTouHy MHdopMauumio, YTobbl
obecneunTb NpoLecc pacyeTa no anroputMy ceasyrollero aepesa. STP MoxeT
noaTBEPANTL TOMOOrMYECKy0 CTPYKTYPY CETU NOCPeACTBOM MNepeAayn yCTponcTeam
BPDU.

dopmat BPDU 1 onucaHve nons peanuayloT yHKLUM CBA3YIOLLEro Aepesa,
OCYLLECTBNAT 0OMeH nHpopmaLmen nocpeacTBOM nepegaym naketa BPDU
kommyTaTopaM. Bce kommyTaTtopbl, nogaepxvsatowme npotokon STP, nonyyar u
obpaboTatoT nakeT. [MakeT HeceT BCO HEOOXOAMMYIO UHGOPMAaLMIO, KOTOpast MOXET
MCMONb30BaTbCA AN pacyeTa anroputMa caesaytowlero aepesa. Popmat kagpa BPDU un
onucaHue nonsi CTaHA4apTHOrO CBSI3YHOLLEro AepeBa nokasaHbl Ha pucyHke 6-1.

2 1 1 1 8 4
WpoeHTudukatop Bepous CoobuieHne onar WoenTtudukatop i’;g:z:;:;
npotokona Tun KOpPHS
nyTu
Wpentudwmkatop | MoeHtudukatop | Bospact | MakcumanbHbIv Bpewmsi Bnepen
MocTa nopta CoobueHus Bo3pacTt npuBeTCTBUSA 3apepxka
8 2 2 2 2 2
PucyHok 6-1
. WpeHTndmkaTop npoTokona: naeHtTudmkauus npoTokona.
. Bepcus: Bepcusa npotokona
. Twvn coobuenus: Tun BPDU.
. dnar: cdonarobin 6UT.
. WOEHTUOUKATOP KOPHA: ID kopHeBOro MocTa, KOTOpbI COCTOUT U3 2-6aiToBom
3anucy npuoputeTa n 6-6aritoBoro MAC-aapeca.
. CTOMMOCTb KOPHEBOTO MYTWU: CTOUMOCTb KOPHEBOTO MYyTHU.
. Bridge ID: aTto naeHTndmkaTop MocTa, koTopbii oTnpaenset BPDU, cocToswme 13
2-6awniToBoro npuoputeTa u 6-6aritosoro MAC-agpeca.
. ID nopTta: uaeHTucdULmMpyeT nopT, KOTopbI oTnpasnseT BPDU.
. Bpemsi u3HM coobLueHust: Bpemsi kusHu coobeHust BPDU.
. MakcrmanbHOe BpeMst XXM3HU: BPEMS XXM3HU TekyLuero coobeHns BPDU, kotopoe

22 SIBNSIETCS MaKCMMaribHbIM CPOKOM coxpaHeHuss BPDU ans nopTa.

e Bpems npuseTcTBUS: LMK Nepnoga KOPHEBOro MocTa, oTnpasnstowero BPDU.
e 3apepxka CMeHbl COCTOSIHWI: MPOAOIKUTENBHOCTb OTCNEXUBAHUS U UCCNEAOBaHUS
cTaTyca nepep OTnpaBKol nakeTa AaHHbIX NOCNe U3MEHEHWS TOMOOMUN.

6.2. OcHOoBHbIe noHATUA STP

MpeHTndmkaTop MocTa: KOMMMEKCHOE YMCITOBOE 3HaYeHe NpuopuTeTa MocTa 1 ero
MAC-agpec, a npuopuTeT MocTa — 3TO NapameTp, KOTOPbIN MOXHO YCTaHOBUTL. Yem Huke
3HayeHve naeHTngUKaTopa MocTa, TEM BbILLE NPUOPUTET MOCTA, YTO yBENUYMBAET
BEPOSATHOCTb TOFO, YTO OH CTaHeT KOPHEBbLIM MOCTOM.

KopHeBoOM MOCT: KOMMYyTaTOp C MUHUMarnbHbIM MAEHTUdMKATOPOM MocTa. BeibepuTte nyyimn
KOMMYTaTOp B KOHTYpE 1 YCTaHOBUTE €ro kak KOPHEBOW MOCT, KOTOPLI ByaeT obecneynsatb
NPOV3BOAUTENBHOCTb U HAAEXHOCTb CETU.

Ha3HayeHHbI MOCT: B KaXXAOM CErMeHTe CeTU MOCT C HaMEHbLLEN CTOMMOCTbIO MyTU K
KOPHEBOMY MOCTY ByaeT siIBNATLCS HAa3HAYEHHbIM MOCTOM, Yepe3 KOTOpbI NakeT AaHHbIX
OyneT nepeHanpaBnaTbCsA B CErMeHT ceTu. Korga Bce KOMMyTaTopbl MMEKOT OANHAKOBYIO
CTOMMOCTb KOPHEBOTO NyTWN, KOMMYTaTOpP C CamMbiM HU3KUM MaEHTUMKaTOpOM MocTa byget
BblOpaH kak Ha3HaYeHHbI MOCT.

CTonMOoCTb KOpHEBOro nyTu: obLiasi cyMma Bcex 3aTpaT Ha nyTu Mexay ABYMS1 CETEBbIMU
MOCTaMW.

CTOMMOCTb KOPHEBOTO MYTU KOPHEBOFO MOCTa paBHa HyIto.

MpuopuTeT MocTa: NnapameTp, KOTOPbI MOXET ObiTb 3aA4aH Nonb3oBaTensiMu, AnanasoH
YMCNEHHbIX 3HadYeHu ot 0 0o 61 440. Yem MeHbLLEe 3HaYeHne, TEM Bbille NpuopuTeT. Yem
BbILLE NPUOPUTET MOCTA, TEM BOrnbLLE BEPOATHOCTb, YTO OH CTAHET KOPHEBLIM MOCTOM.
KopHeBo nopT: 6nvkaiLumnii NopT K KOPHEBOMY MOCTY Ha HEKOPHEBOM MOCTOBOM
KOMMYyTaTope, OTBEYaoLLUii 3a CBSI3b C KOPHEBLIM MOCTOM, CTOMMOCTbL MyTU OT 3TOr0 NopTa 4o
KOPHEBOro MOCTa SIBMSIETCS CamMON HU3KOW. [1opT ¢ HauBbICLLUUM NPUOPUTETOM CTaHET
KOPHEBbLIM MOPTOM, B CIly4ae ecrv HeCKOSbKO NOPTOB MMEIOT OAHY CTOMMOCTb MyTW A0
KOpPHEBOro mMocra.

Ha3Ha4eHHbI NopT: NOPT Ha Ha3Ha4YeHHOM MOCTY, KOTOPbI NepefaeT AaHHbIE KOMMYTaTopy.
MproputeT nopta: ananasoH ot 0 4o 240 c warom 16. YeM HXKe Yncno, TEM Bbllle NPUOPUTET,
1 Takomn NOopT CKOpee CTaHET KOPHEBbIM.

CrtoumocTb nyTu: MpoTokon STP ncnonb3yeTtcsa Ans Bbibopa CCbINOYHOro 3HAYEHNS
coeaunHeHus. MpoTtokon STP MOXeT NpMBECTU CETb K APEBOBUOHON CTPYKTYpe 6e3 netenb
nyTeM BbIYMCIIEHNS CTOMMOCTM NYTU U BNOKNPOBKN M3BBITOYHBIX COEANHEHWIA.

CeTeBas cxema 6a30BOM KOHLENLUMM CBA3YIOLLEro AepeBa NokasaHa Ha pucyHke 6-2.
KommyTatop A

B n C nocnepoBartensHO Nogkmo4aoTcsi, kommyTaTtop A BblbupaeTcst Kak KOpHEBOW MOCT
nocne BbluncneHus STP, coeamHeHve mexay nopTom 2 1 noptom 6 6rnokmpyeTcsi.

MocT: KommyTaTtop A fBnsieTcs KOpHEBbLIM MOCTOM Bcen cetu; KommyTatop B asnsertcs
HasHa4yeHHbIM MocToM KommyTaTtopa C.

MopT: nopT 3 1 nopT 5 saBnsOTCS KOpHEBbIMK NopTamu KommyTaTtopa B n KommyTatopa C
COOTBETCTBEHHO; NOpT 1 1 NOpPT 4 — HasHa4yeHHble nopTbl KommyTtaTopa A 1 Kommytatopa B
COOTBETCTBEHHO; NOPT 6 ABMseTcs 3abnokMposaHHbIM noptom KommyTartopa C.

23



KommyTtatop A

MopT 1 \*{ﬁ MopT 2

MopT 6

i .

: MNopT 4 [MopT 5

KommyTatop B KommyTaTtop C
PucyHok 6-2

Tanmep STP

BpeMﬂ npuBeTCcTBUA

CocrtaBnset oT 1 o 10 cekyHA. OTO MHTEpBar, B TEYEHME KOTOPOro KOPHEBOW MOCT OTNPaBNSAET NakeT
AaHHbIx BPDU Bcem kommyTaTopam, 4To6bl MPOBEPUTBL Hanuymne HeMcnpaBHOCTEN B OOHapyXeHUn
KaHanoB KOMMYTaTOpPOB.

MakcumanbHoe BpeMA XU3HU

CocraBnseT ot 6 Ao 40 cekyHa. KommyTaTop oTnpasuT nakeT aaHHbix BPDU Bcem kommyTatopam n
CHOBa paccuymnTaeT anropuTm CBs3yloLLero Aepesa, ecnv byaeT NpeBbILLEeHO BPeMs ycTapeBaHus 1 naket
AaHHbIx BPDU, oTnpaBneHHbIN KOPHEBLIM MOCTOM, He ByaeT nonyyeH.

3apepkka CMeHbl COCTOSIHUM:

CocraBnsieT oT 4 go 30 cekyHa. 31O BpeMsi nepexoaa noprta KOMMyTaTopa B COCTOSIHUE
npocnyLwmBaHus.

W3-3a c6os1 B CETU anropmMTMbl CBA3YIOLLETO AepeBa NePecyMTLIBAKOTCS, @ B CTPYKTYpE CBA3YHOLLErO
[AepeBa NpovCXoasT COOTBETCBYOLLUME M3MEHEHNS. HoBOe coobLLEeHMEe nepecynTaHHON KOHUrypauum
He MOXET ObITb pacnpocTpaHeHo no BCel ceTn HemMeaneHHo, Tak Kak MrHOBeHHOe U3MeHeHne cTatyca
nopTa MOXeT NPUBECTU K 3aKOJbLIOBbIBAHMIO. [103TOMY NPOTOKOI CBA3YIOLLEro AepeBa UCNONb3yeT
MexaH13M nepexofa cocTosiHuS. [Nepen nepecbInkon AaHHbIX NPoM30MaYT ABE 3a4epXKu nepegayn: aons
HOBOro KOPHEBOro MopTa U Ans Ha3Ha4YeHHoro nopta. 3agepka rapaHTUpYeT, YTO HOBOe CoobLLEeHME
KOHurypaumm 6yaeTt pacnpocTpaHeHo no Bcen ceTu.

Mpumeyanme:

Ecnu Tononornyeckoe coctosiHue cTabubHO, TO TONbKO KOPHEBOW MOPT U HAa3HAYeHHbIV MOPT peanuaytoT nepeaady AaHHbIX, ApYrve NopThbl
HaxoAsATCs B COCTOSIHUM GOKMPOBKM, OHW Mony4atoT Tonbko naket BPDU, HO He nepecbinatoT AaHHbIe.

6.1.3. Hactpounkun STP ansa mocta
UHTepdeinc koHpurypauum mocta STP nokasaH Ha pucyHke 6-3.

System Config STP Bridge Settings| STP Port Settings.

Port Management
STP Mode Disable

Spanning Tree Bridge Priority 32768 (0-61440)
> VLAN Hello Time 2 (1~10 Sec)

> Link Aggregation HaxAge 20 (6~40 Sec)

> QoS Settings Forward Delay 15 (4~30 Sec)

> Security

3 SNMP Setiings
> 802.1X

> IGMP Snooping
POE

PucyHok 6-3
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o Pexum STP: BkntoYaeT unm oTkniovaeT PyHKLUMIO KOMbLIEBOKW TOMOMOMMM CETHU.

e [lpuopuTeT MocTa: yCTaHOBUTE NPUOPUTET MOCTa B Anana3oHe oT 0 go 61440.

e Bpewms npuBeTCTBUSA: yCTaHOBUTE nepuog otnpasku BPDU ans kopHeBoro MocTa B
aunanasoHe oT 1 o 10 cekyHA.

o MakcumanbHOoe BpeMsi XU3HU: YCTaHOBUTE BPEMS XM3HM TekyLlero BPDU B agnanasoHe ot
6 0o 40 cekyHa.

o 3apepkKa CMeHbl COCTOSIHWUIA: MOCHe YCTAHOBKWN TOMOMOTMYECKUX M3MEHEHWNIA MOCT
HaxoOMTCH B pexume HabnaeHVs 1 U3yYeHus, MPOAOIPKUTENBHOCTL Nepuoaa
coctaBnseT oT 4 oo 30 cekyHa.

6.1.4. HacTtpownkn STP gnsa nopta

MHTepdeiic koHdurypaumm nopta STP noka3aH Ha pucyHke 6-4.

System Config TP Bridge Seltings]STP Port Settings|
Port Management

PortNo. -
Priority (0~240)

>N (1-200000000) 0:Auto

> LinkAgoregation R B

> QoS Setings Unknown NonStpPort 0000000000000000

> Securty 2 Unknown NonStpPort 0000000000000000

> SNMP Setings 3 Unknown NontpPort 0000000000000000

> 802X ‘ 2 Unknown NonstpPort 0000000000000000
Unknown NonstpPort 0000000000000000
Unknown NonStpPort 0000000000000000
Unknown NonStpPort 0000000000000000
Unknown NonStpPort 0000000000000000
Unknown NonStpPort 0000000000000000
Unknown NonstpPort 0000000000000000

> IGHP Snooping

PoE

PucyHok 6-4
e Ne nopta: BbiGepuTEe NOPT, KOTOPLIN Bbl XOTUTE HACTPOUTD.
e [lpvopuTeT: HacTpolTe NpMopuTeT NopTa B AvanasoHe ot 0 o 240, 3To A0MKHO ObITh Lienoe
yncno kpaTHoe 16.
e RPC: HacTpo/iTe CTOMMOCTb MyTW OT TEKyLL,Eero nopta 4o KOPHEBOrO MOCTA B AManasoHe oT
1 go 200 000 000. YTo6bI yCTaHOBUTL CTOMMOCTbL NMYTU MO YMOSYaHWI0, BBEAUTE 3HaYEHVE
0.

6.2. HacTtponkn VLAN
6.2.1. OnpegeneHue VLAN

370 nornyeckas pyHKUMSA, KoTopasi MO3BOMNSAET pasfAenuTb OAHY FOKarnbHYO CEeTb Ha
HecKornbKo BUpTyanbHbIX. Kaxaas nogcetb MMeeT COGCTBEHHYHO 30HY BeLLaHus,

Tak Ha3blBaemyto BUpTyanbHyto nokanbHyto ceTb (VLAN). VLAN noruyecku pasgeneHa Ha
opraHu3aunoHHOM, a

He Ha hnamyeckom ypoBHe, co3fiaBasi 3onMpoBaHHyto obnactb BewaHns VLAN.

6.2.2. ®yHkuun VLAN

1 [MosbilwaeT NponsBoAnTENLHOCTL ceTh. LLnpokoBelyaTensbHble nakeTbl HaxoasaTes B VLAN,
OHM MOTYT 3O DEKTVBHO YNPaBNAaTh LUMPOKOBELLATENbHLIM LUTOPMOM, CHU3UTL NMPOMYCKHYIO
CMNOCOBHOCTbL CETU 1 MOBLICUTL BO3MOXHOCTW MPOLIECCOB B HEW.

2 ToBbiwaeT 6e3onacHocTb ceTu. YcTporncTea B pa3Hbix VLAN He moryT obpaiyatbes apyr K
apyry, a y3nbl B pasHbix VLAN He MOryT B3aMmogencTBOBaThb APYr C Apyrom. M HyxeH
MapLUpyTM3aTop U TPEXYPOBHEBLIN KOMMYTATOP AN NEPECHINKN KagpoB.

3 YnpouiaeT ynpaBneHue ceTbio. XOCT B TOW e BUPTyarnbHon paboyer rpynne He orpaHuYeH
ofHom ur3nyeckorn obnacTbio; 3TO ynpoLLaeT ynpasneHne CeTbio U co3faHne paboymx
rpynn nonb3oBaTenen B pa3Hbix 06nacTsx.
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6.2.3. 802.1Q VLAN

Kagpbl kommyTaTopa MoryT 6bITb € Teramu unm 6e3 Hux. CM. cnegyoLLmin PUCYHOK,
nokasbIBatoLLW NO3NLMIO Tera.

H 3aronoBok n
asHayeHue |MCTOYHMKA oy, 10 / nuHa NanHbie FCS (CRC-32)
Anpec Aopec /Tyn
TPID ‘TC'
bavita 6 6antoB 4 Ganta 2 6anta  46-1500 6anToB 4 bavita
Mpuoputer  CFI VLANTD
3 buta 1 6ut 12 6utoB

PucyHok 6-5

Y Ethernet-kagpoB 06bi4HO oTcyTCTBYHOT Tern. CeteBon agantep obbiyHoro MK moxer

pacno3HaTb Kagp 1 3aTeM 0bMeHuBaTbLCSA AaHHbIMM.

Onsa kagpoB c Teramu pgobaensietcs 4-6utHas uHgopmaums VLAN nocne MAC-agpeca

MUCTOYHMKa W ajpeca Ha3HayeHus. Ha npuBedeHHOM BbIe PUCYHKE 3TO romny6on

npsMoyronbHuK ¢ 3aronoskom Tera VLAN. Kak npaeuno, ceteBor agantep o6biyHoro MK

He MOXeT pacno3HaTb 3TOT BUA Kagpa. KommyTtatop gormkeH ncnons3osatb Ter VLAN ans

pasnuyenns pasHbix VLAN, 4yToBObl OHM He MOrnv 06MeHUBaTLCA AaHHBIMU APYT C APYTOM.

WHoraa Bo3HMkaeT HeobxoaMmocTb obMeHa AaHHbIMKM Mexay pasnuyHbiMu VLAN. Ons

3TOr0 CyLIeCTBYIOT pasHble Tunbl NopToB, nossonsiowme VLAN cBasbiBaTbCA Apyr C

Opyrom.

CyLiecTByeT Tpu TUna NopToB:

e [lopT goctyna, kotopbli oTHocuTcs k ogHon VLAN. OBbI4HO OH MOAKIIOYaETCS K NMOpPTY
KOMMblOTEPA.

e MarucTtpanbHbin nopT no3sonsieT Heckonbkum VLAN oOMeHnBaTbCS kagpamu Mexay
cobon. OBbIYHO UCnonb3yeeTcs ANA COEAUHEHNS KOMMYTaTOpPOB.

e [MOpuaHbLIM TN MOXeT nponyckaTb Tpaduk Heckonbkux VLAN v nonyyaTe unu
oTNpaBnATb Kagpbl M3 Heckonbkux VLAN, wcnonb3yetcss pns MNoAkioYeHust
koMMyTaTopoB U K nonb3oBatenen.

[na o6paboTku AaHHbIX MeXay rMopuaHbIM U MarucTparnbHbIM NOpTaMu HET pasnuyui.

EOVHCTBEHHAs pasHMUa — Korga OHU OTMPAaBRSOT AaHHble: MOPUAHLIA MOPT MOXET

oTnpaBnaTb kagp M3 Heckonbknx VLAN n 6e3 Tera, B TO BpeMsi Kak MarucTpanbHbIi nopT

MOXeT oTnpaBnsATb 6e3 Tera Tonbko kagp VLAN no ymonuaHmio.

B Ttabnuue 6-1 nokasaHbl TUMNblI coeanHeHns 1 metoabl obpaboTkm kagpos ans VLAN no

YMOJTYaHUIO.

Twn nopTa | Oins kagpoB 6e3 Tera [Ons kagpoB c Terom [ns oTnpaBKu KagpoB
Doctyn MonyyaeT kagp n Ecnu npeHtudwmkatop | Yoansert Ter u otnpaenseT
nobasnset Ter ans VLAN VLAN coBenagaert ¢ Kaap.
no yMOomn4aHuio. naeHTudurkatopom

VLAN no ymonyaHuto,
nonyyaeT TeKyLLWiA
kagp. Ecnn
vaeHTudgukatop VLAN
oTnuyaeTcs oT
naeHTudukaTopa
VLAN no ymonyaHuto,
kagp oTbpacbiBaeTcs.
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Tvn nopTa [ns kappoB 6e3 [inA KappoB ¢ Terom Ona oTnpaBKu Kagpos
Tera
MarucTpanbHbIi [o6GaenseT Ecnu nagentudukatop | Ecnu nagentudukatop VLAN
mbpuaHbIi naeHTudukaTop VLAN Haxoautcs B coBnagaet ¢
VLAN no cnucke paspelueHHblX, | naeHtudmkatopom VLAN no
YMOMYaHUI0, eCnu TO nonyyaeT Kkagp. YMOMYaHUI0, 1 OH HaxoamuTCs B
aToT Ecnu naeHTndpukaTtop | cnvcke paspeLleHHbIX, TO
naeHTudukaTop VLAN HaxoguTtcsa B yaansieT Ter u oTnpasbTe Kagp.
BKIMHOYEH B CMUCOK cnncke 6nokuposku, To | Ecnu naeHtudukatop VLAN
pa3peLLeHHbIX, TO oTGpacbIBaeT kagp. BKJTHOYEH
nony4aeTt Kkagp v B CMUCOK pa3peLleHHblX, TO
nobasnseT Ter oTnpaBnseT Kkaap.
VLAN no Mcnonb3ayiite napametp port
YMOMYaHUIO. hybrid untagged/ tagged vlan
[obasnset («vlan rmubpugHoro nopta c
naeHTudukaTop Teramun/6e3 Teros») Ans
VLAN no HaCTPOMKN OTMNPaBKN C TEFOM
yMOMn4aHuio, ecnu unu 6e3 Hero.
aToT
naeHTudukatop
HaxoguTcs B CNMCKe
BrOKUPOBKM, TO
oTGpacbIBaeT kagp.

Tabnuua 6-1

Mpumep koHdUrypaumm.
1 CerteBoe coeuHeHve

MK 1 n IP-kamepa 2 oTHocATcs kK ogHomy oTtaeny, MK 2 n IP-kamepa 1 oTHocaTCA K

apyromy otaeny. CBsisb BHYTpY OTAENA YCTAHOBIEHA, HO CBA3b MeXay OTAeNamu He

peanu3oBaHa.

Vlan 4
KommyTatop A MopT 3 KommyTatop B

MK 2

Vlan 3

Vlan 2
MopT 2
(’_ IP-kamepa 2

MopT 2

IP-kamepa 1 (’

PucyHok 6-6

2. AnnapaTHoe nopkmtoyeHne
(1) MK 1 nogkntovaetcs k nopTy 1 koMMyTaTopa A 1 oTHocuTcs K vlan 2, IP-kamepa 1
noaknioyaeTcs K nopTy 2 kommyTaTopa A 1 oTHocuTtes K vian 3.
(2) K 2 nogkntovaetcd k nopTy 1 kommyTaTopa B n otHocuTes K vian 3, IP-kamepa 2
noJknioyaeTcs K nopTy 2 kommyTaTopa B 1 oTHocutes k vian 2.
(3) Mopt 3 koMMyTaTOpa A nogknoyaeTcs k nopTy 3 koMmmyTaTopa B u oTHocuTest K
vlan 4.
3 Hactponku
koMmmyTaTop A: MopT 1 OTHOCUTCA K vlan 2, OH HacTpoeH Kak NopT JocTyna, nopT 2
OTHOCUTCA K vlan 3, OH HacTpPOeH Kak NopT AOCTyNna, MOPT 3 HACTPOEH Kak MarncTparnbHbIi
nopT 1 OTHOCKTCA K vlan 4, n OH no3sonseT nponyckatb Tpaduk vian 2, 3 n 4.
KommyTatop B: nopT 1 oTHOCUTCS K vlan 2, OH HacTpOeH Kak nopT AocTyna, nopT 2
OTHOCUTCSA K vlan 3, OH HacTpPOeH Kak NopT AOCTyNna, MOPT 3 HACTPOEH Kak MarncTparnbHbIi
M OTHOCUTCA K vlan 4, 1 oH No3BonseT nponyckatb Tpaduk vian 2, 3 n 4.
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CM. p1cyHoK 6-7.

System Config VLANLSt  [Port VLAN Configuration]
Port Management

) PotvAl_ EgussTagong Aoweavias |
1 Access - [
Accass
Access
4 Access - 1
Accass
> SNNP Satings
Access Sln
> 8021
7 Access -
> 1GNP Snooging
Accass
PoE
s Access -
0 Accass - 1
1 Access
2 Access - 1

" Accass -

14 Access

Pmc;yHOK 6-7
6.3. ArpermpoBaHue KaHanoB

ArpermpoBaHve kaHanoB COCTOUT B TOM, YTODObI 06beANHNTL HECKONBKO PU3NYECKUX
NMopTOB KOMMYyTaTtopa B OAWMH Nornyeckuit. Heckonbko KaHanoB, npuHagnexawmx K
OLHOW W TOW Xe rpynne arperaumm, MOXHO paccMaTpyBaThb Kak NOrMYyeckvMin kaHamn c
BonbLuel MPONyCKHON CMNOCOGHOCTLIO.

ArpermpoBaHve KaHanoB Mo3BONMUT obpabaTbiBaTb MOTOK Cpasy HECKONbKUM
nopTam-4rieHaM rpynnbsl arperauuu, 4TO yBENM4MBAET MNPOMYCKHYI0 CMOCOBHOCTb.
Mexay Tewm, B3aVMHOE AMHAMUYECKOEe Pe3epBHOE KOMMpoBaHWEe MOXeT ObiTb
peanusoBaHO MexXay KaxablM MOpPTOM-YIIeHOM B TOW e rpynne arperauuu, 41O
ynyyLlaeT HaAeXHOCTb COeANHEHUS.

Heobxoanmbl onpefieneHHble HaCTPONKY NOPTOB-YIIEHOB, NPUHAANEXALLMNX K OAHOW U
TOW e rpynne arperaumn. OTM HacTpolku BknovatoT B cebss STP, QoS, VLAN,
cBoWcTBa nopta, uccnegosaHne MAC-agpecoB, 3epkanupoBaHue, 802,1x
dunbTpauno MAC-agpecoB 1 T. 4.

MpumeyaHue:

He pekomeHOyeTcsi HacTpavBaTb OTAESIbHbIE MOPTbl M MPUMEHSATH PacLUMPEHHbIe
hyHKLMW ANs NOPTOB, KOTOPbIE UCTMIONb3YHTCSA AJ1S arperupoBaHns KaHanos.

CylwiecTByeT ABa TMNa arperMpoBaHusi kKaHarnoB — cratudeckas arperaums n LACP.
Kak npaBuno, MpoTMBOMOMOXHbIE  KOHEYHble  YCTPOWCTBA  arpernpoBaHust
KOMMYTaUMOHHbIX KaHaNoB — 3TO KOMMYTaLUMOHHbIE U CETEBbIE KapThbl.

6.1.3. Pexxum ctatuyeckoro arpermpoBsaHusi

Pexnm cratuyeckoro arperMpoBaHvsi MO3BOMSET BPYYHYL [06aBnsSiTb HECKONbKO
4YreHoB B rpynny arperauuu, Bce MOPThbl HaxXoOsTCA B COCTOSIHUM MEPECHLINKN U
COBMECTHO WCTOSIb3YIOT MNeperpyxeHHbIn noTok. HeoGxogMmo cosgatb rpynny
arperaumm n fobaBuTb MOPTbI-YNeHbl Yepe3 py4yHyl HacTponky 6e3 yyactuss LACP
(Link Aggregation Control Protocol — npoTokona arpermpoBaHus KaHarnos).

o Pexxum 6anaHCUpOBKU Harpysku

CywecTtByeT Tpu Tna anroputMa 6anaHCcUpOBKWM Harpysku Afisi nopTa, KOTOopbiv
rnokasaH B criegytoulen Tabnuue.

Pexxum 6anaHcupoBku | Npumeyanue

Harpysku

MAC-agpec NCTo4HuKa PacueT 6anaHcupoBku Harpy3ku Ha ocHoBe MAC-adpeca UCTOYHUKa
naketa

MAC-agpec Ha3HayeHusi | PacuyeT 6anaHcupoBku Harpysku Ha ocHoBe MAC-adpeca HasHauYeHust
nakerta.

MAC uctouHuka un Pacyet 6anaHcupoBku Harpy3ku Ha ocHoBe MAC-agpecoB UCTOYHMKA U

HasHaveHus HasHa4yeHus naketa

2 8 Tabnuua 6-2

e [pynna arpermpoBaHus

3710 cbopHas rpynna noptoB Ethernet. MopaepxkuBaeMoe KONMYECTBO rpynn arperauuu no
YMOMYaHUIo PaBHO TPEM, U3MEHUTb 3TO YMCIIO HeMb3s. CTaTyc MO YMONYaHUIo ANs BCEX rpynn
arperaumm — OTKMIOYEHO, MO YMOMYaHWIO MOPThbI B FPYRMax OTCYTCTBYHOT.

e [lopT-uneH rpynnbl

Mo ymonyaHuio kommyTaTop CO3Aan Bce AOCTYMNHbIE rPynMbl arperauumn, Ho He fo6aBun B HUX
HW ofHoro nopta. Ecnu Bbl XOTUTE HACTPOMTL MOPTLI-YNEHbI FPYNMbl arperaummn, To BHavyane
BKIOUMTE rpynny arperaumu. [na 3TOro LWenkHuTe rpynny arperaumu, B KoTopow Oyaer
HaxoAWTbCS MOPT, U BKMHOYUTE OYHKLMIO arperauuu.

CM. pucyHOk 6-8, Ha KOTOPOM MpeAcTaBfeH WHTepdenc KoHdurypauum craTtuyeckon
arperaumm, BKITIOYaLWMA pexum 6anaHCMpoBKM Harpy3ku, rpynny arperaummn n yyacTteyrowmne
nopThbl.

‘Spanning Tree Link Aggregation Mode MAC Srca Dst
T

> QoS setings

Lo e e e |

> 8021

State Disable. - Diseble - Disable -

> IGMP Snooping

Tive Static - static - static -
PoE

Operation Key 1

Time Out Long Timeout

Aty Passve

6.3.2. Pexxum LACP Pucyok 6-8

LACP (Link Aggregation Control Protocol — npoTokon arperMpoBaHus KaHanoB) NCNONb3yeTcs
Ona peanu3aumn OMHaMUYECKOW KOHBEPreHuMyM 1 paspeneHnsl KOHBEpreHUMM KaHanoB Ha
ocHoBe cTtaHgapTa |IEEE 802.3ad. Ob6e CTOpPOHbI YCTPOWCTB KOHBEPreHUMU KOHBEPTUpYT
noaxodsiuve kaHanbsl ¥ NPUHUMAlOT U OTMPaBNSIOT AaHHble ¢ nomollbio naketos LACPDU,
obmMeHuBasicb nHOpMaLen o KoHBepreHummn. NMpoToKoN MOXeT aBToMaTn4eckun 406aBnsATb 1
yAanATb NopThbl B rPynne KOHBEepreHumn, oH obnagaeTt BbICOKON MMOKOCTbIO 1 obecnevnsaeT
BO3MOXHOCTb HanaHCMpPOBKU Harpy3aku.

Mocne BknouveHuss yHkumm LACP nopta nopT 6yaeT nHopMupoBaTb NPOTUBOMONIOXHYH
CTOPOHY O CMCTEMHOM npuoputeTte, cuctemHom MAC-agpece, Homepe nopTta, npuoputeTe
nopTa 1 onepaLMoHHOM Kriode (onpefensieTcs U3NYECKMKU CBOWCTBaMU, UHdOpMaLmen
NPOTOKOSa BEPXHErO YPOBHS 1 YNPaBASAOLLMUM KIOYOM NOpTa).

CTopoHa C BBICOKMM MNPUOPUTETOM YCTPOMCTBA OyAeT AOMMHMPOBATb B KOHBEPreHumMu 1
pasfeneHun koHBepreHumn. MNpuopuTeT ycTpoicTBa onpeaenseTcs CUCTEMHbBIM NPUOPUTETOM
n cucteMHelM MAC-agpecoM. YCTPOMNCTBO C MEHBLUMM 3HAa4eHUMeM CUCTEMHOro mpuopuTeTa
umeeT Gonee BbiCOkUM npuoputeT. Ecnn 3HaveHWe cucTtemHOro npuoputeTa yCTPOMCTB
oavHakoBoe, 6ornee BbLICOKWIA MPUOPUTET MMeEEeT YCTPOWCTBO C MeHbwmm MAC-agpecom
cuctembl. CTopoHa c 6Gonee BbICOKMM NPUOPUTETOM YCTPOMCTBA BbIOMPaeT MnopT
KOHBEPreHUMn B COOTBETCTBMU C MPUOPUTETOM MOPTa, HOMEPOM MopTa M OnepauMOHHbIM
knto4yoMm. MopTbl C OAMHAKOBBLIM OMEpPaLMOHHBIM KMto4oM OyayT BblOpaHbl B OAHY rpynny
KOHBepreHuun. B rpynny KoHBepreHumu BbIOMPAOTCA NOPThl C MEHbLUMM 3HaYeHneMm
npuopuTeTa; ecnu npuoputeTbl NopToB OyayT oauHakoBbl, TO OyayT BbibpaHbl NOpTbl C
MeHbLIMMKU HOMepamu. BblbpaHHble nopTbl GydyT BMecTe KOHBEprypoBaTb BXOASALUMA U
ucxofsawmin  Tpadwmk, nocne Toro kak obe CTOpoHbl 0BMeHsioTCs UMHopmauven o
KOHBEpPreHumu.
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MapameTpbl koHUrypaumm npoTtokona LACP B ocHOBHOM Bkmo4valT B cebs
BO3MOXHOCTb BKMtoveHuss dyHkumm LACP nopTta, 3HayeHwe Koya, aKTUBHOCTb
(aKTUBHBI/NACCUBHBIA PEXUM) Y KOHUIypaLmio TaiM-ayTa.

MopThl, KOTOpble paspellaoT Tonbko npoTokon LACP, peanusyloT cornacoBaHue
LACP, a satem dopmupyeTca KaHan KoHBepreHuun. CekpeTHbI KoY SBnsieTcs
OCHOBOW AN COrNacoBaHWs, NOPThbl C OAHUM U TeM Xe CEKPETHbIM KIo4oM BeayT
cornacoBaHve Ans (opMMpPOBaHuWs KaHana koHeepreHuun. CyllecTByeT ABa pexvma
COrnacoBaHUss — aKTVMBHBIN M MacCUBHBIA. YCTPOWCTBO OyAeT aKkTMBHO 3anyckaTtb
KOHBEPreHumio KaHanoB npu BbibOpe active («akTWBHBINY), YCTpOWCTBO OyaeT
NMaccvBHO MPUHWMAaTb  COrNAacoBaHWUSl  KOHBEPreHuuu, 3anylieHHble  OpYyrumu
yCTpONCTBaMM, koraa BolbpaHo passive («NacCuBHBINY).

Heobxogmmo, 4Tobbl MO MeHblUen Mepe OJHa UMM [Be CTOPOHbl HaXoAunucb B
aKTVBHOM pexume, 4Tobbl peann3oBaTh yCrelHoe cornacoBaHue npu B3avmMoCBsA3N
OBYX YCTPOWCTB.

3HaveHWe Knioya: YneHaMm OAHON U TOW e rpynrbl KOHBEPreHuun AOMmKeH ObiTb
HaCTPOEH OOMH U TOT Xe KroY onepaumu B gnanasoHe oT 1 go 65 535.

AKTVMBHOCTb: MO YMOMNYaHUIo criegyeT BbiopaTb aKTUBHbIV 1 MACCUBHbBINA PEXMMBI: O4HA
CTOpOHa, KoTopasi y4yacTByeT B AWHAMUYECKOW KOHBEpreHuuwu, [omkHa ObiTb
HacTpoeHa B aKTMBHOM pexumMe, a Apyras CTOpOHa [ofkHa ObiTb HacTpoeHa C
NacCMBHOM peXuMe.

Bpemsi oxugaHus: N0 yMOMYaHWIO YyCTaHOBMNEHO 3HadyeHne Long Timeout
(«AnuTenbHoe Bpems oxuaanusa»). MoxHo yctaHosuTb Long Timeout n Short Timeout
(«KopoTkoe Bpems oxuaanusi»).NMpumep KoHdUrypaumm:

1 TpeboBaHue k ceTn.
Heobxogumo peanunsoBaTtb pe3epBYpOBaHNE KaHamnoB W AByXKaHanbHYH CBS3b MO
kaHany GB uyepe3 (yHKLMIO arpermpoBaHue KaHanoB, MOTOMY YTO €CTb CKpbITas
npobnema co cBA3blo TONbKO Yepes kaHan GN.
2 LWarn HacTponkm
(1) BbibepuTte rpynny arperaumm 3, LWeNkHWTE No noptam 25 n 26.
(2) Bblbepute pexum arpernpoBaHus kaHanos LACP, HacTponTe akTMBHOCTb Kak
Activity («<AKTUBHbBINY).
(3) Haxmute Submit («[loaTBEpPAUTLY»), YTOOLI NPUMEHUTL KOHUIYpaLUIO.
(4) Bblbepute pexum arpernpoBanusi kaHanoB MAC Src&Dst («MAC ncTouHMKa u
Ha3HayeHusi»), pesynbTaT KoHdWUrypaumm nokaszaH Ha pucyHke 6-10. [Ons
COOTBETCTBYHLLMX YCMNELLHO arpermpoBaHHbIX MOpToB byaeT otobpaxaTbes V.

Ta6nuua 6-9

6.4. Hactpounku QoS

KavectBo obcnyxmBaHna (QoS) oTpaxaeT CnocobHOCTb CeTu YAOBMETBOPSATb
notpebHocTn knueHToB. B UHTepHeTe QOS cnyxuT Ans oueHKn crnocobHOCTUN ceTn
nepeckinatb NakeTbl pasHbix cnyx6. OueHka OCHOBLIBAETCA HA pPasHbIX KPUTEPUSIX,
MoCKONMbKy CeTb MOXET TMpeaocTaBnsATb pasnuuHble ycnyrn. Kak  npaswrio,
adpekTBHOCTE QOS oOnpepensieTcs NPOMYCKHOM CMNOCOBHOCTbIO,  3a4epXKKOW,
KUTTEPOM U NoTepeii NakeToB BO BPEMSI NPOLiecca NnepechIsnku.

30

B TpagvumonHon IP-cetn 6e3 QOS ycCTpOWCTBO paccmaTpuBaeT BCe NakeTbl
0oOMHaKoBO, Ha OcHoBe nocneposaTtenbHoi odepean (FIFO). YcTpoiicTBo BbigenseT
HeobXxoanMble pecypcCbl B 3aBUCMMOCTM OT BpeMeHW npubbiTust nakeTta. Bece nakeTobl
COBMECTHO MCMOMb3YOT PECYpPChbl CETU U YCTPOMCTBA MO Mepe NOCTYNNEeHUs nakeToB.
Takon BuAg ycnyr HasblBaeTCs HerapaHTupoBaHHou poctaBkon (Best-Effort). OH
3afefCcTByeT MaKcMmarbHble YCUNMUS Ans OTNPaBKW MakeTa B NYHKT Ha3Ha4YeHus, HO
HeT rapaHT1n NN yBEPEHHOCTY B OTHOLLEHUN 3a4epXK1, AXUTTepa 1 koadduumeHTa
noTepu NakeToB BO BPEMS MpoLecca NepechIniki NakeTos.

TpaavumnoHHas NoNUTYKa HerapaHTMPOBAHHOWM AOCTaBKOW NpeaHasHaveHa ansa WWW,
CnyX0bl 3MEKTPOHHON MOYThI, KOTOPasi HEYYBCTBUTENMbHA K NMPOMYCKHON CMIOCOBGHOCTH
unn 3agepxke. Ho cenyac HoBbI passuBakowmiics 6usHec Tpebyet ot IP-cetn
BbICOKOrO YPOBHS 06cnyxuBaHus. [onb3oBaTenb He MPOCTO XOYET OTNPaBUTb MaKeT B
MYHKT Ha3Ha4YeHUs1, OH TalkKe XO4eT Nony4nTb Gonee Ka4eCTBEHHbIN CEPBUC BO BPeMst
npoLiecca nepechbInkv: 0cobyto NMPOMyCKHY CMOCOBHOCTb CETU, YMEHbLUEHWE NoTepn
nakeToB, ynpaBrieHNe CEeTEBbIMU Neperpy3kaMun Unn nx yCcTpaHeHue, KOPPEKTUPOBKY
ceTeBbIX NOTOKOB. Bce aTo TpebyeT OT ceTn GonbLUNX BO3MOXHOCTEN 06CMyXMBaHNS.

6.4.1. Neperpy3ka ceTn

B CrNOXHOW MHTEPHET-CPEAE U MEHSIOLLEMCS OKPY>KEHUM Meperpysku npovcxoasT
o4eHb YacTto. Cm. pucyHok 6-10.

100 M6uT/c >10 M6ut/c

(100 M6uT/c + 10 MéuT/c + 50 M6uT/c) > 100 Méut/c
PucyHok 6-10

1) Ha pucyHke nokasaHbl FpynmnoBble NOTOKM OT BbICOKOCKOPOCTHOFO COEAMHEHNS K
YCTPOMWCTBY U anee Yepe3 HN3KOCKOPOCTHOE COeaNHEHUE.

2) [pynnoBble NOTOKU NOAKMOYAKOTCS K CETEBOMY YCTPOMCTBY YePE3 HECKOIbKO
nopToB, a 3aTeM NepefanTcsl Yepes OAMH NopT (CKOPOCTU HECKOSBbKNX BXOOHBIX
nopToB 6orbLUEe, YeM CKOPOCTb BbIXOAHOMO NopTa).

Ecnn CKOPOCTb NOTOKa CITULLKOM BeJTnKa, OH MOXEeT CTOJIKHYTbCA C HEAOCTaTKOM

pPecypCcoB, UTO NPUBEAET K neperpyske noToka. [NprnynHon neperpyskm MoXeT ObiTb He

TONMbKO HU3Kasi MPOMYCKHas CNoCOBHOCTb kaHana cBsi3u, HO 1 No6o HeJocTaTokK

pecypcoB B MECTE HasHayeHus (Hanpumep, OCTYMHOe NpoLeccopHoe BpeMsi, bydep,

pecypcbl NamsATV) MOTYT NPUBECTH K neperpyske. Kpome Toro, ecnu ynpasnexue

NMOTOKOM B KaKOW-TO MOMEHT BbIXOAMT 3a Npefernbl Anana3oHa U HET JOCTaTOUHbIX

CeTeBbIX PECYPCOB, 3TO MOXET BbI3BaTb NeEPErpy3ky cetu.

Meperpy3ka umeeT psig HEraTUBHbIX NMOCNEACTBUIA:

e [leperpyska yBenuunBaeT 3afepxKy nepeaaqv nakeToB v JKUTTEP, BbICOKast
NaTeHTHOCTb MOXeT NPMUBECTU K OTNpaBKe NnakeTa CHOBa.

° I'Ieperpyaka 3amennaeT Bxogdluime n ucxogdiine notokn Cetu U CHMUXaeT ypoBeHb
MCMNONb30BaHUs CETEBbLIX PECYPCOB.
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e [leperpy3ka NoTpeGnsieT OrpoMHOE KOSIMYECTBO CETEBbIX PecypcoB (0COGEHHO
pecypcoB XpaHeHusi), HenpaBuibHOe pacnpenerieHne pecypcoB MOXET NpPUBECTU
K c6OI0 CUCTEMBI.

Takum obpasom, neperpyska NpensTCTBYeT CBOEBPEMEHHOMY MOMYyYEHUIO PECYPCOB

NOTOKaMU U ABNSIETCH UCTOYHUKOM CHUDKEHUSI MPOU3BOAMTENBHOCTM CETU. B CNOXHbIX

YCNOBYWSIX, KOrAa NMpoucxoamT rpynnoBoii 06MeH M MHoronosb3oBaTenbckas paborTa,

neperpyska HensbexHa. Takum obpa3om, AoMmKeH ObITb HaWAEeH Hagnexalumn cnocob

CNpaBUTLCS C Neperpyskon.

6.4.2. YperynupoBaHue neperpy3ok

[MpsMbIM MeToAOM pelueHust Npobrnembl HEXBATKM PECYPCOB SBNSETCS YBENUYeHune
MponyckHol crnocobHocTu ceTn. Ho mponyckHasi crnocobHoCTb MMEET CBOW npegen,
OHa He MOXeT YCTpaHWTb BCce Mpobrembl, BO3HMKalLWWe B pe3ynbTate neperpysku
cetn. bornee addeKTMBHBIM CMOCO6OM pelleHns npobnemMbl neperpysku cetu
sBnseTcs AobaBneHve (OyHKUMM ynpaBreHnsi MOTOKOM U pacnpeferneHnsi pecypcos
ceTn. OTO MNO3BOMMT MPEAOCTaBMNATb pPasfUYHble YCnyrm B COOTBETCTBUM C
pa3nuyHbiMU BGusHec-TpeboBaHUsSMKW, a Takke pacnpefensTb U MCNonb3oBaTb
pecypcbl 6onee pasymHo. Bo Bpemsi npouecca BblAeneHnss pecypcoB U yrpaBreHus
NMOTOKOM TMOMbITANTECH KOHTPONMPOBAaTh HampaBreHWe WM KOCBEHHblE HaKTopbl,
KOTOpbIE MOTYT Bbl3BaTb NEPErpy3Ky ceTu, YToObl yMEHbLUINTL YacTOTY BO3HUKHOBEHWS
neperpy3ku. Korga npoucxoguTt neperpyska CeTW, MOXHO BblOEnsiTb pecypcbl B
COOTBETCTBUM C TUNOM Gu3Heca n TpeboBaHUAMM, YTOObI 40 MUHUMYMa COKpPaTWUTb
BMUsIHWE Neperpy3ku Ha paboTy KoMMaHuK.

6.4.3. NMnaHupoBaHue ovyepeamn

O6bl4HO  NnaHupoBaHWe o4epedell  UCMOMb3yeTcs, 4YTOObl  OTperynmposaTb
ynpaBneHve neperpyskamu. JIMHENHbIN anroput™ NpUMeHsieTcs Ans Knaccudukaumm
MOTOKOB, @ anropuTM npuopuTeTa — AN OTNPaBKWN ONpeAeneHHbIX TUMOB NOTOKOB B
nepsylo ouvepedb. Kaxabln anroputm odepean npedHasHaveH Ans yCTpaHeHus
npobnem, cBsi3aHHbIX C OXMAaHWEM CeTEeBOro NoToka; OH MMeeT BonbLLOoe BNUsiHWE Ha
pacnpegerneHve pecypcoB Norockl MPOMyCKaHUs, 3aQepXKy, KUTTep U T. 4.
Hactoswaa cepuss KOMMYyTaTopoB MOAAEPXMBAET [Be O4epean MNpUoOpUTETOB:
oyepedb C BbLICOKMM MPUOPUTETOM U o4epedb C HU3KUM npuoputeToM. [MpuoputeT
Kaxgoro nakeTa ycTaHaBnvBaeTCs B COOTBETCTBUM CO Creaylolwvmy YeTblpbMs
hakTopamu.

1 ®dusanyecknin nopr.

2 Ter 802.1Q VLAN.

3 Crtpoka TOS/DS IP-nakeTa.

4  Topt TCP/UDP.

Korpa ecTb Heckonbko HacTpoek Q0S, 0AuH 13 NPUOPUTETHBIX ANEMEHTOB HAaCTPOMKN
CTaHOBUTCS BbICOKOMPUOPUTETHBLIM, 3aTeM arnieMeHT OyaeT nomelleH B CTPOKYy C
BbICOKMM MpUOpWUTETOM, Mocfe Yero oTnpasnieH. Korga ecTb HeCKOnbKO BbICOKUX
npvopuTeToB, AN TOrO0 e YPOBHS, OHM o0OpabaTbiBalOTCA Ha OCHOBE
nocneposatensHomn oyepeau (FIFO).

6.4.4. Pexxum npmnoputeTa

Kaxxabll NonyyYeHHbI NakeT pasmevaeTcs Kak MMELLMA MMBOo BbICOKUIA, NGO HU3KKIA
npuopuTeT. YCTaHOBKa NpuopuTeTa naketa umeet Tpu pexmnma. CM. pucyHok 6-11.

[ i Hoce [Pt poscr basedicoLD? Fon sed
Fortanagement

PucyHok 6-11
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Cwm. Tabnuuy 6-3 ¢ nHcpopmMaumert o pexume npuopuTeTa.

HavmeHoBaHune MpumevaHue

First In First Out MepBbIii NoNy4eHHbIV NakeT 6yaeT nepeHanpasneH nepsbiM. Mpu

(FIFO) oTKMoYeHNn cyHKUMn QoS ycTpoiicTBO ncnonbayeT pexum FIFO ans
06paboTKM NakeToB.

Brauyane Bbicokuii YCTpOICTBO NepechbinaeTt nakeTbl B COOTBETCTBUM C YKa3aHHbIM YPOBHEM

npuoputeT npuoputeTa.

B3aBelueHHbIN

LMKITNYECKINiA YCcTaHOBWTE YpOBEHb BECA, YTOObI M3MEHUTL NMPOLEHT NEPECHINKU NaKETOB C

anroputm BbICOKWM MPUOPUTETOM M HU3KUM MPUOPUTETOM.

Tabnuua 6-3
6.4.5. QoS Ha ocHoBe nopTa/802.1 p/DSCP

System Config Priority Mode IPI:RIBI‘IZJ p/DSCP EisEdITCP/UDP Port Based|
Port Management

b

CICEEIE IR &

Device PortBased 502 1p Based DSCP Based
S Disable Disable Disable
Spanning T
> SEIIED Disable Disable Disable

> v Disable Disable Disable

> Link Aggregation

QoS Settings

> Securty

Disable Disable Disable
Disable Disable Disable
Disable Disable Disable
> SNMP Setings
> 8021%

> IGMP Snooping

Disable Disable Disable
Disable Disable Disable
Disable Disable Disable
PoE Disable Disable Disable
Disable Disable Disable
Disable Disable Disable
Disable Disable Disable
Disable Disable Disable
Disable Disable Disable
Disable Disable Disable

Disable Disable Disable

Disable Disable Disable

PucyHok 6-12

Ha ocHoBe nopra

Koraa ans nopTa 3adaH BbICOKMIA NPUOPUTET, MPUHATBLIE MaKeTbl MOMELLAIOTCS B ovepedb C
BbLICOKUM npropuTeToM. Kaxxgomy nopTy MoXeT BblTb YCTaHOBIEH BbICOKUIA MPUOPUTET.

Ha ocHoBe 802.1 p

MpuoputeT 802.1 p HaxoAMTCA Ha BTOPOM YpPOBHE 3arornioBka naketa. Micnone3yeTtcs B cpege,
roe HeT HeobOXOAUMOCTW aHanM3npoBaTb 3arofloBOK TPETbero YPOBHA W rapaHTupyeT
cobnogeHne QoS Ha BTOPOM ypOBHE.

3aronosok I FCS
Hasnauenue McTouHmnk 802. 1Q /TJ;::Ha NaHHele (CRC-32)
Anpec Anpec TPID [TCI

6 GavitoB 6 GariToB 4 6anta 2 6anta 46-1500 GavitoB 4 Ganta

PucyHok 6-13

Ha pucyHke 6-8 ueTbipexbantoBbii Ter 3aronoska 802.1Q BknovaeT 2-6aiiToBbIN
naeHtudukatop npotokona TPID (Ter npeHTndmkaTopa npotokona) n 2-6antosbin TCI (Ter
ynpasnenus nidopmaumen). 3HaveHne TPID pasHo 0x8100. Ha pucyHke 6-14 otobpaxaetcs
nogpobHoe copepxumoe 3aronosBka Tera 802.1Q, ctpoka Priority — npuoputet 802.1p.
MpuopuTeT HasbiBaeTcs 802.1 p, MOCKOMbKY NPUOPUTET OonpeAeneH B cneuvdukaumsax 802.1p.
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Bant 1 Bant 2 Bant 3 Bant 4
TPID (Ter ngeHtndukatopa TCI (Ter ynpaBneHus ynpasreHus
npoTokona) nHdopmaumen)

1100000010 [0[0]0]0[0 |0 0| memparer | | CFI VLAN ID

CyHOK 6-14
Cwm. Tabnuuy 6-4 ¢ nicpopmaumeii o npmoputete 802.1p.

Ouepenpb npuoputeTos | Mpuoputet 802.1 p | MpuroputeTt 802.1 p| Kntoyesble cnosa

(necatnyHas (nBonyHas

cuctema) cuctema)
HuakonpuoputeTHas 0 000 best-effort
ouepenb

1 001 background

2 010 spare

3 011 excellent-effort
BbicokonpuoputeTHas | 4 100 controlled-load
ouepenb

5 101 video

6 110 voice

7 111 network-management

Ha ocHoBe ctpoku TOS/DS IP-nakeTa

HasHavenve | Appec 802.1B OnvHa XI_ER=010 3aronosku TOs* _
Apnpec WCTOYHUKA* | 3aronoBkax | /tun IPVA-1 Pa3wvep
6 6anToB. 6 6aiiToB. 4 GanTta 2 6ata 4 6uta 4 6uta 6 6utoB 2 Buta

PucyHok 6-15

Ha pucyHke 6-10 ctpoka ToS 3aronoBka IP-naketa umeet 8 6ut, RFC2474
nepeonpegensietr gomeH ToS 3aronoBkoB |P-nakeTa, KOTOPbIA Ha3blBaeTCA
anddepeHumpoBaHHbiMm criyxkbamn. DSCP npvoputeT ncnonb3yeT nepsble 6
6uToB (0-5). 3HaueHne HaxoouTcst B ananasoHe ot 0 oo 63, a nocnegHve 2 6uta

(6,7) — 3apesepBupoBaHHble. Hdopmauumto o npuoputete IP cm. B Tabnuue 6-5.
o IP-npuoputet IP-npuoputet
Yepeab NpYOPUTETOB KntoyeBble crioBa
(pecatnyHas cuctema) | (ABonyHas cuctema)
Ouepenpb C BbICOKUM 46 101110 ef
npuoputeTom 1 10 001010 afll
18 010010 af21
26 011010 af31
34 100010 af41
48 110000 cs6
56 111000 cs7
HuskonpuoputeTHas
oyepeab Mpoyne XXXXXX
Tabnuua 6-5
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6.4.6. MNopt TCP / UDP

TCP v UDP ucnonb3ayoT 16-6UTHbINA NOpT ANs pacno3HaBaHus npunoxeHuin. OBbIMHO cepBep
ucronb3yeT NopT Ans pacnosHaBaHus. Hanpumep, TCP-nopT FTP-cepBepa — ato 21-i1 nopr,
TCP-nopt cepBepa Telnet — 23-i1, UDP-nopt TFTP-cepBepa — 69-in. Bce cnyx6bl TCP/IP
ucnornb3yT 0bLlen3BecTHble NopThl ¢ 1 no 1023.

System Config Priority Mode  |Port/802 1p/DSCP Based| TGP/ UDP Port Based|

Port Management

Device

FTP

> Spanning Tree
SSH

TELNET

SHTP

>
> Link Aggregation
> Security
> SNMP Setlings

> 8021
POP3

> IGMP Snooping ETE

PoE TP

NETBIOS
[
SNMP
HTTPS
MsN

XRDRDP

PucyHok 6-16

Ha pucyHke 6-16 nokasaHo, YTO KOMMYTaToOp 3TOW cepum MoxeT obpabaTtbiBaTb NPUHATbIE

nakeTbl Ha ocHoBe TCP/UDP-nopta, Takoro kak FTP, SSH, TELNET, SMTP 1 DNS. 3gecb

MOXHO YCTaHOBWTb BbICOKWUIA, HU3KWUI NpUOpUTET naketa unun cbpocutb ero. Hactporika no

ymonyaxuio — FIFO.

Mpumep KoHdUrypaumm.

1. MopakntoyeHune kK cetn

e Ha pucyHke 6-17 nokasaHo nogknioyeHve yctponctesa k FTP-cepeepy v ncnonb3oBaHne
nopta 1 u nopta 2 Ans NOAKMYEHNs YCTPOMCTBA.

e [lpaBunbHO HacTpowTe dyHkumMo QoS, nopT 2 nmeeT Gonee BLICOKUIA MPUOPUTET, Yem
nopt 1, n 3abnokmpoBaH ans goctyna k FTP-cepsepy.

=" FTP cepsep

MopT 2

Mopt 1

PucyHok 6-17
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2. Hactpouku

(1) YcraHoBuTe pexum ycTpoiicTBa B pexum all high before low («BHavane Bbicokui
npuopuTeT»)

System Contig Priority Mode [Porliii2 1pDSCP Baseaf ICRUUDP Pod Base
Port Management

PucyHok 6-18
(2) YcTaHoBUTE NOPTY 2 BLICOKUIA NPUOPUTET.

mencors  ECTIEREIEEIEETEE |

Port Management

Ousnble - Disable - Cuamtle -
g Tree

Enable - Dizabie - Cusatle N

Disabin

2
3 Desbie - Disabin - [
4

Ounble -

Disabie
Desabie

Dizabie

g .,
3

Desabin
Desabin
Disabie

1
%

Disabie

i
¥

Desabin
Desabin
Disabie
Disabie

Disable

i

¥ 3
1

H

Disabie

PucyHok 6-19

(3) YcraHoBuTe oTka3 oT FTP-nakeToB AaHHbIX, 3a6nokupyiiTe goctyn k FTP-cepepy.

System Config
Part Management

> Sparming Tree

wa

MEWS.

NETEICS

PucyHok 6-20
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6.5. BesonacHocCcTb

MAC (Media Access Control) peructpupyet B3aumocssasb mexay MAC-agpecom n nopTom, a
TaKke nopT, oTHocAwmnes k VLAN, n 1. 4.

6.5.1. Cnucok MAC-apgpecoB

Korpa ycTponctBo nepecbinaer nakeT, oHo npousBogut nouck MAC-agpeca HasHayeHus
naketa no cnucky MAC-agpecoB. Ecnm B cnucke MAC-agpecoB MMeeTCsi 3fEeMEHT,
cooTBeTcTBYOWMN MAC-agpecy HasHa4YeHusl nakeTa, YCTPOMUCTBO MCMONb3yeT BbIXOAHOW NOPT
ONns nepecbinkn naketa. Ecnn B cnucke HeT anemeHTa, cootBetcTBytowero MAC-agpecy
Ha3Ha4yeHUsi NakeTa, yCTPOMUCTBO NEPEXOAUT B LUMPOKOBELLATENbHBIA PEXUM AN NEPECHIKU
naketa u4epes cootBeTcTByloWwyw VLAN (3a wucknodeHnem BxogHoro nopTta). bonee
nogpobHas nHgopmaumsa o MAC-agpece npuBeeHa Ha CreayoLemM pucyHke.

PucyHok 6-21

6.5.2. NMpuBsaska MAC-agpecoB K nopTy

Ha 9akpaHe, MnokasaHHOM Ha pUCYHKe 6-22, LWenkHUTe TeKyLuii MNOAKIMIOYEHHbIN MOopT,
ycTaHoBuTe dyHKUMo npuBsiskn MAC-agpeca, 4ToObl TONBbKO TEKYLLUIA NOPT NepeHanpasnsn
nakeTbl kK npuBsadaHHomy MAC-agpecy.

e e e e e E

Mpumep koHdUrypaumm. PucyHok 6-22

1 CeTeBoe noaknoyeHve
Monb3oBaTenb oTkpbIN Beb-MHTEepdenc ans npussaskm MAC-agpeca k nopTy, 4Tobbl nopT
MOT MCMOMb30BaTLCS TOMBbKO TEKYLUMM YCTPOWCTBOM.

2 Hactpoviku
(1) U3 paspgena Device Management > Security («YnpaBneHue yctponctsamu >
BesonacHocTb»), nepengute B uHTepdenc MAC Address Table («Tabnuua
MAC-agpecoB»).
(2) Bibepute nHtepdenc Port MAC Binding («MNpuesska MAC-agpecoB K nopTy»).
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(3) BbibepuTe nopT, COCTOSIHUE COEQUHEHUSI KOTOPOrO NMOMEYEHO 3EMEHbIM, a
3atem HaxmuTe Bind («[MpuBsasatb»). Cm. pucyHok 6-23.

oo arar e e R

PucyHok 6-23

6.5.3. dunbTpauusa MAC-agpecoB ans nopra
s ey e P e A

Max Filering Portt i

PucyHok 6-24
Kak noka3aHo Ha pucyHke 6-24, dyHKUMS UCNOnb3yeTcs AN OorpaHuyveHus
paspelweHHbix MAC-agpecoB nakeToB pAns nopta, 4Tobbl npefoTBpaTUThH
BO3MOXHYI0 ataky. llocne Toro kak nopT Gblf1 HACTPOEH C MOMOLLIbIO ATOW dYHKLMK,
npu npveme naketa GyaeT npovcxoauTb npoBepka, coBnagaeTt nn MAC-agpec
MCTOYHMKA nakeTa ¢ paspeleHHbiM MAC-agpecom:
e Ecnu agpec cosnagaet, nakeT cumtaeTcsd ofobpeHHbIM n ero obpaboTka
NPOAOIIKUTCS.
e [Ecnun oH oTnuyaeTcs, TO NakeT cyuTaeTcs HeoAobpeHHbIM, M OH byaeT
oTbpoLLEeH.

6.6. Hactponku SNMP

CeTtb SNMP BkntoyaeT B cebs aBa anemeHTta: NMS 1 areHT.

e NMS (Network Management System — cuctema ynpaBneHus CeTblo) — 3TO
ceTeBol agmuHucTpaTop SNMP. OH obecneunBaeT yao6HbIN MHTEPAKTUBHbIN
uHTepdperic. Moaxogut Ans BbINONHEHWUs1 GonblUMHCTBA 3agay CeTEBOro
agMUHUCTPaTopa Mo ynpaseHuio.

e AreHT sBnsetcd obbekTtoMm ynpaBneHus B cetu SNMP. OH nonyyaeT u
obpabaTbiBaeT 3anpocbkl NMS. B HekoTOpbIX criydasix, Korga craTyc rnoprta
N3MEHWIICS, areHT MOXeT aBToMaTU4eCcKun OTNPaBnATb CUrHaN OnoBeLLeHns B
NMS.
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Mpn ynpaBneHun yctponctBom ¢ nomolwibio NMS yaenseTcs 3HaunTenbHOe BHUMaHVe
HeKOTOpbIM NapameTpam, TakuMm Kak ctaTtyc nopta, ckopocTb LM n 1. a. Bce atn napameTpbl
BMecTe HasbiBaoTcs Management Information Base (MIB — 6a3a ynpaBnsioLlen
uHdopmauumm). Kaxabii n3 napameTpoB HasbiBaeTcs y3nom MIB. MIB onpegenset cnom ysnos
M CBOWCTBA ynpaBnseMblX OObEKTOB, Hanpumep MMs, nNpasa AOCTYNa, TUM AaHHbIX U T. 4. Y
kaxgoro AreHTta ectb cBoit MIB. CoBOKYNHOCTb ynpaBnsieMblX yCTPONCTB MMeET COBCTBEHHBIN
MIB-cpann, n komnunsaumsa atux MIB-cannos B NMS moxeT reHepupoBaTe MIB kaxporo
yctporictBa. NMS cuuTbiBaeT u 3anuceiBaeT y3nbl MIB B COOTBETCTBMM C HAcTponkamu npas
pocTtyna, 4Tobbl ynpaBnsaTb AreHToM. CM. crnefylowwili pUCYHOK, UNMHOCTPUPYIOLLWIA
oTHoweHusa mexay NMS, AreHtom 1 MIB.

Get/Set-3anpocbl

-

Get/Set-oTBeTbI
1 NOBYLLKU

PucyHok 6-19

MIB npvHMMaeT ApeBOBMAHYIO OpraHM3aumio, COCTOSLLYIO U3 MHOXECTBa y3noB. Kaxabiv yen
npeactaBnseT cobon oAvH  yrmpaBnseMbli  0ObekT. YnpaBnsembli  0ObekT  MOoXeT
UCMomnb30BaTb YHWKanbHbIA HOMEp, NpeAcTaBnsAlowmii cobolt nyTb, HavMHaKLWMIACH C
KOpHeBOro katanora. OTOT Homep HasbiBaeTcs Object Identifier (OID — wpeHTUdMKaTOp
obbekTa). MNoapobHy MHGOPMaLMIo CM. Ha CreayloWeM pUcyHke. YnpaBnsieMblin 06bekT B
MOXeT ucrnonb3oBaTb nocrnegosatenbHbii Homep {1.2.1.1} ans ugeHTudukaumm. 3to OID
ynpaBnsieMoro obbekTa.

KopeHb

PucyHok 6-20

SNMP npepoctaBnseT Tpu OCHOBHbIE onepaunn Ans peanu3auuy B3anMOOenNCTBUS MEXAY
NMS v areHTOM:
e Get: NMS ucnonb3yeT ee Ans Movcka 3Ha4YeHWUs OAHOrO MMM Heckonbkux y3nos MIB
areHTa.
e Set: NMS uncnonb3yeT ee Ans yCTaHOBKM 3Ha4YeHUs OQHOro Unn Heckonbkux y3nos MIB
areHTa.
e Trap: NMS ncnonb3ayeT ee ansa otnpasku trap-coobwieHnin B NMS. AreHT He TpebyeT oT
NMS otnpaButb oTBeTHOE co0bLLeHMe, a NMS He oTBevaeT Ha trap-coobLueHus.
SNMPv1, SNMPv2 n SNMPv3 nopgaepxvBatoT onepauuu ¢ rosyLukamu (trap).
Bepcusa npotokona SNMP
Ha Tekywmin momeHT areHT nogaepxmeaet SNMPv1, SNMPv2 n SNMPvV3.
SNMPv1 npuvHumaeT mmsa coobuiectBa ans ceptudumkauum. Umsa coobuiectsa nogo6HO
napornio 1 CNyxuT ans orpaHndeHus cea3n mexay NMS n AreHtom. Ecnn nmsa coobuiecTsa
NMS 1 umsa coobuiectBa ynpaBnsieMblx yCTpoicTB He coBnagatT, NMS un areHT He cmoryT
yctaHoBuTb SNMP-coeguHeHve, 4to o3HayaeT, yto NMS He cmoxeT nomy4uTb AOCTYyn K
AreHTy 1 He NpuMeT nNpegynpexaeHve oT AreHTa.
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e SNMPV2 npuHumMaeT umsi coobulectBa anst ceptudpukaummn. SNMPv2c
pacwupun dyHkumn SNMPVI, nogaepxvBaet Gonblue TUMOB onepauuii u
6onblue TUMOB AaHHbIX, NPEAOCTaBMNAET MHOrOYMCIIEHHbIE KOAbI OWMBOK U

MOXET TOYHO pa3nunyaTtb OLLMGKM.

o  SNMFV3 npumeHsieT mogenb 6€30nacHOCTN Ha OCHOBE MMEHM MoJib3oBaTeNs
User-Based Security Model (USM) pna ceptudmkaumm. CeTteson

aAMWHUCTPATOP MOXET YCTaHOBUTb  (DYHKUMIO  ayTeHTUbMKaumm

wncgposaHus. [poBepka MOANMHHOCTKM  3aKnilo4aeTcs B MpoBepke
LEeNCTBUTENBHOCTW OTNpaBUTeNs coobLLeHns, YTobbl n3bexaTb HeE3aKOHHOrO
poctyna. WwudposaHue 3aknovaeTcs B LWUMEPOBaHWU COOBLLEHWIA CBS3U
mexay NMS n AreHtom B criyyae noacnyLumsanus. PyHKLUA ayTeHTudmKaumum
n WndpoBaHUS MOXET MOBbICUTL YpoBeHb 6Ge3onacHocTn mMexagy NMS u

AreHTOM.
MpumeyaHue:

Y6enutechk, 4To NMS 1 AreHT ncnonb3ytoT ogHy 1 Ty xe Bepcuto SNMP, nHave
coeanHeHne NMS n AreHTa MOXET 3aBEpPLUUTLCSA HEYAaven.

6.6.1. SNMP

3T0T uHTEpderc npegHasHadveH ans Hactponkn SNMP. V1 n V2 Bknovatot
crneayoLme HaCTPONKW.
Moapo6Hyto nHopmaumio cm. B Tabnuue 6-6.

o TEEES |

et Managemant

Max: Filering Portt J

PucyHok 6-27

Ha pucyHke 6-27 nHtepdeiic Hactporikn SNMP V1 1 V2 BkntovaeT nopt SNMP,
Bepcuio, coobLecTBa C NpaBaMu YTEHWS, 3anvcu, agpec rNoBYLLKA U ee NopT.
Ha pucyHke 6-28 nokasaH nHTepdeiic HacTponkun SNMP V3.

System Config
Pt Maragement

PucyHok 6-28
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MoapobHy MHpopMaLuo cM. B Tabnuue 6-6.

HanmeHoBaHue MpumeyaHune

YteHune obLuein cTpoku Mmsa coobluecTBa, KOTOpOe CeTeBOW agMUHUCTPATOP UCMOSb3yeT Ans
poctyna. MNpaBo YteHusi. HacTpovika no ymonyaHuio — obLiero
nonb3oBaHus.

3anuvck obLuen cTpoku Mms coobLecTBa, KOTOpoe CEeTEBON agMUHUCTPATOP UCNonb3yeT Ans
poctyna. [Npaso 3anucu. HacTporika no yMonyaHuio — YacTHbIA JOCTY.

Adpec nosyLIKK YkasbiBaeT |IP-agpec cepsepa.

MopT noByLUKK Heo6xonum Ansi ycTaHOBKM NMopTa HasHa4YeHWs! NOBYLLKU.

Mms nonb3osarens 3apalitTe UM NoONb3oBaTENs TONbKO ANs YTeHus. Tonbko ans V3.

TOMbKO ANsi YTEHUsI

Pexum YcTaHaBnvBaeT pexum ayTeHTudmKaumm npy Bbibope ypoBHS

ayTeHTumnkaumm 6e3onacHocTn «AyTeHTudrKaums 6e3 WindpoBaHUa» Unu
«AyTeHTUMKaums 1 wndpoBaHuey. Pexum ayTeHTudukaumm BrnoyaeT
MDS n SHA.

Maponb YcTaHaBnvBaeT naponb ayTeHTudmKaumm.

ayTeHTumnkaumm

Pexum wmndposaHmns Korga pexum ayteHTudunkaumm — «AyTeHTudukaums n wndpoBaHue»,

3A€Cb yCTaHaBNUBaETCS PEXUM WndpoBaHus. 3Ta cepusi KOMMYTaTOPOB
nopgaepxusaet Tonbko 3DES.

Maponb wndposaHns Korpa pexxum ayteHTudmkaumm «AyteHTudmkaumsa u wndpoBaHme», 30ech|
yCTaHaBNMBaEeTCA Naponb LN POBaHUS.

I'Iaponb yTeHus/3anucu OH npegHasHavyeH ansd yCTaHOBKU MNpaBs MoJjib3oBaTend Ha YTeHve/3anuchb.

Tabnuua 6-6

Mpumep KoHdUrypaumm.

SNMPv1/v2

1. MopakntoyeHne kK cetu
CM. pucyHok 6-29, NMS nogkntoyaeTcs K KoMMyTaTopy 1 AOSMKEH OTBeYaTb CneayoLwmm
TpeboBaHUsIM.
NMS koHTponupyeT n ynpasnseT kommyTtatopom 4Yepe3d SNMPv1 n SNMPv2.
KomMyTaTop MOXeT aBToMaTu4ecku oTnpasnste coobieHne Trap Ha NMS, korga ectb
HencrnpaBHOCTb.

192.168. 1.3

192. 168. 1. 2

Mepeknioyatensb
AreHT
PucyHok 6-29
2. Hactponku
1) Hananenu Hasurauum Device > SNMP Settings, («YcTpoiicteo > Hactpoviku SNMP») cuctema
nepexoauT B nHtepdenic SNMPv1
MO YMOMYaHWIo.
2) Bbibepute Bepcuto SNMP v1 unn v2.
3) Homep nopta SNMP — 161, yctaHoBute «Coo0bL1ecTBO € NpaBoM YTeHus», «CoobLLecTBo ¢
npaBoM 3anucuy, «Agpec nosyLwku» n «NopT nosyLuku». CMm. pucyHok 6-30.
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System Config

Port Management
Device SNMP Version ] SNMPvi SNMP v2 [C] sNMPv3
> Spanning Tree
> VLAN

> Link Aggregation

SNMP Port 161 ez
Read Community | read

Write Community | write
> QoS Settings

Trap Address 192.168.0.1
> Security

e Setinge Trap Port 162
> 8021X Detaut [ Reresn || sae
> IGMP Snooping

PoE

PucyHok 6-30
SNMPv3

1. MopakntoveHne k cetTn

e B cootBetcTBMU C pucyHKoM 6-31, NMS nogxnoyaeTcs K kKoMMyTaTopy, U peanuayeT
cnepywolume TpeboBaHus.

e NMS KoHTponupyeT u ynpasnsieT kommyTatopoMm Yyepe3 SNMPv3.

e KomMmyTaTop MOXeT aBTOMaTuyecku oTnpaensaTe coobweHne Trap Ha NMS, korga
€CTb HENCNPaBHOCTb.

e Korpa NMS nogkntoyaeT AreHTa 4Yepe3 SNMP, TpebyeTcs ayteHTudmkaums. Pexum
ayTteHTudukaumm MD5, naponb ayTeHTudmkaumm — adminl23.

e CoobuieHne SNMP mexagy NMS n AreHTom [OmKHO BbITh 3alLnMdpoBaHO, PEXUM
wndpoBaHust — DES56, naponb wndpoBaHns — admgl}&f:’i 3

192, 168, 1. 2

@g -~
MepekniovaTtens MS
AreHT

PucyHok 6-31
2. Hactponiku

(1) Ha nanenu HaBuraumm Device > SNMP Settings («YcTporncteo > Hactponku SNMP»)
crcTeMa Mo yMonyaHuo nepexoamnt Ha uHtepderic SNMPv1.

(2) Bblbepute Bepcuto SNMP kak v3.

(3) Homep nopta SNMP — 161, yctaHoBute «Co00LLEeCTBO C NpaBamMu Ha YTEHNEY,
«Co006LLecTBO C MpaBaMu Ha 3anucby, «Agpec noByLwku» 1 «MopT nosyLuKkn». [NopT
NOBYLUKN — 162.

(4) BseauTe nMsA nonb3oBaTeNs TOMLKO ANA YTEHUS B MONE Kuser»

(5) Pexum ayteHTudmkauum — Md>5.

(6) Maponb ayTeHTUdMKaLMn — «adminl23».

(7) Pexum wudposaHma — «CBC-DES»

(8) Maponb WndpoBaHNsa 1 Naponb NOATBEPKAEHMA — «adminl23».

(9) BsepauTte uMa nonb3oBaTens ANa YTeHusa/3anmcy «useri».
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(10) Pexwum ayteHTndmkaumm — «Md5».

(11) MNaponb wugpoBaHna — «adminl23»

(12) Pexwum wudpoaHus — «CBC-DES»

(13) Maponb wugpoBaHns — «adminl23»

(14) Haxmute kHorky Save («CoxpaHuTb»). CM. pucyHok 6-32.

System Config
Port Management

De SNIP Version SNMP V1 SNNP v2 SNNP V3

> Spanning Tree

SNUP Port 161 (1~68535)
> VLAN
Read Community | read
> LinkAggregation
Write Community | wirite
> QoS Seftings

Trap Address 192.168.0.1
> Security

—— Trap Port 162

> 8021X Read-only Usemarme | public

S E Py Autnentication Type @ WDS
=3 Authentication esesesee
Password
EncoptionType @ CBC-DES

Encryplion Password | eesesses
Readgwrite private
Usemame

Authientication Type @) MDS

Authentication esssssse
Password

Encryption Type © CBC-DES

pefaut__|[__Refresn

PwucyHok 6-32
6.7. 802.1x

IEEE 802.1x — 3TO CTaHAapT ayTeHTudMKaumm nonb3oBaTens Ans AocTyna B CeTb,
KOoTOpbI paspaboTtaH IEEE. 3To Tvn npoTokona ynpasreHust JOCTYNOM K CETU Ha
OCHOBE MopTa, NO3TOMY Ha MopTe YCTPONCTBa A0OMKHA BbiTb HACTPOEHa TOYHast
hyHKUMS npoBepkn noanmHHocTh 802.1 x. UTo kacaeTcs nonb3oBaTenbCKOro
YCTPOWCTBA, K KOTOPOMY ObpaLLaeTcs NopT, TO HEOOXOAMMO KOHTPONMPOBATL AOCTYN K
WCTOUHKKY CETU Yepes3 ayTeHTUdUKaLmio.

6.7.1. CeteBas cTpykTypa 802.1x

Cuctema 802.1x BkntoyaeT B cebsi Tpu YacTu: 3TO KIMEHT, YCTPOWCTBO U cepBep
ayTeHTumKauum, KoTopble NoKa3aHbl Ha pUCYHke 6-33.

—

AreHt CepBep ayTeHTUdMKaLMK

3akasumk PucyHok 6-33
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e KnueHT — 3TO nonb3oBaTenbCckoe TepMUHaNbHOE YCTPOWCTBO, KOTOpoe TpebyeT
[OCTyna K okanbHOM CETU W MPOXOAUT ayTeHTUMUKALMIO CEeTEBbIM KOHEYHbIM
YyCTPOWCTBOM B HeW. Ha knueHTe [OMKHO OblTb YCTAHOBMEHO KIMEHTCKoe
nporpaMmMHoe obecnedeHve, nogaepxusatolee ayteHTudmkaumo 802.1x.

e CeTeBOe KOHEYHOE YCTPOWCTBO — 3TO YCTPOWCTBO, KOTOPOE KOHTPONMpyeT
KMMEeHTCKU AO0CTyn B NokanbHoW ceTh. OHO pacronoXeHO Mexay KIMEHTOM M
CepBepoOM ayTeHTUMKaLunN, KOTOPbIN NpeaocTaBnseT NnopT AOCTyna K NokanbHOu
ceTV AN KNWEHTOB (hM3MYECKM MOPT WM FNOrMYecKui NopT) U peanusyet
ayTeHTUUKaLMIO MOAKIIOYEHHOTO KIMEHTa MOCPeACTBOM B3aMMOAEWCTBUS C
CepBepoM.

e CepBep ayTeHTMdMKaLMKM UCNONb3yeTcA ANS peanusauun ayTeHTUdmKauum,
aBTopu3aumu n bunnuHra, kak npasuno, ato cepsep RADIUS (cepsep yaaneHHoi
ayTeHTMdMKaumm nonb3oBatens). CepBep NpPOBepPKM MOASIMHHOCTM  MOXET
NpoBEpPUTb MPaBOMEPHOCTb AOCTyMa KIMEeHTa B COOTBETCTBMM C WMHopmaumen
ayTeHTUUKaLMK KNMeHTa, OTNPaBIieHHON C CETeBOro KOHEYHOro YCTPOMCTBA, M Mo
3aBepLUeHUn coobLMTb YCTPOMCTBY O pedynbTaTax nposepku. CeTeBoe KOHeYHoe
YCTPOWCTBO oOnpefenseT, paspewaTb NN KIMEHTCKAW [ocTyn wunu HeT. Ponb
cepBepa ayTeHTUdMKaLMM MOXeT ObITb 3aMeHeHa yCTPOWCTBOM B Maroin ceTeBoW
cpepe, TO eCTb YCTPOMCTBO OyAeT OCYLUEeCTBMATb JOKanbHY ayTeHTudukaumto,
aBTOPU3aLMIO U BUNNWHT KNWeHTa.

6.7.2. KOHTpONMpyeMbIi/HEKOHTPONMPYEMbIN MOPT
ayTteHTUdmukaumm 802.1x

MopTbl gocTyna K NMOKanbHOM CeTu, NpedocTaBnsieMble YCTPOMCTBOM A1 KITMEHTOB,
MOXHO pasfenTe Ha [ABe Tpynnbl MOTMYECKUX MOPTOB — KOHTpONupyemble U
HeKoHTponupyemsble. JTlo6ol kagp, KOTOpbIA NPUOLIN B MOPT, MOXET 0TOBpaxaTbCs Kak
Ha KOHTPOMMPYeMOM MopTe, TaK M Ha HEKOHTPONMPYEMOM MOpPTeE.

e HekoHTponupyemblii MOPT BCEerga HaxoAWTCs B COCTOSIHUM [OBYHarpaBIiEHHOro
COEAVHEHNs!, KOTOPOE B OCHOBHOM WCMOMb3yeTcs [Afs rfepegady naketa
ayTeHTUdUKaUMM 1 rapaHTUpyeT, 4YTO KIMEeHT Bcerga MOXeT OTnpaBwUTb WNnn
MoNy4UTb NakeT ayTeHTUUKaLMK.

e KoHTponvpyembli MOpPT BCerga HaxoAUTCs B COCTOSHUM  [BYHanpaBIiEHHOro
COefIMHeHVS B CTaTyce aBTopu3aumu, KOTOpbI CNonb3yeTcsa ANS nepefaydn nakeTa;
3anpeLlaeTcs nonyyaTb KakoW-nMbo MakeT OT KNWeHTa, Korga OH HaxoguTtcsl B
COCTOSIHUM HECaHKLIMOHMPOBAHHOIO AOCTYNA.

6.7.3. Pexxum tpurrepa ayteHtudpumkaumm 802.1x

Mpouecc ayTeHTudmKauum 802.1x aKTUBHO 3anycKaeTCs KIMEHTOM, ero Takke MOXHO
3anycTUTb C NOMOLLbIO YCTPONCTBA.

Pexum akTMBHOro Tpurrepa KnmeHTta

e MHoroagpecHbli Tpurrep: KIWEHT akTMBHO OTNpaBnseT nakeT 3anpoca
ayTeHTMKKaLMmN Ha YCTPONCTBO AN 3anycka ayTeHTudrKaLmm, agpec HasHaveHns
naketa — 310 MAC-agpec mHoroagpecHon paccbinku 01-80-C2-00-00-03.

e llnpokoBelyaTenbHbIA TPUITEP: KIMUEHT aKTMBHO OTMPaBnsieT nakeT 3anpoca
ayTeHTUUKALMM Ha YCTPOWCTBO, YTOObI WMHULMMPOBATL ayTeHTUMKaLWIO,
agpecoM HasHaveHus nakeTa sBnsieTcs wupokoBelaTtenbHbin MAC-agpec. Pexum
cnocobeH pewmnTb npobrnemy, n3-3a KOTOPOW YCTPOMCTBO HE MOXET MOMyyvTb
3anpoc ayTeHTUdMKaUMM OT KIMEeHTa, MOTOMY YTO HEKOTOpble YCTPOMCTBa He
noaAepXvBalT MHOrOaAPECHbI NakeT, yKadaHHbIV Bbllle, B CETU.

Pexum akTMBHOro Tpurrepa ychOﬁCTBa
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Pexum akTMBHOro Tpurrepa YCTPOWCTBA MWCMONb3yeTcst AN MNOAAEPXKU KIMEHTa,
KOTOpPbIA HE MOXET aKTMBHO OTNPaBMsATb NakeT 3anpoca NPOBEPKM MOANMHHOCTU; eCTb
[0Ba Tuna akTUBHON TPUITEPHON ayTeHTUMKaLun yCTponCTBa:

e MHOroagpecHbIn Tpurrep: yCTPOMCTBO aKTMBHO OTMpPaBIISIET MakeT 3anpoca Tuna
naeHTUuKkaumMm Ans  3anycka ayTeHTUUKaUMW  KIUEHTY C  perynsipHbiMu
MHTEpBanamm (no ymon4yanuio 3to 30 cekyHa).

e OpHoafpecHbI Tpurrep: Korga YCTPOWCTBO MOMy4YaeT HEU3BECTHbIA Maket
MAC-agpeca MWCTOYHMKA, OHO OyAeT akTMBHO OTMNpaBnsATb MakeT 3anpoca C
naoeHtTudukatopom Ha oamH MAC-agpec, YToObl MHULMUPOBATL ayTEHTUMUKALNIO.
OHo cHOBa OTNPaBUT NAaKeT, ECINN YCTPOWCTBO HE MOSyYMT OTBET KIMEHTA BO BPEMSI
HaCTPONKMN.

6.7.4. CtaTtyc aBTOpM3aLum nopTa

MoxHO HacTpouTb CTaTyc aBTopu3aLmm nopTa Tak, YTobbl KOHTPONMPOBATb, AOMKEH NN

nonb3oBaTesb, NOAKIOYEHHbIN Yepes MnopT,

NPOXOAUTb ayTeHTUdMKaLUMIo nepes NOCELLEHNeM CeTeBOro MCToyHuka.  [opT

noaaepXvBaeT TP CNeayLMX COCTOSAHUA aBTOpU3aLImnu:

e dopcupoBaHHasa aBTOpU3ALMA: O3HAYAET, YTO NOPT BCErAa HaXOAUTCSA B COCTOAHWM
paspeLleHHoro [AocTyna, 4YTO MO3BONSEeT MoMb3oBaTensam rfocewatb CeTeBOoWn
MCTOYHUK Be3 ayTeHTUdukaumm.

e ®doOpcCUMpOBaHHbIN HEABTOPU3OBaHHbLIN AOCTYM: O3HA4yaeT, 4YTO MNopT Bcerga
HaxoaWTCst B COCTOSIHUM HEeaBTOPWM30BAHHOTO [OCTYNa, He MO3BOMSASA BbIMOMHATbL
ayTeHTUdUMKaumio  rnonb3oBaTeneir. YCTpoMcTBO He OydeT  OCyLIecTBRsiTb
ayTeHTUMKaLMIO KIMeHTa, KOTopbI obpallaeTcst K nopTy.

e [lopT Ha ocHoBe 802.1x: O3HayaeT, YTO M3HA4anbHO MOPT HaxoAWTCH B cTaTyce
HeaBTOPU30BAHHOIO AOCTyMa, He MO3BOMNsAs Mofib3oBaTeNnsM nocelartb CeTeBow
nctoyHuk. [MopT OyaeT nepekniodeH Ha aBTOPU3OBAHHbIA  CTaTyc, ecnm
nonb3oBaTeny NPoWAayT ayTeHTUdMKaLmio, U Toraa OHM CMOTYT MoceLlaTb CETEBOW
VNCTOYHUK.

Mpumep koHdUrypaumm.

1. CeTteBble TpeboBaHusi
IP-appec knueHTa — 192.168.1.1 /24 cermeHT, IP-agpec cepBepa ayTeHTUdMKaLum —
192.168.1.100, 1 ato TpebyeTcsa Ans ayTeHTUUKALMM CEPBEPOM ayTEeHTUMKaLUN,
KOrAa AOCTYMHbI BCE NMOPThI YCTPOMCTBA.
2. Warn koHdurypaumum
(1) BknounTb dpyHKUMIO ayTeHTUdMKaUmMM, BCE MNOPTbl BKMOYEHbI Ha OCHOBE
ayTeHTudmkauum 802.1x, kak Noka3aHo Ha pucyHke 6-34.

System Config NAS Settings | Radius Settings

Port Management
Mode Disable -

Device
Reauthentication
Enabled

> Spanning Tree

> VAN

Reauthentication o seconds
Period

> Link Aggregation

> QoS Settings
Port Admin State Port State

> Securty

Force Authorized Globally Enabled

> SNMP Setings

802.1%

> IGP Snooping

Force Authorized Globally Enabled

Force Authorized Globally Enabled

Force Authorized Globally Enabled
PoE Globally Enabled

Force Authorized Globally Enabled

Force Authorized Globally Enabled

Force Authorized

1
2

3

4

5 Force Authorized
5

7

8 Glotaly Enabled
9

Force Authorized Globally Enabled

10 Force Authorized Globally Enabled

il Force Authorized Globally Enabled

12 Force Authorized Globally Enabled

PucyHok 6-34
(2) HacTtponte agpec cepBepa ayTeHTUdUKaLMK, Kak NOKa3aHo Ha puUcyHke 6-35.
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Radius Settings.

System Config

NAS Settings

Port Management

T Retransmit 3 times

> Spanning Tree

° 192.168.12 1812 WinRadius

i
> Security

PoE

aanewsener|[__save_] [__Retisn

PucyHok 6-35
6.8. OtcnexuBaHue Tpacduka, nepegaroLwleroca no
NpoOTOKONYy ynpaBsneHus ceTbio MHTepHeT

IGMP snooping (npouecc oTcnexuBaHusi Tpadwuka, nepegaroLlerocs no npoToKony
ynpaBreHus cetbio VHTEpHeT) ynpaBnseTcs yCTPOMCTBOM BTOPOrO YpPOBHS, KOTOpoe
reHepupyeT Tabnuuy nepeHanpaBneHuss MHOrOaApecHON Mnepedayn BTOPOro YpOBHS
nocpeacTtBoM oTcnexveaHusi naketa IGMP mexay yCTPOMCTBOM TpeTbero YpoBHS U
xoctoM. [pouecc npedHasHadeH ANs  yrNpaBrieHWsl  Mepecbinko  nakeToB
MHOroagpecHoON nepeayy n peanusauuy BTOPOro YpoBHS yrpaBreHusi, Heo6xoanmoro
ANs pacnpocTpaHeHWst 3TUX NakeToB.

6.8.1. Teopusa IGMP snooping

YcrtpovictBo BTOporo ypoBHs IGMP snooping MOXeT yCTaHOBWTb COMOCTaBreHne Ans

agpeca nopta u MAC-agpeca u4epe3 aHanu3 no npuHATOMy nakety IGMP u

OCyLLeCTBNATL  MHOroaApecHylo nepegadyy B COOTBETCTBMM C  OTHOLUEHUAMM

COnocTaBneHus.

[aHHble MHoroagpecHow nepegaun GyayT TpaHCNMPOBATLCA B CETU BTOPOrO YPOBHS,

€Crnn yCTPOWCTBO BTOPOro ypoBHs He ucnonb3yeT IGMP snooping; nocne Toro, Kak

YCTPOMCTBO BTOpPOro ypoBHSA OydeT wucnonb3oBate IGMP  snooping, u3BecTHble

MHOroagpecHble AaHHble rpynnbl MHOrOaAPECHON Pacchifnku He ByayT TpaHCNMpoBaTLCA

B CETWU BTOPOrO YPOBHS, HO ByayT nepefaHbl MHOroaapecHoM pacchifikon HasHaYeHHbIM

nonyyaTensim.

IGMP snooping MoxeT nepeHanpaBnaTb WHGOPMaUMIO TOMbKO HEOGXOAMMBIM

nonyyaTensm, WCNonb3yss MHOroaApecHyld pacCbifiky BTOPOro YPOBHS, 4TO JaeT

cnepytoLime npeumMyLLecTsa:

e YMeHbLIAETC LUMPOKOBeLLaTenbHas pacchifika MakeToB B CETW BTOPOrO YPOBHS,

COXpaHsisi NPOMYCKHY CNOCOBHOCTb CeTy;

e [loBblWwaeTca 6e30NacHOCTb MHOrOaAPECHOTO PaCcChINkK MHGopMaLmy;

e CraHoBuTCA yAo6HON peanusaums HAMBMAYanbHOro GunnunHra Ans Kaxgoro xocra.
sysemcorns [T

Port Management
[ IGHP Snooping  © Disable
IGHP Leave Packet © Disable
save
> Link Agoregation
> QoS Satings

> securty
> SNUP Sefings

> 8021X

1GHP Snooping

PoE

PucyHok 6-36
WHTepdenc koHdurypauum IGMP snooping nokasaH Ha pucyHke 6-36.
e IGMP snooping: BkrtoyeHue unum oTknoyveHne dpyHkumm IGMP snooping.
e IGMP Leave Packet: BKNOUUTb UK OTKMHOUUTL PYHKLMIO BBICTPOro UCKMHYEHUS.
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7.1. HacTtpounku PoE

Power over Ethernet (PoE) o3HauaeT, 4To ycTponcteo ucnonbayeT nopt Ethernet ans
rnepenayy 3MeKTPONUTaHUs YCTPOMCTBY 4Yepe3 kabenb BuTOM napbl. OyHkums PoE
peanusyeT LeHTpanu3oBaHHOe aHeprocHabxeHve 1 NpocToe aBapuiiHoe AybnnpoBaHue.
CeTeBoI TepMUHaN UCNOMNb3yeT OAVH NPOCTOW ceTeBol kabenb 6e3 BHELLHEro MCTOYHMKa
nutaHus. OH cooTBeTcTBYeT cTaHgapTam |IEEE 802.3af u IEEE 802.3at n ucnonssyet
YHUBEpPCanbHbI 06Lenpu3HaHHbIi nopT nutaHus. OH ucnonb3yetcs ans |P-kamep,
IP-TenedoHoB, To4ek 6ecnpoBoAHOro A4OCTYNa, NePeHOCHbIX 3apsaHbIX ycTponcTs, POS,
cbopa AaHHbIX U T. 4.

Cwm. pucyHok 7-1 ¢ cuctemont PoE. Ha Hem n3obpaxeHo nutaHne PoE, obopyaoBaHue

cHabxeHue anekTponutaHvem (PSE), nHtepdenc nutanus (Pl) n nutaHmne yctponctea
(PD).

PoE nutaHue

PucyHok 7-1
1 PoE nutaHne
PoE obecneunBaeT nutaHue Bcen CUCTEMBI.
2 PSE

PSE pomxeH Hanpsmyto obecneunBatb nutaHue PD. PSE noppepxvBaeT Takue

dyHKUMK, Kak nouck, obHapyxenne PD, knaccudmkaums PD n obecneveHue ero

nuTaHnem, ynpasneHue notpebneHvem aHeprum, nposepka coeauHerus PD n 1. 4.

3 PI

Pl otHocutca k wuHTepdency Ethernet, kotopein wnmeer dyHkumo PoE. OH

HasblBaeTcsi nopToM PoE. OH BkntovaeT FE n GE.

MynbT gucTaHumoHHoro ynpasnexnust POE nveet Asa pexumva:

e CurHanbHble npoBoga — PSE wucnone3yet napbl (1, 2, 3, 6) ana nepegaun
OaHHbIX B kabene BuTol napbl kateropun 3/5 onst IUTaHUsi NOCTOSIHHBIM TOKOM
npu nepegade gaHHbIx B PD.

e B kavectBe 3anacHbix npoBogoB PSE wcnonb3yet napel (4, 5, 7, 8),
Henepepawlme AaHHble B Kabene BuTOM mapbl KaTeropun 3/5, Ans nutaHus
NoCTOSAHHBLIM TOkoM PD.
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MpumeyaHue:

Pexum nutaHusi 3aBUCUT OT TEXHUYECKMX xapakTepuctuk PD. BbiGpaHHbIN pexum
normkeH nogaepxuBate PSE n PD ogHoBpemeHHo. Ecnun PSE n pexum nutaHusa PD

He coBnajatoT

(Hanpumep, PSE He noagepkuBaeT pe3epBHOE NuTaHue OoT

anektpocetn, unu PD nopgpepxuBaeT TONMbKO pe3epBHOE MUTaHWE), UCMOMb3yWTe
npeobpasoBarernb, YToObl 06ecneuntb nuTaHue PD.

4 PD

PD o3HayaeT yCTPOMCTBO, MpUHMMalLemy aHeprmio oT PSE. 310 MoxeT ObiTb

IP-TenedoHom,

GecrnpoBoHOl TOUKOWM [OCTYyna, NopTaTMBHLIM 3apsigHukom, POS,

CEeTEeBOW KamMepon n T. 4.
Korpa PD nutaetcsa oT yctporctBa POE, OH MOXeT noakmnovaTbCs K Apyromy
YCTPOWCTBY ANs pe3epBHOro nutaHus. CM. Tabnuuy 7-1 ¢ nogpobHoi MHdopmaumen

0 HaCTpovike nopra.

HaumeHoBaHve |[pumedvaHue

MopT Ha pucyHke naHenwu Bbibepute nopt PoE. BbibpaHHbIi nopT bynet
oToBpaxaTbesi B cnucke «BblbpaHHbIe MOpTbI» B HUXHEN YacTu MHTepdeiica.
MpumevaHue
MopT 1 1 2 nogaepxusatoTt Hi-PoE.

CocTosiHne BkntounTb nnun oTkntoumTb POE Ha BbIGpaHHbIX nopTax.

nuTaHus Cuctema He nogaet unu pesepaupyeT nutanue ans PD, noakntoyYeHHoro K
nopty PoE, ecnu nopT PoE He BKMoYeH ¢ NoMoLLbo hyHkumum PoE.
Paspeluaetca Bkntountb POE ans nopta, ecnv aTo He npuBeneT K neperpyske
nuTaHusi PoE; B npoTvBHOM cnyvae Bam BkntoyaTb POE He paspeLueHo.
Mo ymonuanuio, PoE oTkntoyeH Ha nopTty PoE.
MpumevaHve
Meperpy3ka mowHocT PSE. Korga o6lwas notpebnsemas MOLHOCTb BCEX
NOpTOB NpeBbILLAeT MakcMMarnbHyto MoLHOCTb PSE, cuctema cuutaer, 4yto PSE
neperpyxeH.

WTorosoe OHO Heo6X0AMMO ANs YCTaHOBKW 3ape3epBMpOBaHHOE 3HaveHne obLyero

3HaYeHve notpebneHus aHeprum nopta PoE.

pesepsupyemoro |ObLuee 3HayeHne noTpebnsiemon MmowHocT PoE oTHocuTes Kk obLiemy

9Hepro-noTpebne(notpebnennto aHeprun ans PD co Bcero nopta PoE. Korga notpebnsemas

Hns MOLLIHOCTb NnoAkstodeHHoro PD Bbilwe, Yem obLias notpebnsemasi MOLHOCTb
PoE, oHa nepectaeT obecneunBatb nutaHue PD.

CM. pUCYHOK 7-2 C HTepdEencom HaCTPOMNKM.

Ta6nuua 7-1

System Config POE Settings.

Port Management

Device
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Power seting
Total Powar 260

Avalable Power | s0

B w -
o o -

Resened 180 w

Portstatus and control

PucyHok 7-2

7.2. CtaTuctuka coobitum PoE

System Config
Port Management

PucyHok 7-3

Ha pucyHke 7-3 oTobpaxaetcs ctatuctuka cobbitun PoE ansa kaxpgoro mopta. OH
BKMOYaeT B cebs neperpysky, NMMUT KOPOTKOrO 3aMblkaHWs, OTKIMIOYEHNE NOCTOSHHOIO
TOKa. KOPOTKOrO 3aMblKaHWs cepBepa U TEPMUYECKOTO OTKITIOYEHNS.

Cwm. Tabnuuy 7-2 ¢ napameTpamm cobbiTuin PoE.

HavnmeHoBaHve MpnumeyaHne T
Meperpyska Tok paboyeit MOLHOCTW OHOrO NOPTa NPEBbICUI TEKYLLMIA MOPOT. a
OrpaHunyeHvie KopoTkoe 3aMblkaHve Npu BKIOYEHUN NUTaHUSi HauMHaeT nockinaTth NMTaHue| ©
KOpPOTKOrO Ha nopT. n
3amblkaHus "
OTkntoveHne MuTaHne OfHOrO NopTa BbIKMIOYEHO.
nuTaHus u
KopoTkoe 3amMblikaHve |KopoTkoe 3aMblkaHve, Koraa nuTatoLlast MMKpocxema nochlnaeT nuTaHue. a
cepBepa
Tennosoe TemnepaTypa nuTaloLLein MUKPOCXeMbI CIIMLLKOM BbiCOKa B pe3ynbtaTe 7
oTknoYeHne KOPOTKOro 3aMblKaHWsi U1K N0 APYro NpUYmnHe. -
2

7.3. QHeprocbeperarowmm PoE

Ha pucyHke 7-4 nokasaHbl 3Heprocbeperawoiwmne napametpbl PoE. ®yHkuusi PoE
OTKIMIOYEHa B yKasaHHbI Nepuoa Ans 3KOHOMWWM 3Heprun. Korga nepuops 3akoHYWTCS,
nopT aBTOMaTU4eCK/M BO30GHOBNSET nogady nUTaHus.

System Config Green PoE

Port Management
Device

POEOTTImE  Friday

PoE POEONTime  Friday

> POE Setings

> PoE Event Statistics

WEnable

I:IDDDDDDD!!!H!

PucyHok 7-4
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WHdopmaumtio o HacTporike Green PoE cwm. B Tabnuue 7-3.

HaumeHoBaHue MpumeyaHue

Bpewms oTknoueHns

PoE BxogHoI TOK 04HOro nopTa NPeBbICMI NOPOr TOKa BbIXOAHOrO nopra.
Mepepatowyin NOpT 3aMblkaeTCcsl HAKOPOTKO, KOTAa YMn NoATBepXAaeT

PoE no Bpemexun niTaHue nopra.

Mopt BbiGrpaemble nopThbl.

Tabnuua 7-3

Mpumep KoHduUrypavmm.

1 CeteBoe coeanHeHne
MopTbl 1-10 AOMKHBI OTKNOYATLCS Kaxayto cyb6oTy M kaxaoe BOCKpeceHbe 1
aBTOMAaTUYECKN BKMIOYATLCA KaXKabl NOHeAeNbHWK.

2 Hactponku
(1) YcTaHoBUTE nepuog OTKI0HYEeHUst mopTa ¢ cyb60Thl MO BOCKPEeCeHbe 1
aBToOMaTU4yeckoe BO30OHOBMNEHUE NUTAHNA B NMOHEAENbHUK.
(2) YcTaHoBUTE NOPTHI.

(3) Haxxmute Save («CoxpaHuTb»). [oapobHyto nHopMaLmio CM. Ha pUcyHke 7-5.

System Config Green PoE

Port Management
Device POEOfTime  Saturday 17 40 2

POEONTime  Sunday v 17 49 20

[WEnable Port

1 =

Ijnnnnnnnnﬂﬂﬂﬂﬂﬂﬂﬂs

PucyHok 7-5

e  [laHHOE pyKOBOACTBO NOSIb30BATENs NpeAHa3Ha4YeHo TONbKO Ans
CrpaBKu.
B nHTepgeiice nonb3oBatensi MOryT 6biTb HEGOMbLUNE OTIINYUS.
Bce npoekTHble peLueHns 1 NporpaMmbl MOryT MEHSTbCS 6e3
npeaBapuTenbHOrO MMCbMEHHOTO OMOBELLEHNS.

. Bce ToBapHble 3HaKu U 3aperucTpupoBaHHbIE TOBapHbIE 3HAKU ABMNSIOTCSA
CcOBCTBEHHOCTHIO COOTBETCTBYHOLLMX BnaaernbLes.

. Ecnu Bbl HaWMM HETOYHOCTL UMK NPOTUBOPEYME, CM. HalW NocrneaHue
pasbsACHEHMS.

e [Ins nonyyeHuns AOMNONHUTENBHON MHOPMaLMK NpUrnallaem noceTuTb
Haw Beb-canT.
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